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Welcome! 

On behalf of the Communications Committee and Board of Directors I am 
pleased to present you with the annual URMIA Journal. URMIA’s mission 
is to advance the discipline of risk management in higher education. The 
URMIA Journal is driven by the need to enhance the communication among 
our members, among our members and others with common technical and risk 
management interests, and among all of us and those who are now making seri-
ous inroads into the realm of enterprise risk management within our respective 
organizations.

This journal provides ten insightful and valuable articles designed to further 
inform and educate you on the ever-changing landscape of risks in higher 
education. The articles cover such important topics as developing response 
procedures for active shooters, managing risks of minors on campus, expanded 
faculty first amendment rights in public schools, social media risks, cyber expo-
sures and information security, a dashboard of higher education risks, Division 
I compliance, and concussion management. 

Also highlighted in this edition are URMIA’s 2013 Innovative Risk Man-
agement award winners, Siena College and Stevens Institute of Technology. 
URMIA launched its Innovative Risk Management Solutions Award in 2007 
to recognize new and creative risk management efforts implemented by our 
members which address specific exposures or risk management topics in col-
leges and universities. It also encourages members to share their successful 
ideas or projects as potential resources for others and to facilitate sharing of 
this information. In sharing the IRM winners’ solutions, our hope is that other 
college and university risk managers will be able to modify and implement 
similar programs on their own campuses and benefit from the sharing of these 
materials.

I would like to express my gratitude to the editors of this publication and thank 
those who have submitted papers. The increase in the number of submitted 
articles and wide range of geographical and demographic contributions from 
the authors has contributed to its great success. We hope you enjoy reading it.

I look forward to seeing all of you at the annual conference in Louisville in 
September!

Anita C. Ingram, ARM, MBA 
Associate Vice President and Chief Risk Officer 
Southern Methodist University 
URMIA President, 2013-2014

From the President
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Abstract: Seconds count once gunshots are heard in the work-
place environment. Close the office door, turn out the lights 
and turn the mobile phone to ‘silent’ is the standard mantra 
for what is expected in the response efforts; however, is that 
enough? In a perfect world, this sermon 
may fall short of what emergency manage-
ment practitioners might preach since it 
does not adequately fulfill the reality of 
what is best practice for optimal life safety. 
This paper offers options for lockdown 
preparedness and response to address 
internal lockdown from the moment shots 
are fired. Recommendations for the cre-
ation of a lockdown plan, building assess-
ment surveys, and a controlled, simulated 
exercise are addressed to raise awareness 
in response methods and reduce overall 
response time. The procedures suggested 
in this paper will optimize training efforts 
using the community’s standard emer-
gency operating procedures in response to 
workplace violence when seconds count to 
minimize loss of life.

Introduction
Over the past 15 years, the comfort 

level with feeling safe when leaving home 
has changed considerably. Safety can no 
longer be defined by the ‘Mayberry’ lifestyle. That is, when 
in trouble, simply call the police and peace will be promptly 
restored.

Mayberry never experienced the active shooter: That 
is, a person who threatens or attempts to kill people in a 
confined space or populated area.1 What causes this emer-
gency manager to lose valuable hours of sleep is the ever-
changing idea of what life safety actions should be taught 
to hesitant faculty, staff, and students to achieve an optimal 
level of response should an active shooter suddenly emerge 
in a standing-room-only classroom, dining hall, or student 
center. 

Over the past ten years, the reality of active shooter 
events for campus constituents and the campus law enforce-
ment community serves as a safety wake-up call for college 
and university campuses across the nation. Research indi-

cates that many campuses following these 
high-profile tragedies implemented new 
or enhanced processes and technologies to 
improve communications along with the 
mobilization of emergency resources and 
training for first responders. 

A March 2008 nationwide survey 
conducted by the Midwestern Higher 
Education Compact of student life officers 
and campus safety directors assessed 
the impact of the tragic events at Vir-
ginia Tech on campus safety and security 
practices. The study indicated that a flurry 
of activity occurred on campuses across 
the nation as colleges and universities 
conducted internal reviews of emergency 
procedures, notification systems, and poli-
cies related to student behavior.2 

Post-Virginia Tech, the House of 
Representatives passed the College Op-
portunity and Affordability Act (HR 4137; 
signed by the President in August 2008), 
which requires the secretary of education 
to clarify FERPA (the Federal Educa-

tional Rights and Privacy Act, a federal law that protects 
the privacy of student education records and applies to all 
schools that receive funds under an applicable program of 
the U.S. Department of Education), so that campuses know 
when they can share with parents the information of their 
college-age children. Moreover, according to Campus Safety 
magazine, reaction to the Sandy Hook Elementary School 
shooting in December of 2012 became the overwhelming 
theme of the campus risk and law enforcement community 
in 2013. Fifty-two percent of university and hospital re-
spondents reported plans to change or already implemented 
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Lisa W. Morris CEM, CBRM, Southern Methodist University

Three Steps to Safety: 
Developing Procedures for Active Shooters
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change while eighty-eight percent of primary and second-
ary education respondents say they have made or plan to 
make changes to their public safety, security, or emergency 
preparedness programs as a result of the Newtown tragedy 
last year.3

While the shootings spurred renewed discussion and 
debate about weapons regulation, mental health counselling, 
and the difficult balance between the administrator’s role 
in student privacy and the need to share 
certain information with parents, medi-
cal professionals, and law enforcement 
agencies, a lack of consistent methodology 
across the nation has created confusion 
among the public about what defensive 
and offensive reactions to take in an active 
shooter scenario whether at college cam-
puses or in the public workplace. Begin-
ning with the Columbine High School 
shootings in April 1999, law enforcement 
changed how they train and react to an 
active mass murder situation in order to 
arrive at a standard method for building 
entry and neutralization of the shooter. It 
is the opinion of this emergency man-
agement professional that a standard-
ized method can also be developed and 
approved for how to train the public 
response across the nation as well.4

As an emergency manager, trainer and 
instructor at Southern Methodist Univer-
sity (SMU), years of study has led to the 
development of a holistic lockdown meth-
odology that includes a lockdown plan, 
building assessment surveys and simulated 
lockdown training exercises. 

The Lockdown Plan
What actions should be taken following shots fired 

remains a topic of controversy evidenced by discussions 
heard at the 2013 Annual International Association 
of Emergency Managers Conference hosted in Reno, 
Nevada, in October. Whereby emergency management 
and risk management speakers varied on how to direct life 
safety actions in their communities during active shooter 
events. One speaker argued that sheltering in place is an 

appropriate response while another insisted the more ur-
gent call to lockdown is necessary to move the community 
to safety, which includes barricading or hiding away from 
public areas to avoid a face-to-face meeting with random, 
roving violence. 

The Department of Homeland Security warns that: 
“Most active shooter situations are unpredictable and 
evolve quickly. Because most incidents are over within 

minutes, we must be prepared to deal 
with the situation until law enforcement 
personnel arrive.”5 At the first sound of 
gunshots or violence, it is the opinion 
of this emergency manager that sitting 
idle and waiting for law enforcement will 
not be sufficient for optimal life safety. 
Effective response will depend instead on 
an individual’s ability to have a workable 
plan and, moreover, to have practised this 
plan.

There is little doubt that the efficien-
cy of the core emergency operations plan 
depends upon the creation of a lockdown 
appendix. Lockdown standard operat-
ing procedures, written in copious detail, 
will serve as the ‘go to’ instruction book 
for procedural protocols in training. This 
plan is best created with the partnership 
of the local law enforcement leadership 
to address the specific contingencies of 
the area and facility as people move to 
conduct the lockdown assessment sur-
veys. This plan will be a living document 
updated annually and activated any time 
a viable threat or violence is confirmed, 

and it will conclude at the point when law enforcement 
arrives on scene. 

The lockdown plan might include: (1) Building secu-
rity procedures (i.e., access control, after-hour protocols, 
etc). (2) How to lock external doors (i.e., card readers, 
post-lockdown actions, etc). (3) How to lock internal 
doors (contingent on data provided by site assessment 
survey). (4) Notification procedures (from activation to 
demobilisation). (5) Site or building characteristics that 
could affect lockdown actions. (6) The role of the building 
and facility managers during lockdown. (7) Variations to 

“Most active 

shooter situations 
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lockdown (i.e., after hours may differ from business hours, 
soft versus hard lockdown, etc). (8) Instructions to aid 
law enforcement response. (9) Evacuation procedures post 
lockdown. (10) Reunification procedures. (11) Continuity 
of operations. (12) Guide for addressing post-lockdown 
improvements.

The lockdown plan might also include levels of lock-
down (such as ‘hard’ and ‘soft’). Hard lockdown is referred 
to action taken when individuals are near the violence of 
an active shooter incident or witness the sound of violence. 
At the first sign of violence, protocols require building 
occupants to run away from public areas, preferably to a 
room that locks or may be barricaded. Next steps require 
responders to turn out the lights, silence mobile phones 
and lock the door, creating as many barriers between the 
person hiding and the entry point. The intent is to make 
the room appear unoccupied, providing the least amount 
of stimuli to encourage entry into the locked or barricaded 
area. Keep in mind that, once the first shots are fired, the 
intruder’s objective is mass casualties and no method for 
the selection of their victims is readily apparent. 

Soft lockdown most often refers to actions taken when 
an alert is received but no evidence of violence is apparent 
in the immediate area. Soft lockdown protocols require all 
external and internal doors locked and secured, with staff 
monitoring notification websites. Depending on the inci-
dent, building perimeters are secured and no entry or exit 
of occupants is allowed until law enforcement announces 
an end to the event.

Before writing the first draft of the lockdown plan, 
consider what system and processes need to be in place for 
an organized and efficient lockdown response procedure 
since this will be included in the training during the simu-
lated training exercise to follow. Be careful not to limit the 
scope of the plan but instead include contingencies as it 
relates to the community. 

The building assessment survey will assist investigators 
with reporting challenges to provide accessible, detailed 
floor plans marked with recommended lockdown areas. 
The marked floor plan will also be a welcome job aid for 
law enforcement during building sweeps in an effort to 
retrieve building occupants following an active shooter 
incident. 

Building Assessment Surveys
One technique that is essential to reduce response time 

in an active shooter event is the lockdown building assess-
ment survey. The survey will assist in providing important 
lockdown information when exercising the plan and offers 
important information to predetermine the amount of 
lockdown areas available based on the ratio of building 
occupants. This survey will serve as the foundation for 
response procedures as determined in the written lock-
down plan and assist practitioners in preparation for the 
next step in planning, which is the active shooter simula-
tion exercise.

The site assessment is conducted as a planned, orga-
nized walk-through (or tour) of each building, assessing 
each floor and room for acceptable space to hide and bar-
ricade based on accessibility, security, capacity, and low vis-
ibility. The site assessments are conducted using the exper-
tise of small teams mainly comprising the facility manager, 
a police lieutenant (preferably one who supports emergen-
cy management missions), and the emergency manager. 
The facility manager serves as the building’s subject matter 
expert to assist with answering questions regarding room 
schedules and evacuation routes, taking into consideration 
the environment and culture of the facility to determine 
any anticipated barriers to the success of tactical lockdown 
procedures. The police lieutenant will serve as the expert 
for anticipating best practices with security protocols and 
possible entry/exit points should a real event occur in the 
building. The emergency manager will mark approved 
lockdown areas in an effort to incorporate this informa-
tion into the building site lockdown plan in anticipation of 
developing training procedures among building occupants 
as it becomes a part of the building’s emergency operations 
plan. 

The responsibility of the assessment teams will become 
easier as it is determined what each room requires for 
optimum security and safety. With building floor plans 
in hand, the site or building assessment team begins with 
a tour of each building, marking either ‘recommended’ or 
‘rejected’ for each accessible room that might be used by 
building occupants. The team collaboratively assesses each 
room based on its: (1) accessibility (i.e., doors that remain 
unlocked during regular business hours); (2) security (i.e., 
entry doors to accessible rooms equipped with internal 
locking mechanism that can be locked manually without 



10 URMIA Journal  2014

the use of a key); (3) low visibility (i.e., the absence of 
windows or window coverings, which when the lights are 
turned off would reduce stimuli to an active shooter that 
would create the desire to enter the room). All survey re-
quirements must be met before the room may be approved 
(or recommended) for lockdown and marked on the floor 
plan.

The main focus will be entry points. Doors and locks 
must be in good working order. Be willing to address 
current policies for added lockdown-approved areas. For 
instance, a room that offers building oc-
cupants a well-barricaded area to lock-
down will not be helpful if the room can 
only be accessed by a person providing 
the key. Additionally, if a space is strategi-
cally located off a public area and offers 
the best chance for safety but has high 
visibility, could additional window treat-
ments be added to increase safe areas? 

The objective here is to offer safe ha-
vens against the goal of an intruder who 
approaches a room that is locked, dark, 
and quiet, to reduce stimuli for forced 
entry to a room that, by all appearances, 
looks vacant. Focusing attention on the 
strength of entry points to include ac-
cessibility, security, and low visibility, the 
risk to life safety may be lowered.

The Exercise
In the book, Sources of Power: How 

People Make Decisions,6 author Gary 
Klein Ph.D. indicates that experienc-
ing or simulating a wide range of crisis 
situations can prepare individuals to make life-and-death 
decisions more effectively.

Simulation training in which students have the op-
portunity to practice response using high-stress situa-
tions within a safe and controlled environment are most 
beneficial. In contrast to classroom instruction, training 
through simulation allows the participants to experience 
the situation as if it were real with the added benefit of 
immediately reviewing their response actions for improve-
ment. The benefit of simulation exercise is for participants 
to make mistakes and wrong assumptions in advance of a 

real event in order to improve actions for efficient tactics 
and reduced response time.

On September 10, 2013, SMU moved to a stronger 
level of preparedness when hosting a lockdown training 
exercise using the simulation of an active shooter in a large 
venue environment, such as an auditorium. The exercise 
followed on the heels of a May 2013, real (active shooter) 
event at SMU, whereby the results of this study for active 
shooter and lockdown training was unexpectedly tested 
campus-wide. Senior administration approved the training 

exercise in hopes to raise campus aware-
ness and understanding when called to 
lockdown. The exercise design was based 
on a case study of Northern Illinois 
University’s February 14, 2008, massacre, 
where a graduate student with a history 
of mental illness entered Cole Hall (a 
large lecture hall) and shot and killed five 
students and wounded eighteen more, 
some critically.

For SMU’s exercise, campus leader-
ship organizations were tapped for par-
ticipation, whereby over 165 faculty, staff, 
and students responded. Security was a 
priority as police swept the building for 
unrelated personnel one hour prior to 
the event and required all non-exercise 
participants to exit the building. Doors 
were closed and guarded at the start of 
the training programme to ensure no 
press or unrelated persons would sneak 
in to watch.

To avoid social media frenzy, partici-
pants signed waivers that prohibited the 

use of mobile phones for video recording or photographs 
that could inadvertently wind up on social media. Prior 
to exercise play, participants were encouraged to respond 
in the way they felt best served their location in the room 
and physical capability. Although caution was stressed in 
how they moved to safety, they were asked to respond as if 
it were a real threat.

In 2012, SMU approved the use of City of Houston’s 
Run, Hide, Fight video as the approved source for how 
the campus community will respond. This video, found 
on YouTube, includes detailed instructions for life safety 
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actions: (1) Run (if possible, run away or evacuate to a safe 
location and call 9-1-1. (2) Hide (hide or barricade away 
from the public areas – find a secure area and lockdown; 
turn out the lights and silence all mobile phones). (3) 
Fight (if all else fails, fight for one’s life to take the shooter 
down – act with aggression, use improvised weapons and 
fight to overcome the shooter and save lives).

Participants were shown the video and the floor was 
opened for questions. Moments later, simulation play 
began when an acting intruder entered (unexpectedly to 
participants) and began firing blanks. The shooter was a 
police lieutenant who volunteered to portray the active 
shooter. He carried a .38 calibre starter 
pistol armed with blanks and was queued 
to begin his act following the video, 
activating two shots in the backstage area 
of the auditorium before entering the 
room. Once inside, no effort was made to 
seek out individuals. The ‘shooter’ strolled 
calmly along the centre aisle firing the 
gun only when spotting individuals inad-
equately hiding. 

At the close of the exercise play, 
participants returned for discussion, 
which encouraged self-evaluation in their 
actions for assessment and improvement 
by facilitators:

• ‘What were your strengths and 
weaknesses?’ 
• ‘What did you do that could have 
gotten you hurt or killed?’ 
• ‘What could you have done better?’ 
• ‘What can you do to improve on your own life safety 
actions?’ 
All participants agreed that the sound of gunshots 

was recognizable following the training video but opin-
ions varied as to the location of the shooter. Reaction to 
the shots was immediate, as participants rose and ran 
in the opposite direction to the gunshots. Some were 
hindered by older individuals who did not move as fast as 
their younger colleagues. One female reported her (high 
heel) shoes prevented her from running while another 
participant admitted she dropped her bag and stopped 
to retrieve its contents, trapping others behind her from 
escaping quickly. One participant in a wheelchair was left 

sitting clearly in sight of the shooter, unintentionally left 
behind by her colleagues in their attempt to escape.

During the two-hour training session, exercise par-
ticipants were provided with four opportunities to review 
and recall the details of lockdown actions by: (1) viewing a 
video that provided tactical response to various situations; 
(2) practicing response in a simulation exercise within a 
realistic environment; (3) open discussion of lockdown 
actions in the presence of police and emergency manage-
ment professionals; (4) completing a detailed feedback 
form detailing their personal experience. Participant feed-
back uniformly applauded the bold, proactive education 

initiative in SMU’s effort to raise lock-
down awareness and provide training.

Granted, there are no foolproof 
answers regarding how to run, hide, bar-
ricade, or fight for all people in all situa-
tions. But practitioners must be careful 
not to lapse into a state of peaceful 
coexistence to the level that reality is ig-
nored. An individual’s greatest chance for 
survival when facing a gunman rests on a 
thoughtful plan shared and practiced by 
the community. The duty of emergency 
management practitioners is to prepare 
their community in advance for what to 
do and provide the systematic training 
for an organized response as the situa-
tion allows.

While it may take valuable time to 
write a plan, train the community, and then host a simula-
tion exercise, it should be noted that the level of devasta-
tion that this emergency can cause far outweighs the cost 
of addressing these challenges and ensuring that the orga-
nization is sufficiently prepared should a violent intruder 
enter the workplace.

The bottom line: What history says about active 
shooter incidents requires a call for a community trained 
in lockdown and prepared to seek safety in a calm, orga-
nized, and intelligent manner. Begin today to equip the 
community with the resources they need to reach that 
goal: (1) a lockdown plan vetted by local law enforcement; 
(2) building floor plans marked with approved lockdown 
areas (created by a completed building survey); (3) swift 
response procedures based on lessons learned in a simu-
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lated training exercise. 
Then go home, and sleep well.
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Abstract: As estimates of the number of minors served on 
college and university campuses increase, schools are taking 
a proactive approach to protect underage visitors to their 
campuses. This article reviews obstacles faced by institutions 
when developing policies and procedures to 
deal with minors on campus and ways that 
risk managers can overcome these obstacles.

Introduction
Some statistics indicate that one-in-

four girls and one-in-six boys are sexually 
abused before the age of eighteen.1 Ten 
percent of students may be exposed to 
sexual misconduct before completing 
high school,2 and there has been a signifi-
cant increase in peer-to-peer sexual abuse 
in recent years.3 And while most parents 
warn their children about “stranger dan-
ger,” the majority of the time the offender 
isn’t a stranger at all, but rather someone 
known by the child or family.4 

Over the past decade or so, most ma-
jor youth-serving organizations, includ-
ing the YMCA, Boys and Girls Clubs, 
and Big Brothers Big Sisters, have made 
significant progress in keeping minors in 
their programs safe from sexual abuse by 
employees, volunteers, and other pro-
gram participants. Churches, schools, camps, childcare 
programs, and social-service agencies have made similar 
strides. But in the aftermath of the 2011 Jerry Sandusky 
child sexual abuse scandal that rocked the higher-edu-
cation community, colleges and universities across the 
nation began realizing that they were not fully aware of 
just how big and dangerous a risk they were embracing in 
offering programs for minors. In the wake of this realiza-
tion, universities across the nation have been hard at work 
to evaluate, develop, and implement system-wide changes. 
And through this work, many universities discovered that 
seemingly simple questions such as “How many minors 

do we serve on campus? In which programs are we serving 
minors? What safeguards do we have in place to protect 
minors?” are not so easily answered.

Many universities began by attempting to quantify 
their exposure but quickly realized they 
lacked a process to identify and track 
all youth-serving programs, and were 
unable to determine the actual number 
of minors served. Those universities 
that were able to get an estimate were 
surprised—even shocked—to realize 
that they actually served far more mi-
nors than university students. Between 
summer camps, recreation events, 
childcare, laboratory research, mentor-
ing programs, 4-H, campus tours, and 
community outreach, the numbers kept 
growing.

Many universities also realized they 
had several similar programs operating 
in very dissimilar ways. For example: 
two camps, one an athletic camp and 
the other a recreation-center camp, both 
served similar groups of minors yet used 
completely different policies, procedures, 
employee- and volunteer-screening 
methods, and youth-supervision stan-
dards. Likewise, universities found that 

community outreach programs varied within and across 
departments, and many programs that served minors 
were unaware that they were required to comply with 
state licensing standards related to staffing ratios and 
employee- and volunteer-screening, selection, and training 
requirements.

Today, university awareness of this risk has increased 
tremendously and most have begun systematically ad-
dressing the exposure. These authors have worked with 
numerous universities—large and small, state and pri-
vate—to help them assess and manage this exposure, and 
together we’ve learned six important lessons.
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Lesson 1: Universities embrace a myriad of risks, 
each competing for attention and resources.

Universities face a myriad of challenges today. The 
explosion of MOOCs, competition for funding, skyrock-
eting student loans, national rankings, student dating 
violence, and increased federal regulation and oversight 
are only a few. The risks associated with serving minors 
on campus must compete for attention and resources. 

Nevertheless, the need to manage this risk is a press-
ing issue. Instead of a short-term response, universities 
should think about an over-arching cultural shift. This 
means that a successful rollout and implementation of a 
minors-on-campus initiative requires a long-term in-
vestment from diverse leadership. Not everyone will be 
equally interested or committed, which is why universi-
ties should build a team of influential stakeholders early 
on and appoint an individual torchbearer to maintain 
momentum.

One example of a struggle we hear about often in-
volves athletic departments and some level of push back 
on screening and training. These departments are often 
large, serve lots of minors, generate lots of money, and 
carry significant political power on campus. But imagine 
the ramifications of an entire department refusing to 
comply with an institutional position, choosing instead to 
act on its own authority. To avoid an entire department 
or group of faculty members resisting new policies and 
procedures, it is important to ensure that the interests of 
all groups are represented in the implementation process 
by including representatives from key departments in the 
decision making.

Lesson 2: Universities strive to develop the fewest 
policies that reasonably manage the most risks.

The first step we see universities taking is developing 
a campus-wide policy that meets industry standards and 
regulations. Some universities have individual policies 
for individual issues such as background checks, training, 
interactions with minors, and reporting. The challenge is 
how to create a broad enough policy that has teeth and 
also realistically applies to all programs.

While each university must find its own balanced ap-
proach that fits within its campus culture, we recommend 
that universities develop two types of policies to address 

minors: campus-wide policies and program-specific 
policies. Campus-wide policies are designed to create a 
minimum standard for all university programs that serve 
minors. These policies apply broadly and may cover a 
significant percentage of the exposures the university 
faces. The more risks that can be managed with the fewer 
policies, the better. At the same time, program-specific 
policies are designed to manage the specific risks of vari-
ous program types and to ensure that similar programs 
operate in similar, consistent ways. 

What difference does it make? Imagine university 
policies that prohibit meeting alone with one minor, or 
transporting minors. That sounds easy enough and may 
greatly reduce the risk of child sexual abuse. In fact, these 
policies may work well for everyone who runs campus 
tours and swim lessons. But what about a crew camp that 
travels to a local boating club for practice, a science sum-
mer camp that takes museum field trips, or a music lesson 
that needs to be one-on-one? A one-size-fits-all, universal 
policy doesn’t always work for every program that serves 
minors.

Campus-wide Policies
There are recognized industry standards and regula-

tions that apply broadly to everyone in all programs at a 
university. Campus-wide policies strive for balance on the 
level of detail, but err on the side of broad inclusion. They 
are designed to address global issues that apply to anyone 
who works with or around minors, including screening, 
training, and reporting, and they include a zero-tolerance 
statement. 

Screening
One of the most well-established standards among 

youth-serving organizations is background checks. The 
screening process is the first line of defense in limiting 
access to minors, and, in implementing new policies, 
most universities immediately start thinking about their 
background-check process. 

But effective screening requires more than just back-
ground checks. While completing a background check 
is the industry standard these days, only a very small 
percentage of offenders have a criminal record. We rec-
ommend that universities include additional safeguards, 
such as standardized applications, face-to-face interviews, 
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reference checks, and an overall screening process specifi-
cally designed to assess for abuse-risk behavior. 

The campus-wide policy should address key screen-
ing procedures that apply to anyone who works with 
or around minors. This includes not just faculty, staff, 
student employees, and interns, but also volunteers and 
chaperones. 

Training
Industry standards also indicate that anyone who 

works with or around minors should complete some level 
of abuse-prevention training. The campus-wide policy 
sets forth these abuse-prevention training requirements. 
Again, this includes more than just employees—volun-
teers must also be trained. The next section outlines in 
greater detail what this training encompasses; however, 
from a policy perspective, universities should stipulate 
training be completed before individuals may work with 
minors--or very soon after they start--and be annually 
refreshed. In addition a variety of methods to maintain 
awareness throughout the year should be implemented.

Reporting
Universities need to create centralized reporting 

procedures to ensure responses are prompt and effective. 
Many universities have already started this process by 
centralizing mandatory reporting procedures for suspi-
cions and allegations of abuse. This type of reporting is 
vital to ensure prompt and appropriate responses, which 
can potentially decrease the consequences of abuse. Equal-
ly important to address in a centralized reporting policy 
are procedures for reporting suspicious or inappropriate 
behavior and policy violations and procedures for report-
ing minor-to-minor sexual behaviors.

Implementing a campus-wide reporting procedure for 
unacceptable behaviors that may not rise to the level of 
abuse helps universities identify problem individuals and 
address issues before an allegation of abuse is made. A 
reporting procedure for minor-to-minor behaviors further 
aids in the process of determining whether a child is 
simply having a bad day or is exhibiting behavior that may 
exceed the level of services provided by the program.

Including all three of these reporting procedures in the 
campus-wide policy provides universities with an oppor-
tunity to continually assess the need for additional safety 

measures and training.

Zero Tolerance 
In an effort to set the right tone and culture, the 

system-wide policy ideally includes a zero-tolerance state-
ment prohibiting abuse. Including a code of conduct is 
another way to provide a broad description of behaviors 
that are always prohibited when working with minors. 
These may include a prohibition on drugs, alcohol, and 
pornography in the presence of minors or during program 
operation.

Program-specific Policies
Program-specific policies help maintain consistency 

across similar programs by addressing varying risks that 
may exist in different types of programs. Note that a 
university does not need five thousand sets of policies to 
address five thousand individual programs. Rather, it may 
group programs together (day camps, student teachers, 
community outreach, overnight events, international 
programs, etc.) and implement consistent, program-spe-
cific guidelines that address more detailed issues such as 
interactions, boundaries, and high-risk activities.

Interactions and Boundaries
Whether it’s an offender grooming a child or behav-

ior leading to a false allegation of abuse, poorly defined 
boundaries usually contribute to high-risk situations. To 
an outsider, both interactions may look the same. With-
out clear guidelines, individuals may interact with minors 
based on their own perceptions and personal comfort 
level. Specific policies set the bandwidth of acceptable 
behavior so that everyone in the program knows what 
constitutes a reportable offense. Not all policy violations 
constitute abuse, but putting everyone on the same page 
makes the reporting process less personal and refocuses 
the attention on safety.

Within each program type, develop guidelines for 
appropriate and inappropriate interactions between adult 
and minor participants. Consider addressing physical af-
fection, verbal interactions, and whether and under what 
circumstances employees and volunteers may have contact 
outside of the program, communicate electronically or 
through social media, or give gifts to minors. 
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High-Risk Activities
Different programs have different activities and risks 

that are uniquely associated with abuse and false allega-
tions. For instance, tutoring and mentoring programs may 
involve situations with more privacy and one-on-one in-
teractions than other programs. Alternatively, a day camp 
may include an off-site activity or field trip with potential 
for interactions with the general public and uncontrolled 
environmental factors. Other high-risk situations include 
bathroom and locker-room activities, transportation, 
activities associated with water and swimming, overnight 
activities, and activities with mixed age groups. Develop 
guidelines for managing these high-risk activities as they 
relate to programs. 

Lesson 3: Universities struggle to determine who 
should be background-checked and trained.

Universities have known for some time that they have 
an obligation to complete background checks on some 
individuals. However, because not all individuals on cam-
pus have the same level of access to minors in university 
programs, we receive a lot of questions about how to de-
termine who should be background-checked and trained. 
Universities typically want to know how the screening and 
training process differs for different types of individuals: 
faculty who rarely interact with minors, employees who 
provide direct supervision for minors in a program, jani-
tors, volunteers, contractors, etc. These decisions natu-
rally present challenges. Cost may be a significant factor, 
and multiple stakeholders with differing opinions may be 
involved in the decision-making.

Unfortunately, there is not one answer that fits every 
university and every situation. However, there are a few 
guidelines a university can follow. First, follow all state 
and federal regulations. Second, the key is to let access to 
minors—not just title, employment, or contract status—
guide the decisions.

State and National Laws
Several state and federal laws may govern who at a 

university should be background-checked, trained, and 
who is a mandatory reporter. Be aware of these laws and 
any licensing regulations that may affect a program. 

Assessing Access
Assess access to minors by evaluating how each indi-

vidual or group of individuals may interact with minors 
based on frequency, duration, level of supervision, and 
nature of the relationship.

• How frequently does the individual work around or 
interact with minors? Is it a one-time event or every 
day? 
• What is the duration of the individual’s interactions? 
Is it a one-time, one-hour event or an entire summer? 
• Are the individual’s interactions always supervised 
by another adult or are they one-on-one with minors?
• What is the nature of the relationship between the 
individual and the minors in the program? Does the 
individual merely supervise an area during a campus 
event that has minors, or are they getting to know 
individual minors and families while advising or tutor-
ing? 

Applying the above criteria may reveal surprising 
needs for additional screening and training. For example, 
a janitor at a recreation center may work around minors 
every day—sometimes when they are dressing and show-
ering. A student teacher may work with minors for the 
duration of a school year. A professor in a lab may have 
unsupervised access in isolated or restricted areas of cam-
pus. All of these situations require more than just cursory 
thought on the issue of background checks and training.

When in doubt, err on the side of caution and increase 
the level of screening and training. 

Lesson 4: Universities must rely on a multifaceted 
approach to deliver the right training to the right 
people at the right time.

Training on abuse prevention has become industry 
standard and is federally mandated in some instances. 
Some training must be generic enough that it is useful for 
anyone who interacts with minors, while other training 
must be program-, job-, or role-specific. For example, 
everyone who interacts with minors needs to know how 
to identify warning signs of offenders, high-risk behaviors, 
and proper reporting procedures. This knowledge base 
requires training in a variety of formats to reinforce key 
points.
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However, universities face unique challenges due to 
the large number of individuals involved in programming 
and the roles they play at different times of year. There-
fore, an effective training-delivery system must ensure 
that the right training gets to the right people at the right 
time. The training must include preventative content and 
program-specific information that is timely, easy to use, 
and holds everyone accountable.

Right Content
Not all abuse-prevention training is created equal. 

Some programs primarily focus on iden-
tifying signs and symptoms that a child 
has been abused or how to report abuse. 
Though these topics are important, these 
types of training programs fail to teach 
how to prevent abuse. The right train-
ing incorporates preventative, not just 
reactive, measures. Preventative training 
establishes a culture of awareness and 
involvement at all levels.

Program-Specific
Universities operate all kinds of 

programs, many of which have unique 
risks. The training for these programs 
should be specific to these risks, whether 
it’s a day camp, aquatic program, tutor-
ing, overnight trip, or summer coaching. 
One training is unlikely to fit all program 
types.

Timely
The training must be delivered in such a way that 

individuals can access it prior to their interactions with 
minors, or very soon after. Training after an incident may 
help with future knowledge, but it doesn’t address events 
that have already occurred. 

Ease of Use
Everyone is busy and technological glitches are no fun. 

To maximize the training experience, individuals must 
be able to easily enroll, schedule, and complete training 
courses. 

Accountability
Individuals must be accountable for their training re-

quirements. This means that universities need the ability 
to track who has completed what training and when. 

To create a strong learning culture, consider using a 
blended training-delivery system, with both online and in-
person components. For instance, leadership may benefit 
more from in-person training. These individuals may in-
clude campus leaders, deans, department chairs, program 
directors and assistant directors. Employees, interns, and 
volunteers may benefit more from online training. The 

ease and convenience of online training 
allows these users to complete training 
during a time that works best for them. 
Campus-wide policies and general infor-
mation are often communicated through 
online training modules. Supplemental 
information for program types can be 
delivered online or in-person. Supervi-
sors should also consider incorporating 
in-person training components to rein-
force knowledge retention and maintain 
awareness. 

Lesson 5: Universities need to 
contractually manage relationships 
with vendors who serve or who have 
access to minors on campus

Contractors often have access to or 
serve minors in a variety of capacities, 
and universities need to ensure these in-

dividuals are operating with at least minimum safeguards. 
Universities also need assurances that contractors are not 
registered sex offenders. This means that how universi-
ties deal with contractors, vendors, facility rentals, and 
other situations involving third-party contracts is equally 
important in preventing sexual abuse of minors and 
minimizing organizational risk. We have found that many 
universities struggle to find the right balance in their rela-
tionships with contractors. For instance, they don’t want 
the wrong people involved with programs on campus or 
minors running around campus with zero supervision, but 
they also don’t want to negate the risk-shifting benefits 
of a contractual arrangement. To address these concerns, 
consider using a four-by-four approach: identify four 
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types of ownership and address four key issues.
Programs that serve minors typically fall into four 

ownership categories, most of which involve an outside 
entity: (1) the university solely owns and operates the pro-
gram; (2) the university jointly operates the program with 
another organization; (3) the university contracts with 
another organization to provide the program; (4) another 
organization uses the university’s facilities to operate it 
program independently from (and having no affiliation 
with) the university.

When universities do not solely own or operate 
programs, other individuals (often with no university 
affiliation) may interact with minors. It’s not uncommon 
for parents and participants to associate the university’s 
name with a particular program that serves minors even 
when the university doesn’t actually operate, sponsor, or 
host the event, whether it’s a summer camp run by a coach 
operating under his own limited-liability company or a 
local book club hosted by community sponsors. Before 
signing a contract or facility-use agreement, universities 
must address the following four issues with all necessary 
internal departments (risk management, contracts and 
procurement, office of general counsel, etc.): (1) screening; 
(2) training; (3) supervision; (4) insurance coverage.

Screening
Universities may know the background check require-

ments for their employees and volunteers, but what about 
the outside organization and its employees and volun-
teers? How are these individuals who interact with minors 
screened? At a minimum, ensure that the individuals 
who supervise and are responsible for minors submit to 
a national background check and a national sex offender 
registry search.

Training
How are individuals who interact with minors trained 

by the contractor? The university will want to ensure that 
everyone interacting with minors receives abuse-preven-
tion training similar to that described above, and knows 
the applicable policies and procedures.

Supervision
What are the contractor’s policies and procedures 

governing supervision of minors and high-risk areas? Ide-

ally, the agreement should include a provision requiring 
the contracting organization to have its own supervision 
requirements pertaining to minors and specify that failure 
to do so may result in termination of the agreement. 
Some of the key supervision areas that the contractor 
should address include:

• adult-to-minor ratios;
• supervision of bathroom and changing activities;
• supervision of activities associated with water use 
(pools, showers, bathing areas, swimming, etc.);
• supervision of overnight activities; and
• supervision during transition and free times.

Insurance Coverage
Which entity is going to cover the risk of loss and the 

cost of defense if necessary? In addition to the standard 
indemnity provision, request that the other organization 
provide a defense in the event of an incident and agree 
to name the university as an additional insured on its 
sexual abuse and molestation coverage. Recent ISO form 
changes affecting the availability of additional-insured 
coverage place greater significance on the terms contained 
in third-party contracts, further highlighting the need for 
legal counsel’s involvement in the process.

Lesson 6: International programs that serve minors 
bring unique risks. 

Not all university programs that involve minors oper-
ate domestically. Some operate internationally or bring 
international minors to domestic university programs. 
Behavioral norms may differ, language barriers my impair 
communication, and living arrangements may introduce 
risks. Also minors sometimes do things away from home 
that they might not otherwise do, and the university may 
own all of these challenges.

To overcome these challenges, universities must 
require well-defined policies, training, and education for 
everyone; strict monitoring and supervision; and clear 
procedures for and awareness of reporting channels. Take 
a closer look at any partner organizations or host families 
to determine the policies and procedures under which 
they operate. 

Conclusion
It may seem as though abuse of a minor could never 
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happen on your campus—and we hope that it never does. 
But one incident of abuse is one too many. Implementing 
large-scale change takes work, and we hope these lessons 
and recommendations will help universities face current 
challenges and continue moving forward with a safer 
environment for everyone.

Universities cannot rely on screening, policies, train-
ing, reporting mechanisms, and other safeguards in 
isolation. It takes a system-wide approach. More impor-
tantly, post-2011, the entire higher-education community 
started a conversation about minors on campus. And 
while this conversation may change over time, we hope 
that it never stops. The protection of minors and institu-
tional reputations depend on the continued evolution of 
this discussion. 
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David A. Urban, Liebert Cassidy Whitmore

Court Expands Faculty First Amendment Rights 
in Public Colleges and Universities

Abstract: Increasing use of internet media as a platform 
for individual expression has placed a strain on college and 
university faculty as well as administration. While in most 
cases individual speech on the internet is attributed only to 
the individual, when it comes to school staff and faculty, the 
words of an individual can have ripple effects that spread 
well beyond the realm of the internet. The 
following article outlines the discussion 
taking place in US courts over faculty First 
Amendment rights and how this affects 
institutional control over employees’ speech.

Introduction
On January 29, 2014, the U.S. Court 

of Appeals for the Ninth Circuit (which 
covers such states as California, Wash-
ington, Oregon, and Nevada) issued its 
final opinion in Demers v. Austin1, an 
extremely significant First Amendment 
case involving the free speech rights of 
faculty members at public colleges. The 
central question addressed by Demers 
is this: Does the First Amendment of 
the U.S. Constitution allow a college or 
university professor to file a civil rights 
lawsuit against administrators who seek 
to control what the professor says in 
classroom instruction, or scholarship? 
College and university faculty have virtu-
ally always been considered to possess strong academic 
freedom rights – at least by way of custom, formal policy, 
or collective bargaining agreement. In addition, celebrated 
Court cases in the 20th century have stated that profes-
sors have First Amendment free speech rights against 
interference in their instruction and scholarship by state 
legislatures or other government actors. But case law is 
much more scant in actually holding that educators have 
First Amendment academic freedom rights they can 
assert against their own employers. Demers v. Austin in 
2014 unequivocally provides such a holding. And the 

Court’s language even appears to confer such constitu-
tional academic freedom rights on public high school 
teachers as well.2 

This holding has important consequences for risk 
management in states covered by the Ninth Circuit, 
because it means that disciplining or taking any adverse 

employment action against a college 
or university professor for what he or 
she says in class or in scholarship can 
give rise not just to a grievance but to a 
lawsuit in federal court for violation of 
First Amendment rights. In this type 
of lawsuit, the faculty member can not 
only ask a federal judge to rescind the 
administration’s decisions, but can also 
seek to recover attorneys’ fees, as well as 
damages for economic loss or emotional 
distress. Further, under well-established 
civil rights law, these damages can even 
conceivably be sought against individual 
administrators who have sufficient par-
ticipation in the decisions that suppos-
edly constitute improper censorship or 
retaliation. Punitive damages are also 
possible against individual administra-
tors. 3

To be sure, to actually succeed on a 
First Amendment lawsuit in Court, the 
faculty member must run the gauntlet by 

proving a number of required elements. The faculty mem-
ber must prove among other things that their speech at 
issue was on a matter of “public concern” (i.e., a matter of 
interest to the general public); that they suffered an “ad-
verse employment action” as a result of their speech, i.e., 
that they suffered either discipline or a sufficiently drastic 
re-assignment of duties, deprivation of benefits, or other 
sufficiently tangible adverse action; and they must show 
that a balancing of their free speech rights against man-
agement’s countervailing legitimate interests favors their 
speech interests.4 The problem for administrators, and for 
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ment if the speech ultimately does not meet with the 
agency’s approval. In such circumstances, other remedies 
aside from the First Amendment are potentially avail-
able, including a claim for breach of a collective bargaining 
agreement. 

The Supreme Court majority in Garcetti, however, 
included in its opinion’s discussion of this “official du-
ties” rule an “academic freedom” caveat. It stated: “We 
need not, and for that reason do not, decide whether 
the analysis we conduct today would apply in the same 
manner to a case involving speech related to scholarship 
or teaching (emphasis added).”10 The caveat responded to 
Justice Souter’s dissent in Garcetti, in which he expressed 
concern that the “official duties” rule might extend too far. 
He wrote: “I have to hope that today’s majority does not 
mean to imperil First Amendment protection of aca-
demic freedom in public colleges and universities, whose 
teachers necessarily speak and write ‘pursuant to ... official 
duties.’”11 

The Ninth Circuit’s New Interpretation of the Law
In Demers, the Ninth Circuit answers the question 

left open in Garcetti. After citing several Supreme Court 
opinions from the 20th century discussing principles of 
academic freedom, the Court states: “We conclude that 
Garcetti does not—indeed, consistent with the First 
Amendment, cannot—apply to teaching and academic 
writing that are performed ‘pursuant to the official duties’ 
of a teacher and professor.” 12 The Court thus found that 
even though Demers’s alleged speech was pursuant to his 
official duties as a faculty member, he could nevertheless 
claim First Amendment protection in the speech based 
on his unique status as an educator employed by the state. 
The Court’s opinion also confirmed the scope of what 
“official duties” speech has this unique protection – it is 
speech “related to scholarship or teaching.”13 

The Demers opinion, however, makes clear that a 
faculty member must still prove other traditional elements 
of a public employee First Amendment retaliation claim. 
A faculty member must still prove his or her speech was 
on a matter of “public concern.” “Speech involves a matter 
of public concern when it can fairly be considered to relate 
to ‘any matter of political, social, or other concern to the 
community.’”14 Demers also acknowledges that a faculty 
member must still prevail on the traditional balancing test 

risk management, is that it can often be difficult for them 
to predict in advance how a Court will rule, especially on 
the broadly framed balancing test (called by lawyers “Pick-
ering” balancing, and discussed further below.) 

The following is a detailed review of the Demers v. 
Austin decision--the underlying legal framework that 
preceded it, and what it says about how cases should be 
decided under the framework it sets forth. 

Demers v. Austin – Background 
The case’s underlying facts involve the speech activities 

of David Demers, a member of the faculty at the Edward 
R. Murrow College of Communications at Washington 
State University. In the course of his work at the college, 
Demers prepared and circulated draft excerpts from his 
in-progress book The Ivory Tower of Babel and a “7-Step 
Plan” proposing substantial restructuring of faculty 
responsibilities at the school.5 Demers believed that after 
he circulated the materials, the administration retaliated 
against him by giving him negative annual performance 
reviews that supposedly contained falsehoods, by con-
ducting two internal audits, and by entering a formal 
notice of discipline against him. Demers filed a lawsuit 
in federal court alleging individual administrators had 
retaliated against him for his exercise of First Amendment 
rights.6

As a matter of technical First Amendment law, 
Demers’s case presented an issue of substantial debate 
in legal circles – whether and to what extent college or 
university faculty can assert First Amendment retalia-
tion claims against their employers for speech rendered 
pursuant to their “official duties.” Several years ago, the 
U.S. Supreme Court in Garcetti v. Ceballos,7 held that in 
the context of public employment generally, “when public 
employees make statements pursuant to their official du-
ties, the employees are not speaking as citizens for First 
Amendment purposes, and the Constitution does not 
insulate their communications from employer discipline.”8 
The Supreme Court reasoned that restricting speech that 
“owes its existence” to a public employee’s job responsi-
bilities does not infringe any liberties the employee enjoys 
as a private citizen.9 This basically means that if a govern-
ment agency has hired and paid an employee to render a 
certain type of speech, the employee should not be able 
to turn around and argue violation of the First Amend-



 25URMIA Journal  2014

for his or her claim to succeed. Under the U.S. Supreme 
Court case Pickering v. Board of Education,15 a public 
employee can only succeed on a First Amendment claim 
if, on balance, his or her interest “in commenting upon 
matters of public concern” outweighs “the interest of the 
State, as an employer, in promoting the efficiency of the 
public services it performs through its employees.”16 This 
weighing of interests is known as the “Pickering balancing 
test.”  

The Demers opinion further clarifies that, when apply-
ing this Pickering balancing test, future courts will need 
to give some benefit of the doubt to college and univer-
sity administrators. The Court provides some examples, 
including a college’s “evaluation of a professor’s writing for 
purposes of tenure or promotion.”17 The Court states that 
such an evaluation “involves a judgment by the employing 
university about the quality of what he or she has writ-
ten.”18 The Court explains: “Ordinarily, such a content-
based judgment is anathema to the First Amendment. 
But in the academic world, such a judgment is both neces-
sary and appropriate.”19 The Ninth Circuit concludes 
that courts in future cases should not just substitute their 
views for those of the administration: “[R]ecognizing our 
limitations, we should hesitate before concluding that 
we know better than the institution itself the nature and 
strength of its legitimate interests.”20

The Outcome in Demers v. Austin
After discussing the law, the Demers Court applied 

the law to the facts as follows: As to Mr. Demers’s “Ivory 
Tower” excerpts, the Court determined that there was 
insufficient evidence in the record that he suffered any 
retaliation as a result of them.21

 As to Demers’s Plan document, however, the Court 
concluded that the document could potentially form 
the basis for a First Amendment retaliation claim. As a 
threshold matter, the defendant administrators could not 
use the “official duties” rule against Demers, because his 
speech in the Plan – proposing a re-structuring to place 
more emphasis on professional training -- was “related 
to scholarship or teaching.”22 Next, the Court found that 
the speech in the document was on a matter of “public 
concern.” It found specifically that the Plan did not just 
“address the role of particular individuals in the Murrow 
School, or voice personal complaints.” Instead, it “made 

broad proposals to change the direction and focus of the 
School.” Also supporting “public concern” was that De-
mers circulated the Plan widely instead of directing it only 
to a limited audience.23 After finding the “public concern” 
element satisfied, the Court stated that other elements of 
a retaliation claim, including the Pickering balancing, had 
to be addressed by the District Court on remand.24 

The Ninth Circuit in Demers did adjudicate an 
important additional defense asserted by the Defendants 
-- qualified immunity. Individual administrators can 
invoke the defense to a damages claim in a lawsuit for 
violation of constitutional rights, if the administrators 
reasonably could have believed that their conduct 
was lawful “in light of clearly established law and the 
information [that they] possessed.”25 The Court in 
Demers held that the administrators there were entitled 
to qualified immunity for any damages claims, because 
the law at issue on First Amendment retaliation had not 
been clearly established: “Until the decision in this case, 
our circuit has not addressed the application of Garcetti to 
teaching and academic writing.”26

The Meaning and Future of Demers v. Austin
The primary importance of Demers is that for pub-

lic colleges and universities in the states covered by the 
Ninth Circuit (as described above, these include among 
others California, Washington, Oregon, and Nevada) 
claims of academic freedom by faculty can raise the 
spectre of federal civil rights liability. This is also the case 
in the Fourth Circuit, covering states such as Virginia, 
North Carolina, and South Carolina, and in which the 
Court in Adams v. Trustees of University of Wilmington27 
has indicated it will not apply the “official duties” bar in 
circumstances involving academic freedom claims. Educa-
tors in other states have to contend with the possibility 
the law in their state will trend in the same direction. 

What is the best administrative response to this trend? 
It can and should include strengthening protections 
to academic freedom that are already available. These 
include promulgating effective policies and procedures on 
matters relating to faculty speech and academic freedom; 
insuring through training or otherwise that administra-
tors take into account the potential First Amendment 
dimensions of personnel actions for faculty; developing a 
sufficient record for particular employment actions; and 
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insuring that personnel policies are free of provisions that 
are overbroad, vague, or present other concerns that could 
result in constitutional claims.

 Another clear take-away for public educational 
institutions in the Ninth Circuit is that from a litigation 
perspective, for the time being, “official duties” arguments 
will be more difficult to make in First Amendment retali-
ation cases brought by college faculty. The “official duties” 
rule of Garcetti, however, should still apply to a faculty 
member’s speech pursuant to job duties that is outside the 
context of speech “related to scholarship or teaching.”28 

Next, the U.S. Supreme Court will still have to 
provide the final word whether Demers has correctly 
interpreted the legal issues raised by the Garcetti caveat; 
the university in Demers did not seek review in the U.S. 
Supreme Court, so the Court will not have the opportu-
nity to address the matter until a new, similar Court of 
Appeals decision issues. 

Another consideration for future Courts determining 
whether to follow Demers is that the Demers opinion does 
not account for the well-established principle that aca-
demic freedom rights vest in institutions of higher educa-
tion themselves.29 Providing substantial federal constitu-
tional rights to individual faculty, one can argue, impairs 
an institution’s own rights to chart particular courses in 
terms of scholarship and teaching. These institutional 
arguments will have to be addressed in later cases. 

Finally, for the “Pickering balancing” arguments, 
Demers provides administrators considerable support. As 
described above, the Ninth Circuit advises that the federal 
courts in future cases should “hesitate before concluding 
that we know better than the institution itself the nature 
and strength of its legitimate interests.”30 This language 
will no doubt prove helpful to public educators in litigat-
ing First Amendment claims by faculty.
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Abstract: Social media use has opened vast opportunities for 
collaboration and cooperation among campuses and their 
departments, but the rise of social media also presents col-
leges and universities with emerging risks related to faculty 
speech and conduct. Some of these risks are inherent to all 
faculty and staff communications regardless of the platform, 
but social media in particular raises the spector of new and 
unseen liabilities from staff and faculty use of social media. 
As this article discusses, these liabilities can extend not just 
from a lack of policies governing social media on a particular 
campus, but also from the challenges posed 
by a myriad of convoluted government 
regulations that already inform college and 
university social media policies.

Introduction
It is difficult to imagine that just ten 

years ago Facebook did not even exist. 
Now, online social networking pervades 
almost every aspect of society. With 
just a few keystrokes and the click of a 
mouse, individuals and entities can share 
information with millions of people. So-
cial media has become perhaps the most 
effective and efficient means of com-
munication, self-promotion, and self-
expression. Businesses and individuals 
contribute daily to websites, message boards, online social 
networks, and blogs. Companies utilize social networking 
to advertise and market their services to potential custom-
ers. Colleges and universities also turn to social media for 
branding and to drive prospective students to their insti-
tutions. College faculty and staff similarly utilize social 
media. They may use personal social media accounts to 
share important milestones or even mundane daily occur-
rences with friends and family. Faculty and staff may also 
post on social media on behalf of the college for which 
they work. Indeed, they may be employed by a college 
to update and maintain the institution’s social media ac-
counts. Faculty and staff may also, in their official pro-

fessional capacity, comment on social media concerning 
religion, art, politics, education, or other topics relevant to 
their professional work. 

It is uncontroversial that faculty and staff who use 
social media at the direction of the college may cre-
ate liability for the school. Importantly, even when it is 
intended for personal use only, the content of faculty and 
staff social media postings may nevertheless create liability 
for the college for which they work. Colleges and universi-
ties therefore are incentivized to try to place boundaries 

on faculty and staff social media use. As 
recently seen by the Kansas University 
System, however, an attempt to mini-
mize the risks of liability through a social 
media policy may itself generate the 
threat of litigation. Using the University 
of Kansas case as a backdrop, this article 
provides an overview of the risks of li-
ability created by faculty and staff use of 
social media, and seeks to offer practical 
guidelines to help educational institu-
tions draft social media policies that both 
minimize the risk of liability and avoid 
impinging on faculty and staff rights.

The Prevalence of Social Networking 
and Social Media Use 

Social media is a broad term which encompasses a 
variety of technologies and platforms. Several social media 
outlets are prominently used today. Facebook, the most 
well-known and most-utilized form of social media, al-
lows users to share content, send messages, and chat with 
“friends.” Twitter allows users to share content and links 
with its “followers,” and YouTube allows users to post 
videos online. Instagram, an increasingly popular social 
media platform, allows users to share photographs and 
videos. Blogs are another type of social media by which 
users share content and invite comments from readers. 
Company, university, and college websites with “Like” 
and “Pin It” functions are yet another type of social media. 

Allison C. Ayer Esq., Vrountas, Ayer & Chandler, P.C.
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daily basis.10 According to some estimates, people spend 
700 billion minutes per month on Facebook.11 Some 
claim that on average, there are fifty-eight million tweets 
each day.12 In 2013, according to Nielsen, the television 
rating company, thirty-six million people sent 990 million 
Tweets about television.13 

The frequency and popularity of social media use has 
rightfully prompted colleges and universities to consider 
adopting guidelines for its faculty and staff concerning 
appropriate behavior on social media. The principal goals 
of these policies are to set standards of conduct and to 
manage the risk of liability resulting from social media 
misuse. A recent example of one university’s adoption of a 
social media policy demonstrates that reaching these goals 
has significant challenges. 

University of Kansas – A Case Study of the 
Challenges to Implementing Social Medial Policies

Recent events at the University of Kansas offer a 
cogent example of the competing policy issues that arise 
when a college or university attempts to regulate faculty 
and staff use of social media. 

In September 2013, a tenured journalism professor at 
the University of Kansas posted on Twitter a comment 
in response to the shootings at the Washington Navy 
Yard.14 The professor Tweeted:

“#NavyYardShooting The blood is on the hands of the 
#NRA. Next time, let it be YOUR sons and daughters. 
Shame on you. May God damn you.”15 

Almost immediately the comment sparked controver-
sy both inside and outside of the university. Not surpris-
ingly, groups and individuals who oppose gun control 
demanded that the university fire the professor.16 Instead, 
the University of Kansas suspended him.17 Ultimately, the 
university lifted the suspension and the professor retained 
his job.18 However, the incident highlighted that Kansas’ 
public universities had never adopted any policy regulat-
ing faculty and staff use of social media or guiding the 
discipline that university faculty might face in connection 
with social media use.19 Apparently concluding that such 
a policy was important and hoping to provide clarity on 
these issues, the Kansas Board of Regents adopted a social 
media policy a few months after the professor’s post. 

In December 2013, the Kansas Board of Regents ad-
opted a social media policy concerning the “improper use 

The Pew Research Center claims that as of September 
2013, seventy-three percent of adults who go online use 
social media.1 That number has increased significantly 
since 2005, when only eight percent of internet users uti-
lized a social networking site.2 Not surprisingly, eighteen 
to twenty-nine year-olds have always been the most prom-
inent users of social media.3 Today, a significantly large 
percentage of thirty to forty-nine year-olds and fifty to 
sixty-four year-old users of the world wide web, (seventy-
eight percent and sixty percent, respectively), similarly 
access social networking sites.4 

 

FIGURE 1: Graph of Social Network Use by age group for the years 
2005-2012 originally prepared by and reproduced for this article 
from the Pew Research Center.5 

Facebook has approximately 1.4 billion users world-
wide.6 The Pew Research Center estimates that fifty-
seven percent of all adults living in the United States use 
Facebook, and half of all Facebook users have more than 
200 friends.7 And, while Facebook is the most prominent 
social media site, it is hardly the only one. There are nearly 
650 million active Twitters users--eighteen percent of all 
online adults.8 Adults that are online also use Instagram, 
Pinterest, and LinkedIn in the following percentages: 
seventeen percent, twenty-one percent, and twenty-two 
percent, respectively.9 Importantly, social media use does 
not appear to be casual or occasional. It is estimated that 
sixty-four percent of all Facebook users visit the site on a 
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of social media” and the circumstances in which a faculty 
member or other employee could be terminated for such 
“improper use.”20 Many of the aspects of the policy were 
met with little resistance.21 For example, the provision 
calling for the termination of a faculty member posting 
a comment that incites violence was viewed as rational.22 
The provision that a social media posting revealing confi-
dential student information constitutes 
grounds for dismissal similarly went 
unchallenged.23 

Other aspects of the university’s so-
cial media policy were met with intense 
critique. For example, the provisions au-
thorizing the termination of faculty and 
staff whose social media post is “contrary 
to the best interests of the university” or 
“impairs discipline by superior or har-
mony among co-workers,” or “otherwise 
adversely affects the university’s abil-
ity to efficiently provide services” were 
widely criticized by faculty.24 The main 
criticism of these types of provisions was 
that they are vague, overbroad, arbitrary, 
and capricious. There also seemed to 
be serious concern that the subjectivity 
and discretion inherent in these provi-
sions creates a lack of predictability in 
application and create the potential for 
abuse of disciplinary action. The policy 
did identify specific factors a university 
administrator should consider in decid-
ing whether and what type of discipline 
to implement for social media use25, but 
the list of factors was so extensive and 
general, commentators viewed the list as 
actually broadening the application of the policy rather 
than limiting it.26 University of Kansas and Kansas State 
University professors also expressed concerns that the 
policy interfered with their right to freedom of speech.27 

The American Association of University Professors 
(“AAUP”) almost immediately issued a public state-
ment concerning Kansas’ social media policy.28 Principal 
among the AAUP’s complaints were that the policy failed 
to balance employees’ freedom of speech rights with the 
university’s legitimate business interest.29 The AAUP 

also raised concerns that the policy failed to distinguish 
between professional and personal use of social media.30 
But perhaps most troubling according to the AAUP was 
the fact that the Kansas Board of Regents failed to work 
together with the faculty to develop the policy and it 
ignored social media’s role in academic freedom by foster-
ing the open exchange of information on social, political, 

economic, and other interests.31 
The University of Kansas experience 

exemplifies the conflicting rights that 
can be implicated when faculty and staff 
use social media and when a college in 
turn seeks to protect its own interests 
and minimize liability by adopting a 
social media policy in response thereto. 
Certainly, the university was reasonably 
concerned that the professor’s posting 
would be viewed as the school’s opinion 
on a tragic mass shooting, gun violence, 
and/or gun control. Even if the post con-
stituted the professor’s personal opinion, 
the school might nevertheless have been 
concerned that the opinion was offensive, 
defamatory, or inconsistent with the 
image, branding, and political views of 
the University. It makes sense, therefore, 
that the Kansas Board of Regents reacted 
by adopting a social media policy outlin-
ing the “do’s” and “do not’s” of faculty 
social media use. However, as seen by 
the Kansas Board of Regents, conceiv-
ing, adopting, and implementing a social 
media policy that balances the univer-
sity’s interests in managing the risks of 
liability and poor public perception with 

the interests of faculty, staff and the public in academic 
freedom, speech rights, and fair discipline, is difficult. 
Critically, the first step to achieving this balance is to con-
sider and understand some of the legal claims that may be 
implicated from social media use. 

Liability Considerations in Social Media 
Depending on the circumstances, a lawsuit resulting 

from a social media post could implicate claims of em-
ployment discrimination, invasion of privacy, defamation, 
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negligent supervision, labor violations, constitutional 
harms, or other legal theories. The claims asserted might 
be based on common law or they could be brought under 
statutes that offer heavy penalties and significant dam-
ages. The plaintiff might be an unrelated third party. Or a 
faculty or staff member might sue the college as a result of 
a co-worker’s social media use or the college’s monitoring 
thereof whether or not the posting refers to the college, 
was made in the faculty member’s official capacity, or was 
made from a university system are other critical liability 
issues implicated by faculty social media 
posting. Importantly, understanding at 
the outset the theories asserted in these 
types of lawsuits should help a college 
assess its particular risk factors and, in 
turn, evaluate its individualized need for 
and content of a social media policy. To 
that end, the following overview out-
lines some of the common legal claims a 
school could face from faculty and staff 
social media use. 

 
Discrimination/Harassment 

Just as oral or written statements 
made by and between faculty members 
and staff could evidence discrimination 
and harassment, so too may posts on 
social media sites. As such, if faculty and 
staff use social media to comment about 
a protected class (like race, sex, sexual 
orientation, national origin, etc.) and 
that comment could be construed to be 
hostile, derogatory, or offensive, the post may well sup-
port a claim of workplace discrimination or harassment. 
For example, a comment or joke of a sexual nature made 
directly to or about another faculty member or even a 
student could also be evidence of discrimination or sexual 
harassment under Title VII and Title IX. But even if the 
comment does not concern a specific person, the school 
risks a potential Title VII or a Title IX violation. For ex-
ample, if a faculty member makes inappropriate, sexually-
charged comments on a social media site that are accessed 
and viewed by other school employees, the college could 
face a Title VII or Title IX claim. 

But these are not the only circumstances that might 

support a discrimination claim. A college or university 
could also face a discrimination lawsuit if it accidentally 
accesses protected class information of a faculty or staff 
member on social media. If a college administrator learns 
from social media postings, for example, about a faculty 
or staff member’s sexual orientation, religion, genetic 
information, disability, or national origin, a faculty or staff 
member who is denied tenure or a promotion could link 
that adverse action not to legitimate performance issues, 
but rather to the protected class status learned from social 

media. Similarly, if a college or university 
researches a job applicant’s social media 
presence and discovers information 
about the applicant’s protected status, 
the college could face a claim that the ap-
plicant’s race, color, or disability status, 
for example, and not the applicant’s lack 
of credentials, formed the basis for refus-
ing to hire him or her. On this theory, 
the applicant could file a discrimination 
case against the school. Whether or 
not these claims are true, the college or 
university could be left defending tenure 
or other employment decisions because 
it accessed personal data on social media. 

Retaliation/Whistleblower Claims 
Similar to the circumstances that 

give rise to employment discrimination 
claims, if faculty or staff posts concerns 
about suspected illegal or unlawful 
conduct and a college or university learns 

about it, the school could face a claim of retaliation or a 
whistleblower violation. The scenario would usually play 
out something like this: (1) the college takes an adverse 
employment action, for example a demotion, termination, 
or a material change in responsibilities; (2) the decision is 
driven by the faculty or staff’s poor performance, but, nev-
ertheless, the college or university is aware from social me-
dia that the faculty member has complained online about 
certain conduct of his or her supervisor or the activities 
of the college. It is quite possible that the faculty or staff 
member could claim that his or her social media commu-
nications on workplace issues, and not poor performance, 
was the reason for the adverse employment action and 
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could sue a college or university for retaliation. 

Intellectual Property/Copyright/Trademark Issues 
Faculty and staff who post excerpts from songs, books, 

papers, or other materials, or who copy large portions of 
another’s artistic or literary work without permission or 
without crediting the original author could place a college 
at risk of liability for copyright violations. To the extent 
faculty and staff members post confidential and propri-
etary information on social media concerning products, 
graphics, inventions, or devices that are trademarked, they 
could also place the school at risk for trademark infringe-
ment; indeed, a faculty or staff member that posts the col-
lege’s confidential, copyrighted, patented, or trademarked 
information could adversely impact the college’s own 
intellectual property rights and could harm the brand-
ing and proprietary material a college works so hard to 
protect. 

Invasion of Privacy 
When faculty or staff post personal information 

about another employee or a student online, even if that 
disclosure was inadvertent, it could create a private cause 
of action for invasion of privacy. In order for one to have 
a valid invasion of privacy claim, the individual plaintiff 
must have an expectation of privacy in the information 
that is objectively reasonable. Critical in this regard, is the 
reality that social media communications are not necessar-
ily private, at least in the context of an invasion of privacy 
claim. A subjective belief that a comment is private, for 
example because one has privacy settings, will not neces-
sarily control. If an individual prominently posts personal 
information, it will be difficult for him or her to claim that 
a subsequent posting by another on the same personal 
topic constitutes an invasion of privacy. Even with this 
defense, a college or university still would have to exert 
significant institutional resources, time, and money to 
defend the invasion of privacy claim. 

Adopting a social media policy could create a separate 
but related invasion of privacy claim from faculty or staff. 
If, as a result of accessing faculty or staff social media 
posts, a college official learns about off duty conduct, and 
the institution disciplines the employee for such off-duty 
conduct because it is viewed to violate the school’s ethical 
standards or code of conduct, the faculty or staff member 

could respond with an invasion of privacy claim. Indeed, 
the very monitoring of faculty and staff social media to 
ensure compliance with the school’s social media policy 
itself could invoke an invasion of privacy claim. To ad-
dress this particular privacy issue, many states have or are 
in the process of passing laws that restrict an employer’s 
access to its employees’ social media accounts. Utah, New 
Mexico, and California are among the states that place 
restrictions on employer access to employees’ and/or ap-
plicants’ social networking accounts.32 Therefore, college 
and universities are well-advised to evaluate whether they 
are subject to such statutory limitations before they adopt 
social media policies that call for monitoring faculty and 
staff social media accounts. 

Family Educational Rights and Privacy Act (“FERPA”)
For educational institutions, there exists a risk of li-

ability for the disclosure of private student information. 
The Family Educational Rights and Privacy Act (“FERPA”) 
requires all schools that receive federal educational 
funds to protect the confidentiality of student’s person-
ally identifiable information. A disclosure of student 
information by faculty or staff may not only create an 
invasion of privacy claim, but it also may constitute a 
FERPA violation to the extent it concerns a disclosure of 
students’ educational records and/or personally identifi-
able information. For example, a professor who believes 
herself to be commenting on a blog or on Facebook about 
an experience with a student may be viewed as violating 
that student’s privacy rights or may even be found to have 
violated FERPA if the post reveals personally identifiable 
information about the student. 

Defamation 
Broadly speaking, defamation involves the publication 

of something false that causes harm to a person’s reputa-
tion. The publication can be oral or written, and it can be 
to just one other person. Postings on Facebook, Twitter, 
or other social media certainly constitute publication. 
Some statements, like ones that tend to injure another’s 
trade, business, or profession, are defamatory per se, and 
relieve the complaining party from proving any special 
harm to reputation. That is, special harm is assumed to 
the extent the comment concerns one’s profession. To the 
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extent a faculty or staff member communicates informa-
tion on social media that damages another’s reputation, 
the individual could be sued for defamation; however, if 
the faculty or staff member who makes the defamatory 
posts identifies him or herself as a college employee or 
the comment can otherwise be implicated to the school, 
it may also create the risk of a defamation claim for the 
college. 

First Amendment/Freedom of Speech 
Any limitation or restriction about what faculty mem-

bers and staff can discuss, on social media sites or other-
wise, could implicate first amendment/freedom of speech 
issues. That is, a faculty or staff member could claim that 
limitations in a social media policy about the content of 
information he or she posts on social media violates his or 
her rights to freedom of speech. 

National Labor Relations Act/Labor Violations 
The National Labor Relations Act (“NLRA”) protects 

employees’ right to self-organize and to bargain collec-
tively through union representation. Importantly, the 
NLRA not only protects the right to unionize, but it 
more broadly protects employees’ rights to discuss work-
related issues. Recently, the National Labor Relations 
Board (“NLRB”), the federal agency charged with enforc-
ing the NLRA, has decided several social media cases. The 
NLRB has taken the position that a social media policy 
which limits postings concerning the work environment, 
supervisors, or the employer, violates the employees’ 
rights to engage in NLRA-protected activity. 

For example, in EchoStar Techs, LLC, a social media 
policy that prohibited employees from using social media 
on company time and from making defamatory com-
ments about the company was found to violate the NLRA 
because the limitations tended to chill employee commu-
nications about working conditions.33 In Karl Knauz Mo-
tors, a car dealership had a social media policy that prohib-
ited employees from making disrespectful comments and 
comments that could damage the business’s reputation 
on social media. Believing that the employee had violated 
these provisions when an employee criticized on Face-
book the dealership’s decision to serve a particular type of 
food at a marketing event, the dealership disciplined the 

employee.34 The NLRA found that the dealership’s policy 
violated the NLRA. 

These examples clarify that the NLRA can be read 
broadly to protect employees’ communications about 
virtually any workplace issue. A social media policy that 
limits employees’ discussions of or complaints about, for 
example, compensation, dress code, benefits, harassment 
allegations, break periods, hours, working conditions, 
disciplinary decisions, dislike of management, or a variety 
of other matters of common interest between and among 
employees, could well be seen to violate the NLRA.

 
Negligence/Negligent Supervision/Emotional Distress

A negligence claim may also result from social media 
postings of faculty and staff. In particular, a plaintiff may 
allege that a college or university is liable for negligent su-
pervision for failing to adopt a policy or supervise faculty 
and staff concerning their social media use. 

Fundamental to this type of claim is the idea that a 
college has a duty to place reasonable limitations and 
to conduct reasonable investigations of faculty and staff 
social media use. The existence of a foreseeable risk of the 
injuries complained of is also necessary for a successful 
negligent supervision claim. A negligent supervision claim 
against a college or university would likely involve an al-
legation that a college or university breached its duty to 
the plaintiff by failing to take reasonable steps to prevent 
the foreseeable harm caused by faculty and staff social 
media use. 

For example, if a co-worker’s personal, private in-
formation is leaked by a faculty member through social 
media, a negligent supervision claim might succeed if the 
faculty member had a known history of posting private, 
confidential information on social media such that the 
college should have reasonably foreseen that he/she 
would disclose the information, and it can be shown that 
the school’s failure to take reasonable steps to prevent the 
disclosure (for example by adopting a social media policy) 
harmed the reputation or caused emotional distress to the 
co-worker. 

Someone who feels harmed by faculty and staff social 
media postings may also bring a claim for negligent or 
intentional infliction of emotional distress. A plaintiff 
in this type of action is likely to claim that in failing to 
supervise faculty and staff social media use or in failing 
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to adopt and/or enforce policies restricting the content 
of social media posts, the college or university caused 
emotional distress suffered by the plaintiff because of an 
alleged offensive, derogatory, or confidential social media 
post concerning the individual. 

If a college or university gets sued for negligence (or 
even defamation), the fact that the institution has tried to 
address the known risks of liability by adopting a social 
media policy is likely to be at issue in the case.

Guidelines for Drafting a Social Media Policy
With so much at stake, it is impor-

tant for a university to try to prevent the 
risk of these and other types of liability 
associated with social media use. A social 
media policy is one tool by which a col-
lege or university can manage the risk. 
In drafting a social media policy, it is 
important to remember that the precise 
parameters will differ with each institu-
tion, depending on its specific risk assess-
ment, as well as the individualized social 
and educational goals of the school. That 
said, the following factors should be con-
sidered by a university preparing a social 
media policy aimed in part at managing 
the risk of liability and/or bolstering a 
legal defense if and when a lawsuit arises. 

Try to Protect a Legitimate Interest 
without Going Further. 

While it may be legally permissible 
and advisable for a college or university to place some lim-
its on faculty and staff social media use, placing too much 
control on social media communications can backfire. As 
discussed above, social media policies that are too limit-
ing could violate freedom of speech rights and restrict 
academic freedom. Because providing and ensuring 
academic freedom is critical to the purpose and function 
of any higher education institution, colleges and universi-
ties should seek to adopt social media policies that avoid 
burdensome restrictions thereon. 

In deciding the limitations to put on faculty and staff, 
as suggested by the AAUP, colleges and universities 
should aim to adopt social media policies that provide for 

limitations that do not unduly infringe on the open and 
free exchange of ideas.35 A college should try to manage 
an appropriate balance between the faculty, staff and the 
public’s interest in the free flow of information with the 
college’s interest in preventing the misuse of social media. 
To find the balance, a university should strive to adopt 
limitations on social media use that are content-neutral 
and that only interfere with speech to the extent neces-
sary to serve a discernable and identifiable interest of the 
school. 

Consider Stricter Regulations for 
Professional Social Media Use verses 
Personal Use. 

Liability from social media differs 
depending on how it is being used by 
faculty and staff. College and university 
employees may, for example, utilize 
social media on behalf of the college. As 
part of their job, faculty, and staff mem-
bers may be responsible for maintaining 
the institution’s website or social media 
accounts or for controlling the content of 
a class blog. But faculty and staff are also 
likely using social media personally. The 
types and extent of liability for the insti-
tution differs dramatically depending on 
whether social media use is personal or 
done on behalf of the college or univer-
sity. 

If faculty and staff contribute to 
social media on behalf of the college, 

those comments are very likely to be linked to the school 
and create liability in the school if they are unlawful. By 
contrast, faculty and staff postings on personal social 
media accounts generally constitute the property and the 
problem of the individual. But, if a college or university 
attempts to place too much control on personal postings, 
it may be more likely to be found legally responsible for 
the personal postings. 

Since it is likely to have liability for these posts 
anyway, a college or university may wish to use greater 
specificity for online media use performed on its behalf. 
Such rules might include, for example, that faculty and 
staff identify themselves by name and clearly disclose that 
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they are acting on behalf of the college on all school-sanc-
tioned posts. A college might also prohibit postings made 
on its behalf from using offensive, incendiary, or provoca-
tive language. A university might even require postings 
done on behalf of the college to be fact- or research-based. 
Faculty and staff comments made for the college may also 
avoid discussing of active litigation or entities or individu-
als with whom the college or university may be involved 
in a lawsuit. Confidential or private issues about other 
employees, students, or administration should also be 
avoided on official social media postings. 

When deciding what and when to 
limit faculty or staff personal postings, 
on the other hand, a college or university 
should be less restrictive. In deciding the 
precise parameters to place on personal 
social media use, a school might con-
sider whether it would place a similar 
limitation on off-duty, private conduct 
performed in a context other than social 
media, for example, during off-duty 
hours at a local bar or a private home. If 
it would not, then omitting the limita-
tion from a social media policy may well 
be in order. 

That said, because of the significant 
legal risks associated with discussing 
private, confidential, and proprietary or 
trademark issues, and in light of FERPA, 
colleges and university may still wish to 
limit, even on faculty and staff personal 
social media postings, the disclosure of 
confidential and proprietary informa-
tion traceable to a specific person or 
entity. To that end, colleges or university 
should consider including provisions 
in social media policies that address faculty and staff 
mentioning personally identifiable information of fellow 
employees, partners, competitors, or students and/or that 
discuss confidential, proprietary, or trademark informa-
tion of the school itself, vendors, or competitors, whether 
on personal social media accounts or those performed on 
its behalf.

A college may also decide simply to more strictly 
enforce posts made on behalf of the college (as opposed 

to those made personally) that violate the policy. Such 
disparate treatment should not bolster a discrimination 
case so long as the stricter treatment is related to the con-
text of the post, i.e. personal or professional, rather than a 
protected class. 

Work Cooperatively With Faculty and Staff. 
As seen in the University of Kansas example, social 

media policies that faculty construe as too limiting may 
well be challenged. Faculty and staff are likely to view 
vague and ambiguous limitations on what they can and 

cannot say on social media as limit-
ing the academic freedom so neces-
sary to their jobs. To prevent faculty 
and student backlash to a social media 
policy, therefore, colleges and universi-
ties are well-advised to create an open 
dialogue with faculty and staff. Colleges 
and universities should strive to identify 
mutually agreeable limitations on social 
media use in addition to the procedures 
and consequences for violations. A col-
lege or university may consider establish-
ing a social media policy committee that 
includes members of faculty and staff. Or 
a school might permit faculty and staff 
comment on a social media policy before 
it is adopted. Whatever the specific 
course, obtaining buy-in from faculty 
and staff during the preparation stage 
may not only avoid legal challenges to a 
social media policy, but will also ensure 
harmony and goodwill among adminis-
trators and their faculty and staff. Col-
leges and universities will then be able to 
pursue their true mission – education – 

rather than being distracted by internal disputes. 

If you Adopt a Policy, Enforce it Consistently and 
Fairly. 

Having adopted a social media policy, the college or 
university arguably has acknowledged the risk of harm 
and has willingly asserted control over preventing that 
harm. Having so acknowledged, failing to enforce the 
policy could well support negligence liability in the college 
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for faculty and staff social media postings that violate the 
policy. Disparate application of the social media policy 
could be viewed as evidence of discrimination to the 
extent it can be shown to relate to protected class status. 
For these reasons, if a college or university decides to draft 
a social media policy, it must commit to enforcing that 
policy consistently and fairly. 

Enforcement provisions must therefore be vetted 
as part of the drafting of any social media policy. At a 
minimum, a college should consider including a general 
statement in its social media policy that, to the extent a 
social media posting conflicts with any school policy or 
violates the law, the faculty or staff member could face 
discipline, up to and including termination. Additionally, 
a college may wish to consider what other more specific 
enforcement provisions to include in a social media policy. 
For example, a university might consider whether it will 
hire someone specifically to enforce the policy, or rely on 
a committee made up of existing staff to ensure policy 
compliance. In drafting enforcement provisions, a school 
may also wish to analyze precisely how it will identify 
violations of the policy. Will the school perform periodic 
searches of social media, or will it only investigate social 
media postings when it receives specific information that 
the social media policy has been violated? Importantly, 
there is no “right” answer to these or other enforcement-
related provisions. The precise enforcement provisions 
will depend on an intensive analysis by each college or 
university of its individualized risk factors. 

Use the Social Media Policy in Conjunction with other 
Policies. 

A social media policy should not be drafted or en-
forced in isolation. A college or university should draw on 
all of its policies when monitoring faculty and staff social 
media usage. Before preparing a social media policy, a 
university may wish to review and understand what other 
existing policies already govern faculty and staff social 
media use. An existing code of conduct, as well as confi-
dentiality, anti-harassment, anti-discrimination, progres-
sive discipline, and performance review policies, are just 
a few examples of existing rules that may guide faculty 
and staff use of social media, whether with or without 
a separate social media policy. For example, an existing 
policy that requires documentation of performance issues 

immediately when they arise and a progressive discipline 
program may already help to mitigate the risk of a claim that 
information gleaned on social media, and not a performance 
issue, formed the basis for adverse employment action.36 A 
college or university may therefore decide that a separate, 
detailed policy that specifically addresses social media use is 
unnecessary in light of other applicable policies. Or a college 
may determine that a short, general statement about social 
media use is adequate to address the school’s particular risk 
factors. Whatever the final decision, to avoid redundancy 
and conflicting rules, a college or university should prepare 
and enforce any social media policy in conjunction with other 
relevant policies. 

Manage Expectations of Privacy. 
Because an invasion of privacy claim can be defended on 

the basis that there was no expectation of privacy, it is critical 
for a college to be transparent about its intent to access and 
monitor social media postings. Accordingly, a college may 
consider whether its social media policy should state that 
faculty and staff social media postings are public, at least 
to some degree, even when made on personal accounts. A 
university might also include in its social media policy a state-
ment reserving the college’s right to view faculty and staff 
social media postings for the purpose of ensuring compliance 
with the social media policy. Of course, the precise language 
depends on the intent of the college to access and monitor 
faculty and staff social media use. Informing faculty and staff 
at the outset of these types of limitations on their privacy 
when using social media may help prevent and/or defend 
future claims.

Avoid Obsessing Over Potential NLRA Violations. 
While a college or university should strive to adopt a 

policy that does not violate the National labor Relations Act, 
the NLRB’s recent findings that many social media poli-
cies conflict with NLRA rights make achieving that goal 
difficult. On balance, then, a college or university may be 
well-advised to adopt a social media policy that manages the 
risks of other types of legal claims even though it may techni-
cally violate the NLRA. Furthermore, a college or university 
should always strive to prepare and enforce a social media 
policy that does not unlawfully prevent or discourage union 
organization, concerted activities, or legitimate discussions 
of workplace issues. To that end, a social media policy might 
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well specify that the adoption of the social media policy 
is not intended to and will not be enforced in a way that 
will infringe on its employees’ right to engage in NLRA-
protected activity. 

Require Compliance with the Law. 
It seems reasonable to require in any social media 

policy that faculty and staff personal or professional use 
of social media should be done in a way that complies 
with applicable law. Such a simple policy statement goes a 
long way toward limiting a college or university’s liability. 
Furthermore, it would be difficult to argue that such a 
requirement violates anyone’s rights, offends privacy in-
terests, or unreasonably justifies discipline when violated. 
Arguably, this is one of the few uncontroversial rules for a 
social media policy. To the extent more specific rules are 
desired, guidance that draws off of this principle, i.e. no 
violent or threatening postings, no discriminatory post-
ings, no harassing postings, etc., can help to identify the 
other necessary provisions of a social media policy. 

Utilize Training. 
A formal, written policy placed “on the books” but on 

which faculty and staff are not trained is virtually useless. 
Faculty and staff must learn and understand all applicable 
policies, including ones concerning social media. Training 
employees about proper use of social media is critical to 
minimizing faculty and staff misuse of social media and 
its associated liability. To that end, a college should teach 
faculty and staff about professional postings as well as the 
personal rights and legal claims that could be implicated 
if they use poor judgment when posting online. While 
the policy itself may broadly describe the standards of 
social media conduct, training faculty and staff by using 
specific examples of the type of conduct that might violate 
the policy should help to elucidate for faculty, staff, and 
administrators enforcing the policy what types of conduct 
the policy is intended to restrict and, in turn, the types of 
social media usage that are permissible. Employees should 
be taught to use social media in a respectful, courteous 
and lawful manner and in a way that protects the school’s 
reputation and property, whether in conjunction with or 
in lieu of a social media policy. 

Trust your Faculty and Staff.
All of the parameters and potential pitfalls for adopt-

ing a social media policy can be overwhelming. A college 
or university should always remember that in hiring its 
faculty and staff, it determined those individuals to have 
integrity, intellect, and competence. A college or universi-
ty should therefore feel comfortable in placing some level 
of trust that its employees will demonstrate these qualities 
in deciding what and when to post on social media, no 
matter the precise provisions of a social media policy it 
decides to adopt. In that regard, a simple and precise so-
cial media policy may be all that is necessary to encourage 
proper and lawful social media use by faculty and staff. 

Conclusion
In our social media obsessed society, educational 

institutions must be poised to deal with the risks of li-
ability created by faculty and staff use of social media. The 
variety and extent of legal claims that a college or univer-
sity could face from personal or professional social media 
posts can be overwhelming. Furthermore, colleges and 
universities who seek to adopt a social media policy are 
sometimes caught between the proverbial rock and a hard 
place – that is, a school which implements a social media 
policy to avoid liability faces the risk of liability even if it 
adopts a social media policy. Indeed, the very adoption of 
a social media policy can pose the risk of new and differ-
ent theories of liability than the liability created from the 
failure to have the policy. But, if colleges and universities 
adopt social media policies that balance employee rights 
with the legitimate business and desired image of the 
educational institution, they involve faculty and staff in 
the drafting of the policy, and they follow some of the 
guidelines discussed herein, they are likely to successfully 
minimize their exposure to liability associated with social 
media use and avoid public or faculty and staff backlash.

About the Author
Allison C. Ayer is a founding part-
ner of Vrountas, Ayer & Chandler, 
P.C. Her practice concentrates on 
counseling employers, including 
colleges and universities, on prepar-
ing and complying with internal 

policies and applicable law, and also defending education-



 39URMIA Journal  2014

al institutions in state and federal court. Allison has sig-
nificant experience defending discrimination harassment 
claims at both administrative agencies and in court. Al-
lison also assists her employment clients with developing 
and implementing policies and procedures to help prevent 
litigation. She has reviewed and drafted employee hand-
books and performed sensitivity and other legal training 
to employers in the region. Allison has successfully de-
fended colleges and universities in cases involving claims 
of negligent hiring and retention, invasion of privacy, false 
arrest, federal civil rights violations, sexual abuse, disabil-
ity discrimination, and personal injury matters.

Endnotes
1 Pew Research Internet Project, Social Networking Fact Sheet (Dec. 27, 2013) 

at http://pewinternet.org/Commentary/2012/March/Pew-Internet-Social-

Networking-full-detail.aspx
2 Ibid.
3 Ibid.
4 Ibid.
5 Pew Research Internet Project, Social Networking Fact Sheet (Dec. 27, 

2013) at http://pewinternet.org/Commentary/2012/March/Pew-Internet-

Social-Networking-full-detail.aspx
6 Statistic Brain, Social Networking Statistics, (Jan. 1, 2014) at http://www.

statisticbrain.com/social-networking-statistics/
7 Aaron Smith, “6 New Facts about Facebook,” Fact Tank News in 

the Numbers (Feb. 3, 2014) at http://www.pewresearch.org/fact-

tank/2014/02/03/6-new-facts-about-facebook/
8 Statistic brain, Twitter Statistics, (Jan. 1, 2014) at http://www.statisticbrain.

com/twitter-statistics/; see also Pew Research Internet Project, Social 

Networking Fact Sheet (Dec. 27, 2013) at http://pewinternet.org/

Commentary/2012/March/Pew-Internet-Social-Networking-full-detail.

aspx
9 Pew Research Internet Project, Social Networking Fact Sheet (Dec. 27, 

2013) at http://pewinternet.org/Commentary/2012/March/Pew-Internet-

Social-Networking-full-detail.aspx
10 Aaron Smith, “6 New Facts about Facebook,” Fact Tank News in 

the Numbers (Feb. 3, 2014) at http://www.pewresearch.org/fact-

tank/2014/02/03/6-new-facts-about-facebook/
11 Statistic Brain, Social Networking Statistics, (Jan. 1, 2014) at http://www.

statisticbrain.com/social-networking-statistics/
12 Statistic brain, Twitter Statistics, (Jan. 1, 2014) at http://www.

statisticbrain.com/twitter-statistics/
13 Nielsen, Social TV Measurement, at http://www.nielsen.com/content/

corporate/us/en/nielsen-solutions/nielsen-measurement/social-media-

strategy.html
14 Scott Jaschik, “Fireable Tweets,” Inside Higher Education (Dec. 19, 2013) 

available at http://www.insidehighered.com/news/2013/12/19/kansas-

regents-dopt-policy-when-social-media-use-can-get-facutly-fired
15 Ibid.
16 Ibid.

17 Ibid.
18 Ibid.
19 Ibid.
20 Ibid.
21 Ibid.
22 Ibid.
23 Ibid.
24 Ibid.
25 Such factors include, but are not limited to, the employees’ position with the 

university, whether the employee used or the university name or otherwise 

created the appearance that the university endorsed the communication, 

and when the communication was made (i.e. was it communicated urging 

work hours or on private time), and whether university or private systems 

were used to transmit the communication. Ibid.
26 Ibid.
27 Eyewitness News 12, “Professors want social media plan suspended” available 

at http://www.kwch.com/news/local-news/Professors-want-social-media-

plan-suspended/-/21054266/23863658/-/pba8lez/-/index.html
28 American Association of University Professors, AAUP Statement on the Kansas 

Board of Regents Social Media Policy (Dec. 20, 2013) available at http://www.

aaup.org/file/KansasStatement.pdf
29 Ibid.
30 Ibid.
31 Ibid.
32 Joanne Deschenaux, “More States Passing Social Media Privacy Laws,” SOCIETY 

FOR HUMAN RESOURCE MANAGEMENT (April 12, 2013), available at http://

www.shrm.org/legalissues/stateandlocalresources/pages/states-social-media-

privacy-laws.aspx
33 The provision of the policy stated “(i)You may not make disparaging or 

defamatory comments about EchoStar, its employees, officers, directors, 

vendors, customers, partners, affiliate, or our, or their, products/services; 

and (ii) Unless your are specifically authorized to do so, you may not 

participate these activities with EchoStar resources and/or on Company 

time.” See EchoStar Techs, LLC, NLRB ALJ, NO. 27-CA-066726(Sept. 20, 2012).
34 The policy provided: “Courtesy is the responsibility of every employee. 

Everyone is expected to be courteous, polite, and friendly to our customers, 

vendors and suppliers as well as to their fellow employees. No one should 

be disrespectful or use profanity or other language which injures or damages 

the reputation of the dealership. See Karl Knauz Motors, Inc., NLRB No. 13-

CA-046452 (Sept. 28, 2012). 
35 American Association of University Professors, “Report: Academic Freedom 

and Electronic Communications,” November 2004, available at http://www.

aaup.org/report/academic-freedom-and-electronic-communications
36 For a more detailed discussion of these issues please refer to “POLICIES, 

TIMING, DOCUMENTATION, AND CONSISTENCY: FOUR TOOLS FOR COLLEGES 

AND UNIVERSITIES TO MANAGE EMPLOYEE RELATIONS AND MITIGATE RISKS 

OF EMPLOYMENT DISCRIMINATION CLAIMS,” UNIVERSITY RISK MANAGEMENT 

AND INSURANCE ASSOCIATION (URMIA) JOURNAL 2013.



Digital files cannot be made uncopyable any more than water 

can be made not wet.

—BRuce schneieR (1963-  ),  

ameRican cRyPtogRaPheR and WRiteR



 41URMIA Journal  2014

in three phases: (1) assembling a cyber-risk team; (2) 
identifying and assessing cyber risks; (3) developing an 
incident response plan.

Creating An Enterprise Risk Management Strategy
To create an effective Enterprise Risk Management 

strategy, institutions need to construct a risk assessment 
methodology and process to evaluate exposure. Then they 
must develop an effective execution plan.

An ERM strategy should strive to achieve the follow-
ing:

• Improve strategic decisions. By incorporating risk 
into strategy, the strategy’s goals and objectives are 
more likely to be achieved.
• Reduce volatility. Proactive risk transfer and risk 
mitigation will provide for better protection from 
unwanted risks.
• Implement stronger governance over cyber risk. The 
ERM process will allow administrators to focus on the 
largest risks to the institution.

All of these steps will enable the college to structure 
its cyber liability program in the most efficient manner, 
eliminating potential gaps in coverage or underfunded 
liabilities.

 

Implementing An ERM Strategy
The first step in implementing an ERM strategy is to 

conduct a review of the university information program. 
The cyber ERM strategy initiative should involve the 
information technology team throughout the process. 
Because IT may have already made some cyber security 
assessments, it’s critical to know what has already been 

Abstract: Cyber-related threats abound, and colleges and 
universities are far from immune to data exposures brought 
about by deliberate hacking or unintended negligence. Case 
in point are two illustrations presented by this article: recent 
data breaches at University of Maryland and Iowa State 
University. Michael LaFleur reviews these breaches and 
discusses ways other colleges and universities can learn from 
the incidents at University of Maryland and Iowa State 
and develop practices to help minimize the effects of a data 
breach.

Introduction
Universities today face a real cyber security threat. 

The issue is not if a college will be attacked or have its 
data compromised, but when will it occur. Yet, while 
institutions of higher education are prime targets for 
cyber threats, many have not implemented a program to 
minimize the growing risk.

For university administrators, an effective cyber-
security program is essential because the stakes are high. 
Institutions of higher learning keep highly confidential, 
private information on their students and alumni. Many 
are associated with teaching hospitals that store highly 
sensitive patient information. Universities also have a 
culture of openness and information sharing that creates 
more risk.

At the same time, educational institutions are increas-
ingly under regulatory scrutiny from federal and state 
governments. A data breach could trigger a series of legal 
and compliance consequences that could destroy trust and 
saddle universities with enormous expenses.

This white paper outlines the risks facing universities 
and recommends a cyber security program that admin-
istrators should implement. To illustrate the potential 
threat, it also highlights breaches at the University of 
Maryland and Iowa State University in the first half of 
2014. To address cyber security, this white paper also 
recommends that institutions implement an Enterprise 
Risk Management strategy (ERM) that can be executed 
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What Can Go Wrong
Breaches at the University of Maryland and Iowa 

State University earlier this year demonstrate just how 
vulnerable higher education may be.

University of Maryland
The University of Maryland suffered two separate 

breaches in February and March 2014. Hackers accessed 
the personal data and records of more than 300 thousand 
faculty, staff, students, and affiliated personnel from the 
university’s College Park and Shady Grove campuses. 

A university official said unknown individuals worked 
their way into the school’s database and duplicated infor-
mation names, Social Security numbers, dates of birth 
and university identification numbers. The cause of the 
security breaches is still under investigation by the Uni-
versity of Maryland Police Department, the U.S. Secret 
Service, and federal law enforcement authorities, as well 
as forensic computer investigators.

The fallout from the event is still unfolding. The 
financial impact of the University of Maryland breach, 
which was made public, is estimated to cost more than 
$6 million to monitor the credit of those impacted by the 
breach. There is also reputational damage to the Univer-
sity that will linger for many years after. 

To redress the issue, the University has done the fol-
lowing:

•Offered a free, five-year membership of Experian’s 
ProtectMyID — the enrollment window closed on 
May 31, 2014
•Launched a comprehensive, top-to-bottom investiga-
tion of all computing and information systems, which 
included the formation of the President’s Task Force 
on Cybersecurity
•Held a series of information sessions and seminars on 
data security and identity theft protection.

Dr. Wallace Loh, University of Maryland’s president, 
testified in congressional hearings in late March of 2014, 
where he commented, “We were just flying by the seat of 
our pants.”

In his testimony, Dr. Loh said a hacker gained access 
to personal data by targeting a university website meant 
for uploading photos, according to media reports. Then, 
the intruder uploaded a Trojan horse virus containing 

done.
The next step is understanding the qualitative differ-

ences among risks facing the university. One of the rela-
tively new risks is online application for college admission. 
The Common Application, launched in 1975, now has 
over 500 institutions utilizing it for their application pro-
cess. Universities are also legally liable for failing to com-
ply with”due care” and “safeguard” requirements. They 
could face implications in both the traditional educators-
liability policy, as well as the director’s and officer’s policy. 
Many of these policies will have gaps for cyber-related 
perils to data and privacy. Other types of potential risks 
include school websites and social media platforms for 
university information sharing. Closed or school-specific 
intranets that contain course information, student grades 
and distance learning materials are also vulnerable.

There are also risks within an organization. These in-
clude risks from employees’ and managers’ unauthorized, 
illegal, unethical, or inappropriate actions, and the risks of 
breakdowns in routine operational processes. Identifying 
those who have security rights to modify the university 
website content and setting up a notification protocol is a 
good way to mitigate these controllable cyber risks. 

Campuses should have a defined zone of tolerance for 
actions or errors that result in a breach in security, lost 
laptop, misplaced smartphone, compromised password or 
terminated employee not being locked out promptly. It is 
not possible to completely avoid all risks in working over 
an open public network. This kind of risk is best man-
aged through active prevention: monitoring operational 
processes and proper training. The Human Resources 
team at a university needs clear direction on when faculty 
or staff has breached their duty. As important, the school 
needs a clear and concise protocol when a student violates 
campus information protocols.

Colleges cannot anticipate every risk, but one way to 
prevent the problem is to provide guidelines that clearly 
state the college’s goals and values. A school’s mission 
statement articulates the organization’s fundamental pur-
pose. Colleges should communicate their values to guide 
principal stakeholders, namely students, alumni, parents, 
staff, and the surrounding community. Having a clearly 
defined value statement will help avoid violating the uni-
versity’s standards and putting its reputation at risk. 
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malware that found the passwords for some IT managers 
and used those credentials to access data.

Iowa State University
A hacker or hackers accessed the servers of the Iowa 

State University on April 22, 2014, affecting five depart-
mental servers on campus. The incident is all the more 
alarming because the university says it has cyber security 
procedures and experts in place.

An analysis revealed the compromised servers con-
tained Social Security numbers of 29,780 students 
enrolled at the university between 1995 
and 2012. The university also said the 
university IDs of another 18,949 stu-
dents were stored on the compromised 
servers.

There’s no evidence any of the data 
files were accessed, and there was no stu-
dent financial information in the records. 
The servers were hacked by an unknown 
person or persons who intended to gen-
erate enough computing power to create 
bitcoins. Bitcoins are a type of digital 
money that can be used to buy merchan-
dise anonymously.

To help victims of the breach, the 
university retained AllClear, a national 
firm that specializes in identity protec-
tion. For those with exposed Social 
Security numbers, Iowa State said it will 
purchase one year of credit monitoring. 
Those who wish to do so may opt for a second free year of 
monitoring at the end of the first. 

The total cost to the university is unclear. However, 
the least expensive monthly credit monitoring is approxi-
mately $10 per person per month. That means the credit 
monitoring alone could cost over $3.5 million. 

In the aftermath of the breach, the university decom-
missioned, removed from the internet, and destroyed 
compromised servers. Other servers of the same type are 
no longer accessible through the internet, have received 
software updates to prevent hacking, and will be replaced 
as soon as possible.

University officials are accelerating implementation of 
Iowa State’s new data classification policy, which provides 

enhanced security standards and guidance.
The university also said it is working to improve 

security on mobile computers by encrypting information 
stored on them. Additional measures will include a pro-
cess to improve network security by implementing stron-
ger password standards, as well as the use of software to 
regularly scan computers, servers and other devices to 
locate protected information.

In a statement, the university said: “Iowa State has 
always taken information security very seriously, and we 
will continue to take every possible action to safeguard the 

personal information of those who learn 
and work here. We have well-regarded 
cyber defense experts here who not only 
protect university data, but educate 
others on how to prevent computer at-
tacks. Unfortunately, Iowa State is not 
immune to hacking, but we are disap-
pointed and sorry for the inconvenience 
this incident may cause.”

Unique Challenges On Campus
Today, many campuses are un-

prepared to deal with cyber risks. The 
administration of information technol-
ogy at most universities is decentralized. 
Each department, division, or school is 
its own fiefdom. At most schools, the 
IT department is underfunded. Uni-
versity IT staff are often under-trained 
about information-security issues, and 

at some institutions the functions are being outsourced 
to private companies or vendors. A tradition of openness 
and free exchange at universities often creates resistance 
to restricting access to networks. There are many open 
terminals and shared machines, and universities often 
provide access to their networks to alumni and visitors. 

The openness of campuses and the weaknesses of 
their information security controls have made universi-
ties particularly vulnerable to cyber bugs: Trojans, worms 
and spyware. As a result, hackers and organized criminals 
have used university machines to attack other institu-
tions, companies and military installations. They have 
used campus terminals to implant spyware and harvest 
credit-card numbers and banking passwords. They have 
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also used campus machines to launch distributed denial of 
service attacks.

While many institutions of higher education have 
avoided cyber-related court action, they could face 
increased liability. They can be sued under the vicarious 
liability standard. These types of suits are beginning to 
gain traction against private sector companies: JiffyLube 
vs. ATT; Washington State vs. Quest; and Maine vs. 
Verizon. It may be only a matter of time before universi-
ties are held to the same standards of information security 
as the private sector. New government action to protect 
IT infrastructure could also accelerate 
court action. Microsoft has called for 
the government to abandon voluntary 
compliance and enforce regulation.

Universities need assistance and tools 
to help sort through all risks – hazard, 
legal, strategic, operational, financial, hu-
man, IT – to make prudent strategic de-
cisions. Regulation has placed increased 
emphasis on the oversight and disclosure 
of risk and prudent business operations 
require that this exposure be evaluated, 
mitigated and treated appropriately. It 
is not uncommon for a private company 
to have an IT staff-to-employee ratio of 
1:50. A mid-sized university will have 
300 employees along with thousands of 
students and alumni, and typically only 
one or two professionals dedicated to IT.

The University of California Santa 
Cruz (UCSC) is a telling example of how universities 
can address the growing cyber liability issue. UCSC has a 
systematic and thorough project management methodol-
ogy that provides project managers, university staff and 
teams a roadmap to follow. It is intended to be reasonable, 
comprehensive, flexible and accessible to constituents. The 
UCSC toolkit for information technology services com-
pliance and security provides new university employees 
resources, including key contacts and technical assistance, 
to avoid or address a potential cyber risk.  UCSC is one 
of the early adopters of a comprehensive cyber secu-
rity methodology, yet they still suffered a breach when 
unsecured laptops were stolen from the main campus. 
Breaches will occur, but the severity is dependent on the 

measures a university has in place to mitigate impact and 
resolve the issue post-breach.

Protecting The University
The following three steps will enable university risk 

professionals to better protect all stakeholders.

Step #1: Assemble a Cyber-Risk Team
The first and most important steps a risk manager can 

take is talking to the information security team and in-
volving them in a cyber enterprise risk management effort. 

Specifically, they need to understand the 
information security assessments that 
have already been done. Then, they need 
to examine what has been put in place 
to provide reasonable safeguards regard-
ing people, processes, and technologies. 
And these stakeholders must be involved 
throughout the process, not just at the 
outset.

A good way to get the input and 
buy-in of the entire organization is to 
appoint a cyber risk management team 
to evaluate the company’s enterprise-
wide threats. It’s critical to include the 
chief IT officer, head of IT security, 
general counsel, and other departments, 
including admissions, communications, 
faculty,  human resources, staff, and 
student services. These are the personnel 
who will be the frontline response to any 

threat. They will work with brokers or insurance carriers 
to implement the structure. 

Get everyone involved and keep the organization in-
formed of the efforts and steps you take to protect the in-
stitution. Periodically, it’s essential to report on the state 
of the school’s cyber preparedness to the president and 
cabinet, perhaps including the board of trustees. Remem-
ber both the university leadership and board of trustees 
have a fiduciary responsibility to protect the information 
assets of the college.

Step #2: Identify and Assess the Risks
Once you have formed the cyber risk management 

team, the second step is to identify, assess, and measure 
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the risks for their potential frequency and financial im-
pact. Think in terms of vital data and where it resides—
not just on the computer in an office, but also how it flows 
throughout your organization. Is the data in transit (on 
a USB drive), at rest (on faculty or staff desktop personal 
computer or laptop), or on a mobile/smart phone? Once 
you understand where the data is and its importance, you 
can assess the risk and develop strategies to protect it.

Work with your team to understand your situational 
awareness. Think about the value of your data to a hacker, 
hacktivist, or cybercriminal. What information would 
they target? Or, could your institution be a potential 
target of cyberespionage or cyberterrorism? And do not 
forget about non-tech-based threats such as a hurricane 
that could shut down systems or prevent access to data. 
Consider the exposure when an employee unintentionally 
obtains unauthorized access to data. These are risks re-
lated to technology, but ultimately rooted in other realms 
(natural disasters and access control management).

Examine the vulnerabilities and current mitigation 
practices and then, based on resources, make determina-
tions as to where people, processes and tools must be 
deployed. Threats must be evaluated for their potential 
likelihood and financial severity. Risk managers need to be 
part of the decision-making process to determine which 
risks pose the greatest threat to the corporation and 
which of the many IT security options will best mitigate 
these risks. 

Step #3: Develop an Incident Response Plan 
Institutions with incident response plans fare much 

better after a data breach than those without plans. Thus, 
the final step is to develop a plan that defines who will be 
the point person for external and internal activities when 
a breach occurs.

Unfortunately, very few organizations maintain 
internal experts who can manage all aspects of cyber risk. 
When creating the plan, it’s critical to know whether a 
cyber insurance policy exists. If it does, alert all depart-
ments about its existence so that the company can take 
advantage of the insurer’s expertise. Some insurers offer 
crisis management experts, frontline breach professionals, 
and cyber-risk lawyers. Some policies even provide a risk 
management package that includes self-assessment tools. 
Irrespective of whether an institution has insurance, it will 

need an incident response plan. Ensure that the research 
is done beforehand to find third-party experts to call 
when disaster strikes.

One last component of any plan is ensuring that 
the institution learn from the breach. Include a formal 
debriefing step after an incident to get to its cause. It’s 
important to determine when the attack took place, how 
the system was infiltrated, and what the motivation of the 
attacker was. The plan is only valuable if it works and if 
everyone involved is familiar with its components. The in-
cident response plan should be tested at least once a year.

Universities and trustees have an obligation to safe-
guard private information collected on students, faculty, 
and alumni. In today’s environment, administrations must 
be constantly diligent to ensure that the infrastructure is 
in place.

Conclusion
An ERM strategy requires a significant investment 

of management time and financial resources, as well as 
ongoing diligence to ensure that an institution continually 
updates its cyber security infrastructure. For university 
administrators, ERM must be incorporated into the insti-
tution’s broader strategic planning. By doing so, educa-
tional institutions will improve their decision-making and 
reduce the possibility that a cyber attack will be success-
ful. That effort will be well rewarded by protecting the 
confidential information of university faculty, staff and 
student, avoiding reputational damage, and maintaining 
student enrollment.
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Dashboards: 
A Window into Higher Education Risks

Abstract: In the age of big data, wading through all of the 
information available to you or your institution can be 
time-consuming if not frustrating. This article will review the 
dashboard tools institutions use to better sort, visualize, and 
utilize data.

Introduction
What is the role of a window? Essentially a window 

provides transparency. A window can reveal informa-
tion about what is inside or outside. A window into risk 
management can assist risk managers, ex-
ecutives, and other business users to see a 
more accurate picture of their operations, 
or allow service recipients and govern-
ing bodies to more clearly understand 
the results produced by an institution in 
order to evaluate performance. A window 
helps individuals make decisions because 
it provides clarity. Likewise, dashboards 
provide widely accessible views to help 
individuals “discover what is happening, 
determine why it is happening, predict 
what is likely to happen and prescribe the 
best action to take.”1 This article provides 
an overview of the history of dashboards 
leading to wide adoption in the busi-
ness world and increasing usages in the 
educational sphere. It highlights dashboards deployed at 
several educational institutions throughout the country 
and elucidates how dashboards can be used to respond 
to the various facets of risk presented by URMIA’s 2007 
white paper, ERM in Higher Education. Ultimately, this 
article provides a basic roadmap of how to begin develop-
ing a dashboard of your own to help address your risks 
effectively and ultimately provide the information to help 
your organization develop new processes and innovative 
strategic plans that can increase your institution’s overall 
performance.

History of Dashboards
Dashboards first came into currency in the 1980s 

when executives sought the ability to maneuver the direc-
tion of their companies from the boardroom through 
Executive Information Systems (EIS), glamming up the 
“cockpit” concept with big buttons and colorful graphics.2 
Built on mainframes and minicomputers, EIS was costly 
to customize and maintain3 and lacked sufficient data 
sources and tools to extract, transform, and load informa-
tion,4 but the C-suite had landed on an important concept 

– leveraging IT and data to effectively 
operate an enterprise. The field of busi-
ness intelligence (BI) emerged in 1989, 
coined by Howard Dresner, who defined 
it as a “set of concepts and methods 
to improve business decision making 
by using fact-based support systems.”5 
Concurrent to the concept of BI, busi-
ness executives created new techniques 
of managing strategy and enhancing 
performance, referred to as Business 
Performance Management (BPM). In 
2000, these two trends coalesced into 
the “performance dashboard.” BI tools 
are intended to support businesses in 
leveraging financial, human, and mate-
rial resources most effectively by linking 

strategy to core processes, essentially, supplying a view 
into operations in order to empower decision-making. 
Performance dashboards over the last twenty years have 
become the most popular BI tool, with seventy-two per-
cent of businesses in 2009 using them to provide manag-
ers and personnel with timely information and insight to 
manage key activities to achieve organizational goals.6 

Definition of Performance Dashboard
There is some discussion of what constitutes a dash-

board versus a scorecard, but throughout this article, an 
explicit distinction will not be made between the two – a 
dashboard is typically considered to be more integra-
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tive, although both dashboards and scorecards present 
performance measures in graphical interface. According 
to Wayne W. Erkerson in Performance Dashboards: 
Measuring, Monitoring, and Managing Your Business, 
performance dashboards assist business users in perform-
ing three functions: monitoring, analyzing, and managing. 
The monitoring function displays landscape information 
across an organization at a glance, the analyzing func-
tion supports the identification of root causes of issues 
through the compilation of disparate data sources and 
drillable dimensions, and the manag-
ing function provides rapid reporting 
capabilities and organization-wide vis-
ibility to facilitate communication and 
feedback to design effective processes 
and strategies.7 The three different types 
of dashboards--operational, tactical, and 
strategic--emphasize the three functions 
above to different degrees. At the center 
of any kind of dashboard technology are 
key performance indicators (KPIs) and 
key risk indicators (KRIs), which allow 
an organization to monitor and measure 
the effectiveness of strategy and opera-
tions in a quantifiable way.8 Performance 
dashboards can assist organizations in 
communicating or refining strategy, 
increasing visibility and coordination, 
and stimulating motivation and healthy 
competition.

Performance Dashboards and Higher 
Education

Various institutions of higher education are joining 
the momentum generated by the private sector to utilize 
BI to enhance operational effectiveness through dash-
boards. Some of these performance dashboards contain 
only institutional data sets, while others include statewide 
and nationwide data. What’s common among all these is 
the role they play in supporting educational institutions: 
they provide a means of benchmarking, monitoring, and 
reporting through key metrics. In each case, dashboard 
technology integrates information collected from a wide 
variety of sources, supplying a common platform for 
discussion and understanding the “big picture” of perfor-

mance and displaying actionable information for colleges 
and universities to steer their organizations towards more 
effective policies and procedures. 

A notable example of an institution-wide model 
is the University of California’s (UC) Enterprise Risk 
Management Information System (ERMIS) consisting 
of forty-seven9 dashboards, each displaying information 
from different risk management and performance func-
tions. Some are system-wide dashboards that provide 
benchmarking information for the UC’s ten campuses and 

five medical centers, including normal-
ized data on KPIs relevant to workers’ 
compensation, vehicle incidents, prop-
erty loss, general liability, and standards 
from the Occupational Safety and 
Health Administration (OSHA). KPIs 
on other dashboards cover the range 
from student and employee headcounts, 
financial performance, and compliance 
to waste diversion and campus rates of 
business continuity planning. One dash-
board designed to monitor system-wide 
operational initiatives includes metrics 
on the adoption of cost-saving procure-
ment cards and paperless processes.10 

Dashboard historical trend and 
landscape information supplies UC 
leadership with a comprehensive view of 
overall system performance, and the con-
sequent visibility stimulates each campus 
to perform well in comparison to its 
sister campuses.11 ERMIS dashboards 

have drillable functions, generating specific views to fit the 
informational needs of individuals on differing tiers of the 
organization. Ad hoc reports that export easily to Excel 
and PDF formats facilitate UC’s reporting requirements. 
Also included in ERMIS are campus-specific dashboards 
to manage areas such as customer satisfaction, campus-
level injury rates, and police-sponsored emergency notifi-
cation enrollment.12 

Impacts of UC ERMIS include recognition from 
the rating agency Standard and Poor’s: “The UC has 
implemented a system-wide enterprise risk management 
information system, which, in our opinion, is a credit 
strength.”13 This was the first time the rating agency had 
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thus recognized a non-financial institution, and better 
credit ratings can result in millions of dollars of savings 
in interest payments. Moreover, dashboard reporting 
capabilities have cut out days of labor, saving money and 
time.14 Improved performance and new processes result-
ing from benchmarking dashboards have created cost 
savings in multiple areas, and new programs based on 
identified hot spots and areas of opportunity have reduced 
claims costs, improved satisfaction, and upheld UC’s 
reputation for excellence.15 Overall, the ERMIS has sup-
ported the UC in diverting millions from administrative 
costs to its core mission of teaching, research, community 
service, and medical care.16

Minnesota State Colleges and Uni-
versities (MnSCU) is another leader in 
higher education dashboard technol-
ogy. With pressure mounting from the 
gubernatorial office to increase account-
ability and performance, with “pay for 
performance” rhetoric that manifested 
in a one percent of state appropria-
tions made contingent on achievement, 
MnSCU designed an accountability 
framework based on ten accountability 
measures. The operational conclusion of 
four years of refining efforts was released 
as the Accountability Dashboard, where 
the ten measures are presented in a 
format reminiscent of traditional car fuel 
gauges, pointing to one of three colors to indicate the level 
of achievement, gold, “exceeds expectations;” blue, “meets 
expectations;” and red, “needs attention.”17 The dashboard 
is utilized within the MnSCU system in various ways, 
and it is having a positive impact on performance. The 
performance measures for each institution feed into the 
presidential performance evaluation process, which is a 
strong motivation to respond to areas of weaker achieve-
ment. One specific example is a low rate of licensure exam 
pass rates at several universities, which once examined, 
stemmed from teacher education candidates who received 
special attention to increase their passage rate.18 When 
the dashboard first was implemented, the Minneapolis 
Star Tribune described the effort as “glass walls on the 
ivory tower,” and several other publications were likewise 
complimentary.19 

Recently, the Washington State Office of Financial 
Management (OFM) developed a statewide dashboard 
integrating data from its six public four-year universities 
and colleges to create a centralized dashboard displaying 
metrics such as student enrollment, student progress, and 
number of degrees and graduates. The charts and graphs 
are available on the web, providing visibility to taxpayers 
and decision-makers at Washington’s public educational 
institutions and the state government.20 The dashboard 
was launched in 2011 following the passage of House 
Bill 1795, The Higher Education Opportunity Act, which 
required the reporting of these key metrics in dashboard 
form.21

Washington’s statewide public 
four-year dashboard has drill-down 
capabilities, providing customized 
views. In addition to a comprehensive 
overview of performance, this initiative 
provides benchmarking opportunities for 
Washington’s universities and colleges 
to see their relative ratings.22 When the 
project was launched in 2011, David 
Schumacher, then executive director of 
the Council of Presidents, declared, “The 
dashboard presents an exciting opportu-
nity to highlight our effectiveness and to 
increase opportunities for transparency 
and to be data-driven in discussions of 
higher education policy.”23

In the two years of the dashboard’s operation, Paul T. 
Francis, current executive director of the Council of Presi-
dents, has noticed several positive impacts. The dashboard 
provides transparency, which supports discussions with 
policy makers, reducing the time spent discussing how 
the data is calculated. The dashboard also helps students 
and their families make decisions about what institution 
best fits their needs. The university system can examine 
trend data and make decisions about policy and strategic 
direction based on that information. For example, more 
underrepresented and low-income students are enrolling, 
which has begun conversations on financial aid policies.24 

A dashboard including an even wider set of institu-
tions is the National Community College Benchmark 
Project (NCCBP), which is intended to provide commu-
nity college benchmarking and peer comparison services 
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to community colleges across the nation. Since 2004, over 
450 institutions have assisted in gathering data regarding 
student outcomes, satisfaction, and services; costs; job 
market success; and various other measures. Participating 
community colleges have access to a web-based dashboard 
where their trend data is posted side by side with the data 
of their peers in charts and graphs. This not only provides 
a good measure of their relative performance, but assists 
them in fulfilling reporting requirements to federal, state, 
and accrediting agencies. The number of institutions 
subscribing to NCCBP is indicative of 
its success, and, specifically, a number 
of college administrators like Ellen J. 
Weed from Nashville State Community 
Colleges, report that the information 
presented therein supports their strate-
gic planning: “The Benchmark Project 
has been invaluable for developing our 
strategic plan. It provides accessible 
information on key indicators of strategic 
importance and gives us benchmarks for 
improvement that are credible and have 
integrity.”25 Other projects underway by 
the National Higher Education Bench-
marking Institute (NHEBI), housed at 
Johnson County Community College in 
Kansas, include the Cost & Productiv-
ity Project, which provides metrics on 
instructional costs and workload, and the 
Workforce Training Benchmark Project, 
which provides metrics on workforce 
division efficiency.26 

ERM in the University – URMIA’s White Paper
In 2007, URMIA developed the white paper, ERM in 

Higher Education27 to support its member organizations 
in developing an ERM (Enterprise Risk Management) 
process. This was prior to the housing market crash and 
worldwide recession, but several accounting scandals had 
driven home the necessity to develop higher standards, 
such as the Public Company Accounting Reform and Inves-
tor Protection Act of 2002.28 Prior to this in 1980, high-
risk financing strategies leading to business failures had 
prompted the formation of the Committee of Sponsoring 
Organizations of the Treadway Commission (COSO) 

to develop guidelines to support stable management 
principles; one of the key aspects of COSO’s recom-
mended framework involved mechanisms “to identify, 
manage, and mitigate unwarranted risks.”29 A number 
of massive business scandals and losses throughout the 
1990s continued to highlight risk exposures and dangers 
that all corporations faced, making the implementation 
of an ERM program an increasing imperative.30 Mov-
ing from compartmentalized risk management methods 
to an ERM approach was based on the recognition that 

risks are interdependent and require the 
coordination of activities across business 
units.31 In contrast to traditional risk 
management, “ERM provides integrated 
analyses, integrated strategies, and 
integrated reporting with respect to an 
organization’s key risks, which address 
their interdependencies and aggregate 
exposures. In addition, an integrated 
ERM framework supports the alignment 
of oversight functions such as risk, audit, 
and compliance.”32 

The need for an ERM program is 
highly recognized in the private sector, 
and the aftermath of the recession of 
2009 has brought the need of opera-
tional solvency for public organizations 
to the forefront. Institutions of higher 
education are confronting unprecedented 
budget restraints33 in an era when their 
effectiveness is being called into ques-
tion.34 The pressure to invest more in 
educational quality is complicated by the 

dramatic decline in state revenue, requiring college and 
university administrative wings to adopt strategies from 
profit-based, cost-conserving models. Furthermore, edu-
cational organizations are under increasing scrutiny from 
the government and the public eye, subject to increasing 
rules and regulations, and vulnerable to increasing levels 
of litigation.35

According to URMIA’s white paper, any effective 
higher education ERM program must consider risk from 
a more comprehensive view, encompassing strategic, op-
erational, financial, compliance, and reputational risks.36 
The advantage of monitoring risk in its various facets 

Any effective higher 

education ERM 

program must 

consider risk from a 

more comprehensive 

view, encompassing 

strategic, 

operational, 

financial, 

compliance, and 

reputational risks.



 51URMIA Journal  2014

compounds into significant cost savings, including greater 
efficiencies in time, resources, and processes, elimination 
of non-compliance fines, reduced claims losses, increased 
communication and alignment of overall goals and priori-
ties, and enhanced performance.37 

In a recent cutting-edge white paper entitled, Collabor-
ative Risk Management: “Risk Management” vs. “Managing 
Risk,” Gallagher Higher Education Practice takes ERM 
one step further, coining Collaborative Risk Management 
(CRM) to take “the strategic and [apply] it, via collab-
orative process to a stratified view of the whole institu-
tion.”38 Not only is negative risk monitored, but positive 
risks are evaluated to examine the possibility of positive 
outcomes.39 In CRM, all entities are 
involved in making risk aware decisions, 
but risk responsibilities are stratified 
with big picture strategic risks allotted 
to the Board, institutional risks faced 
by an organization the responsibility of 
senior administrators, and operational 
risks under the purview of risk manag-
ers and process owners.40 This concept 
of risk “altitude” can also be outlined in 
dashboards to describe risk at the point 
of impact, at the operational level, and at 
the strategic level.41 Ideally, at all levels 
professionals should be comfortable 
talking about risk as it relates to their 
local departments in a shared vocabu-
lary, such that identifying risks, measuring them against 
institutional appetite, and mitigating them becomes an 
instinctive and systemized organizational culture.42 This 
not only assists in better operations and efficiencies with 
“at the point of impact” risks, but also with people on the 
ground by making suggestions that could funnel up to 
strategic objectives and major cost-savings programs.43 An 
example is UC’s Be Smart About Safety program, which 
allows faculty and staff to submit ideas for programs and 
initiatives to reduce claims costs.44 This underscores the 
statement made by Gallagher that “applying risk manage-
ment principles becomes more engaging and empowering 
as everyone begins to recognize the benefits.”45 

In the view of ERM in the University and Collaborative 
Risk Management, it is apparent that there are many facets 
of risks and appropriate levels for these risks to be mea-

sured, monitored, and managed. Risk management dash-
boards are a perfect complement to a multi-faceted CRM 
program because they provide wide access to information, 
essentially democratizing the risk management process. 
Two of the four major obstacles to a successful ERM 
program identified by Gallagher are risk management 
decentralization and poor monitoring of emerging risks.47 
Dashboards increase informational access across institu-
tions, campuses, units, and departments, while creating 
centralization by decreasing data and process redundancy 
and putting everybody on the same page. Dashboards 
allow multiple levels of integration by compiling data 
from disparate sources and by providing key actionable 

performance and risk information to 
better support early identification of 
hot spots. Drillable functionality allows 
tiers of visibility appropriate to differing 
business roles and processes, supporting 
a stratified approach to risk manage-
ment.48 Ultimately, dashboards support 
the establishment of a risk culture and 
shared priorities, allowing an organiza-
tion to target inefficiencies and losses 
and maximize opportunities through 
collaborative, collective action.

Performance Dashboards & Higher 
Education Risks

Risks by their very nature are inter-
dependent, and, if left unmitigated, most risks eventu-
ally translate into financial risks, which compromise the 
strategic goals of an organization. This is precisely why an 
expansive view of risk is required to ensure financial sta-
bility and ultimately ensure that an institution of higher 
education is able to accomplish its mission. Due to the in-
terdependency of risks, some of the dashboard function-
ality profiled below responds to more than one category 
of risk, but it is valuable to make distinctions to properly 
highlight the variety of considerations an organization 
must take into account when developing an integrated 
and comprehensive ERM/CRM system. Each of the risk 
categories listed below is described based on the defini-
tions in URMIA’s white paper, ERM in the University.
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Strategic Risks
Strategic risks are the risks to be considered when 

developing strategic plans to appropriately market an 
institution’s strengths while mitigating potential weak-
nesses. These risks encompass areas associated with the 
goals of an organization,48 and many of the most com-
monly tracked KPIs in higher education dashboards are 
related to strategic risks. 

Washington State’s OFM dashboard and the NC-
CBP report on metrics deal with students’ enrollment and 
progress, as well as degree and professional attainment. 
This sort of information can help direct yearly strategic 
planning in areas such as recruiting and retention. It can 
also support decisions to make shifts in degree or program 
offerings or to develop private sector partnerships to in-
crease student internship and future job 
opportunities. The focus of the metrics 
in the NCCBP in particular pinpoint 
specific areas of success and opportuni-
ties for growth, including figures such 
as developmental course retention and 
success,49 which informs targeted plan-
ning. Both of these dashboard systems 
benchmark institutions against each 
other, providing colleges and universi-
ties the information to stay relevant 
and competitive with organizations 
within similar spheres. The fact that the 
OFM monitors these strategic risks for 
Washington’s four-year institutions is 
testament to how management of these 
risks directly translates into the financial 
health of an organization. 

MnSCU, in narrowing ten key performance indicators 
from an original thirty-one, selected measures intended to 
assess progress towards the achievement of four strate-
gic directions from the system’s strategic plan: increase 
access and opportunity, expand high quality learning and 
programs, provide programs integral to state and local 
economic needs, and integrate the system.50 Consequent-
ly, the accountability dashboard serves as a direct link be-
tween MnSCU performance measures and strategic goals.

 
Operational Risks

Operational risks encompass a wide range of risks 

involved with the daily activities of a campus or higher 
education system.51 An example of a dashboard that 
tracks operational risks is the UC’s Campus Benchmark-
ing Report, designed by the system’s executives to display 
operational and campus benchmarking data on specific 
processes and activities. The Campus Benchmarking 
Report ties to both strategic and financial risks. In 2010, 
UC launched the Working Smarter initiative committed 
to redirecting $500 million from administrative costs 
to the academic and research missions of the university 
system.52 The UC’s purchase card (p-card) program, a 
Working Smarter program that has resulted in significant 
savings, promotes the use of p-cards for procurement to 
reduce administrative costs and burden.53 The Campus 
Benchmarking Report dashboard supports these efforts by 

tracking p-card spending, transactions 
processed electronically, and the savings 
generated by UC agreements with banks. 
It also tracks the incentive income de-
rived from p-card early payback practices 
and policies at each of the campuses. An-
other operational KPI tracks the number 
of employees enrolled in electronic W-2 
issuance,54 which saves the UC a consid-
erable amount in printing and disburse-
ment costs. Since launching this dash-
board, the UC system has experienced 
a significant increase in the use of these 
cost-saving measures.55 

Financial Risks
Strictly speaking, financial risks 

focus on direct losses to the college or 
university through claims. Managing financial risk is the 
safeguarding of assets against such losses.56 Safety Index, 
a comprehensive financial risk dashboard involving eleven 
KPIs, provides UC risk managers with workers’ compen-
sation data, vehicle incidents relative to fleet size, general 
liability events, property losses, and OSHA metrics across 
the system. It includes three system-wide scorecards for 
campus benchmarking information at a glance, with green 
indicating below the system average, yellow on par, and 
red above average for each of the dashboard’s measures. 
Drillable options on the KPIs provide views to support 
the information needs of individuals at various levels and 
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locations of the organization.57 The UC has created the Be 
Smart About Safety (BSAS) program to support initiatives 
to address areas of heavy loss. Accordingly, any hot spots 
indicated on the Safety Index can be investigated for root 
causes, and mitigations can be proposed and implemented 
through the BSAS program.58 In this way, traditionally 
defined financial risks tie to operational risks. The capital 
markets finance dashboard, designed to monitor financial 
risk, also has a strong relationship to operational risk, 
tracking debt next to operations costs, student enroll-
ment, total resources, and expendable resources. 59

Compliance Risks
As a result of market failures, litigation exposure, and 

environmental law, institutions are subject to the regu-
lations of multiple governing agencies, which requires 
substantial internal and external reporting. Neglecting 
compliance risk can quickly translate into significant 
financial risks through costly penalties.60 Washington’s 
statewide public four-year dashboard was created as the 
result of legislation, and in itself fulfills a compliance re-
quirement.61 MnSCU’s accountability dashboard also re-
sponds to pressure from the legislature to produce public 
performance metrics, with five of its ten KPIs mandated 
by state law.62 

At the UC, the waste diversion dashboard tracks the 
rates of waste diversion among UC campuses63 and medi-
cal centers as mandated by California’s Waste Manage-
ment Act in 1989, requiring public entities to divert 50 
percent of waste by the year 2000. The UC system in 
turn, has ambitiously mandated that its campuses gener-
ate zero waste by 2020, supported by waste diversion 
plans that outline their yearly strategies.64 By benchmark-
ing the ten campuses and five medical centers against each 
other, the system provides visibility and motivation to 
comply with internal and external compliance require-
ments. It also provides a platform for the sharing of best 
practices by campuses that are fulfilling this requirement 
more successfully. California is not the only state with 
mandatory waste diversion targets, similar laws have been 
passed in Arkansas, Connecticut, Kentucky, New Jersey, 
Nevada, New York, Pennsylvania, and Rhode Island, 
with voluntary programs in nine more states.65 

The UC tracker dashboard, works hand-in-hand with 
the UC tracker application, which notifies departments’ 

administrative and financial personnel that it is time to 
perform or certify a control and tracks the status until 
completion. Information from this application funnels 
into the UC tracker dashboard, which provides an over-
view of the status of control activities in each department, 
sortable by area, certifier, and performer. These two appli-
cations tag-team in ensuring compliance requirements are 
met before external auditors perform their reviews.

Reputational Risks
An institution’s reputation is an aspect commonly 

overlooked in traditional risk management, but it is an 
essential consideration in managing other risks, such as 
strategic and financial risks, effectively. An example of this 
is the Pennsylvania State University sex abuse scandal 
involving former assistant coach Jerry Sandusky, which 
may have contributed to a $7.8 million decline in revenue 
for the athletic department in the 2011-2012 season,69 or 
the University of California, Davis police pepper-spray 
incident in 2011 that led directly to a $1 million dollar 
settlement and worldwide damage to its reputation for 
respecting civil liberties. Colleges and universities rely on 
philanthropy more than ever, and although costs of repu-
tational losses can be hard to measure in higher education, 
donations may be withdrawn and potential donors may 
choose other institutions as a result of such incidents. 
Desirable students and faculty may also go elsewhere. 

Cases of sexual abuse, violence, or bigotry often garner 
attention due to their sensational nature; consequently, 
identification and prevention of threats can be an im-
portant aspect of reputational risk management. The 
campus-based University of California, San Francisco 
Police Department early warning system, tracks the 
number of employees by division enrolled in the WarnMe 
program, which sends alerts to personal devices in case of 
a campus shooter, or various other risks that could cause 
bodily harm.70 Other possible dashboard technology could 
include the incidence of hate crimes, rapes, and assaults on 
campus grounds or a sex offender registry. Noticing pat-
terns provided by a dashboard’s landscape views can lead 
to better patrolling and strategic hiring of police force. 

Statistically, health care organizations suffer more 
from reputational crises than other sorts of businesses 
and institutions.71 Universities with medical centers must 
zone in on this potential for fallout in properly manag-
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ing reputational risk. UC’s Reputational Risk Dashboard 
fulfills this need by tracking the percentage and count 
of California Department of Public Health (CDPH) 
complaints and entity-reported incidents at each of its 
five medical centers, in addition to the CDPH actions in 
response to each of these incidents.72 This information can 
lead to better services and fewer exposures by targeting 
and managing root causes.

An example of an innovative way of mitigating reputa-
tional risks and preventing incidents is the campus based 
University of California, San Diego (UCSD) customer 
satisfaction dashboard, which tracks employee and service 
recipient survey results in order to highlight areas of 
strong and weak performance. Data is gathered on forty-
two divisions and rated according to attributes, such as 
responsiveness, knowledgeability, or collaboration. Each 
attribute is rated on a color-coded scale 
of strength versus opportunity, where 
opportunities represent areas of potential 
improvement. This data informs yearly 
strategic planning, and has led to a train-
ing and mentorship program in addition 
to numerous outreach opportunities for 
improved services. This dashboard has 
helped UCSD increase its responsive-
ness and mitigate the possibility of future 
customer and employee dissatisfaction.73 

Roadmap to Implementing a Risk 
Management Dashboard

By following the steps explained 
in the paragraphs below, you can gain 
insight into your operations in addition to measuring, 
monitoring, and managing your risks through dashboard 
technology. Prior to implementation, however, it is im-
portant to understand the role of dashboards. Technology 
enables support rather than defining risk and compliance 
management processes and methodology.74 Moreover, 
dashboards are not intended to replicate or replace exist-
ing claims and risk management systems. Successfully 
leveraging dashboards to manage risk may also require a 
foundational ERM program. According to Gallagher’s 
2013 white paper, this begins with the adoption of a risk 
model--the two most popular are COSO and ISO 31000, 
and some organizations develop a hybrid of the two. After 

selecting a model, it is important to build a framework 
to manage risks, which involves establishing risk man-
agement champions, workgroups, workgroup leaders, 
and a risk culture.75 Some individuals may popularize 
the concept and others may focus on specific areas when 
choosing where to strategize. Three years before imple-
menting their first dashboard in 2008, the University of 
California developed several workgroups focused on dif-
ferent areas of risk management. This was followed by the 
development of a logo and a motto--“everybody is a risk 
manager”--to create a risk culture and encourage wide-
spread adoption.76 

The next step is deciding what to measure. Risk 
identification can stem from legacy claims management 
systems, risk assessments and activities, or strategic goals. 
A few universities have risk registers available online, 

such as the University of Vermont’s Risk 
Assessment Guide, which can be used as 
a place to start.77 After identifying risks, 
it is important to rate them. The UC 
provides a set of Microsoft Excel-based 
tools available to the public online that 
assist in rating risks and determining risk 
appetite.78 It is important to note that 
focusing on too many risk factors at once 
can be counter-productive and disabling. 
As previously mentioned, MnSCU nar-
rowed its ten accountability measures 
from the original thirty-one they identi-
fied.79 

Once risks are identified, work on a 
risk management dashboard can com-

mence. IBM provides a simple framework to outline the 
process of implementing analytics software: manage your 
data, understand your data, gain operational insight, and 
drive value.80 

Manage Your Data
Before metrics can be calculated, information must be 

gathered from various sources, such as from legacy sys-
tems, paper-based records, spreadsheets, and vendors. In 
some cases, the quality of data must be improved before 
it is useful. Once data is gathered, a database must be 
implemented to store it.
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Understand Your Data
Once you have collected and prepared your data for 

upload, it must be aggregated into key risk indicators 
(KRIs) or key performance indicators (KPIs), requiring 
metrics to be designed and calculated. Note that aside 
from end-user adoption, the primary ingredient for a suc-
cessful risk management dashboard is actionable informa-
tion. A few things should be considered when developing 
actionable information:

• The metrics should present information that sup-
ports the processes and reporting requirements of the 
end users in content and time increments.
• When a dashboard benchmarks different institu-
tions and campuses against each other, data must be 
normalized to accurately reflect comparisons.
• When information from pulled 
from different systems and data 
sources is available on different time 
increments, it must be cross-walked 
in order to properly calculate and 
represent a clear picture of opera-
tions.
• Metrics should be calculated and 
presented in tables and graphs in a 
way that the information displayed 
is transparent and easily understand-
able to end users. Employing elemen-
tary statistical models or developing 
simple color-coded systems can sup-
port this imperative.
• The type of visualizations selected-
-charts or graphs--should communi-
cate effectively to your end users or 
target audience. Business users accustomed to spread-
sheets may prefer tables, while dashboards geared 
towards the general public may be more successful 
depicting graphs. 

Developing actionable information is likely to require 
an iterative process, where functional requirements are 
identified and refined. It is important not only to include 
department and institution leadership in workgroups 
but business users whose job duties may be impacted or 
enhanced by the technology. 

Gain Operational Insight
Once your functional requirements are signed off and 

your dashboard developed, information can be widely 
available to guide decision-making at all levels of an organi-
zation. It is important to ensure that all end users have ac-
cess to the dashboard and that they understand how to use 
sorting, drill-down, and reporting functions, if available, 
to support their job responsibilities. A dashboard that has 
sortable and drillable functions can provide customized 
views to support individuals with landscape information 
or more specific information to support point-of-impact or 
operational levels of risk.

Drive Value
Through improved visibility, end users can identify 

hot spots, problem areas, and oppor-
tunities for improvement. Benchmark-
ing dashboards can positively motivate 
organizations, campuses, and depart-
ments to improve their relative ratings. 
New processes, programs, and initiatives 
can be developed based on information 
presented in dashboards, which can 
enhance effectiveness and prevent ex-
penses incurred through liability or costly 
practices. Efficiencies can be created by 
utilizing dashboard reporting capabili-
ties to replace manual spreadsheet-based 
processes, saving organizations days or 
weeks yearly of employee productivity. 
Finally, compliance can be supported by 
providing visibility to ensure controls are 
in place and operations are within allow-

able limits.
For some general guidance in developing a dashboard 

project of your own, costs and time requirements are 
outlined below. Obviously, the cost of implementation 
varies according to data availability and quality, number of 
KPIs, and institutional resources. Based on experience at 
the UC, the overall cost includes the price of the software, 
costs for project management, functional, and techni-
cal support if provided by a vendor, and time dedication 
by stakeholders, usually in the form of weekly meetings, 
review of requirements, and training. Time estimated to 
complete a basic dashboard of three to five KPIs with one 
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functional employee and two to three technical employ-
ees is twelve weeks – depending on the availability of the 
stakeholder or product owner.

Conclusion
As confirmed by the dashboards profiled in this ar-

ticle, risks are highly interrelated and contingent; how-
ever, there are a variety of factors worthy of consideration 
in order to manage all the facets of risk that can negatively 
impact the mission achievement and financial solidarity 
of an institution of higher education. These include those 
outlined by ERM in the University--strategic, operational, 
financial, compliance, and reputational--and on the risk 
strata levels outlined by Collaborative Risk Management. 
Monitoring, analyzing, and managing the various aspects 
of risk can be supported through dashboard technol-
ogy, which facilitates the integration of data from diverse 
sources in order to aggregate actionable information, thus 
providing a window into college and higher education 
risks. Dashboards provide visibility at multiple levels of 
an organization and, in certain cases, to governing bodies 
and the general public thereby providing a platform for 
benchmarking, the sharing of best practices, and informed 
decision-making. Consequently, the increasing use of 
dashboards in higher education institutions may prove 
to be key in effectively managing risks, improving perfor-
mance, and protecting valuable resources to reinvest in 
mission-critical activities.
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Abstract: Recent changes to the NCAA Division I enforce-
ment process pose new challenges and regulatory hurdles 
for college and university risk managers to overcome. The 
following article reviews the changes suggested by the NCAA 
Working Group on the Collegiate Model and provides sug-
gestions for ensuring that your institution 
complies with new regulations.

Introduction 
In August 2013, based on the recom-

mendations of the National Collegiate 
Athletic Association (NCAA) Working 
Group on the Collegiate Model - En-
forcement, the NCAA made effective 
the new enforcement process for Divi-
sion I colleges and universities. Amid the 
litany of organizational and procedural 
changes, aimed to create more transpar-
ency and efficiency for a process marred 
by criticism and scrutiny, the new 
process also resulted in a greater expecta-
tion of shared responsibility for all those 
involved in the conduct of intercollegiate 
athletics. Among the changes are the 
new violation and penalty structures, 
which are designed to hold the institu-
tions, coaches, administrators, and student athletes who 
violate the rules accountable for their conduct, both at the 
individual and institutional levels. Most notable among 
the positions specifically identified for enhanced account-
ability are the institutions’ presidents, chancellors, and 
members of the institutions’ governing bodies.1 

Before exploring the new process and the impact it 
has on institutions from a risk management and compli-
ance perspective, it is necessary to lay a proper foundation 
for select principles that guided the NCAA Division I 
membership during the process of developing the new 
enforcement process.

NCAA Principle of Institutional Control & 
Responsibility

Since the inception of the NCAA, member institu-
tions have expected each institution to police itself and 
adhere to the basic principles of institutional control and 

responsibility, and that responsibil-
ity starts at the top.2 Specifically, “the 
institution’s president or chancellor is 
responsible for the administration of 
all aspects of the athletics program.”3 
Although the director of athletics is 
charged with the daily responsibility 
of ensuring the proper administra-
tion of the athletics program, a model 
athletics program will demonstrate a 
commitment to institutional control 
and NCAA compliance through open 
communication and effective collabora-
tion with ancillary departments and 
constituency groups external to athletics, 
including but not limited to institutional 
compliance and risk management.

With the heightened level of ac-
countability across all segments of an in-
stitution, the risk manager and athletics 
compliance officer must be more dedi-

cated to fostering a partnership with key athletics depart-
ment administrators. The success of these relationships 
can serve as evidence of the institution’s commitment to 
NCAA rules compliance. If a relationship does not al-
ready exist, it will not occur overnight; however, the time 
spent developing and maintaining the relationship will 
be well worth it. The risk manager and athletics compli-
ance officer are natural allies by virtue of their respective 
responsibilities to identify, assess, and mitigate potential 
risk exposures. A true collaboration of the risk manage-
ment and athletics compliance offices will establish a com-
munication paradigm for the entire institution, especially 
between the units that support athletics (e.g., financial 
aid, registrar’s office, housing, dining, admissions, inter-
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national student services, and academic support services). 
Continue to read for tips how to successfully maneuver 
through some of the hidden and not-so-hidden perils of 
effective risk management in the world of intercollegiate 
athletics. 

Conditions and Obligations of Membership
In April 2011, the Division I Board of Directors 

placed a moratorium on the NCAA Division I Athletics 
Certification Process (“ACP”).4 The decision was made 
to suspend the antiquated, in-person, document-driven, 
peer-review based model in favor of one that relied more 
heavily upon data collection through dashboards and 
other existing technologies. NCAA President Emmert 
asked the NCAA staff to evaluate the program to reduce 
the burden on institutions, increase cost-effectiveness, and 
improve the overall value.5 The certification process was a 
self-study led by an institution’s president or chancellor, 
which required institutions to complete a review of these 
primary components, among others: governance and com-
mitment to rules compliance, academic integrity, gender-
equity/diversity issues, and student athlete well-being.6 

The new iteration of the ACP is known as the In-
stitutional Performance Plan (“IPP”), and the specific 
program areas of IPP are still being vetted. Once the 
scope of the program has been finalized, the IPP will be 
presented to the NCAA Division I membership through 
the governance cycle for review and comment. Until the 
IPP is adopted, institutions are expected to continue the 
improvement plans already approved and in place. Each 
institution’s existing improvement plans were developed 
at the institutional level through broad-based input from 
multiple constituent groups, including faculty, staff, 
alumni, and athletics administrators. The institution’s 
president or chancellor are required to review and approve 
the improvement plans.7 

The reason for the digression into a discussion of the 
IPP, is to highlight that the overarching principles of an 
athletics department should emanate from broad-based 
engagement with the identified constituent groups. The 
same philosophical approach should guide the institu-
tional commitment to create an institution-wide culture 
of compliance. Risk managers and athletics compliance 
officers are encouraged to seize this status quo period dur-
ing the moratorium as an opportunity to strengthen their 

partnership, educate each other on their respective roles, 
and position themselves to be fully engaged when the new 
process is unveiled and implemented. Regardless of which 
benchmarks or data points are ultimately adopted by the 
Division I membership to gauge institutional integrity, 
the collaborative relationships on your campus will de-
termine the success of your student athletes and athletics 
department. Risk managers, compliance officers (athletics 
and institutional), and general counsel should be inten-
tional in their decisions to seek and share information 
in order effectively navigate the ever-evolving Division I 
governance and enforcement landscape.

The New Enforcement Process
If a veil of protection ever existed that guarded an 

institution’s chief executive officer from the public vitriol 
associated with the finding of a Level I (formerly major 
infractions) enforcement case, such protection no longer 
exists. Within the framework of the new enforcement 
process, an infractions hearing panel -- consisting of five 
to seven members of the NCAA Division I Commit-
tee on Infractions -- has the authority to determine that 
responsibility for the commission of severe or significant 
breaches of conduct rests with an institution’s president 
and/or governing board in cases involving a lack of insti-
tutional control.  The culture of shared responsibility does 
not stop there; it extends to institutional leadership, head 
coaches, athletics administrators, compliance commu-
nity, and conference officials. It is reasonable to conclude 
the “compliance community” is not limited to athlet-
ics compliance officers but also includes, among others, 
those institutional employees with athletically-related job 
responsibilities (e.g., registrar, financial aid officer, faculty 
athletics representative). Institutional staff members at 
every level are at risk of being held responsible for their 
actions or the lack thereof. This dramatic shift in institu-
tional accountability warrants the attention of athletics 
compliance officers and risk managers. 

In the past, a motivated journalist conducting a lim-
ited amount of research could easily deduce the identity of 
an unnamed coach or athletics administrator in a public 
infractions report as those involved individuals were pre-
viously only referenced by their titles. However, the newly 
acquired authority vested in the infractions hearing panel 
empowers that group to remove the guesswork altogether 
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by identifying responsible individuals by name, which 
includes presidents, chancellors, and governing board 
members. The intent was to deter the occurrence of severe 
or significant breaches conduct by disclosing the identity 
of those deemed culpable and subjecting those individuals 
to public shame. 

Additional Risks Associated with a Level I or Level II 
Enforcement Case
Negative Public Image and Increased Scrutiny

Over a two-year period, a prominent international 
research institution has been the subject 
of three separate inquiries and investi-
gations into the academic integrity of 
a particular program of study offered 
at the institution.8 It just so happened 
the courses in question were taken by 
a disproportionate number of student 
athletes who also allegedly received im-
proper academic assistance. The case has 
taken on a life of its own, and has caused 
presidents and chancellors across the 
country to inquire -- behind closed doors 
-- whether the same situation could take 
place at their respective institutions. The 
ramifications of this potential Level I 
academic fraud violation are widespread 
and extend beyond the provision of extra 
benefits to student athletes and other 
applicable NCAA bylaws; it is a critical 
blow to the core of academic integrity. 

Core Penalties -- Financial, Competi-
tion, and Scholarship Penalties

The new enforcement process delineates core penalties 
that are available in cases classified as Level I or Level II. 
A Level I case involves a severe breach of conduct, which 
is defined as one or more violations that seriously under-
mine or threaten the integrity of the NCAA Collegiate 
Model.9 On the other hand, a significant breach of con-
duct is considered a Level II case. By definition, a Level II 
case is one or more violations that provide or are intended 
to provide more than a minimal but less than a substantial 
or extensive recruiting, competitive or other advantage; 
include more than a minimal but less than a substantial or 

extensive impermissible benefit; or involve conduct that 
may compromise the integrity of the NCAA Collegiate 
Model.10 Through effective research of case precedent 
and application of the penalty matrix,11 athletics compli-
ance officers can provide a historical perspective of similar 
violations and project the penalties that may be imposed 
by the infractions hearing panel, which can assist the risk 
manager in developing a more robust risk analysis.

There are three categories of core penalties that should 
be of particular interest to risk managers: financial, com-
petition, and scholarship penalties. The financial penalties 

require little explanation; however, de-
pending on the nature of the violations, 
the institution, and sports involved, the 
financial penalty could be quite costly for 
an institution.12 Financial penalties may 
include requirements that an institution 
pay a fine, return revenue received from a 
specific athletics event or series of events, 
or face reduction in or elimination of 
monetary distribution by the NCAA.13 
Two recent examples of financial penal-
ties the NCAA Division I Committee 
on Infractions assessed under the old 
penalty structure, which arguably is 
more lenient than the new enforcement 
penalty matrix, involved institutional 
fines of $43,900 and $100K. The viola-
tions found in the first instance included 
impermissible benefits provided to foot-
ball and other student athletes through 
selling the student athletes their athlet-
ics department-owned textbooks. In 
addition to the fine, the institution was 

placed on probation for three years, and the football pro-
gram was forced to vacate all wins from the 2005, 2006, 
and 2007 seasons. In the second example, the institution 
was fined $100K for allowing the participation of an 
ineligible student athlete due to his receipt of impermis-
sible benefits. Further, the institution was placed on four 
years’ probation and was required to forfeit its conference 
championship. In addition, to the football violations, the 
men’s basketball team’s campus recruiting activities were 
restricted for a two-year period due to violations involving 
a youth tournament that took place on the institution’s 
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campus. 

Competition Penalties
The competition penalties place limitations on post-

season competition for the involved sport(s).  When it 
comes to postseason bans, coaches often have very strong 
opinions, which should be a part of the internal discussion 
when deciding which self-imposed penalties to adopt. The 
onus is on the athletics compliance officer to present the 
coach’s position during those internal discussions as this 
penalty has both immediate and long-term affects on an 
institution that are often overlooked. 

Athletics is often said to be the “front door of a univer-
sity.” That sentiment is supported by the media exposure 
generated when an institution’s men’s basketball team 
participates in the NCAA Men’s Basketball Tournament. 
The exposure, which can be valued at millions in terms of 
marketing dollars, has been directly linked to an increase 
in the number of student applicants. For example, the 
applicant pool in the years following Butler University’s 
2010 post-season participation in the NCAA men’s bas-
ketball tournament, reflected an increase in out-of-state 
and in-state applicants of sixty-two percent and eighteen 
percent, respectively.15 Similarly, the 2013 tournament 
success of Florida Gulf Coast University men’s basket-
ball team is credited with an unprecedented number of 
freshman applicants, which increased 35.4 percent over 
the preceding year.16 Further, research illustrates that in 
addition to an increase in the quantity of student appli-
cants, the applicant profile improves as well. Specifically, 
research conducted by economists Devin Pope and Jaren 
Pope, suggests that “athletic success does indeed present 
an opportunity for institutions to be either more selec-
tive in their admission standards or enroll more students 
while keeping a fixed level of student quality.”17 The ability 
to attract more students without sacrificing the academic 
profile of the student body is a sustainability model that 
most institutions strive to achieve.18 

To further illustrate the far-reaching and long-term 
impact college athletics can serve in the financial vi-
ability of an institution and economic harm associated 
with post-season bans, economist Dr. Michael Ander-
son studied the impact college athletics can have on the 
entire university. His study titled “The Benefits of College 
Athletic Success: An Application of the Propensity Score 

Design with Instrumental Variables,” concluded “that 
winning reduces acceptance rates and increases donations, 
applications, academic reputation, in-state enrollment, 
and incoming SAT scores.”19 For those institutions that 
participate at the FCS and Division I levels,20 a study 
conducted by Jeffrey L. Stinson and Dennis R. Howard 
revealed a more widespread giving pattern for alumni and 
donors associated with those institutions. The researchers 
concluded that, “unlike the giving patterns at I-A football 
schools, winning football and men’s basketball teams have 
direct effects on both athletic and academic gifts. Rather 
than producing a crowding-out effect, athletic success ap-
pears to enhance support for both athletic and academic 
programs.”21 

Scholarship Penalties
Another core penalty available to an infractions 

hearing panel limits the number of athletically-related 
financial aid scholarships an institution can award for a 
particular sport program. The proper calculation of finan-
cial aid scholarships can lead to violations under normal 
circumstances; therefore, the athletics compliance officer 
should ensure the appropriate institutional personnel are 
equipped to assist when scholarship reductions exist. This 
presents yet another opportunity for athletics compliance 
officers to engage and educate institutional administra-
tors (e.g., risk managers, financial aid officers, compliance 
officers, admissions officers) of the widespread impact re-
sulting from reductions in athletically-related financial aid 
scholarships. The reduction in scholarships may limit the 
athletics department’s ability to attract the same caliber 
and number of students, and the negative effect can yield a 
reduction in additional revenue received by the institution 
taking into account the difference between the athletics 
scholarship award and the actual cost-of-attendance. For 
example, a student athlete who participates in softball and 
receives an equivalency scholarship is responsible for the 
remaining cost of her education. When scholarships are 
reduced there is obviously less money to allocate among 
student athletes. For this student, who has to bridge the 
gap between her scholarship and the total cost of her 
educational expenses, a scholarship award difference of 15 
percent from competing institutions can be the deciding 
factor in where she chooses to enroll. As a result, and all 
other factors being equal, this student athlete is likely to 
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attend the institution that has offered the higher scholar-
ship award thus reducing the student athlete’s financial 
burden.

In sum, any activity that threatens to (1) create a sig-
nificant or unexpected financial expense or (2) eliminate a 
relied-upon source of revenue should garner the attention 
of a diligent risk manager. This professional recognizes 
the financial risk exposures associated with athletics 
participation and will seek opportunities, in consultation 
with the athletics compliance officer, to reduce instances 
of severe or significant breaches of 
conduct resulting from rules violations. 
Additionally, the risk manager should al-
ways seek to create and identify mitigat-
ing factors that will reduce the institu-
tion’s culpability as the perspective of an 
athletics compliance officer is, at times, 
limited to the athletics department and 
not the entire enterprise. In order to ac-
complish this task, the athletics compli-
ance officer must keep the risk manager 
abreast of severe breaches of conduct and 
the corresponding historical and poten-
tial core penalties.

NCAA Enforcement Penalty Analysis 
-- Mitigating and Aggravating Factors

The new enforcement process also 
revises the manner in which penalties are 
assessed in order to provide a stronger 
deterrent for individuals and institutions. 
For many in the membership, the belief 
existed that the former penalty structure left the NCAA 
Division I Committee on Infractions somewhat defense-
less and the enforcement staff viewed as a toothless tiger. 
Coaches and administrators surmised that it was highly 
unlikely the Committee would ever again impose the 
death penalty on an institution after realizing the devasta-
tion it caused. In the first and only instance to date, the 
Committee on Infractions22 applied the death penalty (in 
part), to the Southern Methodist University (“SMU”) 
football program and instituted a ban on scholarships, 
practice, and competition for the entire 1987-88 academic 
year. For the 1988 season, the Committee on imposed 
scholarship reductions and limited the team to seven away 

games. Many assert that it has taken the SMU athletics 
program decades to recover from the death penalty. Due 
to the Committee on Infractions’ unlikely use of the death 
penalty, those willing to commit serious violations applied 
the risk/reward analysis and determined the severity of 
the risk was not great enough to curtail their pursuit of 
the reward. 

An additional goal of the new penalty matrix is to 
provide greater flexibility for the infractions hearing 
panels to consider extenuating circumstances that are 

mitigating or aggravating factors.23 The 
penalties are designed to align with the 
severity of the violation. The hearing 
panel will use the penalty matrix24 as 
a guide when assessing penalties. “The 
hearing panel shall determine whether 
any factors that may affect penalties are 
present in a case. The panel shall weigh 
any factors and determine whether a case 
should be subject to standard penalties 
or should be classified with aggravation 
or mitigation and, therefore, subject to a 
higher or lower range of penalties.”25 The 
penalty matrix was developed, in part, 
based on responses received in a survey 
distributed to athletics administrators at 
member institutions. It was determined 
that the most effective penalties involved 
post-season bans and significant athletics 
scholarship reductions. 

Aggravating Factors
Aggravating factors are circumstances that warrant 

a higher range of penalties in a particular case. A hear-
ing panel of the Committee on Infractions determines 
whether aggravating factors are present in a case and the 
weight assigned to each factor. Examples of aggravating 
factors include but are not limited to the following: 

(a) multiple Level I violations by the institution or 
involved individual; (b) a history of Level I, Level II or 
major violations by the institution, sport program(s) or 
involved individual; (c) lack of institutional control; (d) 
obstructing an investigation or attempting to conceal 
the violation; (e) unethical conduct, compromising the 
integrity of an investigation, failing to cooperate during an 
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investigation or refusing to provide all relevant or request-
ed information; (f) violations were premeditated, deliber-
ate or committed after substantial planning; (g) multiple 
Level II violations by the institution or involved indi-
vidual; (h) persons of authority condoned, participated in 
or negligently disregarded the violation or related wrong-
ful conduct; (i) one or more violations caused significant 
ineligibility or other substantial harm to a student athlete 
or prospective student athletes; (j) conduct or circum-
stances demonstrating an abuse of a position of trust; (k) 
a pattern of non-compliance within the sport program(s) 
involved; (l) conduct intended to generate pecuniary gain 
for the institution or involved individual; (m) intentional, 
willful or blatant disregard for the NCAA constitution 
and bylaws; or (n) other facts warranting a higher penalty 
range.26 

Mitigating Factors
Mitigating factors are circumstances that warrant a 

lower range of penalties in a particular case. A hearing 
panel of the Committee on Infractions determines wheth-
er mitigating factors are present in a case and the weight 
assigned to each factor. Examples of mitigating factors 
include but are not limited to the following: (a) prompt 
self-detection and self-disclosure of the violation(s); (b) 
prompt acknowledgement of the violation, acceptance of 
responsibility and (for an institution) imposition of mean-
ingful corrective measures and/or penalties; (c) affirma-
tive steps to expedite final resolution of the matter; (d) an 
established history of self-reporting Level III or secondary 
violations; (e) implementation of a system of compliance 
methods designed to ensure rules compliance and satisfac-
tion of institutional/coaches’ control standards; (f) exem-
plary cooperation, such as: (1) identifying individuals (to 
be interviewed by the enforcement staff), documents and 
other information of which the enforcement staff was not 
aware; (2) expending substantial institutional resources 
to expedite a thorough and fair collection and disclosure 
of information; or (3) recognizing and bringing to the 
attention of the enforcement staff, in a timely manner, ad-
ditional violations discovered in the investigation of which 
the enforcement staff was not aware; (g) the violations 
were unintentional, limited in scope and represent a de-
viation from otherwise compliant practices by the institu-
tion or involved individual; or (h) other facts warranting a 

lower penalty range.27 
With knowledge of the aggravating and mitigating fac-

tors, the athletics compliance officer should work diligent-
ly to ensure mitigating factors are created, memorialized, 
and maintained for each sport program. These measures 
will not ensure a severe or significant breach of conduct 
does not occur, but it will demonstrate the institution’s 
commitment to compliance and should effectively miti-
gate any allegations that the institution lacked appropriate 
control over the conduct of the athletics department. The 
risk manager can play a pivotal role to protect the inter-
ests of the institution and the president or chancellor by 
establishing a partnership with the athletics compliance 
officer and reinforcing the culture of compliance through-
out the institution.

Campus-Wide Communication
It is the responsibility of the athletics compliance of-

ficer to educate institutional entities of NCAA rules and 
monitor the activities of those groups that directly impact 
current and prospective student athletes. Should an 
institution discover that a severe or significant breach of 
NCAA legislation has occurred, it will become critical for 
the institution to demonstrate that a culture of compli-
ance existed at the time of the alleged breach of conduct. 
This can be achieved through a documented practice of 
rules education at all levels. For example, the agenda for 
each governing board meeting should include an athlet-
ics compliance update. The update should include a 
discussion of existing bylaws and interpretations that are 
relevant to the board and proposed bylaws or policies that 
have a significant academic, financial, or national impact. 
Similar communications should take place between the 
athletics compliance staff, risk management office, and 
the general counsel’s office or the office of the president. 
Additionally, institution-wide educational sessions should 
take place to ensure staff members employed within the 
ancillary units that work closely with student athletes are 
aware of their responsibilities (e.g., registrar, financial 
aid, academic support services, housing, dining, interna-
tional student services). Again, a partnership with the risk 
management office should facilitate and encourage buy-in 
from these essential support units. The institution should 
include athletics compliance in the overall compliance 
discussion. Monthly reports to an entity outside athletics 
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Table 1: NCAA Penalty Guidelines. Version 6 (July 12, 2012). Source: NCAA.

should occur (e.g., president, general counsel, risk management/compliance officers, faculty senate). The goal is to create 
broad-based awareness of the risks that exist within athletics and collectively work to eliminate or mitigate the potential 
risks.

Athletics compliance can operate as effectively using the Federal Sentencing Guidelines for Organizations as any other 
aspect of higher education compliance. An institution’s ability to successfully comply with NCAA legislation will be deter-
mined by the culture established by those with ultimate responsibility for the administration of the institution. Athletics 
must exist as an integral part of the institutional landscape with all constituent groups working to achieve compliance. 

Appendix
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Table 2: NCAA Penalty Guidelines continued. Version 6 (July 12, 2012). Source: NCAA.
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Table 3: NCAA Penalty Guidelines continued. Version 6 (July 12, 2012). Source: NCAA.

Table 4: NCAA Penalty Guidelines continued. Version 6 (July 12, 2012). Source: NCAA.
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Table 5: NCAA recommended head coach responsibilities and level III violations. Source: NCAA.
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Table 6: NCAA list of level IV incidental infractions. Source: NCAA.
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Table 7: NCAA list of level IV incidental infractions continued. Source: NCAA.
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Abstract: Recent actions taken by professional sports players 
to outline the long-term consequences of repeated concussions 
have increased discussion of the impact of concussions at all 
levels of play, including among college and university athletes. 
The following article outlines scientific evidence of the effects 
of concussions and ways schools can address the issue and 
protect student athletes.

Introduction 
Scientific and clinical evidence is beginning to shed 

light on potential long-term effects student athletes 
sustain after a concussion. Culturally, however, questions 
remain about the response by coaching staff and student 
athletes. Are coaches, student athletes, and institutions 
more concerned with winning and the institutional im-
age over player health and well-being? If so, the liability 
exposure to an institution dramatically increases without 
proper protocols, controls, education, documentation, and 
a medical evaluation plan. Additionally, institutions need 
to look beyond sanctioned sports programs and explore 
if concussion management controls are practiced for club 
sports and school-sponsored athletic camps. 

Definition
What is a concussion? Also known as mild traumatic 

brain injury (mTBI), it’s defined as a complex patho-
physiological process affecting the brain, induced by 
biomechanical forces (Zurich 2012). In layman’s terms, a 
concussion is a brain injury caused by a direct blow to the 
head or neck or a strike to other portions of the body that 
is transmitted to the head. This sudden movement causes 
the brain to bounce or twist within the skull, damaging 
brain cells and creating chemical changes in the brain.

 
Impact Analysis and Statistical Breakdown by Sport

Concussion incident rates differ among the varying 
sports and contact/collision exposure. To better character-
ize the contact and collision risk, the American Academy 
of Neurology describes collision and contact sports as 
those in which, “athletes purposely hit other athletes or 

inanimate objects.” This classification provides specific 
insight into which sports pose the greatest concussion 
potential and impact probability (Graph 1).  

(Graph 1) Impact Expectation by Sport. Source: American Academy 
of  Neurology.

(Graph 2) Rate of Competition Concussion Injury in fourteen 
NCAA Sports. Source: NCAA Sports Medicine Handbook.

(Graph 3) National Annual Estimate of Concussion for Practice. 
Source: and Competition in fourteen NCAA Sports. Source: NCAA 
Sports Medicine Handbook.

Clint Wevodau, RCM&D

Concussion Management:
Student Athlete and Institution Protection
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Based on impact exposure, the NCAA performed a 
frequency rate analysis of 14 varsity sports. They looked 
at the frequency rates from two different angles – inci-
dence during competition (Graph 2) and percentage of 
concussions from each sport based on the total number of 
concussions that occurred during practice and competition 
(Graph 3). 

Baseline Testing
The first step of concussion management is imple-

menting a pre-participation baseline testing program for 
student athletes. The baseline assessment should include 
a questionnaire about previous medical history/prior 
concussion(s) sustained, the use of a symptoms checklist, 
and standardized cognitive and balance assessments. The 
Sports Concussion Assessment Tool (SCAT) 2 and 3 
combine these variables into one test. The same assess-
ment tool should be utilized post-injury to compare the 
results based on neurological function. At a minimum, 
baseline testing should be performed on these sports (due 
to impact and concussion probability): 

• Baseball • Wrestling
• Lacrosse • Football
• Basketball • Water Polo
• Rugby • Gymnastics
• Diving • Field Hockey
• Soccer • Ice Hockey
• Softball  • Equestrian
• Pole Vaulting

Signs and Symptoms
Concussions are not a static experience, but rather a 

process that may develop and evolve over minutes, hours, 
days, and weeks. Since there is no uniform definition of 
concussion, no definitive neuroimaging classification crite-
ria, and varying symptoms exhibited by student athletes, it 
is imperative to be knowledgeable in the identification of 
the clinical signs and symptoms:

Student Athlete Symptoms
• Nausea  • Loss of consciousness
• Confusion  • Dizziness or balance problems
• Amnesia • Sensitivity to light or noise
• Headache  • Drowsiness 
• Blurry vision

Signs Observed by Coaching Staff  or Athletic 
Healthcare Provider

• Forgets plays  
• Responds to questions slowly
• Is unsure of game, score or competitor
• Exhibits behavior changes
• Answers questions slowly
• Can’t recall events before and/or after hit or fall
• Appears stunned or dazed
• Moves clumsily
• Confusion with position or assignment 

Concussion Management
If a student athlete is suspected of having a concus-

sion, he/she should be evaluated immediately on the field 
or sideline by medical staff. The initial assessment should 
include a review of the airway, breathing, and circulation 
(ABCs), then progress to an evaluation of the cervical 
spine and skull for an associated injury. Once the physical 
survey is complete, the medical provider should assess the 
student athlete’s cognitive and balance abilities using the 
same baseline testing protocol. A plan of action should be 
developed to care for the student athlete if his/her assess-
ment reveals a potential concussion; the plan may include 
further clinical evaluation by a healthcare professional, 
admission to a hospital, and ensuring the individual is not 
left alone for a specified period of time. A roommate or 
team member and the concussed student athlete should be 
provided with written instructions on the importance of 
(1) avoiding alcohol and drugs, which increases cognitive 
impairment; (2)avoiding aspirin or other medications that 
could increase the risk of bleeding; (3) contacting medical 
personnel if the individual exhibits the following signs:

• Worsening headache
• Increased confusion and irritability
• Dilated pupils
• Vomiting
• Stumbling
• Decreased levels of consciousness 

Cognitive and Physical Rest
Recovery time differs based on severity and individual 

factors, but in many situations the chemical imbalance 
in the brain is restored within 7-10 days; however, this 
doesn’t necessarily mean the individual can return to ac-
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tive participation. During the recovery phase, individuals 
should get plenty of physical and cognitive rest. This may 
require the student athlete to significantly, but usually 
temporarily, scale back studying, class attendance, video 
games, computer use, and homework. If the healthcare 
professional recommends this course of action, the institu-
tion may need to request permission to share medical 
status with the student’s professors and academic advisors 
to determine the need for a provisionally abbreviated class 
schedule/workload.

It’s important to note that the effects of a concussion 
are cumulative, meaning that student athletes that return 
to action prior to recovery suffer more severe symptoms of 
longer duration. Studies also indicate that after sustaining 
an initial concussion, the athlete’s sensitivity increases and 
impact severity decreases, thus resulting in the potential 
for additional concussions. Consequently, the mandate for 
adequate physical and cognitive rest is vital. 

Return to Action
Most athletes observing competition from the sideline 

while recovering from an injury have an urge to get back 
into action as quickly as possible. Returning to play fol-
lowing a concussion drastically differs from returning after 
a bone fracture, and it’s important to follow progressive re-
habilitation steps (Table 1) in addition to receiving official, 
written medical clearance from the healthcare professional.

(Table 1) Graduated Return-To-Play Protocol*

Documentation and Education
Properly diagnosing a concussion can be best influ-

enced by having a comprehensive concussion management 
plan that the athletic training staff and student athletes 
fully understand and adhere to, which includes annual 
education and signed acknowledgement documentation. 

Clearly defined roles, responsibilities, and expectations 
are key to raising awareness among all levels of athletics’ 
programs and ensuring all coaches, trainers and student 
athletes are accountable for practicing the concussion 
management plan. 

Acknowledgement documents that should be filed:
• Attendance record of all parties receiving concussion 
management education
• Coach and student athlete acknowledgement form 
– that he/she understands the concussion manage-
ment plan and agrees to adhere to the protocols set 
forth (including self reporting for student athletes and 
coaches agreeing to follow the recommendations medi-
cal professionals establish for the concussed individual)
• Athletic program healthcare provider acknowledge-
ment form – that they understand the concussion 
management plan and their role to make the ultimate 
decision on removal and return to action for student 
athletes
• Hold harmless waiver signed by the student athlete 
specifying the risk of participation, agreeing to self 
report, etc. (waiver should be reviewed and approved 
by legal counsel)
• All steps taken to treat a suspected or confirmed 
concussion should be documented, which includes, 
causation, assessment, provided care and management, 
and authorization to return to play

Annual education for coaches and student athletes 
about the concussion management plan should 
include:

• Significance of baseline testing
• Potential impacts to a student athlete after receiving 
a concussion (academically and athletically)
• Review of the signs and symptoms of a concussion
• Importance of swiftly reporting concussion signs and 
symptoms to healthcare staff
• Requirements for physical and cognitive rest
• Review of the progressive rehabilitation steps for 
returning to action
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Best Practice Takeaways for a Concussion 
Management Plan

(1) Ensure a documented concussion management 
plan is fully implemented.  

(2) Educate student athletes and coaches on the con-
cussion management plan every year; to include NCAA 
compliance-related material, plan changes or enhance-
ments, and roles and responsibilities. Also include student 
athlete expectations for safe play, emphasizing the signifi-
cance of properly maintaining and wearing personal pro-
tective equipment. Capture attendance records, acknowl-
edgement/waiver forms, and provide handout material 
(e.g. signs and symptoms checklist) to student athletes at 
the conclusion of the training. 

(3) Perform baseline testing using SCAT 2 or 3 pro-
tocols on the sport participants listed in the section titled 
“Baseline Testing.” 

(4) Document and annually update an emergency 
action plan for each athletics venue that accounts for cata-
strophic injuries sustained by student athletes. Periodically 
practice the plan with athletic health care providers, coach-
ing staff, and emergency responders. 

(5) Ensure a process exists for the removal of a student 
athlete from practice or competition that demonstrates 
signs or symptoms consistent with a concussion. Docu-
ment the cause of injury, initial evaluation findings and 
follow-up care and management. 

(6) Obtain clearance documentation from an autho-
rized medical professional validating the student athlete is 
asymptomatic. 

(7) Establish a systematic procedure that gradually 
reintroduces physical and cognitive activity.  

(8) Maintain on file an appropriate healthcare plan 
that includes equitable access to athletics medical care 
providers for each sport.

Institutional Risk - Club Sports and Athletic Camps
Many institutions “market” their expansive club sports 

program as an appealing feature to prospective students. 
That said, increased club team membership comes with 
greater liability risk to the institution if quality controls 
aren’t applied. The NCAA mandates that all divisions 
have in place a written concussion management program 
for varsity sports – although not applicable to club sports. 
You must consider what level of concussion-specific pro-

tection, resources and education your institution is provid-
ing to club teams. Club sports teams typically appoint a 
liaison or team president to manage the squad; this desig-
nated student should, at a minimum, receive educational 
resources about the signs and symptoms of concussions 
that he/she agrees to review with his/her teammates. This 
should also be coupled with training on the importance of 
self reporting, as healthcare oversight isn’t as readily avail-
able for club teams, and a signed waiver indicating that the 
club athlete assumes risk of participation and releases the 
institution from responsibility of injury (as reviewed and 
approved by legal counsel).  

School-sponsored summer athletic camps are also 
common venues for team coaches to further promote 
their institution and team. In some cases, coaches actively 
engage volunteer coaches to assist with the program; these 
individuals should also be well versed in identifying the 
signs and symptoms of a concussed athlete as well as the 
institution’s concussion management protocols. Therein 
lies potential risk to the institution, especially as parental/
public knowledge and awareness continues to grow around 
concussion management. A few key questions to consider 
for campers and athletes: (1) Is healthcare staff available to 
assist in the evaluation of a potentially concussed camper? 
(2) Does your emergency action plan account for severe 
injuries sustained during camps? (3) Is there a protocol 
in place for notifying a parent or legal guardian about a 
potential concussion?

If the camp requires an overnight stay: (1) Is there 
a process established for parental pick-up if the camper 
sustains a concussion? (2) Does a process/self reporting 
policy exist if a student athlete exhibits concussion signs 
and symptoms once the camp concludes for the day, but 
while still on campus? 

Culture Modification
Hopefully, the cultural shift has begun to take place 

within your institution – where coaches and athletic 
healthcare staff put the well-being of your student athletes 
ahead of winning.  This cultural shift must also occur 
within the student athlete population, as self reporting is 
critical to concussion identification and is an essential ele-
ment of a successful concussion management plan.  
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Conclusion
As an institution, are you confident your concussion 

management plan meets or exceeds best practices to en-
sure the culture change is seamless for all athletic program 
members?  An institution’s liability exposures and reputa-
tional risks lie within the hands of its athletics department 
leadership and require them to ensure concussion man-
agement plan best practices are integrated into sporting 
events, competition and practice, and that all participants 
are educated on the importance of the plan.
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Abstract: URMIA launched its Innovative Risk manage-
ment Solutions Award in 2007 to recognize new and cre-
ative risk management efforts implemented by our members 
which address specific exposures or risk management topics 
in colleges and universities. It also encourages members to 
share their successful ideas or projects as potential resources 
for others and to facilitate sharing of this information. In 
2013, Siena College was honored as one of the recipients of 
the Innovative Risk Management Solutions Award.

This article provides an executive summary of Siena 
College’s event risk assessment. The hope 
is that other college and university risk 
managers will be able to modify and 
implement similar programs on their own 
campuses and benefit from the sharing of 
these materials.

Introduction 
When boiled down to the basics, risk 
management is good decision-making, 
and, as any college or university risk 
manager knows, students are not always 
the greatest decision-makers. In an effort to curtail the 
risks associated with student-led events, Siena College 
developed an online module that provides student leaders, 
advisors, and supervisors with information on identify-
ing, mitigating, and reviewing risks that may be associ-
ated with on- and off-campus, student-led events. While 
Siena’s process is focused on student events, the risk man-
agement information is pertinent to all event planning and 
can be readily adapated to suit your institution’s needs. 

Section I - The Challenge
What risks or exposures were addressed by your 
solution? 
The risks/exposures addressed by this solution are those 
posed by college-sponsored on and off campus events 
planned and executed by uneducated student leaders, 
their advisors, and residential life staff. Potential risks 
include financial, reputational, physical, emotional and 

those oppositional to and/or unsupportive of institutional 
mission. 

Why was this risk or exposure a 
priority?
This solution was a priority for the following reasons:

• There was a need for expanded training on this topic 
to both students and staff as there was limited prior 
training which increased institutional risk.
• There are limited live training opportunities and the 

on-line nature of this module enables it 
to be delivered 24/7 and accessed when 
convenient to those who are mandated 
to complete it.
• Risk management is everyone’s respon-
sibility
• While Siena College is an institution 
based in relationships (the Franciscan 
tradition) there are limits on the ability 
of the staff members to individually dis-
cuss all events from inception through 
post-event de-brief with each event plan-

ner. It puts risk management tools in the hands of all 
event planners prior to beginning their planning. 
• In addition, some professional staff members wanted 
a means of evaluating those events requiring chaper-
ones and this is also a means of ensuring equity across 
departments.
• Siena is in the midst of a Middle States Re-Accredi-
tation process and assessment is required.

What makes your solution a unique or innovative 
approach? 
This solution is tied to the Student Learning Outcomes 
articulated by the Student Affairs Compliance Officer and 
has assessment data demonstrating achievement of stu-
dent learning in the area of risk, particularly as it related 
to institutional mission. 

In addition to the unique component of Student 
Learning Outcomes, there are assessment measures tied 

When boiled down 

to the basics, risk 

management is good 

decision-making.

Jeanne Obermayer, Siena College

URMIA 2013 Innovative Risk Management Solutions Award
Risk Assessment in Event Planning
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to both the learning gained through the on-line module 
and the Qualtrics survey post-module, and there are 
examples of direct learning assessment in the Risk Factor 
Analysis Worksheet forms completed by event planners. 

Frequently, risk management is viewed by faculty and 
Academic Affairs as a necessity that is extraneous to the 
academic mission and student learning of an institution 
of higher education, with the exception of those with risk 
management programs. 

Conversely, Student Learning Outcomes (SLOs) 
are often viewed as the domain of faculty. As mentioned 
above as a reason for this to be a priority, Siena College is 
in the midst of a self-study review for re-accreditation by 
Middle States. As part of the review process, all depart-
ments were asked to review their mission statements and 
develop assessment plans, preferably including student 
learning outcomes with assessment measures. This solu-
tion weaves risk management into the academic focus of 
the institution.

What programs or services on your campus were af-
fected or improved by this project? 
Campus Programs and Student Activities, Residential 
Life, Conferences and Event Services, Public Safety, pro-
fessional staff members throughout Student Affairs. All 
positive based on anecdotal feedback. 

What are the positive results of the implemented 
program? 
Here are some excerpts of student responses in the Qual-
trics post-module assessment to the question: “What was 
one thing you learned from this module or was reinforced 
for you if you took the training previously? “ I think these 
show some of the positive results.
 

“I learned that a lot more is needed in order to plan an 
event. Not only is it necessary to identify the risk of 
each component of the event, but it is also necessary to 
make sure that each event is lined up with the misson 
of Siena.”

“The idea of mitigating risks to reduce the chance of 
their occurance.”

“That there are professional staff on campus that are 

willing to assist me in risk management for all/any 
events I plan on holding.”

“Plan ahead and make sure to think of all possible risk 
factors.”

“I learned that there are many factors to consider 
when planning any event.”

“Financial risks are just as damaging and important to 
avoid as physical risks.”

“The importance of evaluating risk before holding an 
event.”

“The need to ask yourself the different types of ques-
tions necessary to make sure you are doing a safe event 
for all those involved.”

“The level of risk assessment is much greater than I 
expected it to be. I did not expect such a large amount 
of paperwork to be required to host an event.”

“It is important to ensure that any event that is 
planned should reflect the College’s mission and val-
ues. In doing so, we must promote a safe and welcom-
ing community within the event and I liked how there 
were detailed steps and ways to mitigate a situation.”

Here are additional examples from the Qualtrics survey 
--in the students’ own words--showing their understand-
ing of risk factors and their potential impacts:

“Emotional harm can come to attendes or to the event 
planner of the event. It includes topics of discussion 
that disrupt people’s peace of mind, harass people, or 
ridicule people. This is dangerous because emotional 
harm takes the longest to heal, and its presence shows 
a lack of the Siena College Mission present. There can 
also be emotional impact on the planner if they do not 
plan an event in accordance to what is possible and do 
able for them to manage. This could result in being 
overwhelmed or anxious and an inability to complete 
the event.”
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“Physical harm- to property or people. If the event ends up with a person injured or property damaged, that shows that 
the event planner had little control over the event. It also provides evidence that the event was not in line with Siena’s 
mission statement.”

“Time and day the event is being held - if later in the week, for example Friday or Saturday, during the nighttime could 
cause extreme risk with disruptive behavior and safety issues.”

“Topic of the event (controversial or one that is sensitive to many) - Could cause extreme risk if speaker or topic goes 
out of hand and cause humiliation, emotional stress, or even an uproar in the crowd.”

“Other considerations such as overnight travels, permits, the presence of minors could lead to strain on the organiza-
tion in terms of stress but problems with the following could also lead to strain on the attendees behalf and this could 
lead to a poor reputation for the organization or the community.”

“Emotional - if there is the potential for emotional harm (something offensive is said, there is hazing, people are singled 
out) it could lead to distrust of the college and organization.”

And finally, the following is a screenshot of a completed Risk Factor Analysis Worksheet which demonstrates the training 
impact and the ability to articulate the rationale as related to mission for risky events.

SIENA COLLEGE EVENT/ORGANIZATION RISK MANAGEMENT                                                                               STUDENT AFFAIRS COMPLIANCE OFFICER 

*Siena College reserves the right to require additional specific risk management strategies, deny approval and/or cancel any activities that it determines have unacceptable levels of risk.  
This form has been provided as an educational tool to assist in identifying and discussing potential risk issues. For more information on risk management or event planning, please contact the Student Affairs Compliance Officer at (518) 783-2421 or the Director of Campus Programs and Student Activities at (518) 783-2330.   This 
form was adapted from materials from Texas A & M University, The University of Texas at Austin, Jacobs Engineering, U.S. Marine Corps,  U.S. Army, Kaiser Permanente and KMPG. 
Rev. 6/2012                                                                                                                                                                                                                                                                                                                                                                           page  1 
 

 
RISK FACTOR ANALYSIS WORKSHEET 

(REQUIRED IF AN EVENT HAS ANY RISK FACTORS MARKED WITH AN ASTERISK* IN THE RISK MANAGEMENT PLANNING GUIDELINES.) 
 

DIRECTIONS FOR COMPLETION ARE ON PAGE 3  
1)TITLE OF EVENT:                                                                                                                                                               2) START DATE/TIME:                                               3)END DATE/TIME: 
 
ONE DAY WITHOUT SHOES                                                                                                                                    APRIL 16TH 2013                    (ALL DAY EVENT)               APRIL 16TH 2013  
4) FORM COMPLETED BY (NAME, PHONE AND EMAIL)                                                                                        5) ORGANIZATIONi:                                                       6) DATE COMPLETED: 
 
AMY-LYNN VANACORE, 203-619-2531, AR03VANA@SIENA.EDU                                   SIENA FOR LIFE CLUB & ENVIORMENTAL CLUB                         APRIL 1ST, 2013 

7) RISK FACTOR 
(LIST SPECIFIC DETAILS FOR YOUR 
EVENT FOR EACH RISK FACTOR) 

8) INITIAL 
RISK LEVEL 

9) MITIGATION STRATEGIES 10) RESIDUAL 
RISK LEVEL 

11) HOW TO IMPLEMENT? 12) WHO IS 
RESPONSIBLE? 

13) WAS 
MITIGATION 
EFFECTIVE? 

BAREFOOT IN DINNING 
HALLS 

M 3 STUDENTS WHO WISH TO 
PARTICIPATE CAN NOT GO INTO 
SERRA HALL UNLESS SHOES ARE 
WORN 

L2 STUDENTS ARE 
SUGGESTED TO CARRY 
EXTRA SHOES AND 
SODEXO SERVICES WILL 
BE ALERTED TO THE 
EVENT  

STUDENTS/ 
Amy 
Vanacore & 
Brittany 
Tayler 

 
 
 

BAREFOOT IN SCIENCE 
LABS 

M 5 STUDENTS WHO HAVE LABS WILL 
NOT BE ALLOWED IN LABS UNLESS 
SHOES ARE WORN 

L3 STUDENTS WILL CARRY 
EXTRA SHOES AND LAB 
PROFESSORS WILL BE 
ADVISED 

STUDENTS/ 
Amy 
Vanacore & 
Brittany 
Tayler 

 
 
 

BAREFOOT OUTSIDE H3 Community Members who wish to 
participate will have two chances to 
sign the waivers; Monday April 15th 
and Tuesday April 16th. When signing 
the waivers they will be given a set 
of rules and tips for their own safety 
during the event. 

M2 Students will work 
together to follow the 
rules and guidelines 
with all of Siena 
Campus. Alerts and 
promotions will be sent 
to Siena Campus to ask 
for participants and to 
make the community 
aware of the event.  

STUDENTS/ 
Amy 
Vanacore & 
Brittany 
Tayler 

 
 
 

 
ADDITIONAL SPACE FOR ENTRIES RELATED TO RISK FACTORS IS PROVIDED ON REVERSE SIDE. 

Figure 1: A completed Risk Factor Analysis Worksheet demonstrating the impact and ability of Siena 

College students to articulate the rational behind analyzing event risks.
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How were the changes received by those affected by 
the program or service? 
They were received well. The professional staff members 
appreciated having the training easily completed and, 
from a compliance standpoint, it is easy to monitor and 
track who does the training.

Students appreciated having the information and the 
ability to have something in hand, where applicable, to 
discuss potential events having thought through the is-
sues.

The one concern was that the PowerPoint was a little 
blurry in places when it was converted to flash for the 
web. Based on student feedback, I am changing the Pow-
erPoint as it is on the web. Students also gave additional 
feedback for more interactivity. I am trying to see how we 
can build that into the module.
 
Section II - Budget and Solution
What was the total budget for this 
project? 
The total budget for this project was 
$0.00. The only costs affiliated were the 
allotment of the Student Affairs Compli-
ance Officer’s professional time as dedi-
cated to the development of the program 
and the on-going implementation.

How many staff were allocated to this 
project and for what length of time? If you projected 
an expected return on investment, how was that 
done? 
One staff person was allocated to the project from 
beginning to end and was responsible for the develop-
ment of the project. From conception thru testing to full 
implementation, the development took approximately 
15 months. Obviously this was not the only project the 
principle was involved in. One person from Information 
Technology Services was minimally involved in converting 
the PowerPoint to a flash document for uploading to the 
web. There was no expected return on investment.

How are you tracking your success on risk reduction 
as a result of implementation? 
Students are asked to complete the follow-up question on 
the Risk Factor Analysis Worksheet to determine is each 

of the identified strategies for mitigation were successful 
or not. In addition, the risk management team reviews all 
reports related to events. 

What strategies or venues did you use for 
communication to the college or university 
community? 
All student leaders, club advisors and club sports coaches, 
as well as all residential life staff are required to complete 
this training. It was communicated via email by myself 
and the director/associate directors’ in each area. 
 
Section III - Result
How could other risk managers utilize your solution 
on their home campus? 

Other risk managers could utilize this 
solution on their home campuses by 
identifying their own student learning 
outcomes, building a PowerPoint train-
ing modules utilizing their process and 
our forms, provided they give Siena Col-
lege and the others credit. An assessment 
survey can easily be built using survey 
monkey or similar product.

Is your solution scalable for smaller/
larger campuses? 
Absolutely. Size not matter. This solu-

tion is easily scalable for any sized campus. Once tailored 
to a specific campus (event planning steps and process, 
policy requirements, and institutional mission) imple-
mentation and managing the program does not require 
significant dedicated resources.

Section IV - The Project Materials and Final Product
This section provides a closer look at the Risk Factor 
Analysis Worksheet that Siena student event planners 
used to evaluate the potential risks associated with their 
events. In addition, Siena provided an online Power Point 
presentation with training information and Siena’s “Event 
Risk Management Planning Guidelines.”

“It is important to 

ensure that any event 

that is planned reflect 

the college’s mission 

and values.”
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SIENA COLLEGE EVENT/ORGANIZATION RISK MANAGEMENT                                                                               STUDENT AFFAIRS COMPLIANCE OFFICER 

*Siena College reserves the right to require additional specific risk management strategies, deny approval and/or cancel any activities that it determines have unacceptable levels of risk.  
This form has been provided as an educational tool to assist in identifying and discussing potential risk issues. For more information on risk management or event planning, please contact the Student Affairs Compliance Officer at (518) 783-2421 or the Director of Campus Programs and Student Activities at (518) 783-2330.   This 
form was adapted from materials from Texas A & M University, The University of Texas at Austin, Jacobs Engineering, U.S. Marine Corps,  U.S. Army, Kaiser Permanente and KMPG. 
Rev. 6/2012                                                                                                                                                                                                                                                                                                                                                                           page  1 
 

 
RISK FACTOR ANALYSIS WORKSHEET 

(REQUIRED IF AN EVENT HAS ANY RISK FACTORS MARKED WITH AN ASTERISK* IN THE RISK MANAGEMENT PLANNING GUIDELINES.) 
 

DIRECTIONS FOR COMPLETION ARE ON PAGE 3  
1)TITLE OF EVENT:                                                                                                                                                               2) START DATE/TIME:                                               3)END DATE/TIME: 
 
ONE DAY WITHOUT SHOES                                                                                                                                    APRIL 16TH 2013                    (ALL DAY EVENT)               APRIL 16TH 2013  
4) FORM COMPLETED BY (NAME, PHONE AND EMAIL)                                                                                        5) ORGANIZATIONi:                                                       6) DATE COMPLETED: 
 
AMY-LYNN VANACORE, 203-619-2531, AR03VANA@SIENA.EDU                                   SIENA FOR LIFE CLUB & ENVIORMENTAL CLUB                         APRIL 1ST, 2013 

7) RISK FACTOR 
(LIST SPECIFIC DETAILS FOR YOUR 
EVENT FOR EACH RISK FACTOR) 

8) INITIAL 
RISK LEVEL 

9) MITIGATION STRATEGIES 10) RESIDUAL 
RISK LEVEL 

11) HOW TO IMPLEMENT? 12) WHO IS 
RESPONSIBLE? 

13) WAS 
MITIGATION 
EFFECTIVE? 

BAREFOOT IN DINNING 
HALLS 

M 3 STUDENTS WHO WISH TO 
PARTICIPATE CAN NOT GO INTO 
SERRA HALL UNLESS SHOES ARE 
WORN 

L2 STUDENTS ARE 
SUGGESTED TO CARRY 
EXTRA SHOES AND 
SODEXO SERVICES WILL 
BE ALERTED TO THE 
EVENT  

STUDENTS/ 
Amy 
Vanacore & 
Brittany 
Tayler 

 
 
 

BAREFOOT IN SCIENCE 
LABS 

M 5 STUDENTS WHO HAVE LABS WILL 
NOT BE ALLOWED IN LABS UNLESS 
SHOES ARE WORN 

L3 STUDENTS WILL CARRY 
EXTRA SHOES AND LAB 
PROFESSORS WILL BE 
ADVISED 

STUDENTS/ 
Amy 
Vanacore & 
Brittany 
Tayler 

 
 
 

BAREFOOT OUTSIDE H3 Community Members who wish to 
participate will have two chances to 
sign the waivers; Monday April 15th 
and Tuesday April 16th. When signing 
the waivers they will be given a set 
of rules and tips for their own safety 
during the event. 

M2 Students will work 
together to follow the 
rules and guidelines 
with all of Siena 
Campus. Alerts and 
promotions will be sent 
to Siena Campus to ask 
for participants and to 
make the community 
aware of the event.  

STUDENTS/ 
Amy 
Vanacore & 
Brittany 
Tayler 

 
 
 

 
ADDITIONAL SPACE FOR ENTRIES RELATED TO RISK FACTORS IS PROVIDED ON REVERSE SIDE. 

Figures 2 and 3: Siena College’s Risk Factor 

Analysis Worksheet. This worksheet was provided 

to student event planners to evaluate the risks 

associated with their events. Students completed 

the worksheet in addition to reviewing an online 

presentation outlining potential risks associated 

with their planned events.

SIENA COLLEGE EVENT/ORGANIZATION RISK MANAGEMENT                                                                               STUDENT AFFAIRS COMPLIANCE OFFICER 

*Siena College reserves the right to require additional specific risk management strategies, deny approval and/or cancel any activities that it determines have unacceptable levels of risk.  
This form has been provided as an educational tool to assist in identifying and discussing potential risk issues. For more information on risk management or event planning, please contact the Student Affairs Compliance Officer at (518) 783-2421 or the Director of Campus Programs and Student Activities at (518) 783-2330.   This 
form was adapted from materials from Texas A & M University, The University of Texas at Austin, Jacobs Engineering, U.S. Marine Corps,  U.S. Army, Kaiser Permanente and KMPG. 
Rev. 6/2012                                                                                                                                                                                                                                                                                                                                                                           page  2 
 

 

14) OVERALL RISK LEVEL AFTER MITIGATION STRATEGIES ARE IMPLEMENTED  (CHECK ONE) 

          LOW*                                  MODERATE                                           HIGH                                      EXTREMELY HIGH 
*RATIONALE FOR EVENT APPROVAL IF OVERALL RISK LEVEL IS GREATER THAN LOW. RATIONALE MUST CITE SPECIFICALLY HOW THE EVENT SUPPORTS THE COLLEGE AND ORGANIZATIONAL MISSION.  
 

The Tom’s One Day Without Shoes event is a very different and insightful type of awareness event. It allows the participant to experience exactly 
what the people we are trying to help go through every day. It is not only a highly visible and fun event, but also humbling and introspective. The 
event gives the participant a chance to live as others do, in a small way, and help to fire up enthusiasm and passion for those less fortunate. This 
event reminds us of St. Francis’ call to service and to live as the least of our brothers and sisters.  Francis stripped himself of his clothes and shoes 
of upper class and chose to wear the simple brown clothing of the poor. This event gives students the opportunity to not only understand what it is 
like for men, women and children of countries who have no shoes to wear, but also the experience of living like the poor as St. Francis did.  
Although the event itself can be risky, we feel that this experience of walking without shoes will give members of our community a different 
perspective on the poor and marginalized around the world.  It is our mission at this college to learn with a compassionate and reflective mind, as 
well as a Franciscan and spiritual heart. We hope that our entire community will take off their shoes on April 16th with us and be an example to the 
world of our Franciscan Values.  
 

“It is no use walking anywhere to preach, unless our walking is our preaching.” 
                                                                                                                         -St. Francis of Assisi 
 
 
 
 
________________________________________________________________________________________________________                                                                           _______________________ 
SIGNATURE OF ADVISOR/DIRECTOR CPSA OR SUPERVISOR INDICATES RISKS HAVE BEEN REVIEWED AND MITIGATION PLAN APPROVED.                                               DATE 
 

 
 

RISK FACTOR INITIAL 
RISK LEVEL 

MITIGATION STRATEGIES RESIDUAL 
RISK LEVEL 

HOW TO IMPLEMENT? WHO IS 
RESPONSIBLE? 

WAS MITIGATION 
EFFECTIVE? 

       
 
 

       
 
 

       
 

About the Author
Jeanne Obermayer is currently the student affairs compliance officer at Siena College. She has a BA 
from Duquesne University and an MA from Bowling Green State University. She has worked at 
Siena College since 1983, serving as the assistant vice president for student affairs/dean of students 
for 16 years prior to assuming the newly created compliance position. As dean, Ms. Obermayer 
was the chief conduct officer for the campus and had responsibility for oversight of the student 
handbook and the policies and procedures that pertain to student life. She was the designated 

official for investigation and adjudication of complaints of sexual misconduct and coordinated all sexual assault education 
and prevention efforts on Siena’s campus. Ms. Obermayer also co-authored and updated a four-hour sexual harassment 
prevention curriculum and trained peer trainers for employees. In her current position, Ms. Obermayer is responsible 
for ensuring Siena is in full compliance with all pertinent legislation, including the Higher Education Opportunity Act; 
Campus Security Act; New York State Campus Sexual Assault, Domestic Violence, and Stalking requirements; and the 
Campus SaVe Act. In February 2012, she was asked by the New York State Coalition Against Sexual Assault to present a 
webinar, “Do Your Coaches and Other Staff Know They Need to Report Campus Crimes? Complying with the Clery Act,” 
and she has presented at other regional and national conferences in addition to providing training to staff and students.



If you are going to sin, sin against God, not the bureaucracy. 

God will forgive you but the bureaucracy won’t.

—hyman g. RicKoveR (1900-1986),

united states navy admiRal
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posure. In addition, functional areas had no common tool 
to assist them in maintaining compliance with increasingly 
complex, and ever changing, laws and regulations.

Why was this risk or exposure a priority?
Stevens had no mechanism in place to assess its overall 

compliance with all laws and regulations impacting the 
university. As we developed our ERM 
program, regulatory compliance was 
identified as one of Stevens ‘Top 10’ 
strategic risks. 

Addressing all key strategic risks is a 
priority for Stevens, and a collaborative 
effort was required to effectively develop 
a mechanism to assess, measure and 
monitor efforts associated with compli-
ance. 

What makes your solution a unique or 
innovative approach?
While many colleges and universities 
have ‘inventoried’ their regulatory compli-
ance responsibilities, we are not aware of 
any collaborative approaches to collect 
and manage key common data elements 

in a structured way. Our CMS is not only a repository for 
information regarding each Federal, State and local regula-
tion impacting the university, but includes an assessment 
of risk exposure, actions being taken to minimize expo-
sure, and key deadlines.

This system is proving to be a valuable tool for the re-
sponsible functional areas, senior administrators, and the 
Audit Committee of the Board of Trustees.  It provides 
a mechanism to report confidence levels in maintaining 
compliance with each applicable law and regulation, and 
measures progress in reducing risk exposure on a regula-
tion by regulation basis. 

Abstract: URMIA launched its Innovative Risk Manage-
ment Solutions Award in 2007 to recognize new and cre-
ative risk management efforts implemented by our members 
which address specific exposures or risk management topics 
in colleges and universities. It also encourages members to 
share their successful ideas or projects as potential resources 
for others and to facilitate sharing of this information. In 
2013, Stevens Institute of Technology 
was honored as one of the recipients of the 
Innovative Risk Management Solutions 
Award.

This article provides an executive sum-
mary of Stevens Institute of Technology’s 
regulatory compliance management system 
development. The hope is that other college 
and university risk managers will be able 
to modify and implement similar programs 
on their own campuses and benefit from 
the sharing of these materials.

Introduction
Regulatory compliance is one of the 
most decentralized and challenging set 
of responsibilities for any college or 
university. Stevens Compliance Manage-
ment System (CMS) was developed to maintain key data 
associated with the 250+ laws and regulations impacting 
the university. It provides simple inquiry tools that allow 
senior administrators to focus on the highest risk areas 
and changes in risk exposure, while providing functional 
areas with a tool to better manage their respective regula-
tory compliance responsibilities.

Section I – The Challenge
What risks or exposures were addressed by your 
solution?
While it was clear that many areas of the university invest 
significant time and effort addressing their regulatory 
compliance responsibilities, there was no mechanism from 
a university-wide perspective, to assess regulatory risk ex-

Regulatory 

compliance is 

one of the most 

decentralized and 

challenging set of 

responsibilities 

for any college or 

university.

Stevens Institute of  Technology 

URMIA 2013 Innovative Risk Management Solutions Award
Regulatory Compliance Management System
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What programs or services on your campus were 
affected or improved by this project?
All primary functional areas (Finance, Human Resources, 
Student Services, Academics, EH&S, etc.) now have a 
tool to maintain a record of their compliance activities and 
responsibilities. The initial data collection and assess-
ment was the result of each area’s efforts.  With current 
and readily available information, senior administrators 
can now better support functional areas in fulfilling their 
responsibilities.

What are the positive results of the 
implemented program?

• A clearer understanding, of high-risk regulatory 
issues, by Trustees, senior administrators, and respon-
sible functional areas.
• An effective tool for tracking key deadlines, compli-
ance activities, and continuous assessment of risk expo-
sure.
• A model for successful and mutually beneficial col-
laboration among key functional areas.

How were the changes received by those affected by 
the program or service?
Initially, several of the eleven functional areas saw the data 
collection process as more of a burdensome task than 
seeing its potential value. As the common templates were 
built out for each regulation however, it became viewed as 
a beneficial and sustainable resource for the university.

Senior administrators and the Audit Committee of the 
Board of Trustees were very pleased with the end product 
as it now provides them with one source to review virtu-
ally all regulatory compliance activities. In fact, the chair of 
our audit committee personally demonstrated the CMS to 
the entire committee during a recent meeting.

Section II – Budget and Solution 
What was the total budget for this project?
Administrative staff resources from various areas of 
responsibility were all that was needed to accomplish our 
objectives. No investment of direct financial resources was 
required. The CMS database was developed using existing 
and common database software. 

How many staff were allocated to this project and for 
what length of time?
The chief risk and compliance officer oversaw the project. 
After identifying over 250 laws and regulations applicable 
to Stevens, we established a compliance working group 
with eleven functional areas of responsibility represented. 
Collaboratively, we were able to assign primary respon-
sibility for each law and regulation to one of these key 
functional areas. Data collection and analysis efforts were 
stretched over several months on a time-available basis by 
the area representatives.

Although some laws and regulations are more com-
plex than others to document and assess, each common 
template required approximately one hour to complete. 
For the most part, only one person in each functional area 
compiled data and completed the templates.

Essential support from a database administrator was 
utilized to load collected template data and develop the 
necessary inquiry functionality.

If you projected an expected return on investment, 
how was that done?
Return on investment was not projected in financial 
terms, but in the form of reduced risk exposure from 
decentralized compliance activities. Going forward, 
maintaining current system data requires minimal effort 
and is performed directly by each functional area to the 
database.  As a management tool, the systems is expected 
to save time and effort by providing readily available 
information about each law and regulation, such as 
filing due dates, documenting actions being taken and 
timeframes to resolve compliance challenges.

How are you tracking your success on risk reduction 
as a result of implementation?
The CMS reports a risk level (low, medium, or high) 
for each regulation and its changes over time.  High and 
medium risks can be grouped for targeted discussion with 
data describing the rationale for each risk rating, actions 
being taken to improve, and timeline to resolve.

What strategies or venues did you use for 
communication to the college or university community?
Regulatory compliance is not a particularly exciting sub-
ject although it demands significant time and effort from 
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any organization. Our communications were primarily 
‘upward’ to a committee of senior administrators chaired 
by the Provost (Risk & Compliance Steering Committee) 
and to the Audit Committee of the Board of Trustees who 
are actively engaged in our enterprise risk management 
initiatives. With regulatory compliance identified as a key 
institutional risk, the effort expended to address the chal-
lenge was very well received.

Section III – Result 
How could other risk managers utilize your solution 
on their home campus?
Regulatory compliance is an ongoing 
concern of all colleges and universities. 
An approach such as Stevens’ Compli-
ance Management System can be utilized 
at any institution.  We firmly believe that 
the simplicity of our solution will in-
crease its utilization and provide sustain-
ability over time. This was not a ‘project’ 
per se although the initial data collec-
tion was a one-time effort.  Maintaining 
current information on each law and 
regulation should not be a major effort 
and is nothing new to those with current 
compliance responsibilities. 

Is your solution scalable for smaller/
larger campuses?
Absolutely. The system’s simplicity and 
easy access to key data allows this solution to be both rel-
evant and scalable to almost any institution. We make all 
system enhancements with a continual focus on support-
ing those responsible for addressing compliance require-
ments throughout the university.

If your solution requires a large staff for 
implementation, what are key elements that could be 
utilized by smaller risk management offices?
As expressed earlier, this was a true collaborative effort 
utilizing the knowledge and experience of existing admin-
istrators within key function areas. Our risk management 
office consists of just one person. This could not have been 
accomplished without such broad-based collaboration.

Section IV – The Project Materials and Final Product
Regulatory compliance is a concern of all colleges and 
universities. Stevens’ compliance management system can 
be utilized at any institution. For more information about 
Stevens Institute of Technology’s compliance management 
system, please contact Stevens’ chief risk and compliance 
officer, Chuck Shaw at chuck.shaw@stevens.edu.

About the Author
Stevens Institute of Technology is a premier, private 

research university situated in Hoboken, N.J., overlooking 
the Manhattan skyline. Founded in 1870, technological 

innovation has been the hallmark and 
legacy of Stevens’ education and research 
programs for more than 140 years. With-
in the university’s three schools and one 
college, more than 6,100 undergradu-
ate and graduate students collaborate 
with more than 350 faculty members 
in an interdisciplinary, student-centric, 
entrepreneurial environment to advance 
the frontiers of science and leverage 
technology to confront global chal-
lenges. Stevens is home to three national 
research centers of excellence, as well as 
joint research programs focused on criti-
cal industries such as healthcare, energy, 
finance, defense, STEM education and 
coastal sustainability. The university is 
consistently ranked among the nation’s 

elite for return on investment for students, career services 
programs and mid-career salaries of alumni.

The system’s 

simplicity and easy 

access to key data 

allows this solution 

to be both relevant 

and scalable 

to almost any 

institution.
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Robert M. Beth, CPCU, CSP, DRM, Stanford University

Allen J. Bova, MBA, ARM, DRM, Cornell University

Isaac Charlton, University of Alaska

Ernest L. Conti*, Union College 

Mary Donato, ARM, University of New Mexico 

Murray C. Edge, ARM, CSSD, WSO, DRM, 
University of Tennessee

*Charles D. Emerson, DRM, University of Kentucky

Patricia J. Fowler, CPCU, ARM, 
Michigan State University

James R. Gallivan, University of Illinois

Anne Gregson, University of Rhode Island

Thomas C. Halvorsen, ALCM, ARM, AU, CPCU, BBA, 
DRM, University of Wisconsin, Madison

George Harland, Rochester Institute of Technology

Thomas Henneberry, JD, DRM, 
Massachusetts Institute of Technology

Alice Horner, ARM, Syracuse University

William Hustedt*, University of Wisconsin

Benning F. Jenness, DRM, 
Washington State University

Michael G. Klein, DRM, Pennsylvania State University

Glenn Klinksiek, CPCU, ARM, MBA, DRM,
University of Chicago

Julie C. Lageson, AIC, ARM, DRM, University of Alaska

Sandra LaGro, Bowling Green State University

Jill Laster, Texas Christian University

Jack Leavitt, MBA, LCPM

Claudina Madsen, DRM, CPSJ Insurance Group

Eugene D. Marquart, DRM, 
California State University System

George H. Meeker, ARM, DRM, 
Cornell University Medical College

William O. Park, MS, MBA, CPCU, ARM, DRM, 
Northwestern University

Janet Parnell, ARM, University of Denver

William A. Payton, DRM, University of Missouri

Truman G. Pope, DRM, Ball State University

Alex J. Ratka*, University of Southern California

Harry E. Riddell, Princeton University

James R. Roesch, Ohio State University

William F. Ryan, University of Michigan

Martin Siegel, New York University

Donna Smith, University of New Mexico 

Stanley Tarr, DHL, DRM, University of Evansville

Donald Thiel, DRM, University of Michigan

Kathy M. Van Nest, CPCU, DRM, Duke University

Leo Wade, Jr., PhD, ARM, DRM, 
University of Southern California

John H. Walker, DRM, 
University of Alabama, Birmingham

Jerre Ward, Michigan State University

Robert B. Williams, CPCU, ARM, 
The Johns Hopkins University

William J. Wilson, Jr., MBA, JD, DRM, 
Howard University

Barbara M. Wolf, California Institute of Technology

*Deceased

URMIA Emeritus Members and Their Former Institutions
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2014–2015 Marjorie F.B. Lemmon,  
Yale University

2013–2014 Anita C. Ingram,  
Southern Methodist University

2012–2013 Gary W. Langsdale,  
The Pennsylvania State University

2011–2012 Steve Bryant,  
Texas Tech University System

2010–2011 J. Michael Bale,  
Oklahoma State University

2009–2010 Margaret Tungseth,  
Concordia College (Minnesota)

2008–2009 Vincent E. Morris, Wheaton College 
(Illinois)

2007–2008 Ellen M. Shew Holland,  
University of Denver 

2006–2007 Allen J. Bova, Cornell University 

2005–2006 Mary Dewey, University of Vermont 

2003–2005 William A. Payton,  
University of Missouri 

2002–2003 Steven C. Holland,  
University of Arizona 

2001–2002 Larry V. Stephens, Indiana University 

2000–2001 Leo Wade, Jr.,  
University of Southern California 

1999–2000 Larry V. Stephens, Indiana University 

1998–1999 Glenn Klinksiek, University of Chicago 

1997–1998 Gary H. Stokes,  
University of Delaware 

1996–1997 George H. Meeker,  
Cornell University Medical College 

1995–1996 Linda J. Rice, Clemson University 

1994–1995 Gregory P. Clayton,  
University of Nebraska 

1993–1994 Murray C. Edge,  
University of Tennessee 

1992–1993 Kathy M. Van Nest, Duke University 

1991–1992 Benning F. Jenness,  
Washington State University 

1990–1991 Leta C. Finch, Champlain College 

1989–1990 Thomas R. Henneberry,  
Massachusetts Institute of Technology 

1988–1989 Mary Breighner, Columbia University

1987–1988 John H. Walker,  
University of Alabama—Birmingham 

1986–1987 Thomas C. Halvorsen,  
University of Wisconsin 

1985–1986 Eugene D. Marquart,  
California State Universities 

1984–1985 William O. Park,  
Northwestern University 

1983–1984 Alex J. Ratka,  
University of Southern California 

1982–1983 Truman G. Pope, Ball State University 

1981–1982 Martin Siegel, New York University 

1980–1981 Charles D. Emerson,  
University of Kentucky 

1979–1980 Dale O. Anderson, University of Iowa 

1978–1979 David N. Hawk, Kent State University 

1977–1978 James A. White, University of Illinois 

1976–1977 James McElveen,  
Louisiana State University 

1975–1976 George A. Reese, Temple University 

1974–1975 Irvin Nicholas, University of California 

1973–1974 Donald L. Thiel,  
University of Michigan 

1972–1973 Stanley R. Tarr, Rutgers University 

1971–1972 Warren R. Madden,  
Iowa State University 

1970–1971 Robert M. Beth, Stanford University

1969–1970 James R. Gallivan,  
University of Illinois

URMIA President and Past Presidents
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2013 Ellen Shew Holland, Oregon University System

 Paul D. Pousson, University of Texas System

2012 Julie C. (Baecker) Lageson, University of Alaska

 David Pajak, Syracuse University

2011 Margaret Tungseth, Central College 

2010 Barbara A. Davey, University of Notre Dame

 Vincent Morris, Wheaton College, Illinois 

2009 Donna Pearcy, The University of Iowa

 Ruth A. Unks,  
Maricopa County Community College District 

2008 J. Michael Bale, Oklahoma State University

 Steven C. Holland, University of Arizona 

2007 Allen J. Bova, Cornell University 

2006 William A. Payton, University of Missouri 

 Linda J. Rice, Clemson University

2005 Jill Laster, Texas Christian University 

2004 Elizabeth J. Carmichael, Five Colleges, Inc. 

 Christine Eick, Auburn University

2003 Paul Clancy, Boston University

 Mary C. Dewey, University of Vermont 

2002 Larry Stephens, Indiana University 

2001 Rebecca L. Adair, Iowa State University 

2000 Glenn Klinksiek, University of Chicago

 John E. Watson, Pepperdine University 

1999 George H. Meeker,  
Cornell University Medical College 

1998 Leo Wade, Jr., University of Southern California 

1997 Charles R. Cottingham, University of Missouri 

 Kathy M. VanNest, Duke University

1996 Thomas R. Henneberry,  
Massachusetts Institute of Technology 

 Michael G. Klein,  
The Pennsylvania State University 

1995 James A. Breeding, Rutgers University

 Donald Thiel, University of Michigan  

1994 Benning F. Jenness, Washington State University

 Claudina Madsen, CPSJ Insurance Group

 Truman G. Pope, Ball State University 

 William J. Wilson, Jr., Howard University

1993 Murray C. Edge, University of Tennessee

 Leta Finch, University of Vermont 

1992 Mary Breighner, Columbia University

 Charles Emerson, University of Kentucky 

1990 Thomas C. Halvorsen,  
University of Wisconsin, Madison

 Stanley R. Tarr, University of Evansville 

1989 John Adams, Georgia State University

 Robert M. Beth, Stanford University

 Eugene D. Marquart,  
California State University System

 William O. Park, Northwestern University

 Lee B. Stenquist, Utah State University 

 John H. Walker,  
University of Alabama, Birmingham 

Distinguished Risk Managers
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All courses of action are risky, so prudence is not in avoiding 

danger (it’s impossible), but calculating risk and acting 

decisively. Make mistakes of ambition and not mistakes of 

sloth. Develop the strength to do bold things, not the strength 

to suffer.

—niccolò machiavelli (1469-1527), 

italian histoRian, PhilosoPheR, and diPlomat
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