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Greetings from URMIA! 

On behalf of our Communications Committee and Board of Directors, 
let me say that we are quite pleased to present another in the annual se-
ries of URMIA Journals, this year jammed with twelve informative pre-
sentations in furtherance of URMIA’s mission to enhance the discipline 
of risk management in higher education. We are grateful for the efforts 
of the authors, the Communications Committee, and other volunteers, 
URMIA staff, and our sponsors in bringing to you this wonderful col-
lection of informative material.

I would draw your attention especially to the article written by Dr. 
Christine Eick about the URMIA salary survey undertaken earlier this 
year. We have had a number of requests over the past few years for just 
such a survey, and I congratulate Dr. Eick and her colleagues for a rigor-
ous scientific analysis. I would also highlight the winner of the URMIA 
Innovative Risk Management Solutions Award and recommend that you 
read about the institution’s innovations and think about ways in which 
you, too, can improve your programs and processes.

I wish you an excellent start to the next academic year. I look forward 
to seeing you at our premier annual professional development event, the 
URMIA Annual Conference, which will be held in Phoenix this Octo-
ber and in Louisville in 2014.

 
Gary W. Langsdale, ARM
University Risk Officer
Pennsylvania State University
URMIA President, 2012-2013

From the President
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Are you tracking your most hazardous and explosive 
chemicals, such as ammonium nitrate fertilizer used 
by ground keepers or maybe hydrogen peroxide 
enriched laundry detergent used to clean uniforms? 
Is it possible for an unauthorized individual to gain 
access to these chemicals? 

CHIMERA is an effective and efficient multi-
function software program that can facilitate the 
management of your chemical inventory and MSDS/

SDSs compliance. 
CHIMERA offers its clients three options for tracking chemical inventory and 

MSDS/SDSs:
1. The first option is a Self-Managed Program that provides clients with the means 

to track their chemical inventory and incorporate MSDS/SDSs. 
2. The second option, the CHIMERA Managed Program, provides clients with a 

means to expeditiously develop their program by having CHIMERA personnel 
enter MSDS/SDSs and associating pertinent information. 

3. Clients can also choose to start with the CHIMERA Managed Program to 
expedite setting up their chemical inventory program and later change to 
the Self-Managed Program to reduce cost. 

CHIMERA 
Johnny Centineo:  

johnny.centineo@unlv.edu 

Robert Deaver: 

 robert.deaver@unlv.edu

702-895-4226

rms.unlv.edu/chimerasales

URMIA thanks each of  the financial contributors who supported the publication of  the 2013 edition of  the URMIA Journal:

Cross Insurance Higher Education Division provides 
the full spectrum of risk management and insurance 
services needed by educational institutions of 
all sizes, public and private.  We market, handle 
the daily servicing, claims, risk control, and risk 
management consulting needs required for all lines 
of property, casualty, professional, and accident 

and health insurance. Additionally, we have a dedicated team committed to the 
marketing and administration of “wrap-up” insurance programs. Everyone focuses 
on our education industry clients, all day, every day.

Our dedicated team of professionals works toward a common goal: providing 
the best possible service to our clients, using the following principles:
•	 Develop trust, understanding, and effective communication through client 

collaboration.
•	 Provide dedicated full service insurance brokerage services.
•	 Apply risk consulting expertise to ensure the safety of institutional 

communities.
•	 Concentrate on what we know better than any other firm – higher education 

risk management and insurance services.
•	 Commit to using all of our resources to help our clients achieve their strategic, 

financial, and administrative goals.

The majority of our staff has over 20 years of experience in the field of 
insurance, claims, and risk management. This experience includes extensive 
knowledge of insurance market trends, proper reserving, and claim handling 
practices and evolving risks faced specifically by higher education.

Our style is to be available in person as often as needed and to act as a seamless 
extension of our clients’ risk management team to help them achieve their goals.

Cross Insurance, Inc. 
930 Commonwealth Avenue

Boston, MA 02215-1222

617-732-1516

crossagency.com



Intellectual Property 
Insurance Services 
Corporation (IPISC) 

Janet Zahnd,  

Sales / Marketing Manager

jzahnd@patentinsurance.com

9720 Bunsen Parkway

Louisville, KY 40299

502-491-1144

800-537-7863

www.patentinsurance.com 

Ironshore 
75 Federal Street

Boston, MA 02110

617-480-4310

www.ironshore.com
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Ironshore provides broker-sourced specialty 

commercial property and casualty coverage for 

risks located in the United States and throughout 

the world. Our company is rated A (Excellent) 

Positive Outlook by A.M. Best with a Financial Size 

Category of Class XlV. Our Pembroke Syndicate 

4000 operates within Lloyd’s, where the market 

rating is A (Excellent) by A.M. Best and A+ (Strong) 

from both Fitch and Standard & Poor’s. A.M. Best 

also recognized us a top 10 Surplus Lines carrier 

in the U.S.

Ironshore’s Specialty Casualty® division 

specifically offers liability products that 

provide insurance solutions for the Public 

Sector. Ironshore’s team of knowledgeable and 

experienced professionals have the ability to 

understand and address the varying levels of 

coverage needs for governmental risks. Our 

flexible approach enables our team to creatively 

solve complex problems and protect against even 

the most challenging exposures.

Intellectual Property Insurance Services 

Corporation (IPISC) is the pioneer and worldwide, 

industry leader and expert in Intellectual Property 

(IP) Insurance. Because we have been in the 

business of managing risk and protecting the 

value of clients’ IP assets for over 22 years, we 

have developed innovative products that use 

advanced strategies to remain market leaders 

in the dynamic field of IP insurance. We are 

committed to providing top-notch underwriting, 

insurance products, and client services. IPISC has 

the insurance solutions designed solely to protect 

companies’ most valuable assets… intellectual 

property.



Starr Companies
399 Park Avenue

New York, NY 10022

646-227-6336

www.nxtbook.com/nxtbooks/

starr/publicentity/

Terra Dotta
501 W Franklin Street

Suite 105

Chapel Hill, NC 27516

www.terradotta.com
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Starr Companies is a leading insurance and 

investment organization with a presence on 

five continents; through its operating insurance 

companies, Starr provides property, casualty, and 

accident & health insurance products as well as 

a range of specialty coverages including aviation, 

marine, energy and excess casualty insurance.

Starr Companies also provides a broad 

spectrum of insurance-related services, including 

claims handling and settlement, reinsurance, risk 

assessment, and loss control.

Terra Dotta software mitigates risk by tracking 

student and faculty travel anywhere in the world. 

You can track study abroad travel, side trips, 

and incident reports; send emergency SMS text 

messages; and locate students, staff, and faculty 

instantly with Terra Dotta software. Our software 

manages the life cycle of enrollment management 

and allows your offices to be paperless and more 

efficient—while keeping your travelers safe. For 

more information, visit www.terradotta.com.



It does not do to leave a live dragon out of your calculations, 

if you live near him.

—J.r.r. tolkiEn (1892–1973),

author and univErsity ProfEssor
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Abstract: Just like any other organization, institutions of 
higher education would likely prefer to avoid employment-
related lawsuits. While completely avoiding litigation of any 
kind is impossible, there are steps that administrators and 
risk managers at colleges and universi-
ties can take to limit employment-related 
claims and lawsuits. By better managing 
employee relations, institutions of higher 
education can oversee their employees’ 
work more effectively. Good employee 
management encompasses four distinct 
areas: policies, timing, documentation, and 
consistency. Keeping these four principles 
in mind will help college administrators 
mitigate the risk of lawsuits and minimize 
exposure when faced with employment 
discrimination lawsuits.

Introduction
Any college or university would be thrilled 
to get an answer to the question, “What 
can I do so that I don’t get sued?” In the 
employment context, as in other areas of 
the law, there exists no certain action to 
avoid a lawsuit. The reality is that employ-
ment discrimination claims are on the rise, 
and at some point a college or university 
is likely to face such a suit. While under-
standably frustrating for employers, the American justice 
system is structured in a way which permits even baseless 
claims to proceed at least part way down the path of litiga-
tion. Further complicating matters in employment cases is 
the fact that lawsuits brought by employees often are driven 
by an employee’s perception that he or she was rejected 
based on a personal, protected characteristic as opposed to 
a performance issue. One way to counteract these emotion-
driven claims is for colleges and universities to find a way 
to bring objectivity into the workplace. To that end, there 
are some basic principles about managing employee rela-
tions that can help colleges and universities more effectively 

oversee the work of their employees and minimize the risk 
of liability in employment claims. Good employee manage-
ment can be summed up in four words: policies, timing, 
documentation, and consistency. Each of these relates to the 

other, and it is sometimes difficult to sepa-
rate them. Nevertheless, this article pro-
vides a brief review of each concept and 
how it should be applied in the workplace. 
Keeping these four principles in mind, 
a college or university just might better 
position itself to mitigate the risk of a 
lawsuit ever being filed or, at the very least, 
minimize its exposure when faced with an 
employment discrimination lawsuit.

Lawsuits Arising from Employment
As a preliminary matter, it is important 
to understand the typical claims a college 
or university might face if it gets sued. 
Because they are employers, colleges and 
universities face the same claims that 
any other employer might face, includ-
ing discrimination or retaliation claims. 
However, colleges and universities play 
a specialized role in our society, and, 
as such, they are uniquely exposed to 
lawsuits involving faculty issues. These 
claims will be briefly discussed below.  

The Rising Impact of Retaliation Claims
The United States Equal Employment Opportunity 
Commission (EEOC) recently released data concerning 
workplace discrimination claims filed for fiscal year 2012. 

According to the EEOC, it received 99,412 private 
sector workplace discrimination charges during fiscal year 
2012, down slightly from 2011.1 The agency obtained 
more than $365 million in monetary recoveries on behalf 
of discrimination claimants, the largest ever from private 
sector and state and local government employers.2

Keeping these four 

principles in mind 

- policies, timing, 

documentation, 

and consistency - a 
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Christopher T. Vrountas, Esq., and Allison C. Ayer, Esq., Vrountas, Ayer & Chandler, P.C.

Policies, Timing, Documentation, and Consistency: Four Tools for Colleges and 

Universities to Manage Employee Relations and Mitigate Risks of Employment Discrimination Claims
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Race claims were the most frequent type of dis-
crimination claim seen by the EEOC in 2012.3 The next 
most frequent type of discrimination claim involved sex 
discrimination charges, which includes claims of sexual 
harassment and pregnancy discrimination.4 Disability 
and national origin discrimination claims were the next 
most common claims.5 With filings in considerably lower 
frequency were discrimination claims based on national 
origin, religion, and color.6, 7, 8

The EEOC for the first time this year released a new 
table identifying the type of adverse em-
ployment action which formed the basis 
for the discrimination claims filed in the 
agency.9 In fiscal year 2012, discharge was 
the most frequently-cited discriminatory 
action, followed by changes in “terms and 
conditions” of employment, and then 
discipline.10

Perhaps most notable from the 
EEOC’s data was that retaliation claims 
were the most frequently filed claims. 
In fiscal year 2012, there were 37,386 
retaliation claims filed, 38.1 percent of 
all filed claims.11 This is more than race 
and sex discrimination claims; it is more 
than twice the number of national origin, 
religion, and color discrimination claims 
combined. According to EEOC statistics, 
the number of retaliation claims filed 
with that agency has been on the rise for 
some time; indeed, it has almost doubled 
since 1997. As of 2012, retaliation claims 
now exceed all other unlawful discrimination claims.12

The rise in retaliation claims may be due in part to 
the United States Supreme Court decision in Burlington 
Northern & Santa Fe Railway Company v. White.13 Many 
interpret this decision as broadening the scope of retalia-
tory conduct by ruling that the anti-retaliation provisions 
of Title VII, unlike anti-discrimination provisions, extend 
beyond workplace or employment-related acts.14 That is, 
there is no requirement that an adverse action materially 
affect the terms and conditions of employment to consti-
tute actionable retaliation.15 The Court also articulated 
what many argue is a lenient legal standard for proving 
retaliation: the employer must prove only that the employ-

er’s adverse action would discourage a reasonable worker 
from complaining.16 Examples of such retaliation might 
include, for example, a change in job duties, a transfer to a 
different location, or even a negative review. While trivial 
annoyances created by an employer are not actionable, any 
treatment that is reasonably likely to deter protected activ-
ity could form the basis for a retaliation claim as the law 
currently stands.17  

Retaliation claims also may be more popular than ever 
because they tend to be winning claims. It is not uncom-

mon for employee-plaintiffs to lose a 
discrimination claim but succeed in a 
retaliation claim. As a practical matter, 
juries and judges seem more likely to find 
that an employer has retaliated against 
an employee for complaining or engaging 
in some other type of protected activity 
than they are to find, for example, that an 
employer has intentionally discriminated 
against an employee because she is fe-
male, African-American, or part of some 
other protected class.  

In one example in the college and uni-
versity context, an associate professor at 
Tulane University lost his discrimination 
claims against the school, but his retali-
ation claim succeeded.18 One important 
note is an employee who succeeds in a 
retaliation claim is entitled to the same 
significant statutory damages as a suc-
cessful discrimination plaintiff, including 
emotional distress, reasonable costs, and 

attorneys’ fees.19 
That the current trend is for employees to pursue 

retaliation claims does not necessarily mean that colleges 
and universities cannot or should not discipline poor 
performing employees for fear of being sued. Colleges 
and universities are not precluded from taking adverse 
employment action against an employee merely because 
he or she made a complaint. If an employee legitimately is 
performing poorly and would objectively be subject to a 
negative review, discipline, or even termination, a college 
or university should not refrain from taking that action 
merely because the employee complained or engaged in 
protected activity. Indeed, applying the Burlington North-
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ern standard, courts have denied faculty retaliation claims 
in the college and university context.20 However, in light of 
the risk of discrimination and retaliation claims, colleges 
and universities need to employ effective strategies to try 
to mitigate the risk of retaliation and discrimination law-
suits and to strengthen the school’s defenses if and when 
the lawsuit does happen.   

That said, in its most recent session, the United States 
Supreme Court issued an opinion decided in the higher 
education context which indicates the Court’s desire to 
moderate the recent prominence and success rate of retali-
ation claims. In University of Texas Southwestern Medical 
Center v. Nassar, Nassar was a physician of Middle Eastern 
descent who claimed that the university retaliated against 
him. In the case, after Nassar complained about religion and 
ethnicity discrimination and quit his faculty position, his 
supervisor contacted an affiliate hospital of the university to 
remind it that the hospital’s offer to Nassar for a staff physi-
cian position was inconsistent with the affiliation agreement 
between the hospital and the university, which required 
the hospital to provide open positions to university faculty 
members (which Nassar no longer was). The hospital there-
after withdrew its job offer.21 A jury had awarded Nassar 
over $3 million after trial.22 However, the Supreme Court’s 
decision vacated that jury award.23 The Supreme Court 
ruled that a “but for” causation standard is proper for em-
ployment retaliation claims, i.e. a plaintiff must prove that 
the employer would not have taken the action in the absence 
of retaliation.24 To put it another way, if the employer would 
have taken the same action in the absence of retaliation, 
then there exists no causation, and the plaintiff ’s retaliation 
claim fails.25 Under the “but for” standard, if it could be 
shown that the affiliation agreement actually did preclude 
Nassar’s hiring  and the university would have sought to 
enforce that agreement in order to honor that agreement 
notwithstanding a retaliatory motive, it would not be liable 
for retaliation.26 

The precise impact of the University of Texas South-
western Medical Center case is unknown. Notably, the 
decision did not address that broadly defined conduct that 
may be retaliatory under Burlington Northern. Neverthe-
less, the Court’s application of a stricter causation stan-
dard in retaliation cases will likely discourage plaintiffs 
from bringing retaliation claims, especially frivolous ones, 
by making it more difficult for them succeed in retaliation 

claim, notwithstanding the pro-employee ruling of Burl-
ington Northern. Indeed, the Court reasoned in its decision 
that the more stringent “but for” causation would serve 
to discourage “frivolous claims which…siphon resources 
from efforts of employers, administrative agencies, and 
courts to combat workplace harassment.”27 

Tenure-Based and Other Faculty Focused Claims
In addition to employee retaliation and discrimination 
claims, colleges and universities also face specialized 
lawsuits by faculty members. Faculty lawsuits arise in a 
variety of contexts. Colleges and universities have been 
sued by faculty-employees for denying tuition to a profes-
sor who sought to take a course outside the permissible 
university system,28 for refusing a request for graduate 
faculty status,29 for allegedly preventing professors from 
fully participating in a faculty search,30 for denying full 
professorship,31 for denying sabbaticals, and many other 
situations. The most common faculty-related employment 
claim concerns the denial of tenure. The typical allegation 
is that tenure was denied on a discriminatory or retalia-
tory basis.  

At the outset, it is important to acknowledge that 
tenure cases present a special challenge to courts. In decid-
ing a tenure-based claim, the court must balance a college 
or university’s right to academic freedom with the public 
policy against discrimination or retaliation. Courts rou-
tinely recognize that they cannot simply substitute their 
own views concerning faculty qualifications for those of 
the educational institutions.32 At the same time, however, 
an employee’s right not to be denied tenure for discrimi-
natory reasons prevents completely insulating the tenure 
process from judicial review.33 Accordingly, courts recog-
nize that they are obligated to “take special care to preserve 
the university’s autonomy in making lawful tenure deci-
sions” and refrain from modifying those decisions, except 
in the case of discrimination, retaliation, or some other 
unlawful conduct.34

Because tenure-based claims, like other employment 
lawsuits, often settle confidentially before trial, it is some-
times difficult to ascertain how a jury might view them. 
One reported case, Brown v. Trustees of Boston University, 
provides a compelling example of what a jury could do 
when presented with an employment-related claim involv-
ing the denial of tenure.  
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Briefly, as background, the plaintiff, Julia Prewitt 
Brown, was an assistant English professor at Boston Uni-
versity.35 Ms. Brown’s tenure qualifications were evaluated 
in three areas: scholarship, teaching, and service to the 
university.36 Many individuals and committees weighed in 
on whether Ms. Brown should receive tenure, and most 
recommended promotion and tenure.37 One dean and the 
school’s assistant provost expressed concerns about the 
quality of Ms. Brown’s scholarship work and recommend-
ed denying Ms. Brown tenure.38 Ultimately, the university 
president adopted the dean’s and the 
provost’s dissenting views, and at the 
president’s recommendation, the board of 
trustees denied Ms. Brown tenure.39

Believing that she was denied ten-
ure because of her sex, Ms. Brown sued 
the school for breach of contract on 
the theory that the denial violated the 
anti-discrimination clause of the faculty’s 
collective bargaining agreement.40 Ms. 
Brown also alleged a claim of sex dis-
crimination under Title VII.41 At trial, 
Ms. Brown presented evidence of male 
tenure candidates who had superior or 
equal qualification to Ms. Brown and 
were granted tenure.42 Ms. Brown also 
presented evidence at trial that university 
administrators had made derogatory 
comments about women, such as, for 
example, stating, “I don’t see what a good 
woman in your department is worrying 
about. The place is a damn matriarchy,” 
even though women made up a minority 
of the members of the English department.43

The jury returned a verdict in favor of Ms. Brown and 
awarded her $200,000 in damages.44 The court ordered 
the university to pay Ms. Brown an additional $15,000 
in emotional distress damage and, perhaps most trou-
bling for the school, the court required the university to 
grant Ms. Brown the position of associate professor with 
tenure.45 The First Circuit affirmed the lower court’s deci-
sion, upholding both the award of damages and the order 
requiring the university to grant Ms. Brown tenure.46 
Undoubtedly, a jury verdict today in favor of a faculty-
plaintiff would result in an even larger damages award.

The Brown case makes clear that a college or university 
will face significant scrutiny and cost if and when it gets 
sued for denying tenure to a faculty member. Being sued 
as a result of the denial of tenure also tends to disrupt 
operations to the extent faculty members and even high-
level administrators are required to testify. Legal defense 
fees are also likely to be costly in tenure-based lawsuits 
even if the case is baseless and the college or university’s 
tenure decision is upheld. For example, one institution was 
required to defend a national origin and religious discrimi-

nation case for denying tenure to a fac-
ulty member who was subject to repeated 
and increasingly serious students’ com-
plaints about the would-be professor’s 
conduct.47 In another case, a professor 
sued the institution for refusing to waive 
tuition for a course she wanted to take at 
a school that expressly was not included 
in the institution’s written tuition waiver 
policy.48 In both cases, the schools stood 
on firm ground in denying tenure, and it 
is difficult to imagine a court not uphold-
ing the institution’s faculty decision. The 
institutions were, nevertheless, required 
to defend against these claims. As with 
other employment claims, colleges or 
universities can mitigate some of the risk 
of tenure-related claims by implementing 
thoughtful policies, utilizing progressive 
discipline, and remaining cognizant of 
the timing, documentation, and consis-
tency to manage employees, including 
faculty members.  

The Role of Progressive Discipline, Anti-
Discrimination, and Other Written Policies
Adopting written employment policies is an important 
initial step to improving employee-employer relations. 
By establishing clear, objective standards for workplace 
conduct, written policies can begin to eliminate the ten-
dency for supervisors to manage their employees based 
on personal feelings. Written employment policies also 
help to manage an employee’s expectations about how the 
employer will treat the employee. While not fool-proof, 
having written policies that provide an objective basis for 
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the employer’s decision may make an employee less likely 
to view an adverse employment action as based on per-
sonal dislike or on the basis of protected class status. As 
an added benefit, if a college or university does get sued, 
a fact finder is also likely to consider if the school has 
tried to eliminate disparate treatment in the workplace by 
adopting employment policies. But it is important to re-
member that not just any written policy provides the same 
protection. The following provides some guidance about 
the content of written employment policies that can assist 
in managing employee relations and can help to bolster a 
college or university’s defense if and when 
a lawsuit arises.  

Job Descriptions/Tenure Standards
Preparing written job descriptions and/
or the standards for tenure is a critical 
step to minimizing a college or univer-
sity’s exposure in an employment or 
tenure-based suit. Having a written job 
description and written expectations 
for faculty creates an objective standard 
on which to judge an employee’s perfor-
mance that has nothing do to with any 
protected personal characteristic. A job 
description or tenure standard can be 
used as a checklist from which to evaluate 
whether an individual is adequately per-
forming his or her job functions. Having 
a written job description also helps a col-
lege or university avoid hiring or tenure 
denial discrimination claims if it can point to a specific 
aspect of the position which it believed the applicant could 
not perform. The content of a written job description will 
also be critical to a disability claim because if an individual 
cannot perform the essential functions of the job, then the 
Americans with Disabilities Act does not apply, and there 
can be no disability discrimination.  

A well drafted job description or tenure standard 
will be specific and detailed; it will contain educational, 
intellectual, and physical requirements of the position. It 
should also be drafted with a principal focus of determin-
ing whether an individual is able to perform the essential 
job functions verses the personal characteristics of the em-
ployee. Importantly, the written job description must truly 

reflect the requirements of the job, as opposed to identi-
fying the aspirational duties of the position. When a job 
description fails to realistically describe the job, not only 
will it fail to provide support for employment decisions, it 
may actually hurt the credibility of the employer. When 
drafting a job description, consider what the employee(s) 
in the position will do on a daily, weekly, or monthly basis, 
and then describe in detail what physical, cognitive, and 
educational qualifications an individual must have to be 
able to perform those tasks. 

Anti-Discrimination Policies
Anti-discrimination policies are also 
vital to avoiding employment-related 
lawsuits, including tenure-based claims, 
and defending them once they happen. 
At a minimum, an anti-discrimination 
policy should articulate that the college 
or university is an equal opportunity 
employer and explicitly prohibit dis-
crimination in the workplace. An anti-
discrimination policy should also list 
the specific personal characteristics that 
are protected by federal law and by state 
statutes, which are often more protective 
than federal law. A prohibition against 
harassment on the basis of personal 
characteristics, such as race, sex, or sexual 
orientation, should also be addressed in 
an anti-discrimination policy. An anti-
discrimination policy should also list 

examples of the types of conduct which violate the policy, 
but the anti-discrimination policy should also specifically 
state that the list of examples is non-exhaustive – that is, 
it should be clear that the listed conduct does not identify 
every single type example of conduct that could violate the 
policy. An anti-discrimination policy should also address 
the college or university’s commitment to make reasonable 
accommodations for qualified persons with disabilities. A 
college or university’s anti-discrimination policy should in-
clude a statement that it also prohibits retaliation. It is also 
vitally important that employees realize that its college or 
university employer is willing to act on any violations of its 
anti-discrimination policy. To that end, it is advisable that 
the anti-discrimination policy state that any person found 
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to violate an anti-discrimination policy may face discipline, 
up to and including termination.   

Open Door Policies
A college or university is also well advised to adopt an open 
door policy. An open door policy seeks to achieve a way for 
an employee to make complaints internally about issues in 
the workplace. Having an open door policy helps to pro-
mote a climate of candor and openness between employees 
and management because it signifies an employer’s commit-
ment to resolving employee complaints. In that way, open 
door policies go hand in hand with anti-discrimination poli-
cies. If an open door policy is drafted in a way that encour-
ages reporting, it also creates opportunities for a college or 
university employer to resolve employee issues before they 
escalate to a formal, external complaint like a lawsuit.  

A college or university’s open door policy should 
impress upon employees that it takes seriously any 
complaint, and it should also state that the school will 
investigate all complaints of discrimination, harassment, 
retaliation, or unfair/disparate treatment on the basis of 
one’s personal characteristics. An open door policy should 
specify the process by which a complaint should be made. 
Colleges and universities should be cautious, however, 
about formalizing the process too much. If there are too 
many steps an employee must take to make a complaint, 
or if the process is too rigid, for example, by requiring 
completion of specific/multiple forms, the purpose of the 
open door policy might well be eliminated.  

Open door policies also often explain that in the first 
instance, an employee should discuss any issues in the 
workplace with his or her supervisor before formally fil-
ing an internal complaint. While such a statement makes 
sense, it is critical that the open door policy also identify 
an alternative person to whom the employee may com-
plain, just in case the alleged wrongdoer happens to be the 
complaining employee’s supervisor. An open door policy 
also should identify the name and contact information 
of a point person(s) who holds a more senior position at 
the college or university to whom complaints should be 
made if the employee does not feel comfortable raising 
an issue with the direct manager. An open door policy 
should also identify an address and phone number for the 
state administrative agency responsible for investigating 
complaints of discrimination and retaliation.  

A college or university should consider leaving out 
of its open door policy an absolute promise to keep 
complaints confidential. Absolute confidentiality often 
prevents a college or university from doing a full investiga-
tion of a complaint. It is quite difficult, if not impossible, 
to perform interviews to determine the validity of the 
complaint if the college or university cannot discuss the 
identity of the complaining employee or provide some 
background information about the complaint because of 
a promise of complete confidentiality. Instead, the school 
is well advised to state in its open door policy that it will 
make reasonable efforts to maintain confidentiality and bal-
ance the privacy rights of the complaining employee with 
its obligation to investigate the complaint.  

It is also important that an open door policy reiterate 
the college and university’s commitment against retalia-
tion. An open door policy should explicitly state that a 
person who launches a workplace complaint will not be 
retaliated against, i.e. the college or university will not take 
an adverse employment action against an employee be-
cause the employee utilized the open door policy. Colleges 
and universities should also consider including a statement 
that anyone who participates in the investigation will not 
be retaliated against. It should also be made clear that the 
college or university strictly prohibits the alleged wrong-
doer, or any other employee for that matter, from taking 
any adverse employment action against the complaining 
employee. To that end, an open door policy should state 
that any employee who retaliates against complaining or 
participating employees may be subject to discipline, up to 
and including termination.   

To ensure that the complaining employee feels com-
fortable in the workplace even during the investigation, a 
college or university might also consider addressing in the 
open door policy the possibility for intermediate action to 
be taken against an alleged wrongdoer during a pending 
investigation. For example, many open door policies allow 
ways for the complaining employee to avoid contact with 
the alleged wrongdoer during an investigation. This type 
of proactive provision provides considerable cover for an 
employer against retaliation claims. The college and uni-
versity employer must be certain, however, that in taking 
intermediate steps to separate the accused and the accuser, 
the terms and conditions of the complaining employee’s 
employment are not altered in any way. If those mid-in-
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vestigation steps change the complaining employee’s job in 
any way, it could be retaliatory. When in doubt, always air 
on the side of inconveniencing the alleged wrongdoer.    

Progressive Discipline
Adopting a progressive discipline policy is another ef-
fective way for colleges and universities to manage the 
risk of a discrimination/retaliation suit. 
Progressive discipline is an approach 
to employee and faculty management 
which seeks to achieve proportionality 
in the response to undesirable employee 
behavior in the workplace. Essentially, an 
employer responds to poor performance 
or misconduct by utilizing a broad range 
of consequences commensurate with the 
offense. A progressive discipline pro-
cess might utilize informal counseling, 
official verbal warnings, written warn-
ings, performance improvement plans, 
and suspensions, with or without pay, 
demotions, or even discharge, depend-
ing on the number or type of offense. 
Importantly, progressive discipline would 
not preclude an employer from termi-
nating an employee for the first offense. 
Rather, a progressive discipline policy 
seeks to identify increasingly more seri-
ous disciplinary action for similarly more 
serious performance issues. Progressive 
discipline should also take into account 
the employee’s performance history to 
identify the appropriate consequences 
for a discrete act. Progressive discipline 
would apply, for example, a harsher 
penalty to a person who steals from the employer than it 
would for an employee who simply was not performing 
well at his or her job. Likewise, under a progressive disci-
plinary approach, an employee who had performed poorly 
for months, including under a written performance im-
provement plan, might well face more serious employment 
consequences than a person who, for the first time, fell 
below the satisfactory level in a regular review. In short, a 
progressive approach to discipline attempts to achieve a 
policy where the “punishment fits the crime.”

Not only does the implementation of progressive 
discipline help an employer mitigate the risk of employ-
ment discrimination or tenure denial claims, these types 
of policies have the added advantage of providing an 
ongoing means to manage employee conduct. Using a 
progressive disciplinary approach can often help to correct 
a performance issue before it escalates too far. Having a 

progressive discipline process also allows 
an employer to identify clear and known 
sanctions for a range of employee con-
duct it deems undesirable. A progressive 
discipline policy also provides an em-
ployer objective guidance on which to fall 
back for employee discipline, to the ex-
tent there might exist some personal bias 
against an employee. Lastly, an employer 
who follows a progressive discipline 
policy is much more likely to be able to 
point to a legitimate, non-discriminatory 
reason for its disciplinary action and/or 
its denial of tenure than one who does 
not, which in turn bolsters the institu-
tion’s defense to any lawsuit that may re-
sult therefrom. Indeed, in some cases, the 
utilization of progressive discipline may 
form the basis for an absolute defense to 
a retaliation claim, whether brought by 
an employee who faces termination or a 
faculty member who is denied tenure.  

For example, the Second Circuit has 
held that a retaliation plaintiff cannot 
establish retaliation if the adverse em-
ployment action that forms the basis for 
the claim was taken by the employer as 
part of a progressive disciplinary process 

that began before the plaintiff complained.49 In the Slat-
tery case, the court noted that when “gradual adverse job 
actions began well before the plaintiff had ever engaged 
in any protected activity, an inference of retaliation does 
not arise.”50 As a result, the court entered judgment to the 
employer because the decision to put the plaintiff on pro-
bation and subsequently terminate his employment could 
not be retaliation for his filing a charge of discrimination, 
when it was made as part of a progressive discipline initi-
ated against the plaintiff months before he filed a charge 
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of discrimination because of his ongoing performance 
issues.51  

When preparing a progressive discipline policy, con-
sider incorporating the concept that the “punishment fit 
the crime.” It should establish equitable treatment and set 
clear expectations for employees about their conduct and 
the sanctions therefore. Progressive disciplinary policies 
should also permit the consideration of multiple of-
fenses. They should provide guidelines that are easy for all 
supervisors to follow. They should provide a systematic ap-
proach to performance issues and should 
establish consistent consequences that 
are applicable to all employee levels at the 
college or university.  

A progressive discipline policy should 
also somehow implement a means to 
consider extenuating circumstances that 
might justify enhancing or lessening 
the formal disciplinary action. A good 
progressive discipline policy will connect 
consequences with particular behavior, 
rather than be based on personal attacks. 
Furthermore, it should go without saying 
that progressive discipline should in no 
way, whether in principle or in practice, 
be linked to a protected class of employ-
ees.  

A college or university employer 
should also consider creating perfor-
mance review records that are consistent 
with its progressive discipline policy. For 
example, an employer should consider 
creating performance evaluations for employees and fac-
ulty members alike and link the discipline to those evalua-
tions. Some employers assign a color or number system to 
reflect the progressive approach to discipline. For example, 
a green or low number assigned to an offense might 
subject the employee to merely a verbal warning that is 
documented in the system, while a red or high numbered 
offense might suggest termination is the appropriate disci-
plinary action. But this type of designation is not neces-
sary. The important principle is that the policy associate 
more serious consequences to more serious offenses.  

The progressive discipline policy, or any written em-
ployee policy for that matter, should contain a disclaimer 

that does not transform the at-will employment relation-
ship and that it does not constitute a contract between 
employee and employer. The progressive discipline policy 
should also clearly state that it merely serves as guidance 
about the consequences associated with employee perfor-
mance issues and in no way shall limit the employer’s right 
to take any action it deems fit to address a disciplinary 
issue in the workplace.

Publication of Policies
All written policies should be widely dis-
tributed to faculty and staff, applicants 
for admission or employment, and other 
relevant parties. Colleges and universities 
should also prominently post their writ-
ten policies on all websites and in areas 
around campus that employees frequent, 
such as employee lounges, department 
offices, and/or in any human resources 
department. Colleges and universities 
should also consider requiring employees 
to sign an acknowledgment form indicat-
ing that they have read and understand 
these important policies. This provides 
some “proof ” that the employee was 
aware of the school’s policies if and when 
a lawsuit arises.     

The Guiding Principles for Employee 
and Faculty Management and 
Mitigating the Risk of Employment 
Lawsuits

While there is no certain way for a college or university to 
ensure that it will not get sued by one of its employees or 
faculty members, a college or university that adopts objec-
tive, reason-based written policies has taken significant 
steps toward managing the risk of an employment lawsuit. 
In addition to adopting well reasoned policies, there exist 
some guiding principles for managing employees that also 
help to mitigate the risk of getting sued. If utilized, these 
principles can help to mitigate the risk of lawsuits and 
minimize a college or university’s exposure when the inevi-
table employment discrimination lawsuit is filed. A college 
or university that fairly and effectively implements its 
written policies and makes timely, consistent employment 
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decisions that it documents has substantial achievement 
towards mitigating the risk of employment lawsuits.  

Timing
Timing is probably the most critical tool to managing the 
risk of an employment-related lawsuit, including a tenure 
denial claim. Nearly every fact finder will eventually focus 
on the timing of an employment or tenure decision and 
connect it to a prior event. For example, the relative timing 
of an adverse employment action (including tenure denial) 
to an employee’s engagement in a protected activity is 
probably the single most significant factor in evaluating a 
retaliation claim. The closer the proximity in time between 
the employment decision and the protected activity, the 
more likely a fact finder will associate the decision with 
the protected activity.52 That accordingly argues for proac-
tive management and “striking while the iron is hot.”  

To that end, college and university employers should 
conduct performance reviews on a regular basis. If there 
exists a discipline problem, or if an employee is failing in 
some way to meet the school’s performance standards, 
do not delay disciplining the employee. Employers also 
should not avoid disciplining the employees when dis-
cipline is warranted. While it may be counterintuitive, 
employers actually mitigate the risk of getting sued in the 
future by confronting performance issues and responding 
to an employee’s failures immediately.  

While a conversation about the ways in which an 
employee has failed to meet expectations may well be un-
comfortable, it is almost guaranteed that the performance 
issues of an employee are NOT going to get better with 
time, especially if there is no employer intervention. More-
over, creating an open dialogue with an employee about 
his or her perceived deficiencies may actually improve the 
employee’s performance. In turn, an employer might be 
able to avoid a demotion, termination, or other adverse 
employment action altogether. Providing contemporane-
ous feedback is likely to make the employee aware of an 
issue that he or she was oblivious to beforehand. Com-
municating about an employee’s performance may even 
permit the employee and employer to identify solutions to 
the performance issues.  

The tone of contemporaneous feedback given to em-
ployees is important, too. When discussing performance 
issues, employers should avoid statements of conflict and 

hope. Employers should never make performance reviews 
personal. Employers also should avoid saying things like, 
“don’t worry about it,” and “things will get better.” These 
types of statements only permit denial about legitimate 
issues going on in the workplace. Colleges and universities 
should also coach their employees on an ongoing basis but 
especially on performance issues that supervisors identify 
as requiring improvement. Giving regular feedback, both 
positive and negative, is also helpful. Employers are also 
well advised to train managers on how to perform reviews, 
issue discipline, coach, and give feedback. Employers 
should document any feedback, coaching, and discipline as 
the employer gives it.  

Real life cases give the best examples. In one case, a 
manager decided to discharge an administrative employee 
for performance reasons, which he had not previously 
documented. The manager waited to deliver the news be-
cause he did not want to deal with the emotions normally 
associated with job loss, including anger, blame, fear, and 
the isolation that comes with it. Finally, he summoned the 
courage to sit with her and, as he did so, the employee said 
she also had something to raise with him during the meet-
ing. He literally offered, “Ladies first,” and she proceeded 
to tell him about a disability that she had that needed 
accommodation. He listened and when she finished he 
informed her that she was discharged. How’s that for tim-
ing? The employee ended up suing.  

Obviously, there were a number of things he could 
have done to prevent the lawsuit that followed. First, the 
manager should have noted the employee’s performance 
issues as they arose and not hold back his comments and 
concerns until he could not take it anymore. Second, he 
should have documented his coaching on those perfor-
mance concerns as he gave it so that a record of those is-
sues would have existed. Third, he should have started the 
final conversation with his own agenda as it was he who 
called the meeting and as the message he needed to deliver 
should have controlled the communication.

 The main point is to avoid surprising the employee 
with a negative performance review or an adverse employ-
ment action like a termination. Rightfully so, an employee 
who hears for the first time that he or she is being termi-
nated for employment issues about which he or she never 
knew is much more likely to perceive that the adverse em-
ployment action is unfair and perhaps even unlawful. Try 
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to avoid this perception by managing a regular dialogue 
concerning employee performance and raising any perfor-
mance issues immediately.  

Documentation
In addition to raising disciplinary issues in a timely fash-
ion, employers who document those issues are much bet-
ter able to manage their employees and, in turn, the risk of 
employment discrimination lawsuits. 

Legal counsel is often mocked about 
its seemingly constant insistence that 
performance issues need to be docu-
mented. The fact of the matter is that the 
state and federal administrative agencies 
tasked with vetting discrimination claims 
look for documents to substantiate an 
employer’s legitimate, non-discriminatory 
reasons, like an employee’s substandard 
performance, for taking adverse action 
against an employee. Simply put, docu-
mentation provides the record of events 
that could eventually be the subject of 
lawsuits. 

The process of documentation can also 
provide a vehicle for clear communication 
with employees, which may improve man-
agement and avoid lawsuits from the be-
ginning. Nevertheless, because it is viewed 
as too formal, or even too inconvenient, 
employers often fail entirely to document 
employee performance issues. There have 
been countless times when employers 
faced with allegations of discrimination 
relay compelling stories of the ongoing 
performance issues of the complaining employee or the mis-
conduct in which the employee engaged in throughout the 
employment. Yet when they are asked if they documented 
those issues, the answer is commonly “no.” While the failure 
to document the performance issue does not in reality make 
the story any less compelling, the fact is that when the per-
sonnel file fails to substantiate an employer’s story, or worse 
yet it conflicts with the employer’s story, it raises serious 
credibility issues and may well affect the result of a discrimi-
nation case. For these reasons, management should get itself 
in the habit of documenting its dealings with employees. 

Employers should create standard performance evalu-
ations and make all reviews in writing. Employers should 
discuss the written employment evaluations with the employ-
ees and require the employees to sign the reviews in writing. 
Similarly, any disciplinary action an employer tries to take 
should be in writing, and employees should sign their disci-
plinary notices. Employers are also well advised to include 
space on their evaluation and disciplinary notice forms for the 

employee to indicate his or her disagree-
ment with the evaluations and/or disciplin-
ary notices. To the extent the employee fails 
to take the opportunity to document his/
her side of the story, there exists evidence 
that they had no disagreement at the time 
and only bolsters the legitimacy of the 
employer’s action. Moreover, in some states, 
like Massachusetts, employees have to be 
notified of any documentation placed in 
a personnel file which might be viewed as 
negative, and he or she must be given the 
opportunity to respond. While the impor-
tance of documenting formal reviews and/
or discipline seems more obvious, supervi-
sors should even document their coaching 
comments. Employers should also provide 
regular training sessions to the manag-
ers and anyone responsible for reviewing 
employees about how to prepare and keep 
clear documentation of reviews, discipline, 
and feedback.  

Obviously, not every communication 
with employees needs to be in writing. 
Indeed, the reality of operating a college 
or university would prevent documenting 

every comment or statement made to an employee about his/
her work, but an annual review, a second and third warn-
ing, or other significant feedback should be in writing and, if 
possible, signed by the employee. This not only records the 
communication and preserves history, it also forces clear com-
munication between management and employees. In light 
of the critical role documentation plays in managing the risk 
of discrimination lawsuits and minimizing the exposure if a 
lawsuit is filed, failing or delaying documentation of reviews, 
discipline, or other feedback because you “don’t have the time” 
is simply not a good excuse.  
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It is also important that whatever documentation 
does exist is accurate, complete, and thoughtful. To that 
end, college and university employers are well advised 
to avoid making hasty notations in the file or rushing 
through a form evaluation as yet mere formalistic paper-
work required under corporate rules.  Even if it is just in a 
handwritten note, placing a thoughtful, well drafted note 
in the file about a coaching opportunity with an employee 
is helpful in recording the story of the employee’s perfor-
mance if there exists a lawsuit in the future. For this rea-
son, using emails to communicate disciplinary decisions 
or performance evaluations, either among supervisors or 
with employees, is probably not a good idea. The drafters 
tone is often lost, and sometimes the drafters meaning can 
be misinterpreted when the message is delivered by email. 
At the end of the day, the goal is not to “make book” on 
employees but to manage them productively. Well timed 
documentation assists in that goal. 

And, just as important, don’t wait. The fact finder does 
not know that you intended to draft that write up before 
the filing of a charge of discrimination or complaint in 
court. If it does not exist at the time of filing, a belated 
entry will only be viewed as manipulative at best and 
fraudulent at worst. See Timing, above.

Consistency
Adopting well drafted policies and documenting regular 
performance reviews are most certainly vital tools to man-
age the risk of employment discrimination claims. Equally 
important is the principle that the employer must apply its 
standards and policies consistently. The kindergarten sup-
port for this concept is typically phrased as “what is good 
for the goose is good for the gander.” Indeed, the primary 
issue in the Brown case was that the plaintiff believed that 
the university had not consistently evaluated the tenure 
qualifications of male and female faculty members.53 

As lawyers who often are called on to defend discrimi-
nation claims, in almost every case, we see written requests 
from administrative agencies or opposing counsel for the 
employer to provide a list of all employees other than the 
complainant who “have committed the same offense” with 
a follow up request for the documentation showing how 
the company responded to such offenses. The reality is 
that the fact finder in any employment discrimination or 
tenure denial case will examine the institution’s history 

of dealing with similar offenses or tenure evaluations and 
compare the history to the case before it to determine 
if the school acted consistently with past practice. Any 
deviation from past practice, especially if the complain-
ant is treated more harshly than other faculty members 
who were granted tenure or other employees who have 
committed similar offenses, will likely be interpreted as 
evidence of discrimination or other wrongful conduct by 
the employer. Perhaps the best way to ensure consistent 
evaluation and discipline is for the individuals charged 
with managing employees to take emotion out of employ-
ee review. Reason and standard performance guidelines, 
and not feelings about any individual employee, should 
drive how an employee does on an evaluation and what 
actions employers take to remedy a disciplinary issue.

That said, “a foolish consistency is the hobgoblin of lit-
tle minds,” according to Ralph Waldo Emerson.54 In other 
words, an employer should not replace sound judgment 
with robotic reaction, but “due” attention to consistency 
will assist sound judgment rather than hinder it. The trick 
will be to maintain not only a culture of fairness but also 
an institutional memory of prior actions to help decision 
makers going forward. 

Employers might want to develop a flexible but pre-
dictable progressive discipline policy or tenure standard, 
as more fully discussed above. An institution of higher 
education should document discipline and other feedback 
in a readily accessible manner. Prepare and implement 
an open door policy to ensure the exchange of commu-
nication between employees and management so that 
management can receive an early warning in the event of 
an unduly harsh or inconsistent manager. Prepare and 
update a policy handbook that makes clear how employ-
ees can complain about discrimination, harassment, and 
retaliation. Employers should also train managers on the 
progressive discipline policy, the open door policy, the 
anti-discrimination policy, and generally on providing 
well timed, good, and consistent feedback in a manner 
that improves productivity of workers. See Timing and 
Documentation above.
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Checklist for Managing the Risks of 
Employment Claims 
Timing 

•	 Perform regular reviews.
•	 Respond immediately to a discipline problem.
•	 Coach on performance issues.
•	 Give regular feedback, both positive and negative.
•	 Be sure to document your feedback, coaching, and 

discipline as you give it.
•	 Train managers on how to perform reviews, issue 

discipline, coach, and give feedback.
•	 Do not fail to document your assessments and 

communications.
•	 Avoid conflict and hope statements, like “things 

will get better.”
•	 Do not wait to address a performance issue – it 

WILL NOT get better.

Documentation 
•	 Put reviews in writing.
•	 Put discipline in writing.
•	 Put coaching in writing.
•	 Place the writings in the personnel file.
•	 Be formal and specific – avoid vagueness.
•	 Think about the content of the evaluation/dis-

ciplinary notice/coaching before putting it in 
writing.

•	 Be complete and thoughtful in the writing.
•	 Discuss performance evaluations and disciplinary 

notices with the employee.
•	 Have employees and faculty members sign their 

discipline notices, evaluations, and coaching com-
ments.

•	 Permit employees/faculty members space/time 
to comment/give their side of the story on the 
review/disciplinary notice.

•	 Train managers on how to prepare and keep clear 
and consistent documentation of reviews, disci-
pline, and feedback.

•	 Avoid delaying documentation of reviews, disci-
pline, or other feedback because you “don’t have the 
time.”

•	 Avoiding “sugar coating” in reviews. 
•	 Avoid the use of emails to communicate about 

discipline.

Consistency 
•	 Prepare flexible but predictable progressive disci-

pline. 
•	 Document discipline and other feedback in a read-

ily accessible manner. 
•	 Establish an open door policy. 
•	 Follow the policy.
•	 Make the “punishment fit the crime.”
•	 Consider the effect of multiple offenses.
•	 Have a policy handbook with anti-discrimination, 

harassment, and retaliation policies. 
•	 Develop and implement a fair and consistent stan-

dard/guidelines for granting tenure.
•	 Train managers on the policies.
•	 Train managers about being objective when re-

viewing/disciplining employee.
•	 Do not deviate from the policy without good 

reason.
•	 Do not make decisions based on emotion. 
•	 Do not link the disciplinary/failing review to pro-

tected activities or personal characteristics.
•	 Avoid playing favorites.

Conclusion 
Like any other employer, colleges and universities must 
adjust to the idea that this is a litigious society. Moreover, 
whether we like it or not, even baseless claims of discrimi-
nation or retaliation may go forward in court. The real-
ity is that once a college or university gets sued, it often 
must incur significant costs, both in terms of time and 
money, to eventually prove that it did not discriminate 
against one of its employees. While well drafted policies, 
thorough and regular training, and consistent imple-
mentation cannot prevent the filing of a lawsuit, these 
actions certainly can go a long way toward mitigating the 
risk of an employment lawsuit. A college or university 
that makes timely, consistent employment decisions and 
then documents those decisions has taken significant and 
critical steps toward managing the risk of an employment 
lawsuit. A college or university can further mitigate the 
risk of lawsuits by adopting written employment policies. 
Importantly, even when these guiding principles do not 
prevent an employment-related lawsuit, they still most 
certainly help to decrease a finding of liability and mini-
mize the exposure for damages that might be awarded to 
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an employee who sues his or her college and university 
employer. In conclusion, policies, timing, documentation, 
and consistency constitute critical concepts for a college or 
university to manage its business, employees, and the risks 
of employment discrimination and retaliation lawsuits.  
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and other legal training to employers in the region. Ms. 
Ayer has successfully defended colleges and universities 
in cases involving claims of negligent hiring and retention, 
invasion of privacy, false arrest, federal civil rights viola-
tions, sexual abuse, disability discrimination, and personal 
injury matters.
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Abstract: Under Title IX, colleges and universities must 
work to prevent discrimination and sexual harassment in 
their programs and activities. However, 
what is the duty of colleges and universi-
ties to prevent such harassment during 
off-campus activities or programs? This 
article provides a survey of different cases in 
which harassment occurred off campus and 
what the findings of the courts were in those 
cases. With this information and helpful 
best practices for managing both on- and 
off-campus discrimination, higher educa-
tion risk managers will be better equipped 
to manage and mitigate the risks of harass-
ment of their constituents, wherever such 
harassment may occur. 

Introduction
We tend to think our Title IX responsi-
bility stops when we cross the street that 
separates campus from the real world 
when, in fact, the law is more intricate 
and complicated. This confusion often 
causes institutions to limit their monitor-
ing and oversight to “the four corners 
of the campus.” The error in this view 
is obvious when we consider that Title 
IX applies to “any education program 
or activity,” defined as “all of the opera-
tions” of educational institutions.1 Lots 
of school programs and activities occur off campus; some 
take place in other cities, states, and countries. It is pretty 
obvious that educational institutions have to prevent 
sexual harassment in their own programs and activities 
wherever they occur, but what about student activities 
in which schools aren’t involved, especially activities or 
events happening off campus?

Consider the case of Rouse v. Duke University.2 In the 
early morning hours of an off-campus house party, Ms. 
Rouse said she was raped by a person who was unaffili-

ated with Duke. Rouse sued Duke under Title IX, alleg-
ing a hostile educational environment. Duke first moved, 

unsuccessfully, to dismiss the claim. The 
district court eventually granted a later 
motion for summary judgment. How 
could Duke possibly be held responsible 
for these events? The school argued 
it had no power to monitor private 
house parties thrown or attended by its 
students and that it couldn’t control the 
assailant, who wasn’t even known by any 
Duke officials. Nonetheless, the district 
court “assumed without deciding that 
an educational institution’s response to 
an off-campus rape by an unaffiliated 
third party may trigger Title IX institu-
tional liability, either by direct acts or by 
‘deliberate indifference’ as defined by the 
Supreme Court.” 

The district court’s decision to enter-
tain Rouse’s Title IX claim in the first 
place creates much worry but offers little 
wisdom for educational institutions. The 
court offers no guidance on when an 
educational institution might have Title 
IX responsibilities for personal off-cam-
pus student activities. To be sure, there 
were some unique allegations. The plain-
tiff alleged that she was raped at a party 
hosted by a university fraternity which 

was under the university’s control and that the university 
had reason to believe the hosts provided alcohol to under-
age guests. She also alleged that there was on-campus 
fallout from the rape and her decision to report it.  

While we probably can’t do much to minimize the 
expense of defending claims like this, the costs of even-
tually securing a dismissal of such claims should buy 
educational institutions greater insight into how legally to 
protect themselves (and their students) when students are 
harmed during personal off-campus conduct.  
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Here are some analytical steps and practical recom-
mendations to help educational institutions gauge their 
Title IX responsibilities when students meander off 
campus. This advice will also help educational institutions 
understand when they need to take action to satisfy their 
legal responsibilities.

Stop Thinking, “On-Campus vs. Off-Campus”
To hold an educational institution liable for damages for 
sexual harassment under Title IX, a plaintiff must show 
that an official with authority to address harassment had 
actual knowledge of, and was deliberately indifferent to, 
harassment that deprived the victim of access to the edu-
cational benefits or opportunities provided by the school.3 

Title IX damages liability is limited to circumstances 
where the educational institution exercises substantial 
control over both the harasser and the environment in 
which the harassment occurs. This limitation is especially 
important for claims of off-campus sexual harassment. 
Whether an educational institution has the requisite con-
trol will depend on who is doing the harassing (e.g., teach-
er, staff member, another student, an unaffiliated third 
party) and where and when the harassment occurs (e.g., 
school-sponsored off-campus program, informal gather-
ing initiated by school faculty or staff, wholly private 
gathering with no formal or informal school involvement). 
Certainly, it is easier to see that “on-campus” events are 
more likely to lead to liability than “off- campus” events, 
but the analysis doesn’t end there.  

Start Thinking, “How Much Control Do We Have 
Over the Situation?”
The “control” aspect of Title IX undercuts the view that 
geographical borders alone define an educational institu-
tion’s Title IX liability. Instead, educational institutions 
need to consider the people and places it can legitimately 
influence to minimize the risks of discrimination. The 
Supreme Court has usefully broken down at least three 
contexts of sexual harassment with generally differing 
degrees of institutional control: staff-student harassment, 
student-student harassment, and proxy harassment, 
where, much like association discrimination, one student 
claims to have suffered sexual harassment by unaffiliated 
individuals associated with another student.

Here is where this is headed: it is easiest to show 
the requisite control in staff-student sexual harassment. 
So far, courts have rejected proxy harassment as too far 
beyond the control of educational institutions. Whether 
the requisite control is present in student-student sexual 
harassment claims depends on the specific context in 
which harassment occurs.

You Control Staff-Student Harassment, So Act Like It
Educational institutions are most in control when the 
offender is an agent of the school itself. This was true in 
Gebser v. Lago Vista Independent School Dist., 524 U.S. 
274 (1998), a leading case on Title IX sexual harassment. 
Alida Star Gebser was a high school student who had sex 
with a teacher both on and off school property. Gebser 
never reported the relationship. The school district ter-
minated the teacher when it learned of the relationship, 
but Gebser sued under Title IX anyway. The Gebser case 
articulated the degree of control necessary for an educa-
tional institution to be liable for teacher-student harass-
ment. Notably, the Gebser majority held that a plaintiff 
may not rely upon respondeat superior—that the teacher’s 
actions should be treated as the school’s actions—to 
establish a Title IX claim. Instead, the majority held that 
the only theory upon which damages liability may lie 
is if the school district is directly liable for its deliberate 
indifference to sexual harassment, assuming control and 
knowledge. Direct liability holds an educational institu-
tion responsible for its own failure to act within the span 
of its control in the face of knowledge that harassment is 
occurring.

A couple of recent off-campus sexual harassment cases 
clarify the degree of control needed to hold an educational 
institution liable for staff-student harassment.

Faculty and Beer Pong Don’t Mix
Hunt v. Forbes and the Illinois State University, 2010 WL 
1687863 (C. D. 2010), highlights the many risks surround-
ing informal staff-student interaction. Defendant Michael 
Forbes was a tuba professor at Illinois State University (ISU) 
who perhaps enjoyed off-campus student house parties way 
too much. Several years before plaintiff Megan Hunt’s claim, 
another female student had made two complaints against 
Forbes’ conduct toward her at two separate student house 
parties. The student alleged that at one party, Forbes asked 
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her to take off her shirt and make out with other male tuba 
students and put his hand up the shirt of another student. 
The student alleged that at another house party Forbes 
started rubbing her back, eventually leaning in and kissing 
her on the cheek. Additionally, a 19-year-old student at a dif-
ferent college alleged she had a sexual encounter with Forbes 
while he was visiting the school for a music program involv-
ing visiting college staff. ISU wasn’t able to substantiate any 
of these allegations. Nonetheless, it instructed Forbes to stay 
away from situations that involved both 
students and drinking, restrictions which 
it lifted after ISU’s Office of Diversity and 
Affirmative Action (ODAA) failed to 
substantiate any of the allegations.

Hunt alleged in her complaint that 
ISU was deliberately indifferent to 
Forbes’ sexual harassment of students. 
She claimed that she was harassed by 
Forbes at one of the same 2005 house 
parties described earlier, when Forbes 
bumped up against her, put his hand on 
her stomach, and told her she felt really 
good. By the time of Hunt’s complaint 
in 2006, she alleged Forbes had harassed 
her in stairwells of the school, in Hunt’s 
car, in a practice room at school, and a 
final incident where Hunt felt compelled 
to engage in sexual acts with Forbes 
while babysitting for Forbes and his wife 
at their home.

The Hunt court didn’t question 
that ISU had the requisite control over 
Forbes to support a duty to prevent 
sexual harassment by Forbes while at off-campus stu-
dent house parties. The actual steps taken by the school 
bear this out, because the school actually exercised that 
control by instructing Forbes to avoid places with stu-
dents and drinking, later lifting the restrictions following 
the ODAA’s failure to substantiate any of the complaints 
against Forbes, and making the decision to terminate 
Forbes on the heels of Hunt’s complaint. There is a lesson 
here: faculty and staff interact with students because of 
their employment; their employers have a right (and pos-
sibly the responsibility) to regulate the nature and quality 
of that interaction regardless of the location.  

Two Out of Three Ain’t Bad
Doe v. Boulder Valley School District, 2012 WL 4378162 
(D. Colo. 2012), calls attention to a high-risk area for 
Title IX sex harassment claims: tournament travel. Tour-
nament travel is a high-risk activity because it involves 
both school agents—teachers, coaches, and administra-
tors—and school-supervised programs, including sports 
teams, bands, debate, and drama and other clubs. In this 
context, educational institutions should be motivated to 

manage risks of sexual harassment, ide-
ally preventing it altogether.

Defendant Travis Masse was a 
college student studying to become a 
licensed teacher. Masse needed a field 
placement to observe other teachers as 
part of his curriculum. Masse obtained 
full-time field placement at Monarch 
High School in 2001. In 2001, Masse 
also volunteered as an assistant wrestling 
coach at Broomfield High School under 
the supervision of the head wresting 
coach. Masse lost his job at Monarch 
when the school learned he made unwel-
come advances toward a student. The 
principal at Monarch terminated Masse, 
banned him from school premises, and 
notified the wrestling coach at Broom-
field of the reasons for Masse’s termina-
tion. In spite of that notice, however, 
Masse stayed on as volunteer assistant 
wrestling coach.

After graduation, Broomfield hired 
Masse as a part-time history teacher and 

assistant wrestling coach. Masse was later promoted to a 
full-time teacher and head wrestling coach. Masse selected 
female team managers to accompany him and the team 
to out-of-district and out-of-state wrestling tournaments. 
Jane Doe won the wrestling team manager position in 
2006. She began receiving inappropriate text messages 
from Masse in 2007 and later began returning nude texts 
of herself. Doe and Masse had sex several times at away 
tournaments from December 2008 to February 2009.

The plaintiff in Boulder Valley had a factually difficult 
case: it hinged on proving that the school’s awareness of 
Masse’s 2001 termination from Monarch High School 
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eight years earlier put it on actual notice that Masse posed 
a substantial risk to students. The court didn’t buy this 
argument and noted that the plaintiff’s claim would fail in 
any case because the school wasn’t deliberately indifferent 
to her harassment.

But the circumstances of Boulder Valley reveal how dif-
ficult this kind of Title IX can be to defend against. First, 
in this context, expect lots of witnesses. Several other 
coaches, the superintendent, many other students were 
at the tournament. Second, plaintiffs 
will have a good chance of showing both 
sexual harassment and actual knowl-
edge in these cases, leaving educational 
institutions to defend only by showing 
no deliberate indifference. Third, these 
cases just look bad. Imagine jurors look-
ing quizzically at one another, wonder-
ing how a bus full of faculty, staff, and 
students couldn’t figure out until an away 
tournament that a teacher or coach was 
sexually harassing a student. As a result, 
it can be difficult to get over the deliber-
ate indifference hurdle in these cases 
should the claim make it to a jury.

Student-Student Harassment and 
Proving Notice 
One year after Gebser, the Supreme 
Court addressed the question whether 
under Title IX an educational institu-
tion could be liable for student-student 
sexual harassment in Davis, as Next Friend 
of Lashonda D. v. Monroe County Board 
of Education, 526 U.S. 629 (1999). LaShonda Davis was 
a fifth-grade student who suffered a six-month period of 
sexual harassment by one of her fifth-grade classmates. The 
offensive conduct included touching the plaintiff’s breasts 
and genitalia, rubbing up against the plaintiff, vulgar state-
ments, and other suggestive behavior. During this period, 
LaShonda’s grades dropped and her father discovered that 
LaShonda had written a suicide note. The offending stu-
dent ultimately pleaded guilty to sexual misconduct.

LaShonda routinely reported her harassment to her 
mother and classroom teacher. LaShonda claimed that 
her classroom teacher assured her that the school prin-

cipal was kept informed of the incidents. LaShonda’s 
mother sued, claiming deliberate indifference to knowl-
edge of LaShonda’s harassment. To support their posi-
tion, plaintiff alleged that the offending student had not 
been disciplined at all for his misconduct and also that 
no effort had been made to separate LaShonda from the 
offender.

The Supreme Court held that an educational institu-
tion can be held liable for student-student sexual harass-

ment only when the harasser is under 
the school’s disciplinary authority and 
the behavior is so severe, pervasive, and 
objectively offensive that it denies the 
victim equal access to the education Title 
IX is designed to protect.4 The major-
ity imported the standard for workplace 
sexual harassment into analysis student-
student sex harassment claims in order to 
shield educational institutions from the 
“dizzying array of immature, sometimes 
gender-based, behavior that students will 
forever engage in but which does not de-
prive students of any educational benefit 
protected by Title IX.”5 

Moore v. Marion Community Schools 
Board of Education, 2006 WL 2051687 
(N. D. Ind. 2006), provides a fuller expla-
nation of this rationale and in a context 
that involves off-campus conduct. Moore 
involved escalating meanness between for-
mer friends. Plaintiff K.M. was a 12-year-
old sixth-grade student, and defendant 
T.G. was a seventh-grade student at the 

same school. T.G. had a notebook that contained deroga-
tory, but non-sexual, comments about K.M. Next, T.G. 
told another student over the phone that she and K.M. had 
engaged in sex acts. The student to whom T.G. told the 
rumor carried it back to school and the rumor spread. The 
school investigator believed that he only had jurisdiction 
to address the conversation that occurred at school but not 
the telephone conversation that had occurred away from 
school; remember the “four corners of campus” mistake? 
T.G. was later removed from school for misconduct unre-
lated to K.M., but other students continued to tease and 
taunt her. As a result, K.M. did not finish the school year.
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The district court was quick to explain that, however 
humiliating and offensive, T.G.’s conduct simply was 
not severe enough to state a student-student sex harass-
ment claim. The district court first cited to Davis for the 
proposition that “peer harassment, in particular, is less 
likely to satisfy [the requirements of Title IX sex harass-
ment claims] than teacher student harassment.”6 The 
district court then explained why plaintiff’s Title IX claim 
failed as a matter of law. The district court’s explanation is 
instructive:

In this case, it simply cannot be emphasized 
enough that this case is spurred by the conduct of 
pre-pubescent eleven-year-old girls who are still 
developing the skills necessarily to appropriately 
interact with their peers while on the verge of sig-
nificant physical and hormonal changes. This court 
has no doubt that the rumor started by T.G. that 
spread throughout the school was a subjectively 
mortifying event for K.M. …This sort of treatment 
has become so commonplace in schools that simi-
lar conduct to that alleged here, namely gossiping 
and starting rumors at school, was the subject of a 
recent Paramount Pictures movie entitled Mean 
Girls (Paramount Pictures 2004). As unfortunate 
and common as this situation is, given the nature 
of the alleged harassment here, the court cannot 
conclude that it rises to the level of actionable 
harassment. …There can be no doubt given the 
age and social development of these children that 
having rumors of one’s sexual orientation being 
circulated through a middle school is humiliat-
ing and offensive. Yet, this isolated event, without 
more, is simply not the type of conduct that is 
so severe and pervasive that it rises to the level of 
actionable sexual harassment. Indeed, the conduct 
complained of and the school’s reaction to it is far 
less egregious than that of other cases that have 
failed to meet the Title IX standards.7 

In Davis, the seminal student-student sex harassment 
case, the Supreme Court overturned the Eleventh Cir-
cuit’s grant of defendant’s motion to dismiss. In overturn-
ing the circuit court, the Supreme Court said plaintiff had 
alleged facts sufficient to state a claim: 

Petitioner alleges that her daughter was the victim 
of repeated acts of sexual harassment by G.F. over 
a five–month period, and there are allegations in 
support of the conclusion that G.F.’s misconduct 
was severe, pervasive, and objectively offensive. 
The harassment was not only verbal; it included 
numerous acts of objectively offensive touching, 
and, indeed, G.F. ultimately pleaded guilty to 
criminal sexual misconduct. Moreover, the com-
plaint alleges that there were multiple victims who 
were sufficiently disturbed by G.F.’s misconduct to 
seek an audience with the school principal. Fur-
ther, petitioner contends that the harassment had a 
concrete, negative effect on her daughter’s ability to 
receive an education. The complaint also suggests 
that petitioner may be able to show both actual 
knowledge and deliberate indifference on the part 
of the Board, which made no effort whatsoever 
either to investigate or to put an end to the harass-
ment. On this complaint, we cannot say “beyond 
doubt that [petitioner] can prove no set of facts in 
support of [her] claim which would entitle [her] to 
relief.”8 

Recent student-student sex harassment cases have 
been less successful, often due to failures to give educa-
tional institutions adequate notice that harassment is 
happening. As in the Moore case, student-student sex ha-
rassment cases often involve juveniles who may not report 
for a variety of reasons. Also, the confluence of events that 
give rise to student-student sexual harassment can look 
quite different from the perspectives of school administra-
tors and students. Plaintiffs in student-student harass-
ment often assume that educational institutions were 
on notice of sexual harassment simply because schools 
received reports of (and perhaps responded to) a series of 
misconduct directed at one student over a period of time. 
Educational institutions tend to see this as ordinary day-
to-day management of young, developing students.

Courts have been clear the notice required to state a 
harassment claim under Title IX is “actual notice,” not 
simply awareness of ongoing student-student misconduct 
of a sexual nature. A prime example of this is Tyrrell v. 
Seaford Union Free School District, 792 F.Supp.2d 601 
(E.D. N.Y. 2011). 
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Megan Tyrell was a 21-year-old female who had at-
tended Seaford High School for ninth and tenth grade. 
On April 1, 2005, Tyrell went drinking with friends and 
acquaintances from another high school, first at one of the 
friend’s homes, then in the parking lot of a Dunkin’ Do-
nuts, a teen hangout. Tyrell admitted she was drunk and 
that she remembered little from the night, including what 
time or how she got home. She later learned of that eve-
ning that she had sex with her female friend in the back of 
a car in the Dunkin’ Donut’s parking lot with three male 
teens watching and taking pictures. The 
next day, one of the male students from 
another high school who photographed 
the encounter loaded his pictures onto a 
photo sharing website from which Tyrell 
was able to confirm that she was depicted 
nude with another girl performing oral 
sex on her. Within a week, word spread 
about Tyrell’s internet pictures. Stu-
dents at her high school began ignoring 
her, making fun of her, and calling her 
names such as “lesbian carpet-muncher.” 
A week later, Tyrell found graffiti in 
a school bathroom that said, “Megan 
Tyrell is a lesbian and has herpes.” Tyrell 
left the school only two weeks after the 
internet posting and was home schooled 
for the remainder of the school year.

Seaford High School learned of the 
incident in a roundabout way. A friend 
of Tyrell’s at another high school told 
one of his counselors that he was wor-
ried about Tyrell because she had been 
raped. The school counselor called Seaford officials and 
reported the incident. Seaford then interviewed Tyrell 
on April 1, 2005. Up to this point, Tyrell “had not told 
any adult at Seaford of the harassment, provide[d] them 
with the names of any of the students harassing her, or 
communicate[d] in any way” about the incident. Al-
though plaintiff claimed that she “noticed that some of the 
teachers were getting a little concerned [and] always asked 
[her] if [she] needed somebody to talk to or if [she] was 
upset [she] could always go and turn to them,” she did 
not talk to any teacher about the incident or harassment 
because she did not want to talk to anybody about what 

happened, “especially not a teacher if they already knew 
about it.”

Following Tyrell’s interview, a Seaford administrator 
confirmed the existence of the pictures. During the school 
investigation, several students reported Tyrell’s pictures 
had been posted as background, or “wallpaper,” on school 
computers in the computer labs for a few days, but the 
investigation didn’t yield anyone who had actually seen 
the pictures. Seaford’s director of technology confirmed 
that Tyrell’s pictures had been accessed once from school 

computers. The technology director then 
blocked all access to Tyrell’s pictures 
from school computers.

But Tyrell’s sexual harassment claim 
failed as a matter of law on the narrow 
legal issue: Title IX does not protect 
against sexual orientation or gender 
stereotyping discrimination.9 If she had 
not lost on that point, she would have 
lost on another. The court explained that 
Tyrell’s claim would have failed in any 
case because Seaford didn’t have actual 
notice of any alleged sexual harassment 
by Tyrell’s peers. “Requiring actual, as 
opposed to constructive, knowledge [of 
the alleged sexual harassment] imposes a 
greater evidentiary burden on a Title IX 
claimant [than a Title VII claimant].”10 
Despite all of the rumors milling about, 
the evidence showed that only one Sea-
ford administrator saw the pictures on 
one occasion and that was to confirm the 
existence of the pictures. Tyrell’s allega-

tion that the pictures had been downloaded or uploaded 
as “wallpaper” onto Seaford computers by a Seaford 
student or students wasn’t supported by anyone with per-
sonal knowledge thereof. Additionally, other than Tyrell 
informing one Seaford administrator that a “few” uniden-
tified students had called her names, Tyrell proffered no 
evidence that any one Seaford official or employee had 
actual knowledge of any pervasive harassment of plaintiff 
by her peers following the April 1, 2005, incident.11 

The failure to prove actual notice in Tyrell is a com-
mon issue in student-student harassment claims. In such 
cases, student perceptions do not always translate into 
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institutional knowledge. Meeting Title IX’s enhanced 
notice requirement is even more difficult when some or all 
of the alleged harassment occurs off campus, like in Tyrell.  

But this is not a sanction for educational institutions 
to bury their heads in the sand. Most courts agree that 
“the actual notice standard does not set the bar so high 
that a school district is not put on notice until it receives 
a clearly credible report of sexual abuse from the plaintiff-
student.”12 Certainly the notice requirement is satisfied 
by something less than a formal complaint, but requires 
something more than suspicion.  

A Note About “Proxy” Harassment
The term “proxy discrimination” is 
borrowed from Doe v. Derby Board of 
Education, 451 F.Supp.2d 438 (10th 
Cir. 2006). In July 2002, plaintiff Sally 
Doe, a 13-year-old student at Derby 
Middle School, was sexually assaulted 
by Christopher Porto, Jr., a 17-year-old 
student at Derby High School. The as-
sault occurred during summer recess and 
off school grounds. Porto was eventually 
arrested and charged for the sexual as-
sault of Doe.

In fall 2002 after the arrest, both Doe 
and Porto returned to school. At the 
time, Derby High School and Middle 
School students attended classes in the 
same building. Although the classes 
were held separately, students from the 
high school could interact with students from the middle 
school, and vice versa. 

The plaintiff’s father, John Doe, learned Porto was 
still in school and met with the school principal, Charles 
DiCenso, to complain, arguing the school had actual 
knowledge of the sexual assault after Porto’s well-pub-
licized arrest. Additionally, Porto’s father was a voting 
member of the Derby Board of Education, indicating the 
school should have had knowledge of the arrest. After the 
meeting, Porto was suspended for 10 days with the school 
instructing that plaintiff Sally Doe would need to pro-
vide a statement about the sexual assault and cooperate 
with school authorities to initiate expulsion proceedings 
against Porto. Because of the traumatizing nature of the 

assault, plaintiff Doe never presented her claims to the 
institution, Porto was allowed to return to school, and it 
was alleged that the school never attempted to contact the 
police about the facts of the sexual assault.

Throughout the 2002-2003 school year off of campus, 
plaintiff Doe suffered teasing and harassment not only 
by the defendant but also by the defendant’s friends, who 
spit at her and called her a “slut.” Sometimes, plaintiff 
Doe experienced off-campus mistreatment by defen-
dant’s friends when the defendant wasn’t present, such as 
when the defendant’s friends would spot Doe while they 

were driving and yell things at her. The 
defendant’s friends were not students at 
the school. Plaintiff Doe transferred to 
another school and the defendant was 
ultimately expelled from Derby for sexu-
ally assaulting another female student.

No one in Derby questioned that Doe 
might have a claim against the school for 
deliberate indifference to the conduct of 
the student defendant. Title IX student-
student sexual harassment claims were 
recognized in Davis v. Monroe County 
Board of Education.13 The novel ques-
tion raised by plaintiff’s complaint was 
whether Doe could also state a claim 
against the school for the conduct of the 
defendant’s friends, who had no school 
affiliation. The court said “no,” with a 
“but”: “That [plaintiff] was harassed 
by [defendant’s] friends, even if on his 

behalf, off school grounds, is not actionable because Davis 
mandates that the Board cannot be liable for any deliber-
ate indifference to harassment in a context over which the 
Board has no control.” However, the court went on to say 
that evidence of “proxy harassment” can be used to bolster 
a plaintiff’s sex harassment claim concerning the severity 
and offensiveness of the surrounding circumstances.14

Does It Hurt to Investigate?
Does it hurt to investigate? It may be better to worry 
over what could happen if you don’t investigate. The 
Office of Civil Rights April 2011 Dear Colleague Let-
ter makes clear that schools must process complaints of 
sexual harassment using established procedures regardless 
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of where the conduct occurred.15 Moreover, the purpose of 
a Title IX investigation of sexual harassment is different 
from a criminal or campus safety investigation of the same 
conduct. Because students may need ongoing protection 
from impacts relating to sexual harassment, educational 
institutions cannot wait for other investigations to con-
clude before taking “immediate action” to address sexual 
harassment. 

Legally, institutional liability depends on the answers 
to three questions:  

1. Does the institution have substantial control over 
the alleged wrongdoer and the environment in 
which the wrongdoing is carried out?

2. Is there actual notice of the wrongdoing?
3. Is there deliberate indifference? 

Courts still have the responsibility to decide whether 
the legal standards have been met. The issue is substantial 
control, and that is something a court could decide on 
summary judgment. Similarly, there is actual notice, and 
there is inquiry notice, the latter being the kind of notice 
that makes you queasy even if you don’t know why. You 
could investigate and find out whether you ought to be 
queasy. Or you could decide to do nothing, because you 
don’t have actual notice.

When an institution sets out to investigate and rem-
edy the wrongdoing, might the admittedly perverse result 
be that it loses the ability to defend itself against two of 
the three elements of the claim? Maybe. Here is how that 
might work: if the institution investigates and remedies an 
event, it plainly had notice and it plainly had some level of 
control. That may mean that, by carrying out the investi-
gation and remediation, the institution is admitting that it 
could do so, and that admission might be enough evidence 
that the institution had substantial control and actual 
notice. Is that meaningful? Is it one of those situations in 
which the right moral answer could be the wrong legal 
answer? Taking action can easily undercut the institu-
tion’s position as to the first and second of the elements. 
However, we also think that isn’t a material consideration. 
Do the investigation. Do the remediation, if appropri-
ate. A court may be able to sort out whether the evidence 
establishes substantial control and whether the queasiness 
amounted to “actual notice.”  

It seems that the better choice, and the better legal 
defense, is to focus on the last of the three elements of 
the claim. Don’t be indifferent. Suppose you guess wrong 
on how the law might view your degree of control and 
you really did have substantial control over the situation. 
What if that queasiness you felt came out of a level of 
knowledge that the law might view as actual notice? If you 
have done nothing, you lose. However, there is even more 
at stake. By making a choice to do nothing based on a nar-
row legal analysis, you may have elected to be deliberately 
indifferent and may also have missed an opportunity to do 
the right thing by your students.

Conclusion
The cases discussed in this article illustrate the pertinent 
legal principles that guide courts in deciding legal issues, 
but they also offer real-life examples of how other schools 
have handled similar events and how those choices looked 
later in the unforgiving light of litigation. There is much 
to be learned from others’ mistakes or successes. One of 
the lessons is that ambiguous situations cry out for a more 
conservative approach—that is, perhaps assume that you 
may be responsible and act accordingly—and clear situ-
ations have their own answers. Understanding the law is 
critical.  

At the same time, however, the practical lessons from 
the real-life examples also demonstrate that institutions 
that allow their actions to be guided less by the law and 
more by the desire to do the right thing for their students 
are better positioned to survive legal challenges. While 
you should never forget about what the law says, it makes 
sense to borrow a page from physician training: the page 
that says, “first do no harm.”  
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A Primer for Completing a 
Special Event Incident Management Plan

Abstract: Whether a campus special event is as seemingly 
straight-forward as a college football game or as involved as 
a visit from a presidential candidate, higher education risk 
managers must manage the risk proactively. A special event 
is defined by the Federal Emergency Management Agency 
(FEMA) as something that is non-routine, places a strain 
on resources, may involve a large number 
of people, and requires special permits, 
planning, preparation, and mitigation. 
By creating a multi-disciplinary planning 
team, putting to use communications and 
social media, reviewing special event team 
consideration, and testing and refining a 
special events plan, campuses can better 
anticipate special event risks and work as 
a team when the inevitable happens and 
something deviates from the plan.

Introduction
Managing risk at institutions of higher 
education is a complex undertaking 
which requires integration from de-
partments across campus, whether it is 
related to normal business operations, 
new and ground breaking research, ath-
letics, insurance coverage, travel, or special events hosted 
or sponsored by the university. Effective risk management 
is not only undertaken by the risk management depart-
ment but also by most other departments on campus, 
including emergency management. From a governmental 
perspective, emergency management is typically a public 
safety function, but in the realm of colleges and universi-
ties emergency management can be organizationally found 
in any number of departments, including the chancellor’s 
office, environmental health and safety, public safety, or 
risk management. Regardless of the chosen location at 
each institution, emergency management can have a large 
impact on the way that an institution manages its risks, 
both manmade and natural. Although emergency manage-
ment is only one way of managing risk, it is an important 

one and continues to grow on college campuses, and at all 
educational levels, based on recent events across the coun-
try. This includes both manmade hazards, such as campus 
shootings and bomb threats, as well as natural hazards, 
such as Super Storm Sandy’s impact to the New York and 
New Jersey metropolitan area.

The four basic, overarching emergen-
cy management functions – prepared-
ness, response, recovery, and mitigation 
– each have an impact on an institution’s 
ability to manage its risk. To effectively 
manage this risk, it is critical for emer-
gency managers to conduct capability as-
sessments, hazard analyses, and vulnera-
bility assessments and response plans. As 
part of these analyses and assessments, 
special events need to be considered as 
potential hazards for your campus. 

Every university and college will likely 
undertake some type of special event 
each year, although what makes each 
of these events special to the particular 
campus is likely different. According to 
the Federal Emergency Management 
Agency (FEMA), a special event is:

•	 Non-routine
•	 Places a strain on community resources
•	 May involve a large number of people
•	 Requires special permits or additional planning, 

preparation, and mitigation

It could be an event that we don’t usually plan for 
and execute, it could tax the resources we have readily 
available, it could bring an unusually large number of 
non-affiliated guests to campus, or it could include special 
effects or potential hazards. With the diversity in campus 
locations, sizes, available resources, and event schedules, 
there is no clear way to define what a special event is for 
each and every campus, locality, or venue across the coun-
try, as we each have different capability and experience 
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identified hazards, perimeters could be extended, security 
processes may be altered, age restrictions may be enacted, 
or streets could be closed to reduce the probability of an 
incident impacting the success of your event. There is a 
balance that will need to be struck between what risks you 
are willing to accept and what you are able to mitigate. The 
limitations of your ability to reduce your vulnerabilities 
could be caused by financial pressures, resource limita-
tions, or impacts to your patrons.

The most important aspect of special event planning is 
that it works for your institution and the event for which 

you are planning. Each institution and 
locality has its own culture and processes 
for accomplishing similar tasks; the most 
important thing is that the plan accu-
rately reflects what is expected and not 
theoretical assumptions that cannot be 
supported by your current local practices.

Developing Your Multi-Disciplinary 
Planning Team
It isn’t enough to simply bring together 
a group of people to initiate the special 
event plan; you need to have the right 
group of people involved. This is much 
easier said than done. There is a wide 
spectrum of beliefs when it comes to 
planning, ranging from those who want 
every detail written down to those who 
“will figure it out when it happens,” so 
bringing them all together could prove to 

be difficult, but it is critical to the planning process. Each 
person will have his or her own area of expertise and may 
not understand why it is important to document what 
seems to be second nature to the individual. At the top of 
this team, you need someone who is able to facilitate each 
of the different viewpoints and keep everyone focused on 
the overall intent of the plan. This planning effort should 
be about documenting high level responsibilities and ex-
pectations so everyone involved is better informed of each 
other’s responsibilities. 

Making certain decisions during a special event may 
have a ripple effect across other departments that is not 
readily apparent to those making the decision. If inclement 
weather is forecast for the day of your event and cancel-

levels. What is perceived as a special event to most people 
may not be special at all to certain groups of individuals 
and venues. To the director of some stadiums, another 
event with 75,000 people may be just another day. His or 
her special event plan should have already been developed 
and included in their standard operating procedures. At 
the same time, 1,000 people attending a festival at a small 
community college may be a significant strain on resources 
and require special event planning to adequately integrate 
all departments, both internal and external to the college, 
especially if it includes a considerable number of people 
who may be unfamiliar with the campus 
or event location.

What is important is that the institu-
tion takes the time to adequately plan for 
each event to provide for a safe environ-
ment for both event staff and attendees. 
This planning can’t stop with which en-
tertainer is coming to campus, what two 
teams are going to play, how we are going 
to direct those unfamiliar with campus to 
the appropriate location, or what we are 
going to serve them. We also need to look 
at the “what ifs.” What if someone has 
a heart attack at graduation? What if a 
large fight breaks out during the concert? 
What if a car crosses over the curbing, 
through fencing, and into a crowd of 
spectators? What if a fast moving storm 
enters the area and threatens unprotected 
attendees? This is only a partial list of 
“what ifs” that should be asked during special event plan-
ning meetings. The answers to these questions may be 
simple to some people or agencies, but documenting what 
should be done will provide a set of common expectations 
among all departments involved in planning your special 
event. Each special event planning team should conduct its 
own hazard analysis to determine which “what ifs” have a 
probability to impact each event you plan.

As potential hazards or vulnerabilities are identi-
fied during your analysis, it will also provide your plan-
ning team with an opportunity to review event policies, 
procedures, and preparedness measures. Some of your 
identified hazards may easily be mitigated by making 
small changes limited to the event itself. Depending on the 
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lation is possible, does the institution know what time it 
needs to make that decision to limit the impact on food 
preparation and food service for the remainder of campus? 
Do you know the temperature and wind limits for food 
preparation at the site of your event? If your food service 
provider isn’t included, what appears to be a simple deci-
sion could have a much larger impact across campus and 
leave food services unnecessarily scrambling to accommo-
date the changed schedule.

This is just one example of why a planning team is 
essential and why planning can’t happen in a bubble. The 
larger and more complex your special event is, the more 
important it is to have a thorough special event incident 
management plan to ensure that all of the departments, 
agencies, and personnel involved in the event are aware 
of their responsibilities and expectations. To do this, it is 
imperative that all of the appropriate agencies and depart-
ments are included in your planning sessions and meet-
ings.

Communications and Social Media Planning
With nearly every after action report you read, there is 
usually a mention of how communications need to be 
improved to enhance the response operations of both 
emergency responders and support agencies. Prior to 
hosting your special event, time should be spent address-
ing communications procedures for your special events. 
Large special events can have a host of complicating 
factors which could work against you if one of your “what 
ifs” actually happens. Take time to consider internal com-
munications amongst event staff, including radio commu-
nications, cellular phone communications, and face to face 
communications in a command post. In addition to in-
ternal communications, external communications should 
be planned, including public affairs releases to the general 
public and media, communications with event attendees, 
and social media.

Internal Communications to Event Staff
Depending on the size and complexity of your event, you 
will likely have multiple organizations involved with its 
execution. These organizations could be from within and 
external to your institution and may or may not be organi-
zations with which you generally integrate. The less famil-
iarity you have with these organizations, the more import 

it is that you spend some time determining how you will 
coordinate and share information during the event. It 
is possible that your event organizers and participating 
departments utilize various radio channels, which may or 
may not also be used for that organization’s daily opera-
tion. Ideally, you can streamline your communications by 
providing common radio channels for different aspects of 
your event operations, such as security, medical, and park-
ing. When these channels are split by function, it is critical 
to have them monitored in a central location, such as a 
command post, which can distribute and share informa-
tion across disciplines and radio frequencies. Depending 
on your particular setup and event, it may be beneficial to 
have a trained dispatcher in your command post to assist 
the facilitation of information across radio channels and to 
field units of all of the major organizations involved. 

In addition to the dispatcher, your command post 
should include representatives for the event promoter, 
public safety agencies, venue management, a public 
information officer, and the individual responsible for the 
overall event management, at a minimum.

External Communications
The use of social media as a communications tool and 
source of information continues to grow and should be a 
critical element of your communications plan. Not only 
can social media enhance the effectiveness at which you 
reach event participants, especially if it is highly attended 
by your students, it can also be used as a way to receive 
information and to monitor your event through unof-
ficial mediums. During Super Storm Sandy, we saw how 
important and detrimental social media has become to 
emergency planning and response efforts – so important 
that FEMA established a Twitter account to provide fact 
checking and myth busting information. Although on 
a smaller scale, this can also be an issue during a special 
event. During one special event, someone posted a picture 
of someone lying on the ground outside and indicated 
that a student had died during the event. It turns out this 
student had simply consumed too much alcohol (not at 
the event) prior to attending. This post wasn’t found until 
after the event. In retrospect, social media channels should 
probably have been monitored during the event. This 
could have enabled the event organizers to immediately 
respond to the post that it was inaccurate information.
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Event Planning Team Considerations
Each special event has its own set of unique circumstanc-
es, thus the “special event” label. With each of the unique 
characteristics, there are additional requirements for the 
event management team to consider and complete prior 
to and possibly following the event. Your special event 
could be a sporting event, homecoming, parade, or concert. 
Each special event could also include specific characteris-
tics, which further complicate required planning, such as 
alcohol service, pyrotechnics, carbon monoxide emissions, 
a bonfire, or another potentially hazardous situation.

Decision Makers
Prior to your event, brainstorm what de-
cisions may need to be made in the event 
of an emergency or other disturbance. 
This could include cancellation, post-
ponement, delayed opening, evacuation, 
or other contingency to your anticipated 
plan. The alterations to your planned 
schedule may be caused by inclement 
weather, service disruptions, criminal ac-
tivity, or another unplanned interruption. 
In anticipation of having to make this de-
cision, it should be determined who will 
make the decision. Ideally, this person 
should be located at your command post 
during the event so they can be advised 
by other organizations involved in the 
event. In addition to making the decision, 
you should address how the decision will be disseminated 
to staff, attendees, and performers.

Laws and Requirements
It is impossible to provide a list of all the laws, regulations, 
and ordinances that must be adhered to during a special 
event as each state and locality is different. Depending on 
your event, you may need to acquire permits for street clo-
sures, alcoholic beverage open container waivers, fireworks 
permits, mass gathering, or public assembly permits.

Integration with Local First Responders
Depending on the location, anticipated attendance, and 
your campus capabilities, you may need to work with 
your local first responders during your event planning and 

execution. Integrating them both into onsite event opera-
tions and possibly outside of the event on details such as 
traffic posts and security assignments may be necessary. 
This could aid in ingress to and egress from your event, as 
well as limit the disruption to surrounding neighborhoods 
or business districts.

In addition to your first responders, consider includ-
ing your local public safety answering point (911 center) 
into your plan. Depending on the capabilities of your 
communications center staff, they may be able to assist 
with communications planning, integrating multiple radio 

frequencies, or monitoring the event ra-
dio traffic. If nothing else, they should be 
involved in planning so they are aware of 
any street closures or other interruptions 
to normal operations to enable them to 
efficiently dispatch additional resources 
to your event when needed. 

Contracted Services and Performers 
If the event includes contracted services 
or performers, you should also consider 
them during your planning to allow their 
plans to supplement your plan, rather 
than supplant it. If your contracted ser-
vices are for products or resources, such 
as tents, stages, or portable restrooms, 
take the time to work directly with the 
vendor to become well informed of any 
vulnerabilities, such as wind or other 

elements which may inhibit their normal use. Unless your 
expectations have been clearly defined during contracting 
with the vendor, don’t rely on the vendor to notify you of 
the situations which may impact the product they pro-
vided. For example, if tents become vulnerable to wind at 
70 miles per hour, ensure you are monitoring wind speeds 
and keeping the appropriate agencies informed. The same 
situation should apply for stages, as occurred during the 
stage collapse at the Indiana State Fair. Depending on 
your local codes, you may consider or be required to have 
local code enforcement officials inspect things such as 
stages to certify they have been erected in compliance with 
code. 

With the increased attention on special events, since 
the Indiana State Fair, some performers are beginning to 
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take emergency planning more seriously by including it 
as part of their performance preparedness. For example, 
Linkin Park was recently highlighted on a FEMA blog 
for the extent to which they have taken preparedness. 
They are the first ever touring musical artist to achieve the 
Storm Ready® designation from the National Weather 
Service.1 

Severe Weather Planning
Throughout the United States, it seems as though severe 
weather is becoming more and more common. Whether 
you are in a location susceptible to tornadoes, hurricanes, 
or severe cold, if your event is outdoors it is imperative to 
have a severe weather monitoring and response section 
in your event and incident management plan. This plan 
should include evacuation plans and decision points, as 
well as re-entry, cancelation, and postponement protocols. 
In 2012, Lollapalooza evacuated 61,000 attendees from 
a Chicago area park without any reported injuries. After 
a two and a half hour interruption, the concert reopened 
and continued.2

Test Your Plan Prior to Executing It 
Similarly to every other emergency management plan, 
your special event plan should be tested to ensure it meets 
the needs of your event and the agencies involved in 
responding to an emergency during it. At one of your last 
planning meetings, you should take the time to conduct a 
few table top exercises of the scenarios that were identi-
fied while conducting a hazard analysis for your event. 
This should not occur at your last planning meeting, since 
you may need to make changes to your plan based on 
the outcomes of the exercises. Table top exercises don’t 
necessarily need to be elaborate, drawn out scenarios, but 
they should contain enough detail and depth to engage as 
many departments as possible. Depending on how much 
detail and effort you want to put into testing your plan, 
the Homeland Security Exercise and Evaluation Program 
provides a host of options, ranging from seminars up to 
full-scale exercises.3 In total there are seven exercise op-
tions, but a table top or functional exercise is probably the 
most common for testing a special event plan. 

Benefits of Special Event Planning
Most special events conclude without any significant inci-
dents, or at least to the knowledge of the general public, so 
it may be difficult to measure the true benefits of special 
event planning. It could also be that because of the special 
event planning that has occurred the general public does 
not become aware of the minor incidents which occur 
during events, such as heart attacks, slips and falls, and 
even the occasionally intoxicated individual. The benefits 
and impacts of special event planning may remain im-
measurable until a significant incident occurs during your 
event.

Whether or not you are faced with a significant 
incident during your special event, the planning process 
will put you much further ahead if you are faced with an 
incident. This process is much more important than the 
actual plan itself, as it helps people to generate working 
relationships with each other prior to executing a special 
event plan. The hope is that those who need to know will 
have an understanding of the plan and won’t need to open 
it during the incident.

Although this article isn’t a guide to completing your 
first special event and incident management plan, it should 
initiate some thought about what should be considered for 
inclusion. The first time you undertake a special event and 
incident management plan will be the most difficult and 
time consuming. Following each special event, an after ac-
tion conference should be held to discuss what went well 
and what can be improved upon for future events. With 
each passing year and event, you will notice the time and 
effort required to complete this plan is significantly less. 
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Faced with crisis, the man of character falls back on himself. 

He imposes his own stamp of action, 

takes responsibility for it, makes it his own. 

—charlEs dE GaullE (1890–1970),  

frEnch GEnEral and statEsman



I used to think that cyberspace was fifty years away. 

What I thought was fifty years away, was only ten years away. 

And what I thought was ten years away... it was already here. 

I just wasn’t aware of it yet.

—brucE stErlinG (1954–  ),  

amErican sciEncE fiction author
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Abstract: As massive open online courses, or MOOCs, 
increase in both numbers and enrollment, colleges and uni-
versities may face new and emerging risks related to student 
speech and conduct. While some of the risks are the same as 
the risks facing brick and mortar classroom settings, others 
are quite unique. What is a college’s duty 
if a MOOC participant makes a threat? 
Are MOOC participants even “students”? 
Who is responsible for monitoring speech 
and conduct in these types of courses? This 
article discusses one issue of particular 
interest for risk managers: student speech 
in online discussion boards associated with 
a MOOC and its impact on the institu-
tion’s interest in identifying and addressing 
campus safety concerns.

Introduction
Issues surrounding student speech and 
conduct pose interesting challenges for 
college and university administrators in 
the context of the traditional ivy-covered 
bricks and mortar of a campus setting. 
The increasing prevalence of “massive 
open online courses,” or MOOCs, pres-
ents its own set of challenges and risks 
related to student speech and conduct. 
While some of these issues are the same 
as presented on the terrestrial campus, 
others are specific to the electronic world 
in which MOOCs exist. This article will 
focus on one such issue of particular interest to campus 
risk managers: student speech appearing on online discus-
sion boards associated with a MOOC and its impact on 
the institution’s interest in identifying and addressing cam-
pus safety concerns.2 These postings could include threats 
directed at a member of the school community, including 
other students enrolled in the MOOC, or could be more 
in the nature of statements indicating the student’s intent 
to do harm to himself. 

I. What Is a MOOC?
Generally speaking, a MOOC is an online course with very 
large scale enrollment, often in the tens of thousands. The 
courses are typically free and not offered for credit. That 
said, a number of colleges and universities have started of-

fering fee based courses which, while not 
offering college credit, do offer certificates 
evidencing the student’s completion of 
the course. It would appear likely that 
as MOOCs continue to develop and the 
business model of the companies provid-
ing the platform for the courses evolves, it 
will become more common for students 
to obtain credit through their enroll-
ment in a MOOC. At present, three of 
the more prominent MOOC providers 
are Coursera, edX, and Udacity, each of 
which offers online courses from vari-
ous college and university partners. In 
addition to providing the course content 
for the MOOCs available through those 
providers, certain institutions of higher 
education also own an equity stake in the 
MOOC providers.3 

II. Are MOOC Participants “Students”?
A threshold question important for an 
analysis of the university’s duties to-
ward MOOC participants is whether 
the relationship between the individual 
participating in a MOOC and the univer-

sity offering that MOOC is that of student/university or 
whether it is something else. This is an interesting question 
and one that is not easily answered, particularly given the 
various and evolving forms of MOOCs and the different 
policies of the MOOC providers. For instance, under the 
heading “Disclaimer of Student-University Relationship,” 
Coursera’s Terms of Use call for the participant to agree 
that a university/student relationship is not created by 
virtue of the individual’s participation in any of its courses 
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III. The Institution’s Potential Liability for Harm to 
Its Students: A Primer
Before turning to the unique issues raised in the MOOC 
context, a brief review of the university’s duties and risk 
exposure in the context of a traditional campus may be 
useful.9 In short, courts imposing liability on the college 
for injuries suffered by its students typically have done so 
either by finding a “special relationship” between the college 
and its student or based on the college’s independent duty, 
as landowner, to make its premises safe for invitees. These 
cases relate to “negligence by omission,” where the college 
or university is alleged to have caused the injury by virtue 
of its failure to take some affirmative action to protect the 
injured student.10 

 
A. The Restatement (Second) of Torts (1965)11 
While the general rule traditionally has been that there is 
no special relationship between an institution of higher 
education and its students sufficient to trigger a duty to 
protect those students, there are exceptions to this general 
rule. A number of sections of the Restatement (Second) 
are relevant to this issue and provide the general param-
eters of the scope of a university’s duty to act to protect one 
of its students from harming herself or to protect a student 
from harm caused by a third party.12 Specifically, § 314A 
spells out a number of special relationships where an actor 
has a duty to take “reasonable action” to protect another 
from the “unreasonable risk of physical harm.” Although 
that list of relationships does not include the school/stu-
dent relationship, comment b to that Restatement section 
indicates that the list is not meant to be exclusive.  

Restatement (Second) § 315 also has potential ap-
plication in the college and university setting, providing 
that there is no duty to control a third person to prevent 
him from causing harm to another unless there is either 
a “special relation [that] exists between the actor and the 
third person which imposes a duty upon the actor to con-
trol the third person’s conduct” or where a “special relation 
exists between the actor and the other which gives to the 
other a right to protection.” Finally, Restatement (Second) 
§ 323 provides that one who undertakes to render services 
to another “which he should recognize as necessary for 
the protection of the other’s person or things, is subject to 
liability to the other for physical harm resulting from his 
failure to exercise reasonable care to perform his undertak-

and that the individual’s enrollment in the MOOC does 
not enroll him in the university offering the MOOC.4 
edX’s Terms of Service state that “when you take a course 
through edX, you will not be an applicant for admission 
to, or enrolled in, any degree program of the institution as 
a result of registering for or completing a course through 
edX” and further provides that the course participant will 
not be eligible for student privileges or benefits provided to 
students enrolled in the degree program of the university 
offering the course.5 Udacity, by contrast, has no similar 
provisions in its Terms of Use.6 

While a court examining the issue would no doubt find 
the language of the provider’s Terms of Service relevant to 
the issue of whether the MOOC participant is considered 
a student to which the university owes certain duties, that 
language may not be dispositive of the issue, and the court 
could still look beyond those terms to consider the actual 
features of the relationship between the participant and the 
university offering the MOOC. Here, too, there is varia-
tion. At one end of the spectrum is a MOOC for which 
the individual pays a fee, in return for which he receives a 
certificate of completion or perhaps actual college credit. In 
that context, it is quite possible that a court would consider 
that person to be a student to whom the university owes 
certain duties. As we move down the spectrum towards 
free MOOCs, open to anyone with a computer, the par-
ticipant’s status vis-a-vis the university is less clear. Indeed, 
one can imagine someone registering for a MOOC only to 
watch a lecture or two on a topic of interest to them, which 
might comprise a fraction of the MOOC curriculum as 
a whole, and never returning to the site. Such a casual 
viewer’s connection to the university is particularly attenu-
ated and would seem more akin to someone who views a 
video on YouTube than a student.7 The duties, if any, that a 
university might owe to this person if it became aware of a 
threat posted in a MOOC online discussion are not clear, 
but it is less likely that the university will owe the person at 
this end of the spectrum the same duties that a university 
might owe to its traditional students or even that it might 
owe to a person participating in a fee-based MOOC.  

The balance of this article will focus on the liability 
analysis a court is likely to apply assuming the MOOC 
participant is, in fact, deemed to be in a student/university 
relationship with the institution offering the MOOC.8 
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ing” if such failure either “increases the risk of such harm” 
or because the “harm is suffered because of the other’s reli-
ance upon the undertaking.”

B. The Restatement (Third) of Torts (2011)
In 2011, the ALI released its Restatement (Third). Unlike 
its predecessor, the current Restatement (at § 40(b)(5)) 
includes the relationship between a school and its students 
in the listing of special relationships giving rise to a duty of 
reasonable care. As made clear by comment l to that sec-
tion, however, “[t]he relationship between 
a school and its students parallels aspects 
of several other special relationships – it 
is a custodian of students, it is a land 
possessor who opens the premises to a 
significant public population, and it acts 
partially in the place of parents.  . . . As 
with other duties imposed by this Sec-
tion, it is only applicable to risks that oc-
cur while the student is at school or oth-
erwise engaged in school activities. And 
because of the wide range of students to 
which it is applicable, what constitutes 
reasonable care is contextual – the extent 
and type of supervision required of young 
elementary-school pupils is substantially 
different from reasonable care for college 
students.” This explanation is of particu-
lar interest in predicting how the courts 
might view the relationship between a 
university that offers a MOOC and the 
students enrolled in that course and will 
be revisited below.  

Restatement (Third) contains other sections that are 
analogous to the sections of Restatement (Second) de-
scribed above. For example, § 37 explains that it is still the 
general rule that an “actor whose conduct has not created a 
risk of physical or emotional harm to another has no duty 
of care to the other” unless one of the affirmative duties 
imposed by one of the other sections enumerated in the 
Restatement applies, while § 42 is similar to § 323 of the 
Restatement (Second) that it replaces. 

 

C. A Brief Overview of Case Law 
Consistent with the general rule as set forth in both 
Restatements, before imposing on a college or university a 
duty of care with respect to the protection of its students, 
courts often analyze the issue by considering whether there 
was a special relationship between the parties sufficient to 
justify a duty of care. In many cases, courts have refused to 
find such a relationship. In many others, however, courts 
have determined that such a relationship exists. The inqui-
ry is typically a very fact-specific one, and a review of the 

following cases should help to illustrate 
on which factors courts focus.  

Two factors courts have considered 
is the degree to which there is a “mutual 
dependence” between the student and 
the college and the degree to which the 
college exercises control over the stu-
dent. For instance, where a University of 
North Carolina (UNC) junior varsity 
cheerleader was injured while perform-
ing at a women’s basketball game, UNC 
was found to have a special relationship 
with the cheerleader sufficient to impose 
liability on the university.13 Important for 
the court’s analysis in that case was the 
fact that there was a mutual dependence 
between the student and the university, 
with UNC depending on the cheerlead-
ing program for a number of benefits and 
the participants also benefitting from 
the relationship, including university-
provided uniforms and transportation 
and the ability to use their membership 

on the squad to satisfy one hour of their physical education 
requirement. Also important for the court was the degree 
of control that UNC exercised over the program. Noting 
that the cheerleaders had to maintain a minimum grade 
point average and abide by certain standards of conduct, 
the court noted that where a college exercises significant 
control over a student, the students not only have a higher 
expectation regarding the protections they will receive 
from the school but also that any concerns regarding a 
stifling of student autonomy by finding the existence of a 
special relationship between the parties are less compelling. 
Nevertheless and notwithstanding the finding that there 
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was a special relationship in that case, the court was careful 
to note that a university “should not generally be an insurer 
of its students’ safety, and that, therefore, the student-
university relationship, standing alone, does not constitute 
a special relationship giving rise to a duty of care.”14

A third factor courts have also considered is the degree 
to which the university had knowledge of the student’s 
participation in a dangerous activity. For example, where 
a student pledging a fraternity was injured while being 
subjected to hazing, the court found that a special rela-
tionship sufficient to impose a duty of 
care on the university existed.15 After 
emphasizing that there is no generalized 
duty requiring the university to control its 
students based merely on the university/
student relationship, “where there is direct 
university involvement in, and knowl-
edge of, certain dangerous practices of its 
students, the university cannot abandon 
its residual duty of control.”16 In that case, 
the court also found liability based on the 
university’s status as landowner and the 
injured student’s status as invitee.17 

A fourth factor on which courts have fo-
cused in finding a special relationship is the 
“community consensus.” In a case involving 
campus sexual assault, the court found that 
even though “changes in college life” reflected 
a “general decline of the theory that a college 
stands in loco parentis to its students,” the 
court nevertheless found that the school 
had a duty to protect its students from the 
criminal acts of third parties. The court noted this duty was 
“firmly embedded in a community consensus” that colleges 
and universities “customarily exercise care to protect the 
well-being of their resident students.”18 The court identified 
this consensus by relying on expert testimony that 18 other 
colleges in the area all took steps to provide adequate security 
on their campuses. Noting the school had undertaken a duty 
to protect its students from criminal conduct, the court also 
found that the university owed a duty of care to the student 
based on the principle that a “duty voluntarily assumed must 
be performed with due care.”19 

Perhaps the most important factor courts consider in 
determining whether a special relationship exists sufficient 

to impose a duty on the university is whether the harm 
was foreseeable. For instance, a college has been held liable 
for the suicide of one of its students where the college 
had knowledge of the student’s prior threat of suicide as 
contained in a note to his girlfriend and was on notice 
of bruises to the student’s head that he indicated he had 
inflicted on himself.20 In so holding, the court recognized 
that there can be no claim for negligence unless there is 
breach of a duty recognized by law. Citing to §314A of 
the Restatement (Second), the court noted that a duty 

to assist or protect another person only 
arises where there is a special relationship 
between the parties. While recognizing 
that the Restatement listed a number of 
“special relationships” sufficient to give 
rise to tort liability, it did not include 
the relationship between a college and 
its students. The court also recognized 
that, as made clear by the commentary 
to that Restatement section, the list was 
not intended to be exhaustive.21 The 
court went on to explain that under the 
facts of that case, where the student was 
a dormitory resident, where he had previ-
ously threatened to kill himself, where 
he had been observed by campus police 
with bruising on his head that he admit-
ted he had inflicted on himself, where 
the college had notice of the student’s 
anger management and emotional issues, 
having previously required him to receive 
counseling for same before being allowed 

to return to school, the suicide was sufficiently foreseeable 
that the college had a special relationship with the student 
sufficient to give rise to a duty to protect him from hurt-
ing himself.22 In so holding, the court rejected the college’s 
argument that the duty to prevent the suicide of another is 
limited to cases involving psychiatrists and their patients or 
jailors and prisoners.23 

However, not every court has found that the university 
had a special relationship with a student that committed 
suicide. For instance, the Iowa Supreme Court refused to 
impose liability on the University of Iowa for the dormi-
tory room suicide of one of its students, even where uni-
versity administrators had notice of the student’s previous 
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threats to harm himself and were aware that he had moved 
his moped into his room so that he could use it as the 
instrumentality of his death.24 Interestingly, the court did 
not employ a foreseeability analysis, but instead focused on 
Restatement (Second) § 323 and its duty not to negligently 
perform once the actor has undertaken  to act. Specifically, 
the court rejected the argument that by adopting a policy 
of notifying the families of students who have engaged in 
self-destructive behavior, the university took on a duty, 
and that it negligently performed that 
duty when it failed to notify the student’s 
parents of his psychological issues. In so 
doing, the court emphasized that before 
such a theory could impose a special 
relationship, a plaintiff would have to 
establish that the failure to complete the 
undertaking actually put the injured party 
at greater risk than he would have been 
had the university never taken on the un-
dertaking initially. Since no such showing 
could be made, the court found for the 
university. “[T]he record before us reveals 
that the university’s limited intervention 
in this case neither increased the risk that 
Sanjay would commit suicide nor led him 
to abandon other avenues of relief from 
his distress.”25

In another case, the Massachusetts 
Superior Court refused to find a special 
relationship existed that would impose 
a duty on the university to protect its 
student from overdosing on heroin.26 
In so doing, the court noted that it was 
appropriate to balance the foreseeability of harm to the 
student against the burden imposed by taking the steps 
necessary to protect that student from harm. The court 
found that the student’s use of heroin was not reasonably 
foreseeable and further noted that it had “grave reservations 
about the capacity of any university to undertake measures 
to guard against the risk of a death or serious injury due to 
the voluntary consumption of drugs.”27 Not only did the 
court believe that it was “not possible for the most vigilant 
university to police all drug use and protect every student 
from the tragic consequences” of illegal drug use, but the 
court also emphasized that if it were to find a special rela-

tionship existed giving rise to a duty to protect the student 
from harm, it would “conflict with the expanded right of 
privacy that society has come to regard as the norm in con-
nection with the activities of college students.”28 

Reading all of these cases together, several general prin-
ciples emerge. While courts have been willing to find that 
a special relationship between student and college exists in 
certain circumstances, such a finding is not a certainty, and 
there is no generalized special relationship between univer-

sities and their students for all purposes. 
The instance where the courts are most 
likely to find that a special relationship 
exists is where the threatened harm is 
foreseeable or the conduct is particularly 
dangerous. Even where the harm is fore-
seeable, however, the court may still look 
to balance that foreseeability against the 
burdens associated with protecting the 
student from such harm.  

IV. What Does All This 
Mean for MOOCs?
Mindful of the general overview of the 
duties imposed on brick and mortar 
colleges and universities, we turn now to 
MOOCs and the extent to which those 
duties have application in this rapidly 
growing part of the higher education 
landscape. In other words, what exposure 
does the college or university offering a 
MOOC have for a student who threatens 
himself or others in the online message 
boards? Should the school monitor those 

online discussions? Is the school offering the MOOC 
required to do anything to protect its students from harm, 
either self-inflicted or caused by a third party? 

While the situation could arise under any number of 
factual scenarios, this article will focus on the two that 
would seem to be the most likely—either a MOOC 
student makes comments in the MOOC online discussion 
forum indicating that she intends to do harm to herself, 
or a MOOC student posts some sort of threat to a fellow 
student. In either situation, what duties, if any, does the 
school offering the MOOC have?
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Given the novel nature of MOOCs, the courts have 
not yet been asked to consider these questions. If they 
did, however, and assuming the MOOC participant is 
considered a student, it is likely the court would use as an 
analytical starting point the principles articulated in the 
Restatement and the established jurisprudence applicable 
to colleges generally. There are clear differences between 
MOOCs and traditional university courses, however, the 
most obvious of which is that, unlike the situation where 
college students attend classes on a physical campus and 
reside in dormitories owned by the college, students en-
rolled in MOOCs attend classes by logging in from their 
own homes or offices that may literally be anywhere in the 
world. This distinction would seem to render inapplicable 
any duty that a college might otherwise have as landowner 
to make its campus safe for invitees. As is clear from the 
above discussion, however, the college has other duties 
towards its students beyond those imposed on it by virtue 
of its status as property owner.

Putting aside that physical difference in the learning en-
vironment, the relevant question for a court faced with the 
issue is whether there was a special relationship between 
the MOOC student and the school sufficient to impose a 
duty of care on the institution. As previously noted, given 
the fact-specific nature of this inquiry, it is difficult to pre-
dict the outcome with any degree of certainty. That said, 
certain factors will be relevant in guiding the discussion.  

For one, to what degree did the institution exercise any 
control over the student?29 Unlike a more typical univer-
sity/student relationship, where the student is enrolled 
in classes for which they pay tuition and receive credit 
and which they attend in university buildings, while also 
perhaps living in university housing, the university’s rela-
tionship with its MOOC students is very different. They 
typically pay no tuition and receive no college credit for the 
coursework. Moreover, because the courses are available 
online, the MOOC students can access them at any time 
on their own schedule. Accordingly, while it might not be 
accurate to say the college offering the MOOC has no con-
trol over the students enrolled in the course, the institution 
clearly has less control over the student than it does over a 
student enrolled in one of its traditional courses. This fact 
cuts against the finding of a special relationship between 
the college offering the MOOC and the MOOC student.

Another factor relevant to the determination of the ex-
istence of a special relationship is whether there is a mutual 
dependence between school and student, measured by the 
degree to which each receives benefits from the other.30 For 
the student enrolled in the MOOC, the benefits of such 
enrollment are clear, as the student receives an education, 
on her own time, at a place that is convenient for her and 
at no or very low cost. Where the MOOC is offered free 
of charge, it may not be quite as apparent what benefit 
the university derives from offering the course, other than 
the publicity and good will generated by that offering. As 
alluded to earlier, however, some MOOCs charge a fee, 
in exchange for which the student receives a certificate 
of completion, if not full college credit. As this model 
becomes more common and perhaps even evolves into a 
credit for tuition arrangement, this mutual benefit analysis 
will also evolve, and the benefits conferred to both student 
and university will become more apparent. Moreover, 
for those universities having an ownership stake in the 
MOOC providers, the financial benefits to the university 
could be significant.   

A third factor, and probably the most significant one, 
is the degree to which the harm in question was foresee-
able by the college or university offering the MOOC.31 For 
instance, where the university has actual notice of suicidal 
threats made by a student in a MOOC’s online discussion 
forum or had notice of a specific threat made by one stu-
dent against another student in that same forum, a court is 
likely to find that the later suicide of the MOOC student 
or harm caused by one student to the other was foreseeable 
to the university. In that case, the court would likely find 
the requisite special relationship existed and could impose 
liability if the institution failed to take adequate measures 
to assess and address that potential threat.32 That said, giv-
en that the student posting the suicidal threat or the per-
son being threatened by another MOOC participant could 
be located halfway around the world, with the university 
unlikely to know much at all about the student, including 
their living or family situations, a court could find that the 
burdens imposed by protecting such student outweigh the 
foreseeability of harm to them and thus decline to find the 
university has a duty to protect such students, or that the 
university’s discharge of that duty is more easily achieved 
than for its students enrolled in traditional courses.      

The question of whether the institution offering the 
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MOOC had notice of the threat, and thus whether it was 
foreseeable, raises the question of whether the university 
offering the MOOC is under any obligation to monitor 
the online discussion on the message boards associated 
with the MOOC to determine whether it contains any 
troubling student speech. While the professor or her teach-
ing assistants (TA) will presumably be participating in at 
least some portions of the online discussion, given that 
MOOCs have a massive enrollment and that the online 
discussions emanating from these can 
have many threads and sub-threads, it 
is unlikely that the professor or her TAs 
will be involved in all of the discussions. 
Moreover, to attempt to monitor all of 
these discussions would itself be a very 
demanding undertaking.    

Before deciding to monitor all 
MOOC electronic message boards, 
college risk managers should be mind-
ful of the liability imposed for failing to 
adequately perform an undertaking as 
set forth in Restatement (Third) § 42. In 
short, if a university undertakes to render 
services to another and knows that the 
rendering of such services will reduce the 
risk of harm to another person, the uni-
versity has a duty to exercise reasonable 
care in performing those services if failing 
to do so will increase the risk of harm to 
another person or where the person to 
whom the services are rendered relies on 
the fact that the university will exer-
cise reasonable care in the undertaking. 
Given the practical challenges in monitoring the volume 
of postings at issue, it would be very difficult for anyone 
monitoring the discussions to be aware of everything that 
is said, and one can assume that some things would likely 
get missed.  

While there are no easy answers, best practices suggest 
that the institution should err on the side of caution when 
it actually becomes aware of speech on a MOOC online 
message board that appears to be a direct threat against an 
identifiable person or a posting suggesting the poster’s in-
tent to do harm to himself. When faced with actual notice 
of such foreseeable harm, to the extent possible the univer-

sity should proceed in the same way that it would in the 
context of a traditional campus, recognizing, of course, that 
it may be limited in what it can do to protect the MOOC 
students, over whom it has little control.  

Given the burdens associated with generally monitor-
ing all MOOC online discussions for problematic content 
and the liability that could attach if the school attempts 
this undertaking but somehow falls short of successfully 
identifying all threats to the safety of students commu-

nicated on those boards, risk managers 
should give careful consideration before 
instituting a policy of monitoring the 
MOOC discussion boards generally. If 
the college or university chooses not to 
monitor all of the MOOC online forums, 
it would be advisable to disclose that fact 
to the students enrolled in the course, 
similar to the way that Coursera, Udacity, 
and edX make similar disclosures, thus 
reducing the chance that a student could 
later claim he was relying on the school 
to protect him from himself or others 
by monitoring the MOOC discussion 
boards for threatening speech.     

V. Conclusion
As noted above, in preparing Restate-
ment (Third) § 40, which added the 
school/student relationship to the list of 
special relationships that can give rise to 
a duty of care, the American Law Insti-
tute’s (ALI) commentary recognized that 
the relationship between a school and 

its student can take many forms and that the level of care 
an elementary school must exercise towards its students 
differs from the reasonable care applicable to college 
students. While the ALI commentary does not address 
MOOCs, it is probably fair to infer that the level of care 
owed to MOOC students is different from that owed to 
college students generally. Also, in noting the many hats 
that higher education institutions wear, as “custodian of 
students . . .  a land possessor who opens the premises to 
a significant public population . . . [and one who] acts par-
tially in the place of parents,” the ALI signaled its rationale 
for including the school/student relationship on the list. 
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As the university wears none of those hats in the context 
of a MOOC, any argument based on the Restatement that 
there is a special relationship between the school offering 
the MOOC and its students is somewhat undermined, at 
least where the school had no notice of the threat at issue. 
However, where the institution does acquire actual notice 
of the threat, such that the threatened harm becomes 
foreseeable, the institution that chooses to do nothing does 
so at its peril. 

MOOCs are a new and exciting entrant onto the high-
er education scene. While they bring great promise, they 
do not come without risks, at least several of which are 
discussed above. It will be interesting to see how MOOCs 
develop over time and to see whether courts treat them as 
analogs to traditional courses offered on campus or as dif-
ferent creatures altogether. Until these issues are addressed 
by the courts, campus risk managers would be prudent to 
proceed with caution, mindful of the potential exposures 
that threatening speech and conduct in the context of a 
MOOC can pose. 
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Voicemail Risks
Virtually every one of us uses voicemail. Regardless of 
the brand of phone system your college or university uses, 
voicemail is most certainly a standard feature. It is used 
by your school’s staff and often by dormitory residents. It 
can be accessed from your campus “landline” phone or, in 

many cases, from any phone, anywhere. 
Some can even be accessed from websites 
which can play the messages through 
your computer or tablet’s speakers.

We usually assume that voicemail 
systems are simple and do what they are 
supposed to do. Someone leaves you a 
message, then you retrieve the message 
and listen to it. You can then either save 
the message or discard it. There are even 
other options, such as forwarding, which 
are available in many systems. However, 
for most users, the choices are to either 
delete or save.  Using the system is easy. 

But what if voicemail is not secure? 
What if people who should not be listen-
ing to your messages can do so without 
your even knowing? Due to society’s 
awareness of cyber threats, we have all 
been sensitized in recent years to the 

risks associated with hacking attacks targeting our email 
inboxes and networks. We are also familiar with the huge 
volume of sensitive information that may be exposed by a 
computer hacker. But what about the “data” sitting in your 
voicemail inbox? Think about the harm that could result if 
that data were compromised.  

As a risk manager,  one might imagine the following 
scenarios:

•	 An unhappy ex-lover listens to her former 
partner’s dorm room voicemail. She hears very 
personal messages from the person she thinks 
may have caused the break-up and decides to seek 
retribution.

Abstract: While cyber threats should be at the top of the list 
of concerns for higher education risk managers, there may 
be another related risk that is overlooked at your institution: 
voicemail and conference calling system risks. The mobile 
devices we use daily incorporate more and more of our online 
lives, e-mail systems, and communication technology, as well 
as access to other university systems and 
tools, than ever before. Because they are so 
ubiquitous, it is easy to overlook the risks 
they include. This article highlights some 
of the voicemail and conference calling 
risks facing colleges and universities. It also 
provides best practices and solutions for 
how everyone on your campus can work to 
make your communication systems more 
secure and safe. 

Introduction
As we have hurtled through 2013, it has 
been impossible to ignore the growing 
threats to our networks and data sys-
tems posed by cyber criminals, hacktiv-
ists, nation states, and careless insiders. 
Indeed, there is no question that cyber 
threats should be near the top of the list 
of concerns for university risk managers. 
However, the intense media focus and regulatory activity 
surrounding cyber attacks may have caused us to overlook 
another source of information security risk from a familiar 
but unassuming source: the telephone. The phones on our 
desks—and in our pockets—have become more versatile 
over time. Depending on the system your university uses, 
phones can contain your phone book, provide your voice-
mail, forward your calls, and connect you to conference 
bridges. Because they are so much a part of our everyday 
lives, we don’t think of them as sources of risk. The hard 
truth of the matter, however, is that they are sources of 
risk, and we have to look at them in a different light.
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dard default code. Hackers seem to know all the defaults, 
common codes, and other commands.  For example, if you 
discovered that a voicemail that you have yet to listen to 
has been stored as a “saved message,” you might wonder 
how it became saved if you didn’t listen to it. A hacker, 
though, can use the “save as unheard” command, even after 
he or she has listened to—and perhaps even recorded—
a message. When you, the authorized user, access your 
voicemail, it is still listed as a “new message,” apparently 
never heard.

What is  a college or university’s potential liability, 
both economic and reputational, if voicemail is misused, 
in part thanks to the institution’s weak or almost non-
existent security common to so many systems? What if a 
student or faculty member is harassed? What if they are 
physically assaulted or worse? How well could you defend 
your university for not requiring strong passwords or 
failing to let users know how to secure and protect their 
voicemail accounts? Given the very prominent coverage of 
the journalist phone hacking scandal in the United King-
dom, can the risk manager really claim that he or she was 
not aware of the risk?  

Our experience is that, while the level of security you 
can provide is often limited by the capabilities of your cho-
sen voicemail system, it is a great investment for the risk 
manager to discuss ways to provide additional security 
with the voicemail system manager. Avoiding easy-to-
guess or default passwords is a good start. Letting people 
know how they can change their voicemail password if 
they believe (or know) it has been compromised is also 
important. Also, if your voicemail provider is not offering 
adequate security features, make it clear that you will con-
sider taking your business to a vendor that takes security 
more seriously. Furthermore, as a part of your voicemail 
security awareness program, make sure that your users 
understand that listening in on someone else’s voicemail 
without their permission is not only wrong and should 
subject them to appropriate disciplinary action), but it is 
also a potentially serious crime. 

The one thing you cannot afford to do is ignore the 
problem. 

Conference Call Risks 
Another phone-related service used by virtually every 
college and university is the dial-in call bridge. This is 

•	 A disgruntled student anticipating a bad grade lis-
tens to a professor or teaching assistant’s voicemail 
looking for information to use for blackmail or 
intimidation purposes.

•	 A student who is looking for ways to harass 
someone whose race, religion, or sexual orientation 
“bothers him” discovers that he can learn a lot by 
intercepting the target’s voicemail. He might even 
record the messages and forward them to like-
minded hate groups or simply make them public 
in order to harass the victim.

Voicemail interception, or “voicemail hacking” as  it 
is often called, is very real. In Great Britain, 55 journal-
ists were arrested between April 2011 and mid-February 
2013 on criminal charges arising out of the phone hacking 
scandal which resulted in the shutdown of the century-old 
tabloid News of the World. The charges involved hacking 
the voicemail of celebrities, politicians, and even a young 
woman who was declared missing and later determined to 
be a murder victim. 

Given the breadth of the British voicemail hacking 
scandal, it is easy to overlook that voicemail interception 
is not new (and certainly wasn’t invented by the British 
press). According to published reports,1 a reporter at the 
Cincinnati Enquirer partly based an investigative report on 
thousands of voicemails obtained without authorization. 
The newspaper eventually published a front-page formal 
apology, stating, “The facts now indicate that an Enquirer 
employee was involved in the theft of this information in 
violation of the law.”2 The newspaper also paid a multi-
million dollar settlement to avoid litigation. Both the 
reporter and the reporter’s boss were fired. 

Many university voicemail systems are easy targets for 
hackers. While we have substantially hardened our net-
work and data security in response to rising cyber threats, 
voicemail security has languished in a state of suspended 
animation, changing little since its introduction decades 
ago. First, mailbox passwords are usually short—most 
often only four digits. Most systems do not rule out codes 
that are easy to guess, like 1111, 9999, 1234, and so on, 
nor do they require users to change passwords periodically 
in the way that many computer systems do. Others have 
standard default passwords for new users, such as the last 
four digits of the phone number, while others have a stan-
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a system through which multiple people can call into a 
designated telephone number and be connected together. 
Bridge lines are frequently used for both one-off and regu-
larly scheduled virtual meetings.

Like voicemail, call bridges used to facilitate confer-
ence calls might seem innocuous to the risk manager. They 
are not. Higher education managers likely have regular 
conference calls involving a dozen or more participants 
during which sensitive and proprietary information is 
discussed. Given the turnover in call participants over 
time and the fact that call-in numbers and access codes 
are rarely changed, however, there is a substantial risk of 
not really knowing who is listening in on 
your conference calls.

On January 17, 2012, an international 
conference call was held between the FBI, 
England’s Scotland Yard, and a number 
of other law enforcement agencies to dis-
cuss investigations that the agencies were 
conducting concerning Anonymous and 
other hacking groups. Unfortunately, one 
of the law enforcement officers invited to 
the call (but who actually didn’t partici-
pate on it) forwarded the invitation from 
his work e-mail to his personal e-mail ac-
count, which was hacked. The invitation, 
of course, provided the date and time of 
the call, the subject, and the dial-in num-
bers and access codes. A hacker, who has 
since been identified and charged with an 
eavesdropping crime, dialed in at the appointed time and 
silently joined the call. He not only listened to the call, but 
also made a recording of it, which he later released on the 
Internet.3 

The idea of listening in on your “opposition” is not new. 
In 2002, a Virginia Republican Party official was reported 
to have listened in and recorded a statewide conference 
call held for Democratic Party leaders.4 The ensuing 
scandal when the eavesdropping was made public cost that 
official his job, as well as that of the Party’s chairman and 
two other Republican legislative aides. The state Republi-
can Party paid most of a $750,000 settlement of a lawsuit 
brought by Democratic legislators who were on the inter-
cepted call. The Republican Party official who recorded 
the call also pled guilty to a felony charge.

Conference calling bridges are easy to set up and use. 
There are hundreds of services available, some of which 
can provide these calling services at no cost. Others are 
paid services, which can provide users with numbers and 
access codes that can be used on demand at any time. 

Unfortunately, human nature is fallible. While the vast 
majority of people who leave one employer for a competi-
tor would never think of continuing to dial into their 
former employer’s weekly management call, there are those 
who would do exactly that, even though it is probably a 
crime in most jurisdictions. 

Depending upon the circumstances, intercepted 
conference calls can lead to significant 
liability as well as reputational damage. 

Unfortunately, much like the an-
tiquated voicemail security discussed 
above, many conference calling systems 
make it easy for the hacker to eavesdrop. 
Most users never change the access codes 
associated with their bridge numbers 
or even know how to do so. Calls can 
be made regularly over a period of years 
with the phone number and access code 
never changing. For many calls, keeping 
track of how many callers are on the line 
represents a challenge. Some systems 
first ask callers to record their names 
and then announce them to the group 
by playing the recorded name and saying 
“now joining.” Other systems simply use 

a beep-tone when new callers join a call, while still others 
may provide no indication. 

Fortunately, some conference calling systems do 
provide very useful tools for making sure only authorized 
users are on the call. While these tools differ by service 
provider, here is a short list of the more common com-
mands that can help secure your calls:

•	 Give Caller Count: This command causes the sys-
tem to tell you how many callers are on the call. If 
you expect 10 callers and get 12, you know there is 
a problem. Of course, if you expect 10 and get 10, 
you cannot be sure  that an unauthorized person 
did not join the call in place of an authorized per-
son who failed to dial in. 
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•	 Announce Caller Name: This can force the system 
to ask each caller to record their name and then 
play it with a “Now joining” message. If you use 
this method and someone does not announce 
himself or herself, you should assume you have a 
problem and terminate the call.

•	 Call Lock Out: Let us assume you expect three 
people including yourself. You hear two entry 
beeps and your two expected callers announce 
themselves. The Lock Out command tells the 
system not to allow anyone else on the call, even if 
they have the right access code. 

•	 Administrator Access: After (and in some cases 
during) a call, some systems allow you to go to 
the call bridge operator’s site and see how many 
people are on the call and sometimes the numbers 
from which they are calling, particularly if you are 
providing a toll-free number to the caller. 

•	 Change Access Code: This command can give you 
a new password; this can even be used to assign a 
new password for every call.

One thing to remember is that on many systems there 
are two access codes, one for the call originator and one for 
the call participants. You have to be particularly careful to 
protect the originator code, because if it is compromised, 
the hacker can often change the security features on the 
system without your ever knowing that they have been 
changed—until it is too late. 

Conclusion
So what is the bottom line for you as the risk manager 
for your college or university? Simply that your institu-
tion must recognize and manage these risks just like any 
other campus risk. Fortunately, there are low or no-cost 
steps that you can take to mitigate these risks with a little 
help from both technology security and risk management 
professionals.
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Translating ERM from a Theoretical Perspective into 
Practical and Effective Actions that Impact Performance

Abstract: Enterprise risk management (ERM) can be a dif-
ficult process for individuals at any organization or company 
to get their arms around; institutions of higher education are 
no different. One reason for this difficulty in envisioning and 
implementing an ERM program is the fact that it focuses on 
all of an organization’s component, which can vary widely. 
This article uses the authors’ experiences 
in implementing ERM in the financial 
services sector and extrapolates lessons 
learned and other guidance to colleges 
and universities. First, it reviews common 
barriers to ERM implementation, followed 
by a number of suggestions that managers 
across many fields, departments, or offices 
can implement now to work around these 
barriers.

Introduction 
Successful implementation of enterprise 
risk management (ERM) practices within 
an institution of higher learning, a fast 
moving consumer goods company, or a 
financial services firm can be a significant 
challenge. One reason for this is that, 
by definition, ERM involves a myriad of 
interrelated components ranging from 
articulating a clear understanding of an organization’s 
broad strategy and risk appetite1 to how it ties in with 
specific metrics, such as strategic job coverage ratios and 
the impact on agreed upon measures of performance. 
Often, ERM and “integrated risk management” tend to 
be used interchangeably, as it involves a bringing together 
in unison of the collective decision making process of an 
organization.  

The sharing of experiences related to process change 
initiatives can be beneficial to all firms independent of 
the industry and sector in which they operate. With this 
perspective in mind, this article offers practical guidance 
based on our experiences from the financial services sector 
on how to circumvent some common barriers to imple-

menting a successful ERM program, making it an effective 
agent of change. 

Some Common Barriers to Implementing a 
Successful ERM Program
In simple terms, ERM is a risk communication process 

and, like any other manufacturing 
process, requires updating and mainte-
nance. To approach ERM as a “point in 
time” initiative is a waste of resources. It 
is important to plan and implement an 
ERM strategy similar to implementing 
any other organizational change manage-
ment program.  

At the start of the implementation 
journey, it is very important to recognize 
and harness the synergies of existing risk 
management frameworks and process 
improvement methodologies, such as 
AS/NZS 4360, ISO 31000, Define 
Measure Analyze Improve Control 
(DMAIC), balanced scorecard, and the 
Committee of Sponsoring Organizations 
of the Treadway Commission (COSO).2 
While some of these approaches pay 
more attention to issues of risk and 

others to process improvement, they create the building 
blocks for developing truly integrated organizations with 
clear communication channels. At its core, ERM is about 
effectively communicating risks and opportunities within 
an institution and externally to its partners; it requires a 
cultural change with respect to how the institution identi-
fies, measures, manages, and reports on this portfolio of 
threats and opportunities. As a result, the duration of 
an effective ERM program is always ongoing and long-
dated. Effectively communicating to the workforce that 
ERM is not a one-time project but a “neural network” of 
interlinked processes (or projects) that succeeds on the 
collective commitment and belief of purpose of the entire 
institution is worth the time and effort.
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Buy-in and execution play a critical role in successfully 
implementing ERM.  Similar to what Kaplan and Norton 
have demonstrated with respect to implementing the bal-
anced scorecard,3 some common barriers to implementing 
an ERM program are: 

Awareness Barrier: Not Understanding the Broad 
Vision of the Institution
It is important for all employees to understand the vision 
and direction of the institution. Awareness builds under-
standing, which leads to action, resulting in execution. 
Institutions where ERM has gained traction have been 
those where senior decision makers have taken the time 
and devoted resources to ensuring that employees have 
an awareness and understanding of the 
organization’s key objectives. ISO 31000 
defines risk as the effect of uncertainty on 
objectives, hence the need to ensure that 
a majority of the workforce has a clear 
understanding of what the institution is 
looking to accomplish. If, for example, the 
objective is to publicize a new state of the 
art neuroscience program, then a lack of 
understanding by employees within the 
admissions office can impact potential ap-
plications and, ultimately, performance or 
return on investment of this initiative.   

What’s in it for Me? Clear Incentives 
and How They Link to an Employee’s Daily Activities
In the financial world, the linking of incentives and execu-
tive compensation to short-term objectives has shown to 
negatively impact performance—sometimes severely and 
with widespread repercussions—as recently evidenced by 
the financial crisis. Misaligned incentives are all too com-
mon within organizations. Individuals need to know how 
their daily work and actions are linked to accomplishing 
the institution’s objectives in both the short and long term. 
Incentivizing one more than the other is not necessarily an 
optimal strategy. Linking incentives to short-term targets 
builds focus and to long-term objectives ensures commit-
ment.    

Management Barrier: 
Dedicating Time to the Program
Mentoring the team and spending time reiterating goals 
and objectives by senior management significantly helps 
with achieving ERM milestones. In a number of instances, 
we have found employee saying that senior management is 
“too busy with other meetings” and not committed to the 
“seeing this through.” Once senior decision makers clearly 
understand what the board of trustees expect of them and 
how implementing ERM benefits the institution and them 
individually, they will be in a position to provide the time 
and guidance to their departments and teams.  

Resource Barrier: Failing to Link the Program to the 
Institution’s Planning and Budgeting 
Process
Any strategy, unless linked to the 
budgeting and resourcing process of the 
organization, is doomed to be unsuccess-
ful. Since ERM articulates the impact of 
uncertainty on an institution’s objectives 
and department and unit level initia-
tives drive the accomplishment of those 
objectives, the allocation of resources to 
support these initiatives are critical to 
the success of embedding ERM. Within 
large financial services firms, chief risk 
officers (CRO) are increasingly playing a 
critical role in the strategic planning and 

budgeting process, alongside the chief financial officers 
(CFO).  

 
Overcoming Common ERM Barriers
So how does an institution overcome these commonly 
observed hurdles to successfully implementing ERM and 
positively impact performance? 

  
Adopt a Definition of ERM that “Resonates” with 
Your Institution
While the fundamental principles of ERM are similar 
across industries, the actual formalization and implemen-
tation of the process would differ depending upon the 
size, nature, and idiosyncratic features of the institution. 
To ensure that ERM becomes a tractable process, adopt a 
definition of ERM that resonates with your institution. A 

Linking incentives 

to short-term 

targets builds focus 

and to long-term 

objectives ensures 

commitment.
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definition of ERM regardless of industry or 
sector that we have used is as follows: ERM 
is the discipline and art of listening, learning, 
and responding proactively to all types of 
threats and opportunities, internal and exter-
nal, that face an organization, so as to create 
mutually beneficial and lasting relationships 
with its existing and potential partners.  

We avoid using the term “risk” in the 
definition because it is inherent in both 
threats and opportunities. The impact of this 
uncertainty on an institution’s reputation 
and performance can stem from mismanaged 
endowment funds owing to a lack of market 
knowledge and/or inadequate analytical tools 
to mentally unstable individuals. We prefer 
using the term “partners” instead of stake-
holders, clients, or customers, so as to engender a 
sense of ongoing and long-term commitment to 
the process, as well as the ability to seek their guidance 
and advise when things go wrong. Embedding ERM does 
not preclude an event impacting an institution, but it 
clearly lessens the damage and time to recover.

Other ways to envision ERM are as follows: 
•	 ERM is a communication tool based off an inte-

grated risk-embedded information framework for 
steering the board of trustees and senior manage-
ment discussions and business decisions.

•	 ERM is not only about efficient models of financial 
risk management but also about overall infrastruc-
ture, people, systems, and processes. Financial 
measures of risk will always be important, but 
they need to be supplemented by non-financial 
perspectives (and measures) that will identify the 
topology of threats and opportunities.

•	 ERM is an ongoing and long-term process that flows 
through an institution embodying its risk culture. 
It is a core component of the strategic decision 
making processes, presenting a portfolio view of 
the risks and opportunities facing the organiza-
tion. Robust ERM processes act as a strategic 
hedge against disruptions to reputation and per-
formance of an organization (see Figure 1).4 

It should be noted that it is nontrivial to evaluate the 
quality of an ERM program in the short term. From a cost 
perspective, expenditures on ERM will be considered a 
period expense, and so a cut back on certain dimensions 
of such an initiative is an easy way for an entity to enhance 
its short-term earnings. Long-term consequences of a 
weak ERM function may not surface in the short run or 
at the peak of a business cycle. However, when the tide 
of economic conditions worsens, weak risk management 
practices will come to the forefront.

ERM for a University Community
The Higher Education Funding Council of England 
(HEFCE) defines risk management as:  

A process which provides assurance that: objectives 
are more likely to be achieved; damaging things will 
not happen or are less likely to happen; and benefi-
cial things will be or are more likely to be achieved.

Communication is not just about transparency. It is 
also about education, guidance, and steering things in 
the right direction. ERM for a university community is a 
communication framework and a knowledge management 
process that enables:

1. The creation of a safe and progressive multicul-
tural environment that is intellectually rich and 

FIGURE 1: ERM as a Strategic Hedge Against  

Performance Disruptions
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well-endowed to foster the growth and 
sharing of new ideas through the dis-
semination of knowledge and interdisci-
plinary research for the greater benefit of 
the community and the world at large.  

2. The identification of events that present 
risks and opportunities to the brand and 
reputation of the institution, and the 
evaluation of the severity and likelihood 
of those events.

3. The identification and mapping of own-
ership and controls against those risks.

4. Establishing acceptable risk thresholds 
for the various departments, facilities, 
student-bodies, faculty, and communi-
ties.

5. The evaluation of appropriate risk responses 
and treatments to mitigate, transfer, or as-
sume the risks.

6. Identification of meaningful risk metrics and key 
risk indicators (KRI) that enable proactive deci-
sion making for the institution and community. 

Design and Communicate the End Product of the 
Implementation Process First
Start with the end product in mind as it helps build focus 
and commitment. The ultimate goal of an ERM program 
is to facilitate the communication of threats and oppor-
tunities that an organization is exposed to, along with 
possible courses of action if necessary and their potential 
impacts. This broad goal applies to educational institu-
tions, as well. Initiate the process with an ERM strategy 
workshop where the end product and its benefits form the 
focal point of the discussions. This sets the tone and estab-
lishes a common voice and set of parameters for guiding 
the process.  

A few years ago, risk dashboards and heat maps were 
used to drive this process. While these tools are still in use, 
they do not necessarily capture the essence of ERM. In 
the financial services world, when considering market risk 
exposures, an institution benefits from the use of a risk 
dashboard or a heat map, as it could indicate the effect of 
market volatility on the portfolio and/or its components. 
On the other hand, an ERM scorecard, similar to a bal-
anced scorecard,5 has a broader connotation as it incor-

porates several self-assessment components, such as the 
dean of admission’s view on why applications for a specific 
school are on the decline, that do not readily lend them-
selves to any specific formulaic structure. ERM scorecards 
also embody analysis stemming from the use of surveys 
and questionnaires, not typical of dashboards. 

An ERM scorecard, as depicted by the template in Fig-
ure 2,6 is very helpful in assisting an organization’s leader-
ship with designing its end product and communicating 
the ERM initiative throughout the organization.

Clearly, the content of such a template will evolve over 
time as awareness and understanding of the initiative 
takes hold. Start by using the template to build awareness 
and understanding through education and communicating 
the plan across all units and departments of the institution 
about the importance of ERM, its benefits, why the uni-
versity has decided to pursue its implementation now, and 
what it would entail, including roles and responsibilities 
of all members, commitment, time lines, and long-term 
sustainability. Often times you will find business units 
and departments arguing that their current silo-based risk 
management practices are robust and similar to an ERM 
process and, therefore, they don’t need to participate in the 
corporate initiative. During this phase, provide a perspec-
tive on how this approach to risk management differs from 
the current view of risk management.

Ask the group about their views on the exponential 
growth of massive online open courses (MOOC) and how 

FIGURE 2: ERM Scorecard Template 
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that might impact the very existence of brick and motor 
universities. Which group/department is likely to be im-
pacted? Should we embrace the concept? Or do we try and 
circumvent it? Whose responsibility is it to understand 
the impact and strategize on ways to address the issue? Or 
was the impact of the financial crisis and lack of consumer 
confidence on the enrollment profile of the university 
fully understood along with its knock-on 
effects? These are real issues affecting all 
personnel from the board of trustees to 
the security guard. Using the template 
to show the pervasive and interlinked 
nature of such a complex event will drive 
the importance of patience in embed-
ding an ERM culture: building processes 
that enable collaborative identification, 
assessment, and treatment of threats and 
opportunities.  

Use a needs assessment questionnaire 
to highlight the varying degrees of under-
standing of risk management within the 
department or unit itself. This is usually 
revealing for the group and works as an 
effective tool in building awareness and 
communicating the organization’s desire 
to implement ERM, as well as providing 
reason enough to leverage the collective 
risk intelligence of the units and to add 
new processes as needed.  

The other components consist of 
detailed maps, questionnaires, and 
templates of interviews, surveys, and 
gap assessments for all units and depart-
ments along key risk dimensions, such as 
governance, measurement, and communi-
cation. These include several sub-areas related to assess-
ing and identifying risks; collecting data; constructing 
appropriate metrics; ensuring the linkages and integration 
with key business planning processes and physical assets; 
developing reports, scorecards, and risk dashboards; and 
then embedding, monitoring, and establishing milestones 
for the ongoing development of the process.   

Communicate the Value of Analytic Processes 
that Capture and Monitor Financial Risks of the 
Institution  
Another approach to drive focus and commitment in 
implementing ERM is to build the process around finan-
cial measures of risk and performance. For example, a 
mid-sized bank had embarked upon an ERM program but 

was not successful at gaining traction and 
commitment. After a few brainstorming 
sessions, they decided to focus the team’s 
efforts on understanding and identify-
ing the more pressing risks first, which 
were primarily establishing market risk 
practices and measures for trading opera-
tions. This helped the process immensely 
as they experienced tangible successes 
that drove the impetus to incorporate the 
more nebulous aspects of ERM. It never 
hurts to communicate and emphasize the 
value of analytical tools and metrics dur-
ing the initial stages of the journey. 

Every organization needs to measure 
and monitor financial risk in order to 
manage financial risk. Therefore, the 
value of the analytic processes to measure 
and monitor risk is really quite simple: 
you can’t manage what you can’t measure. 
This is particularly critical when looking 
at the institution’s endowment, pension, 
charitable gift, and working capital as-
sets. A deep understanding of the risk in 
both the institution’s varied investment 
portfolios, as well as across the overall 
asset pool, is critical to making better 
investment decisions and managing the 

financial risks facing the institution. When this is done 
well, it has an empowering effect, and the institution can 
justify allocating a portion of the returns to fund other 
components of the ERM program.  

To gain this understanding, develop a financial risk 
management framework and governance process that pro-
vides stakeholders with analytic measures, guideline limits, 
and defined responses to changes in key risk indicators 
so individuals can proactively act to safeguard the institu-
tion’s assets against financial stresses. Communicate how 
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this framework empowers and protects the institution by 
providing warnings when risk parameters are approach-
ing limits or signaling sensitivity to market downturns. 
For example, as in Figure 3, institutions that saw their 
correlated risk (simulating when correlations go to one) 
approach limits as the 2008 crisis was building could pro-
actively reallocate to decrease the risk in their portfolios 
and, therefore, protect against major losses.7

Key risk indicators include absolute risk measures, 
such as net and gross exposure across asset allocations, 
value at risk, and expected shortfall; risk attribution 
analytics, such as marginal, incremental, correlated, and 
component value at risk; relative risk analytics, such as be-
tas, tracking error, correlations, and benchmark risk; and 
historic scenario and stress testing results. Trend analysis 
and guideline limits on these key risk indicators give the 
institution insight into changing market conditions and 
empower stakeholders to act to protect the institution’s 
assets.  

When all is said and done, however, what these analyt-
ics enable the institution to do is to proactively ask and act 
on questions and their answers as part of its risk manage-
ment framework. Such questions include:

•	 What are exposures and points of leverage by asset 
class, and are they in line with policy asset alloca-
tions?

•	 How are the portfolio and its underlying strategies 
and managers tracking benchmark(s)?

•	 What are the greatest contributors to risk in the 
portfolio?

•	 What are the most volatile positions, exposures, 
sectors, regions, or asset classes?

•	 How correlated (or uncorrelated) are the strate-
gies, and which strategies are providing diversifica-
tion benefits?

•	 How would the current holdings have fared dur-
ing a previous market regime?

•	 How would the risk in the portfolio change if the 
domestic equity markets went up by 5 percent 
while international fixed income went down by 1.5 
percent?

•	 What would the risk in the portfolio look like if 
correlations all go to one or zero, and is the trend 
consistent with the institution’s risk tolerance?  

•	 To which markets is the portfolio most sensitive, 
and are there unintended correlations that are of 
concern?

•	 What has the risk profile looked like over time, 
and where is the portfolio positioned versus policy 
limits?

•	 If the institution had to buy-down the risk in the 
portfolio, can this be accomplished most effectively 
by increasing or decreasing the allocation to man-
agers or strategies?

Once armed with a comprehensive risk governance 
process and the answers to these types of questions, better 
decisions and outcomes ensue. That is the real value to 
communicate through the institution.

Link Financial and Non-Financial 
Measures of Risk with Performance 
Metrics of the Institution to Activate the 
ERM Scorecard
The psychologist B. F. Skinner found that he 
could motivate (or reward) a rat to complete 
the boring task of negotiating a maze by 
providing the right incentive: corn at the end 
of the maze. Each time the rat took a wrong 
turn, it was punished with an electric shock.  

Insights from the works of experimental 
psychologists on change management plays 
an important role in implementing ERM 
as a proactive, collegial, and performance 

FIGURE 3: Comparing Endowment Funds with Different Management Approaches
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enhancing process for the organization. According to the 
consulting firm McKinsey and Company, employees will 
only alter their attitudes toward change if they can see 
why the change is occurring and agree with it – at least 
enough to try it on for size. Additionally, “The surrounding 
structures (reward and recognition systems, for example) 
must be in tune with the new behavior. Employees must 
have the skills to do what it requires. Finally, they must 
see people they respect modeling it actively. Each of these 
conditions is realized independently; together they add up 
to a way of changing the behavior of people in organiza-
tions by changing attitudes about what can and should 
happen at work.”8

Boards and senior management have a fiduciary duty 
to proactively incentivize and strengthen the risk manage-
ment culture within their organizations. Left solely to the 
dynamics of the free market process, the punishment for 
not strengthening this culture of risk management could 
be fatal, as recently experienced by the “electric shock” of a 
financial crisis.  

To ensure that an organization’s leadership and indi-
viduals effectively embed the tools of an ERM program 
in their daily activities and decision making culture, the 
following supporting structures need to be established:

1. Motivating a common belief and purpose among all 
employees. This involves each of them understand-
ing his or her role and the benefits individually 
and collectively to the larger group, organization, 
and community. This needs to come from the key 
decision makers and leadership of the organiza-
tion. 

2. Linking ERM objectives and milestones to per-
formance evaluations criteria of all involved, and 
establishing a varying incentive mechanism. Incen-
tives should be aligned with the degree of impor-
tance of the objectives and may change over time 
as the process gets embedded in the culture of the 
organization.

3. Training individuals to adapt ERM tools to their 
individual situations. This is not a one-time train-
ing session but an ongoing process that needs 
to dovetail individual goals and aspirations with 
those of the organization.

4. Establishing ERM champions or role models. Here, 
key managers or decision makers of business units 

and departments play a critical role in the success 
of the program. Not everyone is born a leader or 
has the necessary skills of emotional intelligence 
to lead the charge. As John F. Kennedy once said, 
“Leadership and learning are indispensable to 
each other,”9 and so some of these champions may 
need to be taught the skills to be role models if the 
program is to be effective.  

Conclusion
There is growing consensus that the traditional approach 
to risk management is fragmented, myopic, and narrowly 
viewed, primarily as a control and reporting function, with 
minimum or inconsequential participation in the strategic 
decision making processes of an organization. What is 
needed is an enterprise view of the risks facing an institu-
tion and their interrelationships and potential impacts on 
performance. While this may seem appealing and logical, 
implementing a robust and effective ERM process can be 
challenging. However, with planning, focus, and commit-
ment on the part of the chief executive and the cadre of 
senior and mid level managers, it can be translated into 
an effective process that positively impacts an institution’s 
performance.
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Abstract: On March 26, 2013, the Omnibus Rule went into 
effect, including important changes to the Health Insurance 
Portability and Accountability Act’s (HIPAA) Privacy, 
Security, Enforcement, and Breach Notification Rules under 
the Health Information Technology for Economic and 
Clinical Health (HITECH) Act and the 
Genetic Information Nondiscrimination 
Act (GINA). These changes may result in 
increased liability for university hospitals, 
also impacting other university-owned 
health care providers and their business 
partners. This article highlights these 
changes and offers ways for colleges and 
universities to ensure they are meeting their 
HIPAA requirements and the new require-
ments under the Omnibus Rule.

Introduction 
On January 17, 2013, the US Depart-
ment of Health and Human Services 
announced important modifications to 
the Health Insurance Portability and Ac-
countability Act’s (HIPAA) Privacy, Se-
curity, Enforcement, and Breach Notifica-
tion Rules under the Health Information 
Technology for Economic and Clinical 
Health (HITECH) Act and the Genetic 
Information Nondiscrimination Act 
(GINA).1 These changes are known as the Omnibus Rule. 
The Omnibus Rule went into effect on March 26, 2013, 
and covered entities must comply with the requirements 
of the Omnibus Rule by September 23, 2013.2 These new 
requirements may result in increased potential liability by 
university hospitals and other university-owned health 
care providers, not only for their own alleged HIPAA 
violations but also for violations of HIPAA by busi-
ness partners. This article highlights the key changes to 
HIPAA that may affect universities, as well as explains the 
ways in which universities may protect against possible 
increased risk exposure. 

Overview of the New HIPAA Omnibus Rule
Under the new HIPAA Omnibus Rule, breach has been 
more broadly defined, penalties have been substantially 
increased, and covered entities (including university 
hospitals) may now be liable for violations by business 

associates and subcontractors. These key 
changes, which could increase universi-
ties’ potential liability under HIPAA, are 
as follows:

New Regulations on the Treatment of 
Protected Health Information
The Omnibus Rule added a number 
of important new regulations as to 
how health care providers must treat 
protected health information. The new 
regulations limit the use and disclosure 
of protected health information for mar-
keting and fundraising purposes.3 They 
also prohibit the  sale of protected health 
information without individual authori-
zation.4 These regulations go above and 
beyond pre-existing HIPAA regulations, 
under which health care providers were 
already required to comply with strict 
administrative safeguards and notifica-
tion and documentation requirements 
deemed necessary to ensure the safety of 

protected health information.  
One of the most significant developments in the Om-

nibus Rule is its change in the definition of what consti-
tutes a breach. Previously, a breach required a finding that 
the access, use or disclosure of personal health informa-
tion posed “a significant risk of financial, reputational, or 
other harm to an individual.”5 This harm threshold had to 
be met before health care providers were required to notify 
patients of the breach. 

The Omnibus Rule replaces the “harm threshold” with 
a new standard.6 Under the new regulations, a breach 
is presumed whenever protected health information is 
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acquired, accessed, used, or disclosed in a way that violates 
HIPAA’s stringent standards. Patients must be notified 
unless a risk assessment demonstrates that there is a “low 
probability that the protected health information has 
been compromised.”7 This risk assessment must take into 
account four factors: “(1) to whom the information was 
impermissibly disclosed; (2) whether the information was 
actually accessed or viewed; (3) the potential ability of the 
recipient to identify the subjects of the data; and (4) in 
cases where the recipient is the disclosing covered entity’s 
business associate or is another covered entity, whether the 
recipient took appropriate mitigating action.”8 

Any failure of university hospitals—or, as we will 
see, their business associates, subcontractors, and other 
agents—to follow the new, stricter rules regarding the 
treatment of protected health information may expose 
them to liability for HIPAA violations. Under the new 
Omnibus Rule these penalties have increased.

Penalties for HIPAA Violations Have Increased
Under the new Omnibus Rule, there are now four catego-
ries of violations that reflect increasing levels of culpabil-
ity and four corresponding tiers of penalty amounts that 
increased the minimum penalty amount for each viola-
tion.9 The maximum penalty is now $1.5 million annually 
for all violations of an identical provision.10 However, as 
the US Department of Human Health Services warns, “a 
covered entity or business associate may be liable for mul-
tiple violations of multiple requirements, and a violation 
of each requirement may be counted separately. As such, 
one covered entity or business associate may be subject 
to multiple violations of up to a $1.5 million cap for each 
violation, which would result in a total penalty above $1.5 
million.”11 

At the same time that the penalties for HIPAA 
violations have expanded, affirmative defenses for these 
violations have narrowed. The Omnibus Rule removes the 
previous affirmative defense to the imposition of penalties 
if the covered entity did not know and with the exercise of 
reasonable diligence would not have known of the viola-
tion.12 Moreover, previously there were no penalties for 
violations that were corrected in a timely manner unless 
the violation was due to willful neglect. However, under 
the new Omnibus Rule, penalties may now be imposed 
even for violations that are timely corrected.13 

Due to the increases in fines and penalties, now more 
than ever, violations of HIPAA’s regulations could result 
in potential liability for university hospitals and other 
university-owned health care providers.  

Business Associates and Subcontractors Are Directly 
Liable for HIPAA Violations
The new Omnibus Rule not only affects health care 
providers like university hospitals, but makes business as-
sociates of these entities directly liable for compliance with 
many of the HIPAA Privacy and Security Rules’ require-
ments. The Omnibus Rule defines “business associate” as a 
person or entity “‘who creates, receives, maintains, or trans-
mits’ (emphasis added) protected health information on 
behalf of a covered entity.”14 Moreover, now “subcontrac-
tors”—persons ”to whom a business associate delegates a 
function, activity, or service”—are specifically included in 
the new definition of “business associate.”15 The rules are 
not simply limited to direct subcontractors but also apply 
to “downstream entities.”16

Previously, business associates and their subcontrac-
tors could only be held liable for breach of their contracts 
with health care providers. Under the new Omnibus 
Rule, however, business associates and subcontractors 
are directly liable for HIPAA violations.17 It is necessary 
for business associates and subcontractors to follow all 
rules regarding the use and disclosure of protected health 
information due to their potential liability. Moreover, it is 
necessary for university hospitals to closely monitor their 
business partners, as under the new Omnibus Rule hospi-
tals face potential risk of vicarious liability. 

Health Providers Liable for Violations by Business 
Associates and Subcontractors
The new Omnibus Rule could increase the likelihood 
that university hospitals and other health care providers 
will face liability for conduct by business partners. This 
is significant, as by some estimates these business part-
ners, rather than the health care providers themselves, are 
responsible for more than 60 percent of HIPAA viola-
tions.18

Previously, health care providers were excepted from 
liability for the acts of agents where the agent was a busi-
ness associate, the relevant contract requirements had 
been met, the covered entity did not know of a pattern or 
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practice of the business associate in violation of the con-
tract, and the covered entity did not fail to act as required 
by the Privacy or Security Rule with respect to such 
violations.19 The new Omnibus Rule does away with this 
exception.20 Moreover, the Omnibus Rule adds a paral-
lel provision that creates a civil money penalty liability 
against a business associate for the acts of its agent.21 
Under the new rule, it does not matter whether the health 
provider or business associate has a HIPAA-compliant 
business agreement in place.22 

The Omnibus Rule applies the federal common law of 
agency.23 Whether a business associate is 
an agent is fact-specific and turns largely 
on the right or authority of the health 
provider to control the business associ-
ate’s conduct in the course of performing 
a service on its behalf.24 The right or au-
thority to control is likewise the essential 
factor in determining whether an agency 
relationship exists between a business 
associate and its business subcontractor.25 

The US Department of Health and 
Human Services has given some helpful 
examples regarding how agency applies:

A business associate generally would 
not be an agent if it enters into a 
business associate agreement with 
a covered entity that sets terms and 
conditions that create contractual 
obligations between the two parties. 
Specifically, if the only avenue of 
control is for a covered entity to amend the terms 
of the agreement or sue for breach of contract, this 
generally indicates that a business associate is not 
acting as an agent. In contrast, a business associate 
generally would be an agent if it enters into a busi-
ness associate agreement with a covered entity that 
granted the covered entity the authority to direct 
the performance of the service provided by its 
business associate after the relationship was estab-
lished. For example, if the terms of a business as-
sociate agreement between a covered entity and its 
business associate stated that ‘‘a business associate 
must make available protected health information 

in accordance with § 164.524 based on the instruc-
tions to be provided by or under the direction of 
a covered entity,’’ then this would create an agency 
relationship between the covered entity and busi-
ness associate for this activity because the covered 
entity has a right to give interim instructions and 
direction during the course of the relationship. 
An agency relationship also could exist between a 
covered entity and its business associate if a cov-
ered entity contracts out or delegates a particular 
obligation under the HIPAA Rules to its business 

associate.26

The US Department of Health and 
Human Services has warned that a 
“business associate can be an agent of a 
covered entity: (1) Despite the fact that 
a covered entity does not retain the right 
or authority to control every aspect of 
its business associate’s activities; (2) even 
if a covered entity does not exercise the 
right of control but evidence exists that it 
holds the authority to exercise that right; 
and (3) even if a covered entity and its 
business associate are separated by physi-
cal distance (e.g., if a covered entity and 
business associate are located in different 
countries).”27 The new Omnibus Rule 
could potentially increase the possibility 
of liability by university hospitals and 
other university-owned health care pro-
viders for the actions of third parties.  

Insurance Coverage for HIPAA Violations
Given the addition of new regulations under HIPAA, an 
increase in fines and penalties for HIPAA violations, and 
the possibility of broader liability for the acts of busi-
ness partners under the new Omnibus Rule, it is essential 
that university hospitals and other university-owned 
health care providers protect themselves against potential 
risk exposure. Federal enforcement of HIPAA  claims 
against health care providers is on the rise. Insurance is an 
important means of protecting universities from the costs 
of defense against these claims, as well as from fines and 
penalties if liability is found. 
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Traditional D&O and E&O policies may provide 
coverage for HIPAA violations unless explicitly excluded. 
For example, even under policies that do not have express 
penalty coverage, HIPAA violations still may be cov-
ered.28 Moreover, it may be possible to obtain coverage for 
business associates and subcontractors as “independent 
contractors” insured under a traditional policy. At least 
one court has rejected an insurer’s attempt to narrowly 
construe independent contractor language in a healthcare 
D&O policy.29 However, recently many insurance com-
panies have developed  health care policies that provide 
coverage specifically for HIPAA investigations. These 
policies cover defense costs and penalties associated with 
HIPAA violations.

Time is of the essence. The new HIPAA Omnibus 
Rule went into effect on March 26, 2013, and university 
hospitals will only have until September 23, 2013, to 
comply with the new requirements. Now is the time to 
re-examine your insurance policy to ensure that you are 
protected against potential liability under the new HIPAA 
Omnibus Rule.  

Broad Definition of Loss 
Given what is at stake, universities should consult with 
experienced insurance counsel to ensure their policies 
include coverage for violations of HIPAA. Certain insur-
ers provide coverage specifically for losses associated with 
HIPAA violations. For example: 

“Loss” means damages, judgments (including pre/
post-judgment interest on a covered judgment), 
settlements, and Defense Costs; however, Loss shall 
not include:

1. civil or criminal fines or penalties imposed by 
law, except:

2. HIPAA Penalties, subject to the HIPAA 
Penalties Sublimit of Liability set forth under 
Clause 6 “LIMIT OF LIABILITY (FOR 
ALL LOSS – INCLUDING DEFENSE 
COSTS)” of this policy.

In this particular example, “wrongful act” was defined 
as “the failure to comply with the privacy provisions of 
HIPAA.” Likewise, “HIPAA penalties” included “civil 

money penalties imposed upon an Insured for violation of 
the privacy provisions of the Health Insurance Portabil-
ity and Accountability Act of 1996 and any amendments 
thereto.”30 

In another example, an insurance policy provided that:

HEALTH INFORMATION PRIVACY AND 
NOTIFICATION COSTS
Subject to the Information Privacy aggregate limit 
of liability stated on the certificate of insurance, we 
will:
1. Pay “HIPAA” fines and penalties pursuant to 

the Health Insurance Portability and Account-
ing Act “HIPAA”, which you become legally 
obligated to pay arising from a “HIPAA” pro-
ceeding with respect to the management and 
transmission of confidential health informa-
tion; and

2. Reimburse you for notification costs related to 
the disclosure of confidential personal infor-
mation provided that you obtain our prior 
approval before incurring such costs. 

3. Pay claim expenses related to 1. and 2. above.31

Unlike the first policy, this policy provides coverage 
for expenses associated with notifying patients of a breach 
that compromised their protected health information. 
Give that the standard for when breach notification is 
mandatory has been lowered, see supra, and given that 
the US Department of Health and Human Services has 
estimated that the costs of notification may run into the 
millions of dollars per year, this coverage may be desirable.

In sum, given the possible risks facing university 
hospitals following passage of the Omnibus Rule, broad 
coverage for losses stemming from HIPAA violations is 
essential.

Broad Investigations Coverage
Universities should also ensure that their policies contain 
broad investigations coverage, including coverage for loss 
arising from investigations brought by the government 
alleging HIPAA violations. For example, certain policies 
provide coverage explicitly for HIPAA investigations:
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“HIPAA Proceeding” means an administrative 
proceeding, including a complaint, investigation or 
hearing instituted against you by the Department 
of Health and Human Services or its designee 
alleging a violation of responsibilities or duties 
imposed upon you under the Health Insurance 
Portability and Accountability Act (“HIPAA”), or 
any rules or regulations promulgated thereunder, 
with respect to the management of confidential 
health information.32  
  
In this particular policy, the insur-

ing agreement broadly provided express 
coverage for all “claims expenses” related 
to any “HIPAA Proceeding.” Because not 
only the fines associated with HIPAA 
violations but defending against the 
investigations themselves can be quite 
costly, investigations coverage is neces-
sary. 

High/No HIPAA Penalties Sublimit
Moreover, universities should ensure 
their policies contain sublimits of cover-
age for HIPAA liabilities that meet their 
needs. In the above example, the policy 
contained a “HIPAA Penalties Sublimit 
of Liability:”

HIPAA PENALTIES SUBLIMIT 
OF LIABILITY:
The maximum limit of the Insurer’s 
liability for all HIPAA Penalties, in the aggregate, 
shall be $ ___ (the “HIPAA Penalties Sublimit 
of Liability”). The HIPAA Penalties Sublimit of 
Liability shall be part of, and not in addition to, the 
Aggregate Limit of Liability set forth in Item 3(b) 
of the Declarations, and shall in no way serve to 
increase the Insurer’s Aggregate Limit of Liability 
as stated therein.33 

Because each HIPAA violation—whether by the uni-
versity hospital or its business partners— could potential-
ly result in up to $1.5 million in liability, universities must 
ensure this limit is appropriate to their needs.  If possible, 

universities should negotiate with their insurer and obtain 
policies which offer full policy limits for fines, penalties 
and defense costs for HIPAA violations.  

Additional Insured Coverage
Given potential liability created by business associates’ and 
subcontractors’ activities under the new Omnibus Rule, 
universities should make sure that their policies cover the 
exposures of others. Where possible, university hospitals 
should add business associates and subcontractors to their 

list of additional insureds. Moreover, 
university hospitals should enter into 
agreements with their business associates 
and subcontractors whereby the latter 
would be responsible for obtaining ad-
ditional insured coverage for the hospital 
under their own policies. 

Cyber Liability Coverage
In certain circumstances, you may also 
want to consider purchasing a cyber li-
ability policy that insures against liability 
for data security breaches, including pro-
tected health information under HIPAA. 
For example, certain insurance policies 
promise to reimburse insureds for: 

“Security event costs” means 
(CYBER LIABILITY):
All reasonable and necessary fees, 
costs, and outside expenses you incur 
with our prior written consent in con-

nection with a security breach, privacy breach or 
breach of privacy regulations, as described below: 
1. Notification costs and related expenses that 

you incur to comply with requirements of 
governmental statutes, rules or regulations, 
or which you incur as a result of a judgment, 
settlement, consent decree, or other legal 
obligation, including the services of an outside 
legal firm to determine the applicability of and 
actions necessary to comply with governmental 
statutes, rules or regulations; 

2. Computer forensic costs of outside experts 
retained to determine the scope, cause, or ex-
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tent of any theft or unauthorized disclosure of 
information, but such expenses will not include 
your compensation, fees, benefits, or expenses 
of those of any of your employees; 

3. Credit protection services for the affected 
individual.34

However, it is worth noting that traditional insurance 
carriers may be reluctant to provide such broad insurance 
coverage for university hospitals, as colleges and health 
care organizations present unique risks due the inherently 
sensitive nature of student and patient records. University 
hospitals may need to consider not only traditional insur-
ance carriers but also cyber-specific insurers in order to 
find the best available coverage. 

Conclusion
If universities experience losses associated with HIPAA 
violations, they should act quickly to protect their rights. 
Insurance policies have strict deadlines in which to file no-
tice of a claim, after which time the insurer will argue that 
coverage is lost. Moreover, at some point during the claims 
process, universities may need to litigate or arbitrate with 
an insurer. Universities should secure experienced insur-
ance coverage counsel to ensure that they receive all the 
coverage to which they may be entitled.
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Abstract: Managing threats of campus violence is a high 
priority for college and university administrators. Man-
aging these threats takes on a greater level of complexity 
when student mental health issues are involved. This article 
examines the legal implications for institu-
tions of higher education when managing 
students who pose foreseeable risk of harm 
to themselves or others. It also outlines 
recommendations for balancing the best 
interests for the individual with those of the 
community and the institution, includ-
ing multidisciplinary response teams and 
case management, efficient and resourced 
campus counseling centers, student-parent-
institution partnerships, and public health 
programs. 

Introduction 
Campus violence remains a critical issue 
for college administrators. Suicide is now 
the second most common cause of death 
of college students,1 and violence against 
others on college campuses has increased 
in lethality.2 Acts of violence related to 
mental health issues are of special con-
cern as an increasing number of students 
come to college with pre-existing mental 
illness, and a greater number of these 
students report more severe issues.3 Mental health issues 
are not only prevalent, but persistent. Of students who 
reported mental health problems upon entering college, 60 
percent had at least one or more mental health problems 
two years later.4

Although most students with mental illnesses will 
never commit acts of violence,5 administrators have a duty 
to warn of any resultant threatening behaviors. While 
college administrators work to prevent such incidents, 
predicting and preventing violence is not always possible. 
In the recent murder-suicide committed by a University 
of Maryland, College Park, graduate student, university 

officials were unaware of the student’s mental health issues 
as he never sought assistance from university counselors 
and his concerning behaviors were never reported by his 
roommates to university officials.6 In the 2012 Aurora, 

Colorado, movie theater shootings, 
college officials at the University of 
Colorado, Denver, had knowledge of the 
shooter’s potential threat to campus, but 
this information was not communicated 
to those outside the campus, and he was 
no longer under the care of university 
counselors after he withdrew from the 
institution.7 In both cases, information 
existed that may have helped to prevent 
the incidents that occurred; however, the 
information was never reported to those 
who could intervene. College administra-
tors are currently required to act when 
threats are reasonably foreseeable. The 
incidents previously reviewed raise ques-
tions about the management of concern-
ing student behaviors and the capacity 
of college administrators to effectively 
act as case managers providing ongoing 
care to potentially threatening students 
in the college community, particularly 
as the need for mental health services 
has outpaced the growth and resourcing 

of counseling centers on campuses. The purpose of this 
paper is to examine the legal implications of managing 
students who pose foreseeable risk and offer recommen-
dations for balancing the best interests for the individual 
with those of the community and the institution.  

Challenges and Legal Implications
College and university administrators face growing con-
cerns about potentially threatening behaviors associated 
with student mental health issues. Equally challenging is 
the emergence of litigation related to institutional action 
and inaction when addressing these issues. Students have 
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claimed disability discrimination under the Americans 
with Disabilities Act (ADA) and Section 504 of the 
Rehabilitation Act of 1973, breach of contract, and viola-
tion of the Fair Housing Amendments Act by institutions 
upon receiving mandated withdrawals or leaves of absence 
from school.8 On the other hand, plaintiffs have also 
claimed gross negligence and wrongful death against in-
stitutions, suggesting a duty to prevent student self-harm 
and related acts of violence.9 These decisions complicate 
college administrators’ responses. Removing a potentially 
threatening student can be aggressive 
to the point of violating the individual’s 
rights, while attempting to manage care 
for that student’s mental health to pre-
vent harm reinforces institutional duty 
to care and liability for negligence should 
that student commit harmful behaviors 
while under institutional care.  

Duty and Negligence
Despite the increase in litigation dealing 
with student suicide, suicidal ideation, 
and violence, Peter Lake argues that the 
“legal guidance” available to help college 
and university administrators make rea-
sonable decisions is greatly lacking.10 Un-
til recently, courts generally ruled in favor 
of the defendant institutions under the 
premise of sovereign immunity.11 In the 
case of suicide or self-harm, this stance 
was supported by the definition of such 
action being uncontrollable and unfore-
seeable by college and university admin-
istrators.12 These opinions have shifted, and as increasing 
numbers of college students seek assistance for mental 
health issues—whether voluntarily or involuntarily—the 
relationship between institutions and students is being 
redefined. Institutional duty to prevent foreseeable harm 
has been established in both Schieszler and Shin.13 While 
the theory of special relationships as described in Sec-
tion 314A of the Restatement (second) of Torts applies 
directly to landlord-tenant and caregiver relationships, 
courts have found that the definition was flexible enough 
to include colleges and universities when the relationship 
in question is an established service expectation, such as 

counseling services, and when foreseeability of harm is im-
minent.14 These conditions were met in both the Schieszler 
and Shin cases as affirmed by the courts.15 In both cases, 
college administrators and counselors were involved in 
managing care for the students’ mental health concerns. 
In Shin particularly, the lack of parental notification about 
the student’s potentially suicidal behavior was found to be 
the determinant factor in administrators’ failure to warn, 
establishing that using the Family Educational Rights and 
Privacy Act (FERPA) to defend lack of notification is 

indefensible in cases of such threats.16 
 

Civil Rights and Due Process
There have been increases in claims and 
reports to the Office of Civil Rights 
(OCR) about disability discrimina-
tion, breach of contract, and violation 
of the Fair Housing Amendments Act 
against institutions by students who were 
dismissed, temporarily or permanently, 
from colleges and universities or their 
on-campus residence halls.17 A growing 
number of administrators are creat-
ing mandatory withdrawal or leave of 
absence policies, which, if used without 
proper grounds as suggested by the 
settlements in Nott and Doe cases, can 
be found to violate individual rights.18 
Both the ADA and Section 504 of the 
Rehabilitation Act place the burden of 
proof of documented disability upon the 
person with the disability, not the institu-
tion. Once documented, however, institu-

tions are required to allow full participation of “otherwise 
qualified” individuals and cannot exclude them based on 
their disability.19

Disability laws do not compel an institution to alter 
its programs or standards or accept an “undue burden” to 
accommodate a student with disabilities.20 In addition, 
a student who can be defined as a “direct threat”—one 
who, according to the OCR, “poses a significant risk to 
the health and safety of the student or others [with] a 
high probability of substantial harm and not just a slightly 
increased, speculative, or remote risk”—is not considered 
as a qualified individual under the ADA or the Rehabilita-
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tion Act.21 “Direct threat” can be challenging to prove, as 
an individualized assessment of the student by qualified 
professionals must be completed to establish a sufficient 
claim.22 In addition, administrators must consider the 
nature, duration, and severity of the threat and whether or 
not reasonable accommodations can be made to mitigate 
or remove the threat before removing the student.23 

Counseling Centers
The 2010 National Survey of Counseling Center Di-
rectors reveals some concerning perceptions about the 
ability of college counseling centers to provide the type of 
managed care administrators rely on when responding to 
students with the potential to harm. While the number 
of students seeking services for severe psychological issues 
increased from 16 percent in 2000 to 44 percent in 2010, 
counseling centers saw little relative increase in their staff-
ing and services.24 Sixty-four percent of directors surveyed 
reported staff burnout and shortages, particularly at peak 
times of need, as major issues affecting services.25 Seventy-
six percent reported reducing the number of visits for 
non-crisis patients to deal with the overall larger demand 
and the more time-consuming needs of clients with seri-
ous issues.26 The International Association of Counseling 
Services Standards recommends a ratio of one counselor 
to every 1,500 students on campus.27 Most public institu-
tions fall far short of this figure, and large private schools 
face the same challenge.28 Counseling centers which 
previously primarily provided short-term care for tran-
sitional issues are more frequently providing long-term 
care to more vulnerable populations of students who are 
less equipped to deal with failure, emotional stress, and 
ambiguity than earlier generations, and those who come 
to college already prescribed psychiatric mediation that 
needs to be administered by professionals.29 Response to 
increased service demands includes changes to service de-
livery, such as use of group sessions and briefer therapies 
and the employment of more interns and social workers, 
adjustments to intake and scheduling to increase efficiency 
and target specific concerns, and partnerships with extra-
institutional agencies.30

The special relationship defined between the institu-
tion and the student that requires duty to care and prevent 
foreseeable harm is not the only motivation for college 
clinicians to be concerned about student mental wellness; 

the ethical concerns that arise when services cannot be 
effectively and efficiently delivered strain clinicians fur-
ther.31 College counseling center clinicians also deal with 
an increasingly complex set of demands from a variety of 
stakeholders: administrators who rely on the privileged in-
formation they discover, parents who demand information 
about their students, media and society that questions 
the ethics of protecting individual rights at the potential 
expense of public safety, and the student-client’s best inter-
ests.32 While both the American Psychological Association 
(APA) and the American Counseling Association (ACA) 
allow for reasoned flexibility in ethical confidentiality,33 
balancing the role of agent of the institution with confi-
dant to the client is increasingly stressful to clinicians in 
an increasingly litigious environment.34 College counseling 
centers that are not equipped to handle the volume and 
severity of issues students bring present a serious source of 
liability as college administrators cannot reasonably claim 
that mandating such services fulfills the duty to care when 
a student presents foreseeable risk.

Case Management
One way college administrators have met the challenge of 
relieving the burden on counseling centers and increasing 
information sharing is through distribution of managed 
care throughout the institution. Multidisciplinary groups 
of administrators and faculty, such as threat assessment 
teams and care teams, work to identify students of concern 
and take appropriate actions. Sometimes these teams 
define their work as “case management,” and case manager 
job descriptions are becoming more common outside the 
clinical setting at colleges.35 The Case Management Soci-
ety of America (CMSA) defines case management as:

Case management is a collaborative process of as-
sessment, planning, facilitation, care coordination, 
evaluation, and advocacy for options and services 
to meet an individual’s and family’s comprehensive 
health needs through communication and available 
resources to promote quality, cost-effective out-
comes.36

The CMSA further states in its philosophy that case 
managers should be certified to demonstrate necessary 
preparation for effectiveness in patient care.37 Practically, 
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college administrators practice case management when en-
gaging in ongoing, collaborative work to provide support 
to students of concern. The use of the commonly accepted 
professional term “case manager” without the accompany-
ing training, certification, and support could create liability 
should the case manager not be found adequate to meet 
the standards of duty to care.38 In many cases, individuals 
participating in case management on threat assessment 
teams and care teams hold other primary roles through-
out the institution rather than focusing completely on 
case management.39 This also poses risk of falling short 
of institutional duty. While these teams certainly play a 
positive role in reducing serious incidents, they also expose 
the institution to liability when insufficiently trained or 
qualified to adequately meet the duty to care.  

Litigation claims arising from actions of university of-
ficials regarding self-harm are likely to continue along with 
the admission of more students with mental health issues. 
College and university administrators have to balance 
showing care for individuals with their obligations to the 
community. Responses to one demand, such as removing 
threatening students, do not always provide sufficient re-
sponse to the other.40 As former NASPA - Student Affairs 
Administrators in Higher Education Executive Director 
Gwendolyn Jordan Dungy asked, “What [can we] do to 
support our students while protecting our universities?”41 
The primary legal implication this seeming contradiction 
presents is how administrators show care appropriately 
and reasonably without unnecessary risks. 

Regardless of interventions, there is never any guarantee 
of complete safety to the individual student or others.  Cre-
ating policies that label self-harmful thoughts and behaviors 
as violations with sanctions such as involuntary withdrawal 
from residence halls or the campus could lead to reduced re-
porting and access to critical resources.42 On the other hand, 
administrators who opt to continue to support students on 
campus through ongoing therapy and monitoring through 
care teams and threat assessment teams also run the risk 
of finding themselves at the center of a claim that they did 
not do enough, such as in Shin.43 The creation and use of 
mandated assessment and mandated withdrawal or leave 
policies comes with an expectation of reasonable use, as 
well. The legal implications of their overuse are established 
in the claims of disability discrimination and due process 
violations brought against institutions.  

Strategies for Response and Reducing Liability
Responses to threatening student behaviors should focus 
on balancing care for the individual with the interests of 
the community and the institution. College administra-
tors must be committed to providing effective and efficient 
responses that respect student rights, fulfill duty to care, 
and promote the academic mission of the institution.44

Multidisciplinary Response Teams and 
Case Management
While the development of threat assessment and similar 
teams can result in additional liability for institutions, they 
have been shown to be effective in increasing information 
sharing and response time regarding students of concern 
through collective planning and shared responsibility.45 
These groups should coordinate inquiries into all students 
of concern rather than selecting which to consider in ar-
bitrary fashion, and members of the team should not only 
be empowered to take necessary action, but also recognize 
their shared responsibility for communication and action 
to reduce personal and institutional liability.46 A critical 
factor in increasing effectiveness and decreasing liability 
of such groups is training. Basic training should include 
a thorough understanding of the policies and procedures 
to which the group is accountable.47 Further training 
regarding principles of professional case management and 
mental health needs of students adds to the legitimacy of 
such individuals to perform the task assigned.48 Finally, 
threat assessment teams should have members that are 
solely dedicated to case management as the primary focus 
of their jobs. College administrators have multiple com-
peting priorities, and effective case management cannot be 
compromised amongst them.49

Efficient and Resourced Campus Counseling Centers
The significant increase in the number of students seeking 
mental health services on college campuses, while chal-
lenging to service providers, is not negative. The increase 
in reporting is positive for administrators seeking to pro-
mote a healthy educational environment and reduce risk. 
Counseling centers are used by about 10 percent of the 
entire student population in a single year.50 With budget 
challenges persisting for college administrators, additional 
funding and staffing of college counseling centers is not 
immediately realistic. Improving services to students in 
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ways that do not diminish the quality of service are essen-
tial to effective treatment and fulfillment of duty to care.  

Some strategies for approaching care differently in-
clude group therapy sessions and briefer treatments. These 
types of treatment can often be facilitated by post-gradu-
ate interns and social workers who are more affordable to 
counseling centers and have fewer demands from students 
presenting more severe issues that require administration 
of psychiatric medications.51

As another example, some institutions such as the 
University of Virginia have developed 
triage systems that provide service based 
on severity of need.52 The triage system 
initially evaluates a student’s current 
mental health status before assigning the 
student to immediate intervention on 
campus or delayed intervention with a 
campus counselor or off-campus private 
practitioner.53 This system increases 
immediate response to the most critical 
needs, as well as distributes care across 
campus and community counselors to 
better handle the case load. One chal-
lenge of the University of Virginia triage 
system is the different nature of the 
relationship with the institution between 
university-employed and privately-
practicing counselors. While both are 
required by the Health Insurance Porta-
bility and Accountability Act (HIPAA) 
to maintain certain standards of patient 
privacy,54 those in university counseling 
centers have a different defined relationship with respect 
to their duty to care as agents of the university. This is 
usually expressed through the use of disclosure forms for 
students attending mandated assessment sessions. Such 
agreements may not be viewed as professionally accept-
able beyond the confines of the campus. This method 
for increasing efficiency could unintentionally limit the 
intended information sharing of such systems that groups 
such as threat assessment teams and care teams rely upon 
without carefully constructed agreements between institu-
tions and other providers. Another concern noted with 
outsourced mental health care is lack of knowledge of the 
academic environment and understanding of institutional 

duty and reasonable accommodations that can be made to 
students with mental health needs. Forming partnerships 
with outside agencies will require a greater commitment 
to sharing information and promoting shared understand-
ing of expectations, cultures, and interests.55 

Student-Parent-Institution Partnerships
Campus officials are reducing liability by creating a shared 
sense of responsibility between students, parents, and 
administrators. Working within FERPA, more admin-

istrators are asking students at time of 
enrollment if they want to sign disclosure 
waivers to include their parents willingly 
in conversations about their well-being.56 
This certainly raises the burden on 
administrators to use the established 
line of communication, but it creates a 
network of support for the student that, 
if engaged, is not solely the responsibility 
of the institution. College administra-
tors should be honest with parents and 
students about the limitations of their 
abilities to completely control or provide 
support for certain student behaviors. 
Per the ADA guidelines and the identi-
fication of “direct threat,” administrators 
can implement mandatory withdrawal or 
leave policies and deny students rein-
statement if certain disabilities cannot 
be adequately accommodated. Being 
transparent with parents and students 
about these policies does not guarantee 

lack of litigation, but it does provide some context should 
such challenging decisions need to be made in the most 
extreme cases.  

Public Health Programs
The use of threat assessment teams, counseling services, 
and partnerships can help effectively mitigate known 
risk.57 Unfortunately, risk cannot always be perceived. 
In the University of Maryland, College Park and Au-
rora, Colorado incidents, the risk was unknown and the 
outcomes generally considered unpreventable. While no 
legal action has been filed against the institutions at this 
time, information did exist that could have led to timely 
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interventions that may have changed the tragic outcomes. 
The use of these services on college campuses is primar-
ily responsive to a behavioral issue or enacted threat after 
it has occurred.58 In many cases, the impact is minor. In 
some, it can be devastating. Taking a public health ap-
proach to promote mental health and overall wellness 
throughout the campus community is one method of re-
ducing incidents, increasing self-regulation and reporting, 
and reducing liability.59 Cornell University, for example, 
has created a public health framework that focuses on 
multiple aspects of mental health care, 
including environmental factors, internal 
factors, and institutional responses and 
policies.60 This framework allows col-
lege administrators to establish a culture 
that values care for mental health and 
operates in ways that promote collective 
and individual responsibility in regards 
to mental health.61 Counseling center 
clinicians continue to play an important 
role in providing service to students, and 
important and professionally appropriate 
roles emerge for non-clinician admin-
istrators as well, such as promotion of 
life skills and resilience, development of 
healthy social networks, and creation of 
healthy environments.62 By including 
administrators trained more in student 
development theory than college student 
counseling in such a framework, institu-
tions may reduce their overall liabilities 
by encouraging these methods as ways of 
promoting public health and decreasing 
concerning behaviors at their institutions.  

Another positive impact of normalizing mental health 
promotion through a public health framework is the 
reduction in the stigma of reporting mental health issues 
or concerns. Despite the overall increase in students seek-
ing services, many students still do not disclose issues or 
concerns. Less than 25 percent of students with depres-
sion receive treatment for depression, and the frequency is 
similar in students with anxiety disorders.63 In a 2011 sur-
vey conducted by the National Alliance on Mental Illness 
(NAMI) of college students who identified themselves as 
having a mental illness, 35 percent of students responded 

that they did not report their mental illness to their 
institutions in any manner, believing that their institutions 
were completely unaware, even when they felt they were in 
crisis.64 Another study found that students most frequent-
ly claimed they did not have time or financial support to 
receive services, they were concerned about the lack of 
privacy at their institutions, and they were skeptical about 
the effectiveness of treatment.65 

Incorporating strategies to increase reporting and 
information sharing could prevent harm from acts of 

violence. One of the aims of the triage 
system at the University of Virginia is to 
reduce the stigma of reporting by making 
the process as seamless as possible for 
students who do choose to report.66 So-
cially constructed stigma about mental 
illness is hard to overcome, and institu-
tionally created policies that seemingly 
punish students dealing with mental 
health issues further the reluctance to re-
port. The Jed Foundation produced a list 
of recommendations for creating a caring 
campus culture that considers risk man-
agement from a perspective of partner-
ships and inclusion with at-risk students. 
The recommendations reflect the Cornell 
framework; among them are promoting 
social networks that create a connection 
to community and individuals; creat-
ing intentional education programs to 
develop coping skills, identifying triggers 
and symptoms, and seeking appropri-
ate assistance; and creating policies and 

physical spaces that promote safety rather than mandat-
ing punitive consequences for undesirable behaviors.67 
Ideally, increasing community awareness also increases the 
likelihood that community members will not only be able 
to notice concerning behaviors, but will also know where 
to report them or, better still, where to take an individual 
exhibiting concerning behaviors for help. Creating a caring 
campus community to reduce liability does not remove the 
threat of student self-harm or violence toward others, but 
it does display recognition of institutional duty to care and 
the creation of an environment that encourages disclosure 
so that appropriate and timely actions can be taken.  
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Conclusions
College and university administrators deal with challeng-
ing uncertainties concerning how to address threatening 
or troubling student mental health issues. While a great 
majority of students with mental health issues successfully 
participate in higher education with little incident, some 
students have greater needs and present greater threats to 
themselves and the community.68 Administrators must un-
derstand that current case law opinion has more liberally 
defined “special relationships” to extend to the relationship 
between an institution or individual administrators and 
students in ways that create a duty to prevent foreseeable 
harm. At the same time, administrators must be sensi-
tive to the creation of policies and procedures designed 
to protect individual students and the community that in 
actuality create fear of reporting and seeking resources and 
discriminate against students with disabilities. Adminis-
trators can never guarantee complete safety and security 
of students from self-harm or harm by others, but care-
ful attention to how students of concern are addressed, 
supported, and monitored are essential duties that cannot 
be ignored. The creation of programs and policies to carry 
out these tasks must be done with serious and full com-
mitment to be effective.  
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Abstract: This article provides a top 10 list of Title IX-
related priorities for institutions of higher education in 2013. 
Title IX requires gender equity for boys and girls in every 
educational program that receives federal funding. While 
most think of Title IX in terms of athlet-
ics, it addresses 10 key areas in addition to 
athletics: access to higher education, career 
education, education for pregnant and par-
enting students, employment, learning envi-
ronment, math and science, sexual harass-
ment, standardized testing, and technology. 
Higher education administrators and risk 
managers can review these top 10 consider-
ations and reflect on what their institutions 
are doing - or need to be doing - to ensure 
they are effectively handling related risks. 

Introduction 
Title IX, a portion of the Education 
Amendments of 1972, was enacted on 
June 23, 1972, and celebrated its 40th 
anniversary in 2012. This law requires 
gender equity for boys and girls in every 
educational program that receives federal 
funding. While most people who know 
about Title IX think of it in connection 
with athletics programs and sports, the 
law addresses 10 key areas in addition to 
sports: access to higher education, career education, educa-
tion for pregnant and parenting students, employment, 
learning environment, math and science, sexual harass-
ment, standardized testing, and technology.

This article highlights a top 10 list reflecting our 2013 
priorities for this topic. Despite the “Top 10” format, this 
article does not rank the importance of Title IX topics. 
If it did, child abuse reporting, retaliation, and pregnancy 
would surely have been included. Instead, our top 10 list 
is framed around some of the more commonly misunder-
stood areas of Title IX practice on campuses, allowing us 
to maintain a practical focus for this article.   

The Top Ten List
1. Title IX applies to employees, too 

(and faculty members, adjuncts, and 
temporary hires are employees!)

2. Title IX requires reconciling multiple 
campus resolution processes to create 
equity of rights for faculty, students, 
and staff

3. The equitable release of investigation 
and hearing outcomes to all parties

4. Promptness and the 60-day rule
5. Appropriately incorporating pattern 

and previous history evidence in our 
processes

6. Mandated reporting and mandatory 
reporters – who has to tell what, to 
whom, and when?

7. What role does consent of the victim 
play in whether or how the institu-
tion pursues notice of their victimiza-
tion?

8. While the DCL addressed sexual 
violence, Title IX applies to any rule 
violation in which sex- or gender-
based discrimination occurs

9. Title IX and off-campus behavior – 
what can we, must we, and should we 
do?

10. Best practices for reporting campus 
sexual misconduct to public safety 
and/or local police

1. Title IX Applies to Employees, Too (and Faculty 
Members, Adjuncts, and Temporary Hires Are 
Employees!)
College and university administrators have been working 
diligently since April 2011 to implement the mandates of 
the US Department of Education Office of Civil Rights 
(OCR) Dear Colleague Letter (DCL)1 addressing campus 
sexual violence under Title IX. We are witnessing a sea 

“No person in the 

United States shall, 

on the basis of sex, 

be excluded from 

participation in, be 

denied the benefits 

of, or be subjected 

to discrimination 

under any education 

program or activity 

receiving federal 

financial assistance...” 

W. Scott Lewis, Saundra K. Schuster, Brett A. Sokolow, and Daniel C. Swinton, National Center for Higher Education Risk Management (NCHERM)

The Top Ten Things We Need to Know About Title IX 
(That the DCL Didn’t Tell Us) 
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change on this issue, which is touching campuses across 
the country at the same time in an unprecedented way. We 
have much work to do, but we have come very far, very 
quickly. The dramatic increases in the number of reports 
of incidents by students on our campuses are evidence of 
the effectiveness of our efforts.

Yet many campuses are still missing one key point 
about Title IX that went unremarked in the DCL but 
must be acknowledged if we are going to get Title IX right. 
Title IX applies to employees, which campuses already 
understand. Title IX controls an employee-on-student or 
student-on-employee complaint of sex or gender discrimi-
nation, and you have adapted your policies and procedures 
accordingly. But that’s not the whole story. 

Employee-on-employee situations, such as staff-on-
staff complaints and faculty-on-faculty complaints, also 
fall within Title IX. That has been settled law since the 
Supreme Court decided North Haven v. Bell 456 U.S. 
512 (1982) 30 years ago. The mandates of the DCL ap-
ply to employees in much the same way as they apply to 
student-on-student cases, and they apply broadly—not 
just to sexual harassment but to all forms of gender and 
sex-based discrimination, including stalking, relationship 
violence, bullying, and sexual violence.  

It is important to note that Title VII also applies to 
an employee-on-employee complaint of sex or gender dis-
crimination. Title IX is an additional overlay, and colleges 
and universities must be compliant with both laws. We 
have made strides to bring equity to our campus student 
conduct processes. Rights, privileges, benefits, or oppor-
tunities in those processes that are typically afforded to 
males are now also typically afforded to females, and vice 
versa. Campus administrators must carry those changes 
into the faculty and employee resolution processes, as well, 
and into renegotiations of collective bargaining agree-
ments.  

2. Title IX Requires Reconciling Multiple Campus 
Resolution Processes to Create Equity of Rights for 
Faculty, Students, and Staff
If your campus has modified policies and procedures in 
cases of cross-constituent complaints (faculty-on-student, 
for example), we want to provoke deeper questions about 
equity in all of your remedial processes. In 2012, the 
American Association of University Professors (AAUP) 

challenged the DCL’s mandate for the use of the pre-
ponderance of evidence standard, believing that it would 
make faculty vulnerable to accusations by employees and 
students. AAUP’s stance is mystifying, given that in cases 
of faculty-on-faculty harassment or discrimination, the 
preponderance standard better protects the victim, who 
in this case is also a faculty member whose protection the 
AAUP professes to ensure. Additionally, in an equitable 
environment, why should one campus constituency be 
more or less protected than any other? Victims deserve as 
much protection of their rights as the accused does, and 
this has not been the case on many campuses prior to the 
issuance of the DCL. More importantly, the application of 
Title IX to these cases means that we have to provide that 
equitable protection of rights on our campuses, regardless 
of interest group advocacy.  

The AAUP has long championed multi-tiered, 
hierarchical hearing and appeals processes to protect 
accused faculty members. However, consider what value 
that model will have in an environment of Title IX equity 
today. Every chance to appeal for an accused faculty 
member must also provide a chance for the complain-
ant to appeal, as well. Five levels of appeal now afford no 
more protection to an accused employee than does one 
level, because equitable appeals under Title IX cannot be 
unilateral, by definition. The more appeals there are in an 
equitable framework, the more vulnerable to accountabil-
ity an accused employee may be. Campus administrators 
have dispensed with one-sided due process protections in 
student-related procedures; it makes sense to do so with 
employee-related procedures, as well. Title VII is silent on 
equitable procedures, but Title IX now speaks loudly and 
carries a big stick.  

Additional complexity is added by the fact that not all 
complaints are intra-constituency (student-on-student) or 
cross-constituency (employee-on-faculty) but are hybrids. 
Faculty members take classes; students teach them and 
serve as our employees. The employee-student and the 
student-employee pose challenging questions of what 
policy and process apply when there are multiple processes 
that could apply, all of which vary to some degree in the 
rights, privileges, benefits, and opportunities they afford to 
their participants. 

While the following example may be an outlier, it 
highlights the complexity of this issue. Imagine nightmare 
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non-tenure track master’s level faculty member who is 
taking doctoral classes, works part-time in the rec center, 
serves as the graduate student rep to student govern-
ment, and plays a sport. Depending on the circumstances 
under which a complaint is made, that is potentially five 
to six separate processes that the complainant may have to 
endure to “be heard.” No complainant would want to pass 
through such a gauntlet, and it explains why guidance on 
Title IX is compelling colleges and uni-
versities to “clean up the mess” and merge 
the processes. 

Title IX also poses an additional 
challenge to our tendency to resolve com-
plaints based on role-defined rather than 
gender-defined rights. A faculty member 
accused in a faculty process has certain 
protections, but their faculty accuser 
may not have the same protections under 
your current policies. However, under 
student conduct policies revised in ac-
cordance with the DCL, a faculty accuser 
of a student has rights as a complainant 
in the student conduct process that they 
likely lack when accusing another faculty 
member of the very same misconduct. 
Compare your processes and ask why a 
faculty member should be more pro-
tected as an accused person in the faculty 
process than if they were a complainant 
in the student conduct process accusing 
a student. Such inequity defies logic and 
any reasonable justification. 

Accordingly, campuses have three 
options in considering the implications 
of the DCL and its applicability to employees. One is to 
maintain legacy processes for students, faculty, and staff 
that have historically been disparate and will remain so, 
though at the risk of non-compliance with Title IX guid-
ance. A second option is to take however many resolution 
processes your campus utilizes and, while keeping them 
separate, move them to mostly align with each other and 
reflect similar rights, privileges, benefits, and opportuni-
ties. A third and final option is to move to a unified single 
policy and process that governs all sex or gender dis-
crimination complaints for all faculty, students, and staff. 

Campuses could even use this model to address all forms 
of discrimination, not just those based on gender or sex.  

Options one and two either create disparate protec-
tions that can undermine equity, or they create unneces-
sary and inefficient duplication of resources by leaving us 
to manage three or more parallel processes, distinguished 
only by the constituency of those involved.  

The advantages of a unified policy and process are 
clear. A unified policy addressing sexual 
misconduct and other forms of discrimi-
nation covers everyone equally with the 
same kind and degree of protection of 
their rights. A unified process can be cen-
trally administered and overseen, often 
by expanding the Title IX coordinator 
role in the form of an institutional equity 
officer. Unification simplifies the inves-
tigation function and avoids duplicative 
training when there are multiple bodies 
all resolving the same kinds of com-
plaints across the campus. Unification al-
lows consistent sanctions and responsive 
actions for the same types of misconduct, 
whether it is committed by a student, 
faculty, or staff member. Unification fos-
ters collaboration across the departments 
that are stakeholders, including human 
resources, student conduct, and academic 
affairs while retaining their needed voice 
in the resolution process. Critically, a 
unified process can also be essential to 
the detection and tracking of patterns 
of misconduct to limit the frequency of 
repeat offenses.  

Ultimately, we believe unified models will become the 
standard accepted practice. For those who fear that cam-
pus cultures or politics will not accept a unified approach, 
the momentum created by the DCL may make this the 
right window of time to champion such sweeping change. 
Our hope is that now is the time to envision what can and 
should be done and to lay the groundwork for a unified 
policy and resolution model on campuses. A model policy 
and procedure is available from ATIXA.2

A unified policy 
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overseen.
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3. The Equitable Release of Investigation and 
Hearing Outcomes to All Parties
It can be very instructive to focus separately on the find-
ing, sanctions, and rationale as three releasable pieces of 
information in Title IX complaints and how and when 
they should be released to the parties to a complaint. Title 
IX requires institutions to share the “outcome” of the com-
plaint in writing with the complainant. The DCL seems 
to cause confusion as to what “outcome” means; it could 
potentially include the finding, the finding and sanction, 
or the finding, sanctions, and rationale 
therefor. Ultimately, Title IX requires 
institutions in all cases to provide the 
complainant with written notice of the 
findings. 

The amount of information that 
should be disclosed about the sanction 
or corrective action depends in large part 
on the identity of the respondent (i.e., 
the person accused) but also on how 
much the sanctions or corrective actions 
directly relate to the complainant (e.g., an 
apology requirement directly relates to 
the complainant, but a sensitivity training 
requirement may not) and on the type 
of offense. Different rules can apply for 
sexual assaults, because of their likeli-
hood to have criminal code implications 
and mandates imposed by the Clery Act, 
than for sexual harassment. Whether the 
rationale for the finding and/or sanctions 
is shared depends on whether it is your 
institutional practice to share a rationale with the accused 
individual. If so, it will be equitable to share a version with 
each party, though each version may not be completely 
identical, depending on the circumstances.  

For any sex- or gender-based discrimination com-
plaints where the respondent is a student, institutions 
should disclose in writing the finding and any sanctions 
pertaining to the complainant, which would include a 
student being suspended, no-contact orders, etc. The Fam-
ily Educational Rights and Privacy Act (FERPA) typically 
precludes sharing any results that do not directly relate to 
the complainant, such as required counseling or remedial 
education. It is important to note that under the Clery 

Act, when a complaint involves sexual assault, institu-
tions must disclose the findings, sanctions, and rationale 
to the complainant, but this applies only to sexual assault 
and not to all forms of sex or gender misconduct that fall 
within Title IX. This provision is not student-specific and 
applies to all acts of sexual assault on campus.  

Another lens suggests this may be too narrow an 
interpretation, though it is the one embraced by the DCL. 
Equity demands that we act with fairness under the cir-
cumstances. To withhold some details of a sanction from 

a victim may deprive him or her of an 
equitable result.

Another way to frame this is that 
institutions have a duty to remedy and 
to prevent reoccurrence. How can a 
victim know this duty has been satisfied 
without fully understanding the entire 
range of sanctions? Yet another argument 
is that a victim cannot play a full role in 
helping to monitor and enforce the terms 
of a sanction if s/he is not fully informed 
of those terms. Many campuses simply 
apply the equitable rule that what they 
share with one party they share with the 
other, but it is always wise to consult 
campus counsel on the FERPA implica-
tions of such a practice.  

When a faculty member is the 
respondent, FERPA plays no role in 
protecting their records, and Title IX, 
as federal law, still requires revelation of 
the outcome, regardless of state-based 

employment privacy laws. Accordingly, a complainant 
should be notified of both the finding and any attendant 
sanctions/responsive actions to ensure they are informed 
as to how Title IX’s remedial requirements have been 
met. Student complainants will, again, have a right to any 
sanction information that directly relates to them under 
FERPA.  

4. Promptness and the 60-Day Rule
The OCR has articulated a “prompt and effective” stan-
dard for addressing notice of sexual misconduct on cam-
puses. The general standard to be applied is a 30- to 60-
day timeframe to meet the promptness requirement, not 
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just for the investigation phase of the process but for the 
entire process from notice to final determination of any 
appeals and the implementation of sanctions and remedial 
actions. Many schools have been concerned that the OCR 
will target them for failure to comply when their investiga-
tion runs over the 60-day period, but the reasons why a 
campus might exceed 60 days matter. The OCR requires 
that schools (1) investigate, (2) stop the harassing be-
havior, (3) engage in remedial support for the victim and 
the community, (4) take action to reasonably prevent the 
reoccurrence of the harassing behavior, and (5) do so in a 
prompt, equitable, and effective manner. When a school 
delays their investigation and resolution processes beyond 
the 60-day requirement, they are failing to adequately 
meet the mandated elements as set forth by the OCR for 
compliance with Title IX.

There have been many cases over the past decade 
(since the 2001 OCR Title IX Guidance3 was published) 
in which colleges and universities allowed unreasonable 
delay of their resolution processes. Sometimes schools 
were waiting for criminal processes to complete; some-
times there were administrative delays; and sometimes 
delays were caused by the parties. Whatever the reason, 
undue delays in resolution of allegations of sexual miscon-
duct allow for potential continued harm to the victims.

Is this 60-day period a hard and fast rule? The OCR 
expects that schools will promptly address sexual mis-
conduct without undue delay. In fact, they use the term 
“promptly” frequently in describing the manner in which a 
school must respond. The OCR evaluates many elements 
to determine the extent to which a school has responded 
promptly, such as creating prompt timeframes for all 
major stages of a complaint, investigation, and resolution; 
informing the parties of this timeframe and updates on 
the status of the investigation; and maintaining a timeline 
of all actions, responses, calls, reasons for delays, and all 
communications related to the case.  

The DCL spoke specifically to the delay in institu-
tional resolution of sexual misconduct cases resulting 
from accompanying criminal investigations. The OCR 
stated that law enforcement investigations are not to be 
the sole response by an institution. The OCR stated that 
institutions may temporarily delay their investigation to 
enable law enforcement to gather evidence and to engage 
in preliminary investigation of a sexual misconduct matter 

that may also violate the state criminal code. However, 
the OCR cautions that this delay “typically takes 3-10 
calendar days.”  

Our advice to schools is that any delay created by the 
need for exclusive law enforcement investigation without 
concurrent institutional investigation should not exceed 
this 3- to 10-day time period unless there are extenuating 
circumstances that the institution has duly documented. 
Of course, during this delay period, the school should be 
engaged in all efforts to provide remedial support and as-
sistance to the victim/survivor and the community.

The OCR views days as “business days,” and the gen-
eral consensus is that the OCR is forgiving of a delay for 
a few days over a holiday break in school (again, as long as 
remedial support is provided and documented). However, 
delays that are a result of the break from spring or fall 
terms are not acceptable, nor are excessive delays that are 
a result of administrative foot dragging, caseload, insuf-
ficient staffing, resources, or internal factors the campus 
can control. Delays requested by a victim are often seen as 
reasonable but not those caused by the accused individual. 
Delays caused by external factors wholly outside the con-
trol of the campus are typically seen as reasonable but not 
if the institution has the ability to control or influence the 
external factors.

The best advice is to create a reasonable timeframe for 
your investigation and resolution process early on in your 
strategy development, keeping the 60-day rule as your 
guideline for timeline development. Inform the parties of 
your timeline, keep them informed throughout the pro-
cess, and document all actions, particularly anything that 
creates a delay as you work diligently toward resolution.

5. Appropriately Incorporating Patterns and 
Previous History Evidence in the Resolution Process
Our view advocates for consideration of pattern and his-
tory at the finding stage, where previous similar acts lent 
evidence of the currently alleged violation. Traditionally, 
the student conduct process has looked to history and pat-
tern only in sanctioning an offender. Previous violations 
have not been considered as evidence at the finding stage 
of the resolution process. Multiple violations by the same 
offender have been addressed through separate processes 
when they have involved separate victims. However, sexual 
misconduct offenses tend to be pattern or repeat offenses.  
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Certainly, the DCL advocates for investigations to seek 
to identify patterns and predatory situations; the OCR 
has recently advised that it views pattern and history 
evidence expansively. It could, for example, include past 
campus offenses by the same offender but also criminal 
offenses. It might also include past good faith allegations, 
even if those allegations did not result in findings. Your 
current case might corroborate a past 
investigation as a pattern, rather than the 
other way around. Finally, the OCR has 
suggested that similar incidents can evi-
dence a pattern and that “similar” refers 
to any behavior that falls within Title IX. 
Previous acts of stalking lend evidence 
to current accusations of sexual harass-
ment. Previous acts of intimate partner 
violence lend evidence to current accusa-
tions of sexual misconduct. The OCR 
recognizes the continuum of gender-
based violence and that offenders often 
progress over time to more egregious acts 
of discrimination, exerting power and 
control in relationships with a common 
set of behaviors. Admitting and consider-
ing this information correctly requires an 
enhanced level of training for investiga-
tors, administrators, hearing officers, and 
appellate panel members. 

6. Mandated Reporting and 
Mandatory Reporters: Who Has to 
Tell What, to Whom, and When?
Does the law require every employee to 
report knowledge of sexual misconduct 
on campus? Not necessarily, but policy 
might. While Title VII (employee-on-employee) com-
plaints have led to widespread reporting mandates on 
college campuses, Title IX only requires reporting from 
“responsible employees,” which for purposes of policy can 
be defined to include:

1. Those with authority to address and remedy sex- 
and gender-based discrimination and harassment; 
and/or

2. Those with responsibility to report sexual miscon-
duct to a supervisor; and/or

3. Those who a student would reasonably believe 
have such authority or obligation.  

Like Title VII, all supervisors are responsible employ-
ees, but not all responsible employees are supervisors. 
Unlike Title VII, the OCR has tried to meaningfully give 
victims control over reporting through Title IX. This 

empowerment will be impeded by a re-
porting mandate on all employees framed 
only with Title VII in mind.

A broad reporting mandate is where 
campus attorneys and sexual misconduct 
victims’ advocates collide. Advocates 
want broad rights to preserve privacy, 
while some campus attorneys, based on 
potential exposure to liability, want re-
porting by every employee to ensure that 
no complaint slips through the cracks. 
Both these goals have merit, but requir-
ing all employees to report everything 
they know immediately may not be good 
policy. Is a university exposed to liability 
under Title IX if it fails to act on third 
party notice from an employee of an 
incident that perhaps the victim doesn’t 
want the institution to act on? Instead, 
institutions of higher education could 
benefit from a compromise approach.  

First, campus legal counsel faces sig-
nificant challenges in giving good advice 
on this question. Reporting of sexual 
assault by employees is required by three 
different federal laws—Title VII, Title 
IX, and the Clery Act—and some state 
statutes. Each of these laws creates its 

own reporting requirement, irrespective of the standards 
used by the other laws. So should we train employees on 
these three varied reporting schemes and state law? That 
is both impractical and a potential intellectual impossibil-
ity. Instead, we have come to favor the following approach. 
All employees should, by policy, be mandated reporters 
of what they know within 24 hours of coming to know it, 
but only some employees have to share all that they know. 
These individuals, deemed “responsible employees” under 
Title IX, should be trained accordingly. Employees not 
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deemed “responsible employees” can satisfy their duty to 
report but may withhold personally identifiable informa-
tion, at least initially. This allows reporting to be accom-
plished, satisfying the Clery Act and Title IX, without 
starting the domino effect of actual or constructive notice 
without the consent of the alleged victim.  

Perhaps the simplest summary of this complex policy 
issue is the following:

•	 All employees must report incidents of sex/gender 
misconduct and discrimination to the coordinator 
or deputy coordinator within 24 hours of learning 
of the incident.

•	 If the victim wishes, the employee may pass along 
all known information.

•	 Some employees are empowered to make Jane/
John Doe reports initially (i.e.: reports that omit 
personally identifiable information about those 
involved) if the employees are not supervisors or 
responsible employees. Note, however, that these 
employees may be expected to provide additional 
details later if the coordinator needs them.

•	 Counselors, clergy, and other confidential em-
ployees fulfill their reporting mandate by making 
John/Jane Doe reports for statistical purposes 
and pattern tracking but do not divulge personally 
identifiable information without client consent.  
•	 An exemption to not report can be made when 

the confidential employee deems reporting to 
not be in the client’s best interests.  

•	 Employees who are unsure of their duty to report 
or how much information to report should ask the 
coordinator and will be advised accordingly.  

•	 As appropriate and required by law, the coordina-
tor will share information with campus law en-
forcement or public safety to satisfy the Clery Act.  

Clarity on reporting duties requires training, but the 
DCL already made the need for enhancing our train-
ing programs very clear. The use of an online reporting 
form available to students and employees, with optional 
and mandated fields clearly noted, can effectively guide 
employees on reporting expectations, options, and require-
ments, while also helping public safety to accurately cat-
egorize and classify offense statistics under the Clery Act.

The value of John/Jane Doe reporting is in preserving 
as much victim autonomy and agency as possible, thereby 
controlling what actions the institution takes, while still 
tracking patterns and satisfying other reporting mandates, 
such as those in the Clery Act. Some campuses call this 
“anonymous reporting,” but that can be confused with a 
right for the reporter to withhold their own personally 
identifiable information, which this approach does not 
permit. Reporting employees must be fully identified. 
Another exception to this policy would be in the case of a 
harassed or victimized employee; these individuals would 
not be required to report their own victimization but 
could make an anonymous report.  

Once the coordinator or other appropriate administra-
tor or investigator receives the report, they would conduct 
a “small i” preliminary inquiry or investigation, looking 
into the incident description, history file, and whether the 
report matches any other recent reports. With any sign of 
pattern, predation, violence, or threat, institutional obliga-
tions cannot be determined solely by what the victim 
wants. However, administrators can take gradual “next 
steps,” such as requiring more information from the re-
porter, meeting with the alleged victim, and deciding what 
remedial actions are needed, desired, and possible. Note 
that it is not a requirement that the Title IX coordinator 
meet with every victim. Indeed, such a meeting could be, 
in and of itself, re-victimizing and discouraging of future 
complaints, a practice antithetical to Title IX.

For that reason, no employee should ever promise 
absolute confidentiality, though some, such as licensed 
counselors, are better able to protect information than 
others. Campus ombudspersons are not exempt from 
expectations of reporting.  

The approach described above is set up so that we can 
“push over one Domino at a time,” giving the victim as 
much control as possible. However, victims should also 
know that actions may need to be sped up, depending 
on whether the circumstances indicate a need to protect 
the community. Training should teach all employees that 
reports are private but not confidential (unless made to 
a confidential resource). Employees should be trained on 
ways to convey this to victims without chilling the victims’ 
willingness to report. It takes tact, but it can be done.

If you do not take the approach recommended here, 
you really only have two other options. One is a blanket 
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reporting mandate that all employees must report ev-
erything they know with an exception for privileged or 
confidential employees. This approach’s intent is to make 
sure that all reported incidents are known to appropriate 
administrators. However, having such a broad reporting 
requirement instead creates a chilling effect on reporting 
where less is known about campus incidents, not more. 
Victims need some safe space, and the OCR is not encour-
aging us to zealously hunt down notice from unwilling 
victims.   

The other option is to train all employees on their 
actual legal duties. This would include informing all “re-
sponsible employees” of what to report when behaviors fall 
within Title IX. The institution would also create super-
visory reporting duties to address compliance with Title 
VII. Finally, some of the same employees who are “campus 
security authorities” will need additional training on their 
duty to report statistical and timely warning information 
in compliance with the Clery Act. Having done these 
trainings at the behest of clients all over the country, we 
can assure you that the end result of all this training is that 
you will have confused your employees, who can’t keep all 
three reporting schemes straight, let alone keep straight 
various campus hotlines, whistleblower policies, behavioral 
intervention team reporting, and any applicable Sarbanes-
Oxley requirements for reporting financial improprieties. 

The bottom line is the approach outlined above works 
where other approaches fail. It addresses a complex and 
challenging set of inter-related but disconnected federal 
compliance standards.  

7. What Role Does Consent of the Victim Play in 
Whether or How the Institution Pursues Notice of 
Their Victimization? 
What do we do when the victim of an offense tells us s/he 
does not want us to pursue notice or will not participate in 
our process? We probably do not know whether the act is 
singular, individually targeted in nature, part of a pattern, 
or predatory. We can only guess if respecting the victim’s 
wishes will leave him or her and the campus community 
exposed to a risk we could potentially prevent by acting on 
the notice.

If you read the DCL, you can feel the tension the OCR 
understood when it wrestled with this all too real di-
lemma. The OCR took the position that a victim’s failure 

to participate does not alleviate a campus of the duty to 
respond and remedy, though it may limit what the campus 
can do. We have a greater duty to the many than to the 
one, a principle all campus administrators understand.

However, the OCR muddied the waters by using the 
term “consent,” which refers to victim participation in the 
process, not consent to whether the campus proceeds. In 
all cases and without exception, the campus must prelimi-
narily investigate notice to determine what actions it needs 
to take.  

What does the preliminary investigation—the “small 
i”—entail? Every case is different, but typically the coordi-
nator, investigators, and/or other appropriate administra-
tors talk to the victim or complainant, if possible. They try 
to learn why the victim does not wish to proceed.  They 
check files for recent similar offenses and may check the 
disciplinary files on the accused individual for pattern 
information. They might check criminal backgrounds or 
consult with the campus behavioral intervention team. 
They will catalogue the potentially available independent 
evidence and try to assess how viable pursuing the case 
may be without the victim’s cooperation. Rarely will a 
preliminary inquiry involve contacting witnesses or the 
accused individual. This inquiry will conclude with a deci-
sion on whether to proceed and, if so, how.  

In some cases, the “small i” will lead to the “big I,” which 
is a thorough, reliable, and impartial full investigation. In 
cases where the preliminary investigation does not indi-
cate pattern, predation, threat, or violence, the campus has 
more latitude to respect the wishes of the victim. Reme-
dies in such cases can take the form of accommodations to 
the victim, education, and policy reinforcement directed to 
the offender/offending population, but it will not extend 
to discipline of the alleged offender.  

However, where pattern, predation, threat, or violence 
are indicated by the preliminary investigation, the campus 
will have to pursue the notice to the fullest extent pos-
sible, understanding that victims still have the right to 
consent or refuse to participate. In some instances, the 
physical evidence—rape kits, pictures, messages, and wit-
ness information—are sufficient for the resolution to take 
place without any victim involvement. The tact involved 
in explaining this nuance to a victim is a skill that student 
conduct administrators and coordinators need to acquire 
and practice. Just putting it in a policy is cold and imper-
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sonal, and leaving it to a victim’s advocate (if you have one) 
may create a missed opportunity to learn why the victim 
does not wish the campus to proceed. Finally, this discus-
sion really applies to student-on-student complaints only. 
There is not the same latitude to proceed or not proceed 
in Title VII cases (employee-on-employee) once notice is 
given.

8. While the DCL Primarily Addressed 
Sexual Violence, Title IX Applies to 
Any Rule Violation in Which Sex- or 
Gender-Based Discrimination Occurs
Title IX prohibits sex/gender discrimi-
nation, and the 2011 DCL defines sexual 
harassment as “unwelcome conduct of a 
sexual nature.” Not all sexual harassment 
will be actionable under Title IX for 
purposes of lawsuits, even though such 
behavior may be a violation of your cam-
pus policy. Sexual harassment has to be 
unwelcome, have a sex- or gender-based 
discriminatory effect, and be sufficiently 
severe, pervasive (or persistent), and 
offensive to cause that discriminatory ef-
fect. Put another way, the behavior limits 
or denies a person access to or participa-
tion in their education or employment.

Campus policies can cover a broader 
range of conduct than what creates the 
foundation for a Title IX lawsuit, but 
public institutions are wise to use the 
Title IX standard when policing harass-
ing speech to respect First Amendment 
protections. Regardless of the terms that 
form the basis of campus policy, there 
will be low-level harassment that fails to rise to the level of 
being discriminatory under Title IX.

Further, the OCR deems all acts of non-consensual 
physical sexual contact (i.e. “sexual violence”), such as “rape, 
sexual assault, sexual battery, and sexual coercion,” as 
sexual harassment and therefore within Title IX’s pur-
view.4 Accordingly, all incidents of sexual violence must 
be viewed and approached using a Title IX lens and Title 
IX-appropriate investigations and remedies. This could 
include matters of hazing, such as the alleged alcohol 

enema incident at the University of Tennessee, or bully-
ing behavior that is sex- or gender-based. To be sex- or 
gender-based, conduct must be either sexual in nature or 
directed at someone because of their actual or perceived 
sex (male or female) or gender (masculine or feminine), 
thus addressing the often asked questions about how 
Title IX protects our lesbian, gay, bisexual, transgender, 

and questioning (LGBTQ) community 
members. 

Other areas that typically fall outside 
of the “sexual violence” label but can fall 
within Title IX and require the prompt 
and effective response include actions 
motivated by gender or sex, such as 
bullying, stalking, hazing, relationship 
violence, vandalism, arson, and program 
equity decisions, such as admission, ath-
letics or club participation, hiring, firing, 
or promotion.  

Further, any rule or policy of a school 
or college, if violated on the basis of the 
victim’s actual or perceived sex or gender, 
could fall within a Title IX set of policies 
and resolution procedures if the behavior 
was sufficiently severe, pervasive, or persis-
tent to cause a discriminatory effect. Some 
information only comes to light once the 
investigation begins, which, if the school 
is not using a Title IX-appropriate pro-
cess, may result in the school failing to 
approach the situation in a manner com-
mensurate with its Title IX responsibili-
ties (immediately stop the harassment, 
remedy its effects, and prevent its recur-
rence). This is one of the many reasons 

we encourage campuses to bring all their investigation and 
resolution procedures into compliance with Title IX.

9. Title IX and Off-Campus Behavior: What Can We, 
Must We, and Should We Do?
Title IX does not have geographically defined jurisdiction. 
It does not apply to one location or another or even on- or 
off-campus. It is instead a nexus rule,5 applying to those 
situations with sufficient connection to the activities of 
a funding recipient such that the recipient is responsible 
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for addressing them. The courts have uniformly applied 
a two-prong test to Title IX’s applicability, assessing 
whether the institution has:

1. control over the harasser (subject to our rules) and
2. control over the context of the harassment (on 

our property, in our programs, on land we lease or 
control, or at events we sponsor).

If both prongs are met, we are obligated to respond 
to notice in accord with Title IX. However, how should 
off-campus conduct or conduct outside of school be 
addressed? The lawyer’s answer: it depends. At public 
institutions, the leading cases—J.S. v. Blue Mountain6 and 
Layshock v. Hermitage7—place limits on our ability to 
address purely off-campus speech, even 
if it is harassing, as First Amendment 
protected speech. Conduct is address-
able more broadly than pure speech. An 
institution should not fear First Amend-
ment implications in the case of an off-
campus sexual assault between students 
and instead heed the expansive view 
of the court in Simpson v. University of 
Colorado,8 which included the definition 
of a “school sponsored” activity to include 
an off-campus sexual assault on private 
property, calling it a result of behaviors 
and culture “created” by the institution.

The somewhat over simplified legal 
rule is that we may address off-campus or out-of-school 
harassment in public forums (Internet speech, Facebook, 
etc.) only when those off-campus or out-of-school acts 
have a demonstrable and significant on-campus or in-
school disruptive impact. Private schools and colleges have 
the ability to address off-campus and out-of-school speech 
and conduct more broadly than public institutions. The 
DCL seems to imply the need to take off-campus jurisdic-
tion—and certainly no campus can refuse to—when a 
Title IX issue occurs off-campus at a campus-sponsored 
activity or event. However, there is no obligation to pursue 
purely private off-campus conduct that is not connected to 
the institution. The language in the DCL instead refers to 
the need to take action if on-campus repercussions occur 
as a result of the off-campus conduct. To do that, it is ef-
fective to address the initial behavior, as well.  

There also seems to be some confusion over extra-
territorial jurisdiction to Title IX. The OCR has said it 
does not apply outside the United States, but some of our 
Title IV funding is spent to support programs outside the 
United States. Additionally, courts have applied Title IX 
to incidents outside the United States.9 Without more 
definitive guidance, it may be prudent to establish struc-
tures that allow your campus to apply Title IX resolution 
procedures to incidents occurring abroad that meet the 
two-prong standard.  

Perhaps the better question is whether we need the 
OCR to tell us to assume jurisdictions over our own 
off-campus programs. Institutions should implement a 
policy that allows them to take off-campus/out-of-school 

jurisdiction when deemed appropriate 
and necessary. 

The following model policy language 
was developed by the Pennsylvania State 
University:

Students at [School/University] are 
annually given a copy of the Code 
of Student Conduct. Students are 
charged with the responsibility of 
having read, and agreeing to abide 
by, the provisions of the Code of 
Student Conduct and the authority 
of the student conduct process. The 
Code of Student Conduct and the 

student conduct process apply to the conduct of 
individual students and school/university-affiliated 
student organizations. Because the Student Code 
of Conduct is based on shared values, it sets a range 
of expectations for school/university students 
no matter where or when their conduct may take 
place; therefore, the Code of Student Conduct ap-
plies to behaviors that take place on the campus, at 
school/university-sponsored events and may also 
apply off-campus or outside of school when the 
administration determines in its discretion that the 
off-campus or outside-of-school conduct affects a 
substantial school/university interest. A substantial 
school/university interest is defined to include:

How should off-

campus conduct or 

conduct outside of 

school be addressed? 

The lawyer’s answer: 

it depends.
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•	 Any action that could constitute a criminal 
offense as defined by federal or state law. This 
includes, but is not limited to, allegations of 
single or repeat violations of any local, state 
or federal law in the municipality where the 
school/university is located;

•	 Any situation where it appears that the student 
may present a danger or threat to the health or 
safety of him/herself or others;

•	 Any situation that significantly disrupts the 
rights, property or achievements of self or oth-
ers or significantly breaches the peace and/or 
causes social disorder; and/or

•	 Any situation that is detrimental to the 
educational interests of the school/university 
(private schools and campuses, only).10 

10. Best Practices for Reporting Campus Sexual 
Misconduct to Public Safety and/or Local Police
There has been a troubling increase in a problematic 
practice at colleges and universities: the mandated report-
ing of all Title IX-related matters to campus and/or local 
police by campus employees, administrators, and Title 
IX coordinators. While we support mandated reporting 
policies for all employees (as detailed above), we must pay 
attention to where the mandate tells our employees to take 
the information they may have.

Perhaps the popularity of police-based mandated 
reporting policies is a knee-jerk reaction to the Jerry 
Sandusky case at the Pennsylvania State University, but a 
blanket requirement to notify police has the potential to 
undermine an institution’s efforts to appropriately address 
sex discrimination in the educational setting. That said, we 
do support a practice of reporting to police in situations 
involving abuse of minors, some individuals with disabili-
ties/diminished capacity, clear threats of harm to others, 
and in any case where the victim welcomes police involve-
ment. Outside of those exceptions, we believe a police-
based mandate will do far more harm than good, may 
violate the law, and will stifle the willingness of victims to 
report.

To comply with Title IX, we need policies that create 
the expectation that responsible employees will report 
sexual harassment or discrimination to appropriate school 
officials, such as a Title IX coordinator or the employee’s 

supervisor. However, Title IX does not require respon-
sible employees to report such matters to campus or local 
police, though some states may impose such a mandate by 
statute. While state mandates cannot be ignored, campus 
legal counsel should be consulted on how administrators 
should balance the state duty to report against the Title 
IX requirement that campuses conduct confidential inves-
tigations that are largely driven by the willingness of the 
victim. A federal confidentiality mandate can be argued 
to supersede state reporting requirements with respect to 
adult victims.

Another reason to avoid a blanket police reporting 
mandate is that many sexual harassment incidents and 
other forms of discrimination that fall under Title IX may 
violate institutional policies but are not crimes. Accord-
ingly, such reports have the potential to distract police 
from their sworn duties and present them with informa-
tion that should be kept confidential by the institution. 
Worse, by funneling victims to the wrong resource, we run 
the risk of misdirecting situations that need to be resolved 
by the Title IX coordinator or other appropriate adminis-
trator. To compensate, campuses will have to add an extra 
step to refer and communicate information from police to 
the appropriate campus official. Such a path is not ideal, 
and communication breakdowns on some campuses will 
result in failures to act in the face of the obligation to act. 
This is especially true when the reporting mandate is to 
local police, not campus law enforcement. 

A related argument is that mandated reporting of Title 
IX matters to local or campus law enforcement can violate 
FERPA. Where a student is victimized, records of his 
or her victimization kept by campus administrators are 
protected by FERPA as part of the student’s education re-
cord. That protection is important. Reports to campus law 
enforcement may not be FERPA-protected, and reports to 
local law enforcement are not.

We must also address the path from the reporting em-
ployee to campus or local police. FERPA permits internal 
(intra-institutional) sharing of private education record 
information when there is consent from the student or 
without consent when there is a “legitimate educational 
interest.” While campus police and public safety depart-
ments can have a “legitimate educational interest” in some 
cases, they do not in all cases. This includes even cases 
of sexual violence, in which their interest may be a law 
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enforcement interest, not an educational interest.
Certainly, local law enforcement can never have a 

legitimate educational interest as defined by FERPA, and 
so any mandated reporting to them without the consent of 
the record owner (the victim) will violate FERPA unless 
an emergency health and safety concern is present. With-
out victim consent, a reporting mandate in all Title IX-
related matters will undermine the interest colleges and 
universities have in encouraging reporting and empower-
ing victims. Given the lack of success in prosecuting such 
cases in almost every jurisdiction, one can only wonder at 
the rationale supporting such a reporting mandate.

Accordingly, it is not advisable to mandate reporting 
of all Title IX-related incidents to campus or local law 
enforcement. Victims often seek out a campus remedy 
specifically because they have no desire to report an inci-
dent to the police. Victims articulate many reasons for this 
hesitation. A few of the more commonly cited reasons: 
they are uncomfortable interacting with police, they feel 
the institution’s administrative approach will be less stress-
ful, they are uncomfortable with the formality of the police 
process, they desire to keep the matter more confidential 
than public police records permit, or they do not self-iden-
tify as victims of a crime. As a side note, this final item is 
one of the many reasons institutions should always inform 
victims of their right to file a report with the police.

An argument can be made that a policy of mandated 
reporting to police is in fact retaliatory, as it may require 
victims who wish to seek institutional assistance to first 
waive their right of confidentiality in order to do so. 
In most cases, victims should have the right to choose 
whether police will be involved. Let’s not add to their bur-
den with unnecessarily disempowering –and potentially 
illegal—campus policies and practices.

Finally, this discussion should not distract from the 
fact that campus law enforcement and security officials 
are “responsible employees” and thus mandated reporters 
for those reports that do originate with them. There is no 
state law or investigation exception that applies, and thus 
what is reported to campus law enforcement must be duly 
shared with the campus Title IX coordinator or other ap-
propriate officials.  
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Abstract: Nearly all companies and other organizations, 
including higher education institutions, need to consider 
intellectual property (IP) rights as part of their complete risk 
management plan. Not only are IP rights very important to 
organizations, but IP litigation is on the 
rise. Litigation can also be time consuming 
and expensive. IP insurance is one way a 
company, organization, or institution can 
help protect itself from IP litigation. This 
article highlights the different risk manage-
ment considerations present when consider-
ing IP rights and walks through what types 
of coverage is available to organizations of 
all sizes and types. It also discusses some of 
the nuances of managing IP risk, includ-
ing assessing the overall risk, managing IP 
litigation, underwriting IP insurance, and 
looking to the future to identify risks that 
might affect an institution or organization 
in the future. 

Introduction 
A new generation of entrepreneurs start-
ing businesses based upon the products 
of their minds, in their simplest sense, 
has rejuvenated the US entrepreneurial 
spirit. Companies rely on intellectual 
property (IP) rights, made up of patents, 
copyrights, trademarks, and trade secret laws, to give their 
owners a competitive advantage and protect them. Virtu-
ally all companies possess IP. Recent studies have found 
that up to 80 percent of a company’s value may reside in 
its IP. Therefore, companies, including other organizations 
like higher education institutions, can no longer afford to 
ignore the importance of IP assets. According to a March 
2012 study by the Economics and Statistics Administra-
tion, IP-intensive industries directly support at least 27.1 
million jobs and indirectly support an additional 12.9 
million. These industries contribute more than $5 tril-
lion to the US GDP, comprising 35 percent of the US 

economy, making IP an important part of the continuing 
U.S. prosperity.1

IP Litigation: Expensive, Frequent, and Time Consuming
Companies and organizations, including 
colleges and universities, that are know-
ingly, or unknowingly, self-insuring their 
IP portfolios are potentially risking their 
futures. They can no longer afford to 
disregard reality when, in fact, the num-
ber of patent lawsuits filed in the United 
States has trended upward over the past 
20 years. In the US federal courts, in 
2012 there were 5,589 patent lawsuits 
filed, as opposed to 1,403 in 1992 (see 
Figure 1).2 Keep in mind that these are 
patent statistics only and do not take 
into consideration copyright, trademark, 
or trade secret suits filed.

Not only are patent lawsuits fre-
quent, but they are also time consum-
ing, continuing for five years or more 
before being settled or reaching a verdict 
in court. Patent lawsuits can also be 
incredibly expensive. According to the 
AIPLA 2011 Report of the Economic 
Survey,3 the average cost to litigate a pat-
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FIGURE 1: Number of Patent Lawsuits by Year
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ent lawsuit in the United States is $2.8 million (see Figure 
2) if the amount in controversy is between $1 million and 
$25 million dollars, and damages assessed in the event of 
unsuccessful litigation average $9 million dollars. 

Most companies, organizations, and colleges and 
universities do not have sufficient contingency funds or 
borrowing capability to absorb the cost of IP litigation. 
Organizations owning significant breakthrough technolo-
gies put forth more than hard work and creativity; they 
also generate a strong and sizable budget to pay for ex-
perimentation, prototyping, product development, patent 
drafting, and prosecution. However, they often fail to plan 
for the cost of defending their current operations and en-
forcing their IP. Because of this, the disproportionate cost 
of IP litigation burdens many patent holders with the risk 
of owning an expensive, but ultimately worthless, asset.

Also, non-practicing entities (NPE), commonly known 
as “patent trolls” and “grasshoppers,” routinely force com-
panies into complex legal proceedings. These two types of 
entities have completely different modes of operation: one 
seeks to copy successful products in defiance of patents, 
while the other accumulates patents to assert almost as 
extortion. However, both wreak havoc with their objec-
tionable business practices. Generally, patent trolls do not 
make a product. Instead, they simply accumulate a port-
folio of patent rights with the sole objective of targeting 
smaller companies who are unable to pay patent defense 
costs, thus forcing them into signing license agreements 
and paying royalties. Patent trolls are notorious for suing 
companies with the sole objective of extracting royalties, 
often regardless of the lawsuit’s merits. A company can ob-

tain a dedicated IP defense policy to defend against these 
many times frivolous infringement allegations. 

Grasshoppers may sound harmless enough, but in the 
world of innovative, patented products, they are becoming 
a dreaded plague. The term “grasshopper,” coined by Chief 
Judge Randall Rader of the US Court of Appeals, refers 
to entities that leap in and practice an invention, know-
ing that the under-funded patent holder does not have 
the money to successfully enforce his patents against the 
interloper.

IP abatement insurance offers an excellent risk transfer 
solution since a patent holder would have a difficult time 
finding contingent fee counsel to take on representation 
against a grasshopper. Even the contingency fee arrange-
ments fall short since companies must assume additional 
non-attorney litigation costs, which are significant. Many 
selective law firms will not even take a small entity’s case 
if it cannot prove it has the money to fund the litigation, 
since the result is always the same: after an initial struggle, 
the small entity runs out of funds and gives up. 

Therefore, as part of structuring an IP risk manage-
ment plan, it is important to understand what a company 
or other organization’s IP portfolio looks like in terms of 
enforcement and defense costs and address any concerns 
or potential exposures. IP is often times an organization’s 
most valuable asset, yet it is also often seriously neglected 
during risk management reviews.

The Solution: IP Insurance
Every organization, including institutions of higher educa-
tion, that is making, using, importing, selling, or offering 
for sale most goods or services in commerce is vulner-
able to charges of IP infringement. Similarly, companies 
or organizations having rights in patents, trademarks, 
copyrights, or trade secrets have the potential to be 
infringed upon, making anti-piracy of their IP a critical 
part of protecting their market share. IP can be a double-
edged sword and can be used for or against a company. It 
is crucial to have a comprehensive understanding of every 
exposure that an organization may have and then prop-
erly manage these risks through appropriate IP insurance 
products. 

It is important for the insurance industry to embrace 
IP coverage, not only as a duty to its clients, but also an 
obligation to their shareholders to generate additional rev-

FIGURE 2: IP-Related Litigation Costs by Type
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enue streams. The immediate challenge is simply making 
known that IP insurance is available to cover the needs of 
otherwise seriously exposed companies or organizations.

Company Size and Organization Type  
Determines Coverage
Company size many times is a driving factor in the type of 
IP insurance coverage needed. That is not to say that each 
company of the same size has the same concerns or needs, 
though. Therefore, it is important to know the audience 
and target the questions accordingly to assess the most 
applicable policy.

Innovators, Start-Ups, and  
Small Companies
These entities many times have a single 
or few issued patents that cover a prod-
uct or a service constituting a major 
portion of their business. Generally, they 
use insurance to transfer their IP risks 
and free up their working capital, to be 
used for expansion and growth. These 
companies need IP insurance products 
to protect their market share and deter 
exuberant or frivolous infringement 
charges. An IP policy also enables them 
to fill contractual IP indemnification 
obligations by adding additional in-
sureds to ensure funds will be available 
in the event of IP litigation against their 
customers.

Mid-Cap Companies
These companies manufacture an array of products and/
or perform services and may or may not have issued pat-
ents on everything they do. These companies generally use 
insurance as a means to transfer their insurable IP risks to 
avoid exhausting working capital needed to support and 
expand operations. They also need IP insurance to deter 
over-the-top or frivolous infringement charges and to fill 
contractual IP indemnification obligations. These com-
panies are likely to purchase both IP abatement and IP 
defense policies.

Large Companies
Generally, large companies only purchase high-limit, high 
self-insured retention, damages coverage to thwart un-
foreseen large losses. Insurance to fund the cost of litiga-
tion is not a necessity, as they prefer to handle litigation 
matters themselves. Many times these companies instead 
require their vendors to add the IP defense insurance as 
a means to shore-up contractual indemnification agree-
ments requiring the vendors to indemnify them against 
IP litigation. Requiring IP insurance in the agreements 
ensures that, should an IP lawsuit ensue, the funds will be 

available through an insurance vehicle to 
enable the vendor to back up the agreed-
upon indemnification. 

All Companies
All companies may be at risk should they 
lose an underlying, insurance-covered IP 
lawsuit. These companies may experience 
business interruption, lose their commer-
cial advantage, or incur expenses for rede-
sign, remediation or reparations. Cover-
age under a multi-peril policy ensures 
that the party damaged by the loss of the 
insured IP lawsuit is made whole and is 
able to get back into the market with a 
competing product as soon as possible.

It is important to be aware of and 
recommend the right insurance protec-
tion. Assessing companies’ IP risk and 
ensuring they have the right protection 
in place for this potentially costly expo-

sure is essential to a company’s overall financial survival. 
The inability to protect IP is a leading cause of failure for 
companies and organizations and can be avoided through 
specialized IP insurance products and services.

Universities and State Agencies
While universities and state agencies can generally claim 
sovereign immunity under the 11th Amendment, there 
are instances where these groups find IP insurance to 
be advantageous. One avenue of exposure is where a 
state waives its sovereign immunity when it removes to 
a Federal Court a complaint that had been filed in state 
court. See, for instance, Lapides v. Board of Regents of Univ. 
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System of GA.4 In that case, the Supreme Court stated it 
would be unfair to allow a state to both invoke federal ju-
risdiction and assert sovereign immunity to deny that very 
jurisdiction. The court also concluded that the general 
rule of Lapides does not need to be limited to instances of 
removal. 

In the case of Board of Regents of the University of Wis-
consin System v. Phoenix International Software, Inc.,5 the 
University of Wisconsin challenged the Trademark Trial 
and Appeal Board’s decision, cancelling its mark to “con-
dor” by filing a separate action in Federal District Court. 
The 7th Circuit held that the direct filing in Federal Court 
waived immunity, and the university 
system’s waiver of immunity was broad 
enough to encompass compulsory coun-
ter claims required under Rule 13a of 
the Federal Rules. Therefore, the ruling 
enabled Phoenix International Software 
to pursue its counter claims against the 
University of Wisconsin on remand. 
Again, the theory was that a university 
should not be able to advance its litiga-
tion position by choosing a federal forum 
and then invoking sovereign immunity.

Thus, procuring a defense policy to 
cover the possibility of waiver of sov-
ereign immunity, whether intentional 
or inadvertent, is a judicious step for 
any university. Moreover, the primary 
exposure that an IP defense policy 
would cover is through the act of waiver 
premiums, which generally could be expected to be lower 
and, thus, quite attractive. Frequently, business partners of 
universities do not enjoy the same protection of sovereign 
immunity, leading to potential exposure to IP infringe-
ment lawsuits.

It goes without saying that IP infringement abate-
ment coverage, along with other IP policies, can be used 
by state agencies and their partners in the same way that 
for-profit enterprises use the policies. Especially, the abate-
ment policy can afford universities the protection and help 
needed to fund costly enforcement IP lawsuits.

What Insurance Coverages Are Available?
IP insurance helps reduce the financial burden associ-
ated with an IP lawsuit. Below is a snapshot of typical IP 
policy terms common to all polices:

•	 Limits available up to $10M per claim/aggregate 
(higher limits may be available)

•	 Co-pay – 10 percent
•	 Self-Insured Retention - Minimum 2 percent of 

the per claim limits
•	 Worldwide coverage is available 
•	 The insured chooses litigation counsel
•	 The insured controls the lawsuit

The following IP insurance products 
are specific to certain IP risks:

IP Abatement Insurance
If a company, organization, or institution 
of higher education has issued patents, 
patent applications, provisional pat-
ent applications, registered trademarks, 
trademark applications, common law 
trademarks, copyrights, or trade secrets, 
it should consider an IP Abatement 
insurance policy. Abatement-type insur-
ance policies are unique because they 
are “plaintiff ’s” policies. IP Abatement 
coverage provides the wherewithal to 
pursue infringers and often provides the 
incentive for adversarial parties to reach a 
quick and equitable settlement.

There is also an Abatement IP insurance policy de-
signed specifically for individual inventors, start-ups, and 
small companies needing a “starter” policy. These policies 
are low-limit, affordable policies to help protect innovators 
from the predatory business practices of some companies. 
They level the playing field and protect against the po-
tential financial hardship that IP infringement by a third 
party can inflict on a small entity or start-up.

IP Defense Insurance
All companies have the potential to become involved in 
IP litigation. A company or organization is vulnerable if 
it is simply making, using, selling, importing, or offering 
for sale a product and/or service; or, if it holds sought-
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after technology on products and/or processes. IP defense 
insurance reimburses the litigation costs of defending 
charges of infringement made by third party IP hold-
ers against an insured. In addition, the coverage includes 
reimbursement for the cost of invalidity defense to charges 
of infringement, cost of patent post-grant proceedings, 
and damages and/or settlement.

The fact that the insured has a patent on its product 
does not guarantee that there will not be a suit brought 
by a third party holding similar IP rights. Even if the case 
against the insured is unjustified or frivolous, there are still 
legal expenses involved in funding the insured’s defense. It 
is always possible that reasonable minds would differ re-
garding the scope of existing patents, thus there is always 
a need for IP defense insurance no matter how clean the 
products appear.

Companies experiencing or planning a merger and/or 
acquisition would also benefit by securing an IP defense 
policy. Such a policy could obviate escrowing the funds 
for unforeseen IP litigation. The practical effect is that an 
IP defense insurance policy can reduce the uncertainty in 
going forward with a merger or acquisition.

Multi-Peril IP Insurance 
As part of IP risk mitigation, organizations must plan for 
their own future in the event of a loss of an IP lawsuit. If 
there is a loss, they must be prepared to withstand a busi-
ness interruption because their product had to be taken 
off the market, or they may suffer a loss of commercial 
advantage because their patent was invalidated, making 
the product becomes “off patent.” Some companies or 
organizations must start over by having to redesign their 
product, remediate, or make reparations. 

Multi-peril insurance is first-party coverage for reim-
bursing losses/costs resulting from losing IP litigation; it 
reimburses money directly to the policyholder beyond the 
legal costs of the underlying case. The multi-peril policy 
covers debilitating expenses that may otherwise be present 
because of overlooking the simple step of making sure the 
company or organization itself has a recovery plan in place 
in the event of the loss of an IP lawsuit.

Involved Underwriting
Underwriting the IP risk is often a complex task, which is 
not to be taken lightly. There is no “rate card” for an under-

writer to turn to when underwriting an IP risk. Significant 
technical expertise, proprietary databases, and associated 
software programs are critical to underwriting IP risks. 
Successful IP risk underwriting requires that procedures 
and methods have been developed, including application 
forms, policy endorsements, confidential rating manuals, 
copyrighted policy language, and a myriad of other form 
letters and communications. 

For large numbers of high volume, low technology 
products a complete and comprehensive investigation 
of existing patents may not be possible. Increased self-
insured retentions are frequently used to hedge against 
the risk that the investigation yielded few results or was 
otherwise limited. Results of an in-house investigation 
of existing patents, and probes into the practices that the 
applicant employs to avoid infringement are also con-
sidered in establishing the threshold of insurable risk. 
The underwriting of specialized IP policies is best left to 
those skilled in the provisions and practice of intellectual 
property law.

Managing IP Litigation
Litigation management is crucial to promoting efficient 
and effective claims resolution. Intellectual property in-
fringement is quite unlike other casualties, such as fire, life, 
auto, and health, since it is very difficult to know when the 
named peril of infringement will occur. 

The development of claims management protocols 
and associated methods and procedures are an important 
part of the successful management of intellectual prop-
erty suits. The goal of litigation management is to resolve 
infringement controversies promptly at the lowest possible 
cost and to the greatest possible satisfaction of the parties 
involved. This can best be done by active involvement of 
all parties, including legal counsel. 

Programs such as early intervention infringement 
resolution are incentives for alternative dispute resolution, 
and the carefully phrased language of all correspondence 
pursuant to the claims process contributes to a prompt, 
efficient, full, and fair resolution of claims at minimal cost.  

Assessing IP Risk
It is important to recommend the right insurance protec-
tion, which includes assessing the IP risk and ensuring 
the right protection is in place for this potentially costly 
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exposure. Fundamental questions in making such an as-
sessment are:

•	 Does the organization have IP rights?
•	 Does the organization have sought-after technol-

ogy on products and/or processes? 
•	 How competitive is the market?
•	 Is the organization concerned about being sued or 

suing another for IP infringement?
•	 Does the organization have, or think they have, 

any current defensive coverage under an existing 
general liability or business owner’s policy?

•	 Can the organization afford to self-insure?
•	 Does the organization have a risk management 

strategy for their IP?
•	 Does the organization have a contractual obliga-

tion to indemnify against IP infringement?
•	 Is the organization prepared to license their prod-

ucts, processes, and/or their IP?
•	 Does the organization have a recovery plan in the 

event of the loss of an IP lawsuit?
•	 Is the organization concerned about non-practic-

ing entities (NPE)? 
•	 Is there a pending sale, merger, and/or acquisition 

in the organization’s future?

Keeping Up with IP Risk
Companies, organizations, and institutions of higher 
education, along with their outside risk management 
professionals, must take the time to make sure the IP risk 
management plan is current. Risk managers should be 
cognizant of the fact that, as the company or organization 
evolves, so too will the plan need to be altered to fit the 
current situation. Changes such as the following should 
prompt a re-assessment of the plan:

•	 New products and/or services are added or 
dropped from production

•	 Redesigned products and/or services are marketed
•	 Licensing deals are impending
•	 Planned mergers or acquisitions are completed
•	 Working with new suppliers or vendors begins
•	 Contractual indemnification changes
•	 Newly filed or issued patent and/or trademark 

applications are reported
•	 New competitors enter the market

•	 Monitoring the activities of patent trolls show 
how they are filing lawsuits which may involve the 
organization’s products

•	 Trends in IP litigation are reported

When these and other changes occur, it is important to 
revisit the IP risk plan. 

Intellectual Property Insurance Is the Solution
Although organizations are becoming more frequently 
cautioned regarding the lack of true IP coverage in other 
insurance policies, many are still simply unaware that their 
commercial general liability policy may not be providing 
coverage for their most valuable asset, intellectual prop-
erty. These IP rights may be needlessly at risk if companies 
and organizations become engaged in IP litigation

IP infringement insurance is the most logical and 
economical choice that a company, organization, or other 
entity can make to ensure that the means are available to 
protect against the high cost and consequences of an IP 
infringement case. This insurance is just as valuable, if not 
more so, than general liability, errors and omissions, and 
directors and officers insurance policies. Surprisingly, these 
latter policies are routinely offered and placed by insurance 
professionals, while IP insurance is many times over-
looked or avoided altogether. IP insurance is the solution 
to protect against the potential financial hardship that IP 
litigation can inflict by helping fund the litigation expenses 
to get through the case on the merits. As the saying goes, 
“You can’t get fire insurance if your house is already on 
fire.” Being proactive and insuring IP risks early makes for 
sound risk management.
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The university chose to develop a web-based environ-
mental health and safety (EHS) system using Microsoft 
SharePoint. SharePoint is user friendly, highly customiz-
able, and scalable for any size organization. The system 
developed provides RMS with immediate access to the 
status of compliance activities at all AU facilities at all 
times and relief from the administrative burden associated 

with program and task oversight. 

Section I – The Challenge
What risks or exposures were 
addressed by your solution?
Managing EHS programs is a challenge 
for both large and small colleges and 
universities, due to the diverse range of 
compliance needs, including maintain-
ing a chemical inventory, performing 
laboratory inspections and safety audits, 
tracking training records, and managing 
research protocol reviews. Small institu-
tions often have a single person tasked 
with documenting overall compliance. 
Large schools must track and document 
compliance across a number of indepen-
dent working groups or campuses. 

The US Environmental Protection Agency (EPA), as 
well as state environmental regulators, have been very ac-
tive with inspections and enforcement in the College and 
University sector. Since the early 1990s when the EPA 
initiated the College and University Compliance Initiative, 
many private and public schools both large and small have 
received substantial penalties for environmental non-
compliance including Boston University, which received a 
$771,000 fine, and the University of Missouri-Columbia, 
with a $582,296 penalty. 

In addition to financial impacts, violations can im-
pact the image of colleges and universities. Maintaining a 
“green” image is becoming increasingly important for col-
leges and universities as they move toward more sustain-
able business practices and operations. 

Abstract: URMIA launched its Innovative Risk Manage-
ment Solutions Award in 2007 to recognize new and cre-
ative risk management efforts implemented by our members 
which address specific exposures or risk management topics 
in colleges and universities. It also encourages members to 
share their successful ideas or projects as potential resources 
for others and to facilitate sharing of this information. In 
2012, Auburn University was honored as 
the recipient of the Innovative Risk Man-
agement Solutions Award.

This article provides an executive sum-
mary of Auburn University’s automated 
environmental health and safety manage-
ment system. The hope is that other college 
and university risk managers will be able 
to modify and implement similar programs 
on their own campuses and benefit from 
the sharing of these materials.

Introduction
Maintaining compliance with environ-
mental regulations is a challenge for 
many colleges and universities. Costs 
for non-compliance can severely im-
pact an institution both financially and 
through damage to public image. Auburn University (AU) 
is a major land grant, research institution with facilities 
distributed throughout Alabama, including a satellite 
campus, a regional airport, and numerous research centers 
and agricultural experimental stations. Each facility works 
independently to maintain environmental regulatory 
compliance, receiving oversight and support from the Risk 
Management and Safety Department (RMS) located on 
the main campus. 

In 2009, AU completed a comprehensive environmen-
tal compliance audit of all facilities and operations. In 
addition to identifying numerous compliance issues the 
audit helped to highlight a critical need for improving the 
process for managing compliance responsibilities in the 
university system. 
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Why was this risk or exposure a priority?
AU’s RMS is charged with the responsibility of overseeing 
EHS compliance at all facilities across the university. In 
2009, AU completed a comprehensive compliance audit of 
all facilities and operations. In addition to identifying nu-
merous compliance issues requiring correction, the audit 
also helped identify some of the root causes contributing 
to non-compliance: 

•	 Numerous compliance tasks with various dead-
lines for all 26 facilities. 

•	 Many individuals are responsible for performing 
compliance inspections and tasks. Some of these 
individuals were not aware of these responsibili-
ties or didn’t have the information they needed to 
complete the tasks.

•	 Most people with responsibility for compliance 
tasks have other primary, competing responsibili-
ties.

•	 Lack of an automated, centralized method to 
gather information, organize and document tasks, 
and keep data current.

RMS needed easy access to the complete EHS pro-
gram status. A great deal of time was spent hunting down 
information to determine the compliance status of any one 
facility. This presented a significant administrative burden 
and expense and reduced the amount of time staff had to 
focus on important EHS initiatives.

What makes your solution a unique or 
innovative approach?
Many colleges and universities are turning to software 
programs to help document and manage their EHS pro-
grams. However, third party software is typically expen-
sive, and the ability to customize it to meet specific needs 
is often restricted. Microsoft SharePoint is a powerful 
organizational solution that can address many of the needs 
of both small and large EHS programs in a customizable, 
scalable, and cost effective way. SharePoint allows users to 
develop customized applications and workflows that will 
meet their specific needs and existing processes. Share-
Point offers powerful tools to display, collect and process 
information and has a number of attributes that are very 
useful for constructing EHS program solutions, including:

•	 It integrates easily with the Microsoft Office suite 
(Access, Excel, Word, and Outlook).

•	 Microsoft web user interface is familiar to users, 
minimizing training requirements.

•	 It allows workflow modeling to automate process 
or task administration.

•	 It offers a wide range of permission options to 
control access to site content.

•	 It offers customized views for user groups.
•	 It gives the ability to collect information from 

web-based forms electronically.
•	 It has built-in tools, such as task lists, document 

libraries, and databases.

In addition to the above, scalability was a factor in 
choosing to develop our management system using Share-
Point. We had a limited budget and needed something 
that we could build on as additional time and resources 
became available. With SharePoint, we were able to design 
the basic site for managing compliance tasks quickly and 
at minimal cost.

What programs or services on your campus were 
affected or improved by this project?
The EHS management system has affected and improved 
virtually every aspect of the environmental compliance 
process. Prior to implementing the system, there was no 
systematic process for managing due dates and deadlines 
and ensuring accountability. The management system cov-
ers environmental compliance activities for all AU facilities 
and operations, not just the main campus.

One of the first steps in developing the management 
system was to create a compliance calendar. The compli-
ance calendar is used to track and manage all environ-
mental compliance tasks, such as hazardous waste storage 
and disposal, inspections for oil and hazardous materials 
storage areas, environmental permits, and regulatory 
reporting. Developing the compliance calendar alone was 
a fantastic exercise for process improvement as it clearly 
defines the tasks, due dates, and lines of responsibility for 
completing compliance activities for all areas of the univer-
sity, not just within the RMS department.

In addition, the system has improved the management 
of compliance information, including permits, licenses, 
and equipment data, such as boilers, storage tanks, and 
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transformers. Previously, all of this information was 
maintained in paper files. RMS is in the process of con-
verting these documents to electronic format. The EHS 
management system will make these documents available 
anywhere, anytime via the web. In addition, SharePoint 
offers virtually unlimited customization 
for controlling access to these records on 
a secure server.

What are the positive results of the 
implemented program?
Prior to implementing the EHS man-
agement system, RMS staff dedicated a 
considerable amount of time to tracking 
down and managing compliance activi-
ties. RMS staff monitored program sta-
tus and task completion through email, 
phone calls, and face-to-face meetings. 
With the system in place, staff can de-
termine the compliance status of all AU 
facilities at any given time by accessing 
the custom Management Dashboard.

In addition, personnel outside the 
RMS department with responsibilities 
for completing environmental compli-
ance activities receive timely notices when 
tasks are due. The system also maintains 
support documentation to assist these 
users in completing their assigned tasks. 

Since developing the basic program 
management features of the site, RMS 
has continued to expand the system. 
New functions include a dashboard to 
organize and track information regard-
ing the numerous above ground and 
underground storage tanks owned and 
operated by AU, as well as team sites 
for committees and work groups to organize and share 
information.

How were the changes received by those affected by 
the program or service?
Response from both the RMS Environmental Health and 
Safety Staff and users outside the RMS department has 
been positive. For the RMS staff, the system provides a 

platform for tracking and documenting regulatory compli-
ance, distributing information on their program areas, and 
organizing and reporting program status.

From the perspective of users outside of the RMS 
department, the system provides them with information 

and resources they need to proactively 
manage their compliance responsi-
bilities. Two factors, both related to the 
unique features available in SharePoint, 
have helped to gain support from users. 
First, we have created custom features 
to simplify data entry and task manage-
ment. Second, we have capitalized on the 
ability of SharePoint to interface with 
other information management systems 
to streamline how users manage tasks.

Section II – Budget and Solution 
What was the total budget for this 
project?
Total expenses for developing the man-
agement system were $9,752. This was 
for the consultant to develop the site and 
custom forms. At this point, we are man-
aging the site ourselves with assistance 
from the university IT department.

How many staff were allocated to this 
project and for what length of time?
No additional staff was required for the 
project. All work was completed using 
existing staff. The AU team included 
three RMS Staff personnel and one 
representative from the university IT 
department. Development of the basic 
management system required approxi-
mately one year.

How are you tracking your success on risk reduction 
as a result of implementation?
Performance metrics were built into the EHS Manage-
ment System. The system tracks the status of compliance 
tasks and dates of completion. Custom dashboards are 
included in the system so that users and administrators 
can quickly determine the compliance status of their op-
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erations. Fundamental success of the system is measured 
by the number of tasks completed on time vs. past due.

What strategies or venues did you use for 
communication to the college or university community?
Rollout of the EHS Management System was accom-
plished in October 2010. Communication was targeted 
at the individuals and groups tasked with environmental 
compliance responsibilities. An introduction letter, shown 
below, was sent to all individuals responsible for complet-
ing tasks in the system. In addition, RMS staff met with 
supervisors and department heads in these areas.

RMS provided training to users to ensure that they 
understood their roles and responsibilities within the 
management system, as well as how to access and use the 
system. Live web-based training was provided to person-

nel located at facilities remote from the AU main campus. 
Training is provided to new users on an as needed basis.

Section III – Result 
How could other risk managers utilize your solution 
on their home campus?
The AU EHS Management System was developed using 
MS SharePoint, which is publicly available software. We 
were fortunate because AU had recently acquired a site li-
cense for MS SharePoint, and support was available from 
the AU Office of Information and Technology. Schools 
which do not have their own SharePoint systems can have 
their site hosted on an off-campus server for a fee. In any 
case, it is strongly advised to select a strategic partner with 
expertise in working with SharePoint and a background in 
environmental compliance.

SharePoint is highly customizable, and there are many 
options for application development. It is easy to get overly 
enthusiastic when you see all the possibilities and to branch 
off into too many directions. It is important to start with 
one application and stay focused. Application development 
also requires clear communication between the EHS group 
and the IT developer. It is often difficult and time consum-
ing for an EHS group to communicate their processes and 
requirements to an IT group, and having a partner which 
understands both the IT aspects and the environmental 
compliance aspects of the system is very beneficial.

AU chose Environmental Health and Engineering 
(EH&E) for a strategic partner to assist with the applica-
tion development. Because of their experience, EH&E 
understood our compliance needs and were able to 
expedite the development of the system. There are other 
consultants working with SharePoint, and as more schools 
begin developing systems there is an opportunity for col-
laboration between institutions.

Is your solution scalable for smaller/larger campuses?
SharePoint systems are completely scalable for small or 
large campuses.

Section IV – The Project Materials and Final Product
The EHS Management System is a web-based system. 
Section V provides copies of representative sections of 
the system for review and discussion during the interview 
process.

FIGURE 1: INTRODUCTORY MESSAGE 
SENT TO NEW USERS

WELCOME TO AUBURN UNIVERSITY 
ENVIRONMENTAL MANAGEMENT DASHBOARD
You have been identified as an AU Employee with 
responsibility for managing one or more tasks relating to 
environmental regulatory compliance. The AU Environmental 
Management Dashboard was developed to assist you in 
meeting that responsibility.

The Dashboard is managed through the department of Risk 
Management and Safety, Environmental Health and Safety 
program.

The dashboard tracks tasks that are required by Auburn 
University staff. As an individual with primary responsibility 
for a given task, Responsible Party 1 (or RP1), you will receive 
automatic notices when items are coming due. Once you 
have completed tasks, you will be expected to log onto your 
dashboard, https://sites.auburn.edu/admin/rms/default.aspx, 
to mark items as complete. At the top of your dashboard 
you will notice a table. This is where you can mark items as 
complete, as well as the date of completion.

Within a few weeks the alert system will be initiated. At that 
time you will begin receiving regular email notices identifying 
that a particular task is due or, in some cases, past due. Before 
the email alert system is initiated you should log onto your 
system dashboard using your Banner ID and Password, and 
identify items that have been completed prior to today’s date. 
The alert workflow is described in the attached document.

If you have questions or need assistance with your dashboard 
please contact the EHS program office at hazmat1@auburn.
edu or call extension 4-4805.
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EHS Management System Overview
Figure 2 is a screenshot of the EHS Management System home page. The calendar provides a quick view of all compliance 
tasks for the current month. Navigation links are provided on the ribbon and side menus for accessing other features and 
areas of the site. The page content and navigation are easily customized for individual pages or users.

Compliance Calendar
The first application developed was a compliance calendar focusing on environmental compliance tasks and activities. The 
calendar acts as a “master compliance task list” for the main campus and all off-site facilities and serves as the core of the 
management system.

For each compliance task, we identify what the task is, what sites it applies to, who is responsible, and when must the 
task be completed. This is an extremely valuable exercise. It helps us ensure that roles and responsibilities were clearly de-
fined and allows us to close any gaps in the program (see Figure 3).

Once the basic components of the list were determined, we identified what additional information must be collected and 
tracked. This was determined by asking the following questions:

•	 What metrics will AU want to report? 
•	 How does AU currently administer their program?
•	 How does AU want their staff to access the information?

FIGURE 2: EHS Management Home Page

FIGURE 3: Compliance Calendar Sample
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Development and maintenance of the compliance calendar is an ongoing process. Each year, we populate the calendar 
with upcoming tasks. In addition, whenever new compliance tasks or activities are identified, they are added to the calendar. 
The calendar is easily customized so new fields can be added as needed to accommodate additional information.

Workflows
The next critical step was to create a flow chart to map out how the tasks will be processed and by whom. This helps ensure 
that the collection of the information is built into the master compliance task list. Additionally, it helps identify the “trig-
gers” for email alerts and to whom they should be sent.

Alert Messages
Once a task is created in the compliance calendar, the system automatically issues alert messages via email to individuals 
identified as responsible for a task. For our system, we identified two basic responsible individuals, identified as RP1 and 
RP2. RP1 is the individual with primary responsibility for completing a given task. RP2 is the person, typically an RMS 
staff member, responsible for oversight of the compliance program under which the task is required, such as waste manage-
ment, storage tank management, or storm water management.

Alert messages are issued based on a predetermined schedule. For example, alerts for a monthly task are issued to RP1 
one week prior to the due date. If the task is not completed, an alert is issued to the RP1 and RP2 on the due date. If it is 
not completed on the due date, past due alerts are issued to RP1 and RP2 on a daily basis until the task is complete. Fol-
lowing are examples of the alert messages:

FIGURE 4: Compliance Calendar

FIGURE 5: Sample E-mail Alert - Task Due FIGURE 6: Sample E-mail Alert - Task Overdue
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Task Management
The RP1 has two options for completing a task in the system. If the task is completed prior to receiving an alert message, 
RP1 can navigate to the site to enter the required information and mark the task complete. In addition, the alert messages 
include a hyperlink, which opens the task window where the RP can record information and change the status to complete.

The system allows for creating custom forms tailored to a specific task. For example, we created a special alert for the 
“Generator Log” task. This task requires the RP1 to report the quantity of chemical waste and waste oil generated at their 
location on a monthly basis. To simplify the steps required to complete the task, we include a hyperlink to the data entry 
form with the alert message. When the RP1 accesses the link, the following form is opened:

Once the form is completed, the system automatically records the date of completion and changes the task status to 
“complete” so that the alert messages are stopped.

Integration with Facilities Division Work Management System
A unique feature of the SharePoint system is the ability to integrate with other information management systems. This al-
lowed us to create an interface between the EHS Management System and the Work Management System used by the AU 
Facilities Management Division. This means that facilities personnel only have to learn and use their own Work Manage-
ment System.

Dashboards
Dashboards were created to display information useful to the different users of the system. This allows us to create custom 
displays of the information in the EHS Management System tailored to the needs of individuals using the system.

Figure 8 is a screen image of the Management Dashboard created for RMS Environmental Health and Safety staff. 
The dashboard allows RMS staff to quickly determine the status of compliance activities at each of the AU facilities. It also 
provides performance data to assist with program evaluation.

Figure 9 provides a view of the dashboard created for the AU at Montgomery (AUM) user group. By creating this dash-
board for the AUM users, we were able to make pertinent information easier for them to locate. In addition, we are able to 
limit access of the group to the information they are authorized to view.

The typical user group site dashboard provides a simplified view of the compliance calendar, listing of upcoming tasks, 
and access to support documents, such as forms, policies, and procedures, pertinent to the group or site operations. The 
dashboard may be customized based on the needs of the users.

FIGURE 7: Hazardous Waste Tracking Form
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FIGURE 8: RMS Management Dashboard

FIGURE 9: Auburn University at Montgomery Dashboard
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Support Document Libraries
Document libraries were created to provide additional support to system users. Forms and reference information are 
included in the libraries. In addition, custom libraries were created so that users see only the documents pertaining to their 
operations.

FIGURE 10: Example of Document Library
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mary members during the month of April. By the closing 
date of the survey, 149 URMIA members had completed 
the survey. Below, we provide an analysis of the informa-

tion collected in the survey. We begin 
by describing the characteristics of the 
institutions represented on our sample. 
Next, we describe the characteristics of 
the individual senior risk management 
professionals who completed the survey. 
Third, we describe the characteristics of 
the risk management departments in the 
sample. Finally, we analyze the compensa-
tion data, including a regression analysis 
exploring the factors that influence the 
salaries of senior risk management pro-
fessionals in higher education.

Characteristics of Sample Institutions
The sample represents a wide variety of 
types of institutions. It is balanced be-
tween public and private institutions and 
includes representation from land grant 
universities, religiously affiliated schools, 
community colleges, and institutions 
with a medical school. The sample is also 
geographically diverse, with no single 
region making up less than 11 percent or 
more than 22 percent of the sample (the 
regions are designated consistent with the 
2013 RIMS Risk Management Compen-
sation Survey). In addition, the sample 
includes significant representation across 
a number of Carnegie classifications, 

including schools identified as associate’s (15 percent), 
bachelor’s (14 percent), and master’s (23 percent), as well 
as the different types of research institutions (11 per-
cent doctoral/research, 17 percent high research, and 17 
percent very high research). Finally, schools of all sizes are 
included, from 11 percent with fewer than 3,000 student 
FTEs to 6 percent with more than 50,000.

Abstract: This paper is based on data collected from a sal-
ary survey of University Risk Management and Insurance 
Association (URMIA) members. Data are first presented 
regarding characteristics of the sample 
institutions, the risk management de-
partments of these institutions, and the 
individual senior risk management profes-
sionals who completed the survey. This 
is followed by analysis of compensation 
information. Compensation data are pre-
sented by institution type, job title, gender, 
age, experience, education, and geographic 
region. Regression analysis is performed to 
investigate the impact of various factors on 
the compensation of higher education risk 
management professionals. 

Introduction
The University Risk Management and 
Insurance Association (URMIA) often 
receives requests from its members for 
information on salaries, reporting rela-
tionships, levels of staffing, and areas of 
responsibility within college and uni-
versity risk management departments. 
The 2013 URMIA Salary Survey was 
designed to collect salary data, as well 
as detailed information about the risk 
management departments of URMIA 
member institutions. The survey instruc-
tions indicated that the survey “should be 
completed by the most senior risk man-
agement professional at your college or 
university.” Prior to distribution, the survey was reviewed 
by a peer group, with representatives ranging from small 
private colleges to large public research universities.  

On April 1, 2013, the survey invitation was sent to 
548 URMIA member primary representatives. The e-mail 
invitation included an electronic link to the online survey. 
Three reminder e-mails were sent to the URMIA pri-
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Characteristics of Responding University Risk 
Management Professionals
The sample is extremely well balanced in terms of gender, 
with 51 percent of respondents being male and 49 percent 
being female. Not surprisingly, the distribution of the re-
spondents by age is somewhat of a bell curve, with smaller 
percentages at the youngest and oldest age bands. Interest-
ingly, a significant majority of respondents under the age 
of 50 are women, while a majority of those over the age 
of 50 are men, implying that the gender mix within the 
college and university risk management profession is likely 
to change substantially in coming years. Similarly, a higher 
percentage of those with less risk management experience 
(less than 15 years) are women, while a higher percentage 
of those with greater experience (more than 20 years) are 
men. Again, these percentages will almost certainly change 
significantly in the coming years.

The respondents to the survey are a well-educated 
group, with the overwhelming majority having completed 
a bachelor’s degree and over 50 percent holding a master’s 
degree or higher. Forty-six percent hold at least one of 
the eight professional designations included in the survey, 
with the two most frequently reported designations being 
the Associate in Risk Management (ARM) (with almost 
35 percent) and the Chartered Property Casualty Un-
derwriter (CPCU) (with almost 15 percent). A higher 
percentage of those holding professional designations are 
men, which may simply reflect the age and experience 
differences between men and women that are described 
above. Finally, although the respondents’ titles are quite 
diverse, almost two-thirds have the title of either risk 
manager or director, risk management.
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Characteristics of Sample University Risk 
Management Departments
The survey collected a variety of information about the risk 
management departments of the respondents’ institutions. 
College and university risk management departments tend to 
be small, with 68 percent reporting fewer than three full-time 
equivalent risk management employees. The number of safety 
employees is higher, with 15 percent of participants reporting 
20 or more safety FTEs. The title of the person to whom risk 
management departments report varies widely across institu-
tions, with chief financial officer (CFO), vice president for 
business, and executive vice president being the most common. 
A wide variety also exists in terms of areas that report to the 
senior risk management professional, with some respondents 
indicating no reports to others indicating 10 or more. Finally, 
significant variation is seen in the percentage of risk manage-
ment departments that manage various insurance programs. 
Over 90 percent manage property, vehicle, general liability, 
professional liability, and crime/employee dishonesty. Just 
under half of departments manage student health insurance 
and aviation insurance programs, while 14 percent manage a 
captive insurer.
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Compensation Data1 
The graphs below describe the compensation data col-
lected in the survey. Compensation includes both salary 
and bonuses. The mean compensation of all respondents 
is $103,632, while the median compensation is $101,000. 
Compensation of female respondents is on average 
$17,945 less than compensation for male respondents. 
The ratio of average female compensation to average male 
compensation is 0.84. The salary differential by gender 
will be further explored in the regression analysis that 
follows. Compensation differs widely across job titles, with 
those having the title of assistant or associate vice presi-
dent, risk management, earning on average nearly twice 
as much as those with the title of risk manager. As would 
be expected, higher levels of education are associated with 
higher compensation. Regarding experience, those with 
20 or more years of risk management experience earn sub-
stantially more than those with fewer years of experience. 
Risk management professionals at research institutions 
tend to earn more than those at other institutions. Finally, 
those in the Northeast earn more than those in any other 
region of the country.
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Regression Analysis of Compensation Data
Regression analysis allows us to take a deeper look at the 
survey data. Regression reveals the relationship between 
various factors and a variable of interest. Our variable of 
interest, also called the dependent variable, is compensa-
tion. Regression analysis disentangles the impact of vari-
ous factors on compensation, allowing us to see the true 
influence of each individual factor. We are able to deter-
mine which factors have a statistically significant impact 
on compensation, and we are also able to measure the size 
of that impact.  

We began with a large set of factors, or variables, 
that potentially explain variation in compensation levels 
across university risk management professionals. We tried 
various combinations of these variables in the regression 
model with compensation as our dependent variable. 
Below, we present the results of the final regression model. 
This model contains all of the variables which were found 
to have a statistically significant relationship with compen-
sation, plus a variable indicating the gender of the respon-
dent.2

FIGURE 25: COMPENSATION REGRESSION RESULTS

VARIABLE COEFFICIENT P-VALUE

Intercept 63.725 0.000

Public -11,604 0.012

Northeast 9,704 0.098

Very High 

Research

11,390 0.070

Graduate Degree 18,746 0.000

Years of Risk 

Management 

Experience

1,002 0.000

Risk Management 

FTE Employees

3,368 0.000

Areas Reporting 

to Risk 

Management

2,090 0.007

Female -5,631 0.213

R2 = 0.557

In the table above, a p-value of less than 0.10 means 
that the variable has a statistically significant impact on 
compensation levels. As can be seen, every variable in the 
model is significant, with the exception of gender. The 
p-value for the variable indicating that the respondent is 
female is 0.213, which indicates that after controlling for 
the other factors in the regression model, the data do not 
show that gender has an independent, statistically signifi-
cant impact on the compensation of college and university 
risk management professionals. This is of interest because 
a simple test of equality of means indicates a statistically 
significant difference in salary based on gender, with a 
p-value of less than 0.01. However, the statistical signifi-
cance disappears after controlling for the other factors in 
the model. 

Described intuitively, what this means is that if a male 
and female were drawn randomly from the sample, the male 
would be expected to have a higher salary. However, for a 
male and female who are identical in terms of the other fac-
tors in the model (i.e., same years of experience, same educa-
tional status, same type of institution, etc.), the model would 
not predict any difference between their compensation.  

The remaining results are all statistically significant. A 
positive sign on the regression coefficient means that the 
associated variable has a positive impact on compensa-
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tion, while a negative sign implies a negative relationship. 
Therefore, the data indicate that risk management profes-
sionals at public institutions in our sample tend to receive 
lower compensation than those at private institutions. 
The size of the coefficient quantifies the impact, implying 
that all else equal, being at a public institution results in 
compensation that is $11,604 less than being at a private 
institution.  

University risk management professionals in the 
Northeast are found to have salaries that tend to be 
$9,704 higher than for those outside the Northeast, all 
else equal. Those at universities designated as Very High 
Research universities by Carnegie classification also have 
statistically significantly higher salaries, with the coef-
ficient implying a compensation differential of $11,390. 
The results indicate that having a graduate degree raises 
compensation by $18,746 compared to the rest of the 
sample. Not surprisingly, years of experience is also a 
significant factor in compensation, with each additional 
year of experience raising compensation by about $1,000, 
all else equal. Those with larger risk management depart-
ments, as measured by number of risk management FTE 
employees, also receive higher compensation. Finally, a 
positive relationship exists between compensation and the 
number of areas that report to risk management.

The regression model has an R2 of 0.557. This implies 
that the factors in the model are able to explain about 56 
percent of the variation in compensation across respon-
dents, making it a very credible model. However, by the 
nature of survey analysis, these results are based solely on 
those who responded to the survey, and the results cannot 
necessarily be generalized to the entire population of col-
lege and university risk management professionals.

Conclusion
Our data analysis reveals a number of interesting findings. 
As expected, higher education risk managers are a highly 
educated group, which fits with the higher education 
environment where continual education is supported and 
free tuition is a common benefit for college and university 
employees. The results identify a number of factors that 
are associated with statistically significantly higher salaries 
for risk management professionals in higher educa-
tion, including the number of years of risk management 
experience, higher levels of education, and a larger scope 

of work through having more program areas reporting to 
risk management. Working for a research university also 
positively impacts risk management salaries. This is not 
surprising, since research activities add complexity to risk 
management programs and provide significant money to 
support overhead and administrative costs through indi-
rect cost allocations from grants and research projects.

A trend that will be interesting to follow is the gen-
der mix of senior risk management professionals. When 
evaluating the gender mix by age band, it is clear that the 
demographics of the profession are changing dramati-
cally; a majority of those aged 50 and over are male, while 
a significant majority of those under the age of 50 are 
female. Simple averages indicate that female risk manage-
ment professionals earn 84 cents for every dollar earned by 
a male.  However, when controlling for other factors, such 
as years of risk management experience, level of educa-
tion, scope of area supervised, and type of institution, no 
statistical difference in salary between men and women is 
found for our sample. This is interesting, given an April 
2013 report by National Underwriter on the widening 
gender gap in the risk management profession generally.3 
However, it should be noted that the National Underwriter 
report provided only averages, without controlling for 
other potentially relevant factors; therefore, that study is 
not directly comparable to ours. 
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Endnotes
1  The compensation data presented here is only for the senior risk 

management professional at each responding institution. The survey 

instrument also requested salary information on various supporting 

positions within risk management departments.  However, due to a lack of 

credible responses to these survey questions, no salary data on supporting 

positions are reported here.
2 In addition to those variables that appear in the final regression, we also 

tried including subsets of a variety of other variables in different models. 

These variables included the following: indicator for having a medical 

school, student FTEs, number of safety FTEs, the number of insurance 

programs managed by the department, indicator for holding any 

professional designation (or holding a particular designation), and age of 

respondent. None of these variables was ever statistically significant.
3 Property Casualty 360, “Risk Manager Compensation Survey,” National 

Underwriter, March 29, 2013, http://www.propertycasualty360.

com/2013/03/29/risk-manager-compensation-survey.
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University of Southern California 

1982–1983 Truman G. Pope, Ball State University 

1981–1982 Martin Siegel, New York University 

1980–1981 Charles D. Emerson,  
University of Kentucky 

1979–1980 Dale O. Anderson, University of Iowa 

1978–1979 David N. Hawk, Kent State University 

1977–1978 James A. White, University of Illinois 

1976–1977 James McElveen,  
Louisiana State University 

1975–1976 George A. Reese, Temple University 

1974–1975 Irvin Nicholas, University of California 

1973–1974 Donald L. Thiel,  
University of Michigan 

1972–1973 Stanley R. Tarr, Rutgers University 

1971–1972 Warren R. Madden,  
Iowa State University 

1970–1971 Robert M. Beth, Stanford University

1969–1970 James R. Gallivan,  
University of Illinois
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2012 Julie C. (Baecker) Lageson, University of Alaska

 David Pajak, Syracuse University

2011 Margaret Tungseth, Central College 

2010 Barbara A. Davey, University of Notre Dame

 Vincent Morris, Wheaton College, Illinois 

2009 Donna Pearcy, The University of Iowa

 Ruth A. Unks,  
Maricopa County Community College District 

2008 J. Michael Bale, Oklahoma State University

 Steven C. Holland, University of Arizona 

2007 Allen J. Bova, Cornell University 

2006 William A. Payton, University of Missouri 

 Linda J. Rice, Clemson University

2005 Jill Laster, Texas Christian University 

2004 Elizabeth J. Carmichael, Five Colleges, Inc. 

 Christine Eick, Auburn University

2003 Paul Clancy, Boston University

 Mary C. Dewey, University of Vermont 

2002 Larry Stephens, Indiana University 

2001 Rebecca L. Adair, Iowa State University 

2000 Glenn Klinksiek, University of Chicago

 John E. Watson, Pepperdine University 

1999 George H. Meeker,  
Cornell University Medical College 

1998 Leo Wade, Jr., University of Southern California 

1997 Charles R. Cottingham, University of Missouri 

 Kathy M. VanNest, Duke University

1996 Thomas R. Henneberry,  
Massachusetts Institute of Technology 

 Michael G. Klein,  
The Pennsylvania State University 

1995 James A. Breeding, Rutgers University

 Donald Thiel, University of Michigan   

1994 Benning F. Jenness, Washington State University

 Claudina Madsen, CPSJ Insurance Group

 Truman G. Pope, Ball State University 

 William J. Wilson, Jr., Howard University

1993 Murray C. Edge, University of Tennessee

 Leta Finch, University of Vermont 

1992 Mary Breighner, Columbia University

 Charles Emerson, University of Kentucky 

1990 Thomas C. Halvorsen,  
University of Wisconsin, Madison

 Stanley R. Tarr, University of Evansville 

1989 John Adams, Georgia State University

 Robert M. Beth, Stanford University

 Eugene D. Marquart,  
California State University System

 William O. Park, Northwestern University

 Lee B. Stenquist, Utah State University 

 John H. Walker,  
University of Alabama, Birmingham 

Distinguished Risk Managers

URMIA would like to recognize the following contributors for their 
efforts in reviewing and publishing the 2013 URMIA Journal:

CommuniCations Committee: 
Michaele DeHart, Co-Chair
Keswic Joiner, Co-Chair  
Committee members:
Allan Brooks
Joyce Fred
Diane Gould 
Julie Groves
Troy Harris
Jeanne Hoin
Lorna Jacobsen 
Gary W. Langsdale
Andrew Lysinger

The URMIA Journal is published annually by the University Risk Manage-
ment and Insurance Association (URMIA), PO Box 1027, Bloomington, IN 
47402-1027. URMIA is an incorporated non-profit professional organiza-
tion. The 2013 URMIA Journal was edited and designed by Christie Wahlert, 
URMIA, and printing was completed at Indiana University Printing 
Services.

There is no charge to members for this publication. It is a privilege of 
membership, or it may be distributed free of charge to other interested 
parties. Membership and subscription inquiries should be directed to the 
URMIA National Office at the address above or urmia@urmia.org.

© LEGAL NOTICE AND COPYRIGHT: The material herein is copyright July 
2013 URMIA; all rights reserved. Except as otherwise provided, URMIA 
grants permission for material in this publication to be copied for use by 
non-profit educational institutions for scholarly or instructional purposes 
only, provided that (1) copies are distributed at or below cost, (2) the 
author and URMIA are identified, (3) all text must be copied without 
modification and all pages must be included, and (4) proper notice of 
the copyright appears on each copy. If the author retains the copyright, 
permission to copy must be obtained from the author.

Unless otherwise expressly stated, the views expressed herein are attrib-
uted to the author and not to this publication or URMIA. The materials ap-
pearing in this publication are for information purposes only and should 
not be considered legal or financial advice or used as such. For a specific 
legal or financial opinion, readers should confer with their own legal or 
financial counsel.

Jayme Naquin
Regina Pettus
Jordana Ross
Steven Stoeger-Moore
Marlene Terpenning

urmia staff:
Jenny Whittington, 

Executive Director

Christie Wahlert, 
Associate Director

*Recipients are listed along with the university for 
which they worked when receiving the award.





The only virtue of being an aging risk manager is 

that you have a large collection of your own mistakes 

that you know not to repeat.

—donald van dEvEntEr, 

chairman and chiEf ExEcutivE officEr of kamakura corPoration
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