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Get over the idea that only children should spend their 

time in study. Be a student so long as you still have 

something to learn, and this will mean all your life.  

—HENRY L. DOHERTY (1870–1939), AMERICAN BUSINESSMAN



From the President

It gives me great pleasure to present to you the University Risk Management and 

Insurance Association’s Journal for 2009, the latest installment in URMIA’s eff orts to 

provide the best in higher education risk management information.

Some of my favorite fi lms are those that make me laugh until tears stream from my 

eyes. One I really like is from 1980 (thus qualifying it as an “older” fi lm, according to 

some of my current student friends) called Th e Gods Must Be Crazy. Th e convoluted 

and hilarious plot involves a soda bottle thrown from an airplane into the Kalahari 

Desert, a Jeep winched up a tree, and a bumbling biologist, unlucky in love, who does 

research on elephant dung—“She thinks I’m a lunatic, and I don’t blame her. You know, 

she asks me what do I do, and I say I collect manure. I don’t tell her I analyze it for my 

doctoral thesis. I bet you she thinks I shovel the stuff .”

Th e smooth-voiced narrator who introduces this quirky fi lm describes how, in our 

culture, we imprison our children for many years in school so they will learn how to un-

derstand the world around them—the world we have constructed—and how it works 

(or, maybe, doesn’t). While I fi nd this to be poignantly true, it would also be a mistake 

for us to think that education is only for children or only to help us maneuver through 

society as it is. Education at its best helps us shape the very future of our society—

and ourselves. Or, in the case of the aforementioned fi lm, it at least helps us recognize 

the distinct odor of a pachyderm’s rear, which we may encounter often enough in our 

surprisingly diverse jobs.

Th e articles in this publication are brought to you through the great generos-

ity of our sponsors and by the personal contributions of our authors, via the work of 

our editors. Th ey represent the best of continuing education for that biologically rare 

species—higher education risk managers. I hope you enjoy this edition’s topics, which 

have changed a bit since 1980. Same shovel, diff erent stuff . Who knew we would need 

continuing education in cyber liability or on behavioral intervention or on the fi ne bal-

ance between privacy and violence prevention? Yet we do still need to keep learning, all 

our lives—in between the shoveling.

Vincent Morris, Director of Risk Management, Wheaton College (Illinois)

URMIA President, 2008–2009

No matter how one may think himself accomplished, when he sets out to learn a new 

language, science, or the bicycle he has entered a new realm as truly as if he were a child 

newly born into the world, and “Except ye become as little children” is the law by which 

he is governed. Whether he will or not he must fi rst creep, then walk, then run; and the 

wisest guide he can have is the one who most studiously helps him to help himself. 
—FRANCES WILLARD (1839–1898), 

“A WHEEL WITHIN A WHEEL: HOW I LEARNED TO RIDE THE BICYCLE”
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I think the Internet is uniquely suited to this free market idea: 

that everyone on the Internet that exchanges the traffi c back 

and forth, big or small, we all need each other.

—PETE ASHDOWN (1967– ), FOUNDER AND CEO OF UTAH’S FIRST 

INDEPENDENT AND OLDEST INTERNET SERVICE PROVIDER, XMISSION
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Sarah Stephens and Shannan Fort, Aon Risk Services

Cyber Liability and Higher Education: 
Professional Risk Solutions 

Abstract: Institutions of higher education face many diff erent 
threats and exposures related to the internet and the security 
and privacy of electronically stored information. While pro-
tecting these information resources is essential, colleges and 
universities also face the paradox of doing so while operating 
within a culture that values complete open communication 
and exchange of ideas. Th is article provides 
a thorough description of the risk profi le 
and various exposures that colleges and 
universities may face, the liability and regu-
latory environment, descriptions of specifi c 
education-related incidents, what strategies 
institutions can implement, and how to 
ensure they have proper insurance cover-
age to protect the institution in the event of 
such an information breach.

Introduction
Th e term, “cyber risk,” may conjure vi-
sions of hackers, fi le sharing mishaps, 
online copyright infringement, and the 
murky risks arising from social network-
ing. While these exposures are all valid 
concerns that fall within the scope of 
cyber risk, it is critical that educational 
institutions take a systematic, rather 
than piecemeal, approach to identifying, quantifying, and 
ultimately treating for such risks. While a comprehensive 
risk identifi cation and transfer process would include a 
full examination of four quadrants of risk—Professional 
Services, Media and Intellectual Property, Privacy and 
Technology, and Vendor Management—we have chosen 
to focus primarily on Privacy and Technology exposures. 
Drawing on Aon’s experience in crafting customized 
insurance solutions for a variety of industries, as well as 
feedback from 10 leading insurance carriers, this article 
explores the unique privacy and technology risk profi le 
of higher education entities, the relevant privacy-related 
regulatory developments, and the evolution and current 
state of the risk transfer marketplace. 

Cyber Risk Profi le and Exposure Channels
Due to the nature and complexity of operations and the 
academic culture of open access, educational institutions 
and, in particular, large research-oriented universities face 
unique exposures related to the internet and information 
security and privacy. An overriding challenge that educa-

tional institutions face when dealing with 
privacy and security risks continues to be 
the fundamental confl ict between a cul-
ture that values an unfettered exchange 
of ideas and requires the security and 
privacy of sensitive or private informa-
tion.1 

All educational institutions have a 
variety of exposure channels that consti-
tute their overall risk profi le. Below is a 
discussion of the most salient issues. 

Scope of Network Operations
In order to facilitate the open access de-
scribed above, higher education institu-
tions confi gure network systems to allow 
for multiple points of access. Outsourced 
information technology (IT) entities and 
other service providers may also have 
direct access to the education organiza-

tion’s network, thus increasing exposures. Additionally, 
some larger universities may have multiple departments 
not managed by central IT that have little connectivity 
to the master network, operate proprietary systems, and 
abide by loosely defi ned privacy and security practices, 
which increase the risk to the parent organization.

Internet Usage2

Nowhere is the paradox of openness and expectation 
of privacy more evident than in social networking sites, 
which are used extensively by students.3 Sites like Fa-
cebook and MySpace allow students to share personal 
information in a more publicly accessible way than ever 
before. Many universities have incorporated the use of 
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social networking websites into their student code of 
conduct, with some even monitoring students’ postings.4 
Institutions walk a fi ne line when they begin monitoring 
online behavior, since doing so may create a duty of care to 
protect students from dangerous or criminal behavior. Re-
cent controversy surrounding JuicyCampus.com, a website 
that allowed anonymous gossip specifi c to a particular 
college campus, led to a consumer fraud investigation by 
the New Jersey attorney general after a student claimed 
that she was terrorized by explicit postings that included 
her address. JuicyCampus shut down in February 2009, 
claiming that it was hurt by the recession and falling ad 
revenue, though many assume that the threat of continued 
litigation had a signifi cant infl uence as 
well.5 In a step that some believe may 
begin to infringe on fi rst amendment 
rights, the New Jersey Attorney General 
issued a letter to all New Jersey universi-
ties asking them to “incorporate…cyber-
harassment…into your school’s code of 
conduct, with consequences for those 
who engage in these activities.”6

Outsourcing
Educational institutions are increasingly 
embracing outsourcing in some manner. 
Th e nature of operations outsourced may 
range in scale from fi nancial aid disburse-
ment systems to student e-mail systems, 
which a growing number of universities—43 percent, 
according to one study7—have outsourced or plan to 
outsource, to the management of student identifi cation 
cards used to make purchases and gain access to buildings 
and resources. Th e cost savings of outsourcing can be very 
attractive, but these arrangements may harm the organi-
zation’s risk profi le because of the increased number of 
entry points and the possible inconsistencies in network 
operations. Th e outsourced service provider’s information 
security protocols and marketplace reputation should be 
given the highest level of attention.  

IT Implementation
Much like outsourcing, higher education institutions 
can experience tremendous cost savings with eff ective 
modernization of operations and implementation of the 

latest technologies. Th e downside, however, can be system 
integration problems, employee training hurdles, and un-
known bugs or system glitches that can facilitate a breach 
of confi dential information. Educational institutions must 
often create and maintain secure networks with limited 
resources, leading to the widespread use of free or open 
source security software that may be less eff ective than a 
customized solution.

Healthcare and Additional Miscellaneous Risks
Nearly all universities have custody of student health 
information in the context of on-campus health clin-
ics, which means they must ensure compliance with the 

Health Information Portability and Ac-
cessibility Act’s (HIPAA) privacy and se-
curity rules. Universities with associated 
hospitals, those that host clinical trials, 
and even those that conduct any human 
subject research may have additional 
exposure and resultant liability.    

Liability and the Regulatory 
Environment
Th e protection and disclosure of con-
fi dential consumer information—both 
personally identifi able information 
(PII) and protected health informa-
tion (PHI)—is currently governed by a 
patchwork of state and federal laws that 

target diff erent exposures and diff erent entities. Some 
of these statutes include the Family Educational Rights 
Privacy Act (FERPA), HIPAA, Gramm Leach Bliley 
Act (GLBA), Fair Credit Reporting Act, Sarbanes-Oxley 
(SOX), Federal Privacy Act, and others. Th e regulations 
most applicable to the education industry include:

Family Educational Rights Privacy Act (FERPA)
Th e Family Educational Rights Privacy Act (FERPA) 
mandates protection of the privacy of education 
records and aff ords students the right to view and cor-
rect the information contained therein. FERPA also 
allows certain information that would not be harmful 
if made public, known as “directory information,” to 
be disclosed without consent. Directory information 
can include name, address, telephone number, date 
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of birth, honors and awards, dates of attendance, and 
student identifi cation numbers. In December 2008, 
the Department of Education published FERPA rule 
changes specifying that directory information can 
only include student identifi cation numbers if those 
numbers “cannot be used to gain access to education 
records except when used with one or more other 
factors to authenticate the user’s identity,” which does 
not necessarily prohibit Social Security numbers from 
being included as directory information.8 Th e rule 
encourages universities to stop using 
Social Security numbers as stu-
dent identifi ers but recognizes that 
FERPA does not have the statutory 
authority to issue such an edict. As 
recently as 2004, half of all universi-
ties used Social Security numbers 
as student ID numbers, though the 
trend, which is helped by state bans, 
is to discontinue the practice.9  

Fair and Accurate Credit 
Transactions Act (FACTA)
Th e Fair and Accurate Credit 
Transactions Act (FACTA), which 
intended to help protect consumers 
from identity theft, added sections 
to the Fair Credit Reporting Act 
(FCRA). It also contains a “red fl ag” 
provision that requires any entity 
with a covered account to adopt a 
written plan to detect red fl ag events 
related to consumer accounts that could indicate 
identity theft.10 Th e Department of Education issued 
guidance confi rming that educational institutions 
participating in the Federal Perkins Loan program are 
subject to the red fl ag rules, and any other institution 
that can be considered a creditor should look into be-
coming compliant by the August 1, 2009, deadline.11 

Health Information Portability and Accessibility Act 
(HIPAA)
Passed in 1996, HIPAA was one of the fi rst statutes 
that specifi cally concerned any form of confi dential 
or personal information. Th e HIPAA framework 

contains both a Security Rule (passed in 2003) that 
loosely dictates protocols for the protection of elec-
tronic Protected Health Information (PHI)12 and a 
Privacy Rule (passed in 2002) that outlines and limits 
the way PHI in any form can be disclosed, as well as 
provisions for fi nes or penalties in the event of non-
compliance with either rule.

In July of 2008, the Department of Health and 
Human Services (HHS) levied the fi rst HIPAA fi ne, 
or rather “resolution amount,” against Providence 

Health and Services for $100,000.13 

Th e Providence fi ne was the result of a 
lengthy investigation into a 2005 breach 
involving the theft of backup tapes from 
an employee’s car. HHS, in conjunction 
with the Federal Trade Commission 
(FTC), levied its second fi ne in February 
2009—in the signifi cantly larger amount 
of $2,250,000—against CVS/Caremark 
after an investigation into improper dis-
posal of patient information. Educational 
and research institutions that run health 
clinics or hospitals and those whose 
research involves collecting any PHI of 
human subjects should pay special atten-
tion to HIPAA compliance. 

Notifi cation Framework
FERPA and FACTA do not currently
contain any specifi c provisions mandat-
ing consumer notifi cation in the event 
of a data breach, but educational insti-

tutions are subject to the framework of the 44 state 
breach notifi cation statutes. While some states allow 
exceptions for breaches involving encrypted data, 
most require swift public disclosure of any potential 
breach of personally identifi able information. To 
the extent an educational institution is subject to 
HIPAA, it should be aware that provisions in the 
American Recovery and Reinvestment Act (ARRA) 
now extend a duty to notify individuals of any wrong-
ful disclosure of “unsecured PHI.”

Minnesota Plastic Card Security Act
Th e state of Minnesota recently amended its data 
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breach notifi cation law to hold entities responsible 
for the costs of re-issuing credit cards in the event of 
a data breach. Th e Minnesota Plastic Card Security 
Act (S.F. No. 1574),14 which was passed in the wake 
of the TJX security breach,15 can certainly pertain to 
educational institutions as it applies to any entity ac-
cepting credit cards, debit cards, or other stored value 
cards. Th e statute requires companies to reimburse 
card issuing fi nancial institutions for the “costs of 
reasonable actions” to both protect their cardholders’ 
information and to provide post-breach services to 
their cardholders. More specifi cally, reimbursement 
covers costs related to providing cardholders with 
notifi cation of the breach, cancellation and reissu-
ance of cards, closing or reopening of accounts, stop 
payments, and cardholder refunds for unauthorized 
transactions charged to their accounts. A fi nancial 
institution may also bring an action to recover the 
costs of damages it pays to cardholders resulting from 
a breach.16 Currently, Minnesota is the only state with 
such a law, but other states have tried to pass similar 
statutes, so far without success. 

Regulatory Actions
In the aftermath of some data breach incidents, it is not 
uncommon for the FTC, Federal Communications Com-
mission (FCC), or State Attorneys General to launch 
investigations and levy penalties. 

In 2006, ChoicePoint, a consumer data provider, 
paid a $15 million fi ne to the FTC after thieves hacked 
the company’s database.17 In 2008, Hannaford Bros., an 
East Coast grocery store chain, suff ered a data breach 
that exposed over four million credit card numbers and 
resulted in 1,800 cases of fraud. Four class action suits 
were quickly fi led against the company, and lawyers sub-
sequently fi led 12 additional complaints. Not only has the 
incident led to Hannaford defending litigation across the 
East Coast, but the Secret Service has also launched an 
investigation into the breach.18 

Civil Litigation
Although there is no statutorily recognized foundation for 
launching lawsuits over data breaches, lawsuits charging 
negligence must show that accepted standards of per-
formance were not met.19 Historically, the plaintiff  must 

show that he or she suff ered some sort of direct harm as a 
result of the negligence. 

A 2006 case involving a stolen laptop containing 
550,000 individuals’ full credit information sheds some 
light on what “reasonable” protections an entity must pro-
vide in order to avoid damages. Stacy Guin had a student 
loan with Brazos Higher Education Service Corporation. 
Brazos employed a fi nancial analyst to review its loan 
portfolio and decide which loans to buy and sell. Th e 
fi nancial analyst worked from his house in Maryland and 
had fi les related to as many as 550,000 of these loans on 
his laptop at home. Th e analyst’s house was burglarized, 
and the unencrypted fi les were stolen. Ms. Guin sued 
Brazos for breach of contract, breach of fi duciary duty, and 
negligence. 

Th e court granted summary judgment for the defen-
dant mortgage company, fi nding that it was not negligent 
and that the victims who lost data could not demonstrate 
any “damages” as a result of the conduct. Th e court con-
cluded that the defendant had complied with the statu-
tory provisions of the Gramm Leach Bliley Act (GLBA), 
a federal regulation that requires fi nancial institutions 
to protect consumer information, because it had written 
security policies, had current risk assessment reports, and 
had “proper safeguards for its customers’ personal infor-
mation,” therefore meeting the required standard of care.20  

Courts in other data breach cases, such as those in 
Forbes v. Wells Fargo Bank,21 Bell v. Acxiom Corporation,22 
and Key v. DSW,23 have dismissed similar litigation based 
on plaintiff s’ lack of ability to demonstrate damages stem-
ming from the theft or loss of their PII. For example, the 
United States Court of Appeals for the Seventh Circuit 
has held that plaintiff s who only sought damages for 
future credit monitoring and emotional distress did not 
suff er a “compensable damage” under Indiana law for negli-
gence and breach of contract actions.24 

Most recently, in May 2009, a US District Court 
handed a victory to data-breached entities, telling Han-
naford consumers that because they were compensated by 
their banks, they have no basis to sue civilly.25 Following 
the breach described earlier in this article, the company 
was hit with class-action lawsuits alleging breach of 
implied contract, breach of implied warranty, negligence 
and violation of Maine’s Unfair Trade Practices Act. Th e 
judge ruled that without actual and substantial loss of 
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money or property, consumers could not seek damages. 
In the course of coming to its decision, the court solidi-
fi ed the idea that no legal duty exists to provide “perfect” 
security—security obligations will be judged on a reason-
ableness standard instead. 

While civil lawsuits generally contend that a plaintiff  
must have suff ered harm in order to recover from the of-
fending fi rm, regulatory proceedings can focus on merely 
the off ending fi rm’s actions or inactions. For instance, in 
March 2008, ValueClick settled with the FTC for $2.9 
million regarding a lawsuit that alleged negligence in pro-
tecting sensitive data.26 Th e lawsuit stated that ValueClick 
violated its own privacy policy by neglecting to encrypt 
consumers’ private information, as well as failing to fi x 
vulnerabilities to hacker attacks.  
 
Education Incidents
According to the Open Security Foundation, a group that 
tracks publicly reported data breaches, educational institu-
tions were responsible for 25 percent of data breaches in 
2007 and 22 percent in 2008 (see Figure 1).27 Th e same 
data shows that from January 1, 2007, until December 
31, 2008, approximately 224 educational institutions 
experienced data breaches involving 4,351,319 records. 
Combine those statistics with a study conducted by the 
Ponemon Institute28 that found the average cost of a data 
breach was $197 per record, and the potential costs are 
astounding. 

Below are details of several security incidents in the 
education industry within the last few years, including the 
two largest breaches suff ered by educational institutions 
to date. 

University of  California, Los Angeles (UCLA)
In December 2006, the University of California, Los 
Angeles (UCLA) reported a breach resulting from 
a software fl aw that may have compromised more 
than 800,000 records, including names, birth dates, 
and Social Security numbers of current and for-
mer students. UCLA established an informational 
website, Identity Alert Hotline,29 and sent notices 
to all aff ected individuals in the wake of the breach. 
Th e website remains active to date. As of April 2007, 
the investigation into the breach confi rmed Social 
Security numbers for approximately 28,600 people 
were illegally retrieved by the hackers. At the time, 
this breach was the largest ever reported by a US 
university.30 

Chicago Public Schools (CPS)
Chicago Public Schools (CPS) suff ered two signifi -
cant breaches in the past three years. In November 
2006, a contractor sent mailings regarding benefi ts to 
more than 1,700 former CPS employees. Included in 
these mailings was a 125-page packet that included 
the names, addresses, and Social Security numbers of 
the former employees receiving the packets. A former 
teacher that received the mailing subsequently fi led 
a lawsuit against CPS seeking compensation and 
punitive damages.31 In the second incident, which oc-
curred in April 2007, more than 40,000 records were 
breached when two laptops belonging to an account-
ing fi rm hired to audit the CPS pension fund were 
stolen from the CPS central offi  ce.32 

University of  Miami
In this April 2008 incident, the University of Miami 
announced a container carrying backup tapes on 
which nearly 2,100,000 medical records were stored 
was stolen from the truck of the off -site storage fi rm 
used by the university. Th e University of Miami was 
praised by the Wall Street Journal for its immediate 
and effi  cient response, which included hiring an in-

*Source: Open Security Foundation / DataLossDB



12 URMIA Journal  2009

formation technology forensics expert to determine if 
the encrypted information kept on the tapes could be 
accessed, notifying 47,000 individuals whose fi nancial 
information was exposed, and establishing a website 
and an informational call center.33 

Causes of Security Incidents—
Educational Institutions
In 2008, the Campus Computing Project completed its 
annual national survey of information technology issues 
in higher education across the US.34 Senior campus IT 
offi  cials representing 531 two- and four-year colleges and 
universities across the US provided the data. Th e executive 
summary shows the percentage of total security incidents 
suff ered by the colleges and universities 
that were attributable to each type of 
incident during the last four years. Each 
security incident may involve multiple 
diff erent types, thus accounting for the 
variance in the percentage amount. It is 
important to note that the data reported 
by the Campus Computing Project 
includes any threat to IT security, such as 
theft of laptops, not just what it classifi es 
as a security “breach.”35 

Th e Campus Computing Project 
survey is also an important illustration 
of changing technologies. For example, in 
2005, just over 40 percent of campuses reported spyware 
problems compared to 2008, when 15 percent of campus-
es reported spyware problems. Reports of virus infesta-
tion also decreased over that time period. Additionally, 
between 2006 and 2008, the survey reports an increase in 
campus IT security incidents linked to social networking 
sites, which generated little to no breach activity in 2005. 
Incidents linked to social networking sites are not viewed 
as traditional IT security breaches but are likely due to 
cyberstalking or actual stalking that arose from an initial 
viewing on a social networking site.

Risk Management Strategies
Technology and Strategy
It is critical that the technologies educational institu-
tions use conform to their security policies and protocols. 
Unfortunately, highly secure applications often have lesser 

utility given the need to freely exchange information with-
in the collaborative workings of the academic community. 
Th is dynamic, combined with the decentralized nature of 
most large educational institutions, makes enforcement 
of eff ective security extremely diffi  cult. Th ose responsible 
for central IT in an educational environment should make 
every eff ort to be cognizant of how diff erent departments 
are sharing information and what steps, if any, they are 
taking to secure it. 

Contractual Allocation of Risk
As 30 percent of all reported breaches are attributed to ex-
ternal partners, consultants, outsourcers, and contractors, 
it is critical to determine the boundaries of liability when 

any confi dential information is shared 
for business purposes. Th e failure to do 
so can result in confusion and disarray 
when a breach occurs. Even standard 
outsourcing arrangements can cause 
complicated chains of liability when 
multiple layers of subcontractors be-
come involved. Appropriate contractual 
provisions in business agreements and 
outsourced services arrangements can 
mitigate the eff ect of these situations by 
clearly defi ning responsibility, ensuring 
the proper precautions are taken when 
the information is out of the control of 

the educational institution, and limiting the liability of the 
organization in the unfortunate event of a data breach. 
Institutions should work closely with legal counsel and 
insurance advisors to ensure that insurance requirements, 
contractual indemnities, and the institution’s own insur-
ance policies all work in concert. 
 
Insurance Solutions 
Coverage Under Existing Policies

General Liability and Property Policies
All insureds should review their traditional insur-
ance policies to determine the exact scope of coverage 
for data breaches. Changes in 2004 to the Insurance 
Service Organization (ISO) forms, as well as some in-
surance litigation, have limited the coverage available 
under traditional general liability and property forms, 
and exclusions are becoming more common as general 
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liability carriers off er standalone network security and 
privacy policies.  

Other Insurance Policies
Depending upon the facts of the data breach and 
the particular wording of the policies, some cover-
age could exist in various other policies, including 
Commercial Crime Policies, Employment Related 
Practices Policies, Data Processing Policies, Computer 
Fraud Policies, Advertising, or Kidnap and Ransom 
Policies. For instance, if a hacker claims that confi den-
tial information will be distributed on the internet un-
less the insured pays some type of extortion fee, some 
kidnap and ransom policies may provide defense and 
indemnity coverage. In general, such policies were not 
intended to cover privacy and data breaches, however, 
and there are signifi cant coverage gaps in each.

Available Coverage Overview
Security and Privacy Liability insurance, also called Cyber 
Liability or Network Risk, can be designed to respond to 
third party liability and related defense costs and/or the 
insured’s own costs following a data breach. Th e available 
coverage parts are as follows:

Educational institutions considering this coverage 
should note that the Information Asset and Business In-
terruption coverage parts have not been especially relevant 
to the education industry. Th ere are exceptions, however; 
one example is an entity whose primary revenue stream is 
from network/internet activities, such as online universi-
ties. Additionally, there have been few fi rst party claims 
paid by any insurer, and signifi cant hurdles to coverage 
exist, such as waiting periods of six to 18 hours before cov-
erage applies and no coverage for an organization’s internal 
information technology expenses.  

Coverage Features and Exclusions
Each carrier addresses the risks in a diff erent manner, so 
it is essential that the insured review the policy form and 
work with his or her broker to customize it to the institu-
tion’s specifi c exposures. Th e following areas should be 
carefully reviewed:

Policy Trigger
Early versions of network risk policies were tied to 
“network security” breaches and were meant to re-
spond to breaches of the insured’s computer network 
security only. Today’s network risk coverage responds 
to breaches of the security and/or privacy of informa-
tion by online or offl  ine means arising from electronic 
devices not connected to a network, such as laptops, 
personal digital assistants (PDA), data tapes, or 
external hard drives, or from non-electronic incidents, 
including dumpster diving or the theft of paper fi les 
or log books.  

1st Party

 Coverage Part

Covers:

Information Asset Damage to or theft of the insured’s 
information assets from its computer 
system

Business 

Interruption

Lost income suffered as the result of a 
system outage or extended downtime 
due to negligence

Cyber Extortion Extortion threats to commit an 
intentional computer attack against you 

Crisis Management 

/ Identity Theft 

Expenses

Various costs resulting from a security / 
privacy breach

FIGURE 3: FIRST PARTY COVERAGE

3rd Party

 Coverage Part

Covers:

Professional Services 

Coverage

Acts, errors, or omissions in the course of 
providing professional services

Content / Media 

Liability

Personal and advertising injury and 
some intellectual property infringement 
arising out of media content created, 
produced, or disseminated by the 
insured

Network Security 

Liability

Breaches in network security or 
unauthorized access events

Privacy Liability Wrongful disclosure of confi dential 
information

FIGURE 4: THIRD PARTY COVERAGE
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Media Liability
Media liability, which responds to personal and 
advertising injury claims arising from online or print 
media and advertising content, is often included in the 
same policy. Th is serves a dual purpose of expanding 
the Advertising Injury/Personal Injury coverage in the 
insured’s General Liability policy and ensuring that 
data breach-related claims, like invasion of privacy 
and/or publication of private facts, are covered when 
they arise from content. One example would be the 
unintentional publication of a database of student 
names and Social Security numbers on the insured’s 
website. 

Insider Acts Coverage 
Security and privacy policies generally exclude cover-
age for intentional wrongful acts, and some states pro-
hibit such coverage on public policy grounds. A broad 
policy should include a severability provision that 
maintains coverage for the entity even if the wrong-
ful act was committed maliciously by an employee. 
Policies should also provide for coverage and defense 
of insureds facing allegations of intentional wrong-
ful acts until such conduct is established by a fi nal 
adjudication.  

Employee Claimants
As with most third party liability policies, there is an 
insured versus insured exclusion in all security and 
privacy policies. Th e broadest policies now include a 
carveback to cover the entity for claims made by em-
ployees in the event that a breach involves employee 
information.  

Independent Contractors 
Many educational institutions outsource functions 
like billing and data storage to third party vendors. 
Policies should respond on a blanket basis, whether 
the breach is caused by an employee of the insured or 
by an independent contractor operating on behalf of 
the insured.

Regulatory Claims 
Proceedings related to state disclosure laws and 
other government initiated actions can result in both 

defense costs and fi nes or penalties. Defense cost 
coverage is readily available at a sublimit of $250,000 
or less, but some carriers off er full policy limits. 
Coverage for fi nes or penalties is less available, and 
the coverage is only provided to the extent allowable 
under law; many state laws prohibit coverage for 
statutory or regulatory fi nes and penalties as against 
public policy. More recently, some carriers have agreed 
to cover the portion of a penalty that is paid into a 
consumer redress fund from which aff ected individu-
als can recover.  

Identity Theft Mitigation and 
Crisis Management Expenses
Coverage is available for a number of the costs that 
can result from a data breach event. It is important for 
an entity to clarify its priorities in this area, since the 
available limit and scope of coverage diff ers by carrier. 
Covered costs can include consumer notifi cation, pro-
vision of credit monitoring, operation of call centers 
and related identity theft services, or the services of a 
public relations, law, or crisis management fi rm. Carri-
ers impose a variety of sublimits, diff erent retentions, 
and coinsurance provisions to this coverage.  
 
Additional Terms and Conditions
Th ere are many other terms to consider that are not 
unique to network risk policies, such as Choice of 
Counsel, Extended Reporting Period options, “ham-
mer clause,” and prior acts coverage.

Insurance Marketplace and Benchmarking
Th e market for Security and Privacy Liability is rather 
competitive at this time, with favorable risks renewing at 
substantial rate decreases and carriers actively soliciting 
new insureds. However, educational institutions are a dif-
fi cult class of business for underwriters due to a percep-
tion of higher risk. Benchmarking in this area is diffi  cult 
to categorize and not particularly valuable because each 
underwriting situation is based on many diff erent factors, 
such as revenues, student statistics, loss history, informa-
tion security posture, contractual allocation of liability, 
and number or accessibility of data records.   



 15URMIA Journal  2009

Underwriting Process
Th e fi rst step in the underwriting process is the comple-
tion of an application and/or self-assessment. It is essen-
tial that the risk management team engage the appropriate 
information security and privacy personnel in the applica-
tion process to provide complete and accurate informa-
tion. Th e assessment and application process also provides 
an opportunity to critically examine an entity’s informa-
tion risk management strategies. Implementation of best 
practices and due diligence with respect to information 
security and privacy are paramount to obtaining this 
insurance coverage and to maintaining sound risk mitiga-
tion practices.

In conjunction with the base application, a potential 
insured should be prepared to provide the following: 

Copies of privacy policies• 
Standard contracts• 
Outsourced service arrangements• 
Results of any external or internal audits or as-• 
sessments that illustrate the information security 
posture. Examples include Statement on Auditing 
Standard (SAS) 70,36 Payment Card Industry 
Data Security Standard (PCI),37 or International 
Organization for Standardization (ISO) 27001 
(formerly 17-799)38

Details of any security breach incidents and the • 
response to them, as well as any new protocols put 
in place to prevent similar incidents
Financial information and student statistics• 

In addition to an analysis of the standard application 
materials, underwriters will ask targeted questions in 
response to the current environment and the latest breach 
incidents. 

Policies in Action
Neither Aon nor the 10 insurance carriers surveyed for 
this paper have seen signifi cant losses covered by the pur-
chase of Network Risk and Security Insurance by educa-
tional institutions. However, it is still important to deter-
mine where and how the policies would likely respond in 
the event that coverage is purchased and available. Using 
the University of Miami breach, Figure 5 indicates how 
diff erent coverages could be applied. It is important to 
note the description in Figure 5 is merely an indication, not 

a factual discussion of how coverage, if purchased, would 
likely respond.  

Figure 5 assumes that, prior to its April 2008 breach, 
the University of Miami purchased a policy that in-
cluded both fi rst and third party elements with a limit of 
$10,000,000 (certain applicable sublimits would apply) 
and a retention of $500,000; the elements of cover-
age would only respond after the applicable retention is 
exhausted:

1st Party

 Coverage Part

Covers:

Information Asset Coverage would likely respond, allowing 
University of Miami to gather and 
recreate the information stored on the 
lost back-up tapes containing the 2.1 
million records. (Sublimit)

Crisis Management 

/ Identity Theft 

Expenses

Coverage would likely assist with the 
costs of notifying the 47,000 individuals 
whose fi nancial records were exposed, 
setting up the informational call center, 
and even providing credit monitoring if 
the university deemed it necessary to the 
extent the sublimit would allow.

3rd Party

 Coverage Part

Covers:

Network Security 

Liability

If a lawsuit were to be fi led by the 
affected individuals because of the 
breach, coverage would likely respond 
with the defense costs and indemnity if 
assessed. 

Privacy Liability

FIGURE 5: COVERAGE EXAMPLES BASED ON THE 
UNIVERSITY OF MIAMI CASE STUDY

Conclusion
Educational institutions must continue to rise to the 
challenge of maintaining both open access and strong 
information security and privacy, because this dynamic is 
fi rmly embedded in the modern practice of higher educa-
tion, with its reliance on advanced technology. Privacy and 
technology risks are constantly evolving, and the litigious 
nature of our society guarantees that the legal questions 
surrounding the liability arising from these exposures will 
continue evolving indefi nitely. In the meantime, universi-
ties must work to minimize liability through proactive risk 
identifi cation, mitigation, and, if appropriate, risk transfer. 
Th e development of specialized insurance products and 
expertise in this area over the last decade means that even 
entities that have dismissed the narrow coverage of the 
past may benefi t from a fresh look at risk transfer.
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Abstract: Th e mental health of students, faculty, and staff  
and the safety of the campus community are major concerns 
for administrators and mental health professionals on US 
college campuses. Colleges and universities face a diffi  cult 
task, however, in responding to mental health issues and 
indicators of potentially harmful behavior while continuing 
to protect the privacy of their students. Th e Family Educa-
tional Rights and Privacy Act (FERPA) 
was recently amended to assist colleges and 
universities in protecting their campuses 
and getting students the mental health as-
sistance they may need. Th ese amendments 
give higher education institutions greater 
freedom in working to protect students from 
themselves and from potentially danger-
ous behavior of others without the fear of 
violating confi dentiality laws. Th is article 
discusses how the recent FERPA amend-
ments will impact mental health providers 
on campus and how the amendments aim 
to provide campuses with greater options 
for responding to high risk students.

Introduction
Mental illness is a signifi cant and growing 
concern for colleges and universities nationwide.1 Increas-
ing numbers of students are seeking out on-campus men-
tal health services for a variety of mental health issues.2 
Although student shooters who kill or injure others are 
more likely to receive press coverage, students who commit 
suicide, which is the third leading cause of death among 
college students, are far more common.3 As a result of 
increasing caseloads, greater numbers of more seriously ill 
students, and poor insurance coverage which pays for only 
brief hospitalizations, colleges and universities are facing 
ever-increasing pressures to identify and manage students 
in mental distress.4 Th is pressure to help students strug-
gling with mental illness is often counterbalanced by col-
leges’ and universities’ duty and desire to protect student 
privacy.

In trying to strike a balance, schools are faced with 
the question of when it is lawful to release confi dential 
mental health records and information about students to 
third parties, such as off -campus mental health profession-
als, law enforcement personnel, or parents.5 In the past, 
schools often erred on the side of maintaining a distressed 
student’s confi dentiality in fear of violating confi dential-

ity laws, such as the Family Educational 
Rights and Privacy Act (FERPA).6 
After the recent amendments, however, 
FERPA should no longer be viewed as 
an insurmountable obstacle to disclosure.  

What is FERPA?
FERPA is a federal statute that governs 
disclosure of student records and infor-
mation.7 Although parents have access 
to student records while their child is in 
elementary or secondary school, once a 
student attends college, the rights pro-
vided by FERPA rest with the student—
not the parents—even if he or she is 
younger than 18 years old.8 Generally, 
under FERPA, an institution cannot dis-
close information from a college student’s 

“education records” unless (1) the information is directory 
information and the student has not requested it remain 
private, (2) the student consents to the disclosure, or (3) 
an exception applies which allows disclosure without the 
student’s consent.9 FERPA contains several exceptions to 
the general rule of non-consensual disclosure of education 
records. Of particular importance in dealing with on-
campus mental health issues is FERPA’s health and safety 
emergency exception.10 

The Health and Safety Emergency Exception
Under FERPA, medical and psychological records used 
only for the treatment of students, termed “treatment 
records,” are not considered “education records” or subject 
to FERPA’s disclosure rules.11 However, once student 
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medical information is released for a reason other than 
treatment, such as in response to an emergency, that infor-
mation is deemed to be “education records” under FERPA. 
At that point, it cannot be disclosed absent an exception.12 

Th e health and safety emergency exception allows 
disclosure of student information to appropriate par-
ties in connection with an emergency if the knowledge is 
necessary to protect the health or safety of the student or 
another individual.13 Although signs of student emotional 
distress rising to the level of an emergency are sometimes 
diffi  cult to identify, especially in college students who 
may have a unique defi nition of acceptable behaviors, this 
exception could apply to a student’s suicidal statements or 
ideations or atypical erratic and angry behavior posing a 
risk of harm to the student or others.14

Amendments to the federal regulations implement-
ing FERPA, including the regulation on the health and 
safety emergency exception, became eff ective on January 
8, 2009.15 An understanding of how and why the law has 
changed provides insight into how the amended exception 
is intended and how it might be interpreted in the future.

FERPA Enforcement
Although parents and students do not have a right to sue 
for violations of FERPA, the government can investigate 
allegations of violations from any source.16 Under FERPA, 
the government may not make funds available to any 
agency or institution that has a policy or practice of violat-
ing a parent’s or a student’s rights under the statute with 
regard to disclosure of education records.17 Before seeking 
to withhold, terminate, or recover funds for a violation of 
FERPA, the Secretary must fi rst fi nd that an institution 
has a policy or practice in violation of FERPA’s non-dis-
closure requirements. Further, the government cannot take 
any action against a school that has violated FERPA until 
it has provided the school a reasonable period of time to 
come into compliance with the law voluntarily. Potential 
punishments include withholding payments under any 
applicable program, issuing a complaint to compel com-
pliance, terminating eligibility to receive future funding, 
entering into a compliance agreement, seeking an injunc-
tion, or any other legally available enforcement action.18 

In wrongful death lawsuits involving alleged violations 
of FERPA, many times initiated by a deceased student’s 
family, the most common claim is for negligence.

Looking Back: Strictly Construing “Emergency” 
Under the Prior Regulations
Under the prior FERPA regulations, institutions were 
required to strictly construe the defi nition of “emergency” 
under the health and safety emergency exception.19 In 
attempting to comply with the law, school offi  cials often 
erred on the side of maintaining a distressed student’s 
confi dentiality, sometimes with disastrous results.20 Th e 
April 2007 Virginia Tech shootings, during which Seung 
Hui Cho killed 33 people, including himself, is such a 
case.21 In the months prior to the shootings, Mr. Cho’s 
behavior disturbed both professors and fellow students.22 
In 2005, he was declared at “imminent risk” of causing 
harm and ordered by a judge to seek counseling.23 Some 
faculty members reported that they complained about Mr. 
Cho’s behavior to school authorities but were unaware of 
student complaints about him.24 Other faculty members 
wanted to notify Mr. Cho’s parents of his disturbing be-
havior but believed that to do so would violate FERPA.25 

If under the pre-amended regulations school offi  cials 
were reluctant to share information on a student whose 
behavior was as overtly disturbing as Mr. Cho’s, then they 
were even less likely to disclose information of students 
whose mental distress was less obvious or whose risk of 
harm to themselves or others was less clear. Two well-
known case examples illustrate two signifi cant problems 
that arose under pre-amendment FERPA: (1) schools’ re-
luctance to break student confi dentiality and (2) the com-
plicated nature of a school’s decision to disclose a student’s 
confi dential information in the face of mental illness.26

The Case of Elizabeth Shin
On April 14, 2000, Elizabeth Shin died from burns she 
suff ered from a fi re in her dormitory room at the Mas-
sachusetts Institute of Technology (MIT).27 At the time 
of the fi re, she had overdosed on medications.28 As early 
as her freshman year, and possibly before, Elizabeth 
experienced psychiatric problems with periods of severe 
depression accompanied by threats of suicide and cutting 
followed by periods of apparently normal behavior.29 

During her time at MIT, Elizabeth had numerous 
interactions with MIT staff  and administrators regard-
ing her mental health. For instance, she met with a dean 
to discuss her mental health and received counseling and 
treatment at the campus mental health center.30 Signs 
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of her worsening distress included overdosing on medi-
cation, sending a disturbing e-mail to a professor, and 
repeatedly threatening suicide.31 At one point, Elizabeth’s 
friends took turns staying up at night with her because 
they feared for her safety.32 Her treating mental health 
professionals considered hospitalization and contacted 
the dean of students about her worsening condition.33 On 
the morning of her suicide, a “deans and psychs” meeting 
was held to discuss Elizabeth’s case.34 It 
is unclear what treatment options, if any, 
were discussed at the meeting.35

On Monday, April 10, 2000, Eliza-
beth again threatened suicide.36 Th at 
evening, Elizabeth locked her dorm room 
door and lit candles. Around 9:00 pm, 
students smelled smoke, heard the smoke 
detector, and tried to get into Elizabeth’s 
room. When the campus police arrived, 
they found Elizabeth with her clothes 
engulfed in fl ames. She was taken to the 
hospital, where days later she died from 
her injuries.37

During her struggle with mental 
illness at MIT, Elizabeth specifi cally 
requested that her parents not be con-
tacted.38 Her friends who were aware 
of the relationship she had with her 
parents indicated that they would not 
have considered calling her parents, 
either.39 Ultimately, Elizabeth’s parents 
were never notifi ed of their daughter’s 
troubling behavior by MIT. Th ey were 
aware and reassured that she was see-
ing a psychiatrist to help her cope with 
academic and relationship stresses, but 
they did not know that she had, over a course of months, 
repeatedly threatened suicide.40 Th ey also did not know 
that Elizabeth cut herself with a knife or that some of her 
psychiatrists recommended hospitalization.41 Th e night 
in the spring of 2000 when Elizabeth was taken to the 
infi rmary, her parents were told only that she was taken to 
the infi rmary, but they were denied further information 
because of confi dentiality rules.42 

In 2002, Elizabeth’s parents brought a $27.65 million 
wrongful death lawsuit against MIT, MIT healthcare 

providers, student life administrators, dormitory house-
masters, and MIT police offi  cers, arguing that MIT 
violated the health and safety exception in FERPA by 
not notifying them of Elizabeth’s troubling behavior.43 In 
2005, the Massachusetts Superior Court dismissed claims 
against MIT and its police offi  cers but held that MIT 
administrators and medical staff  were potentially liable for 
Elizabeth’s death, allowing Elizabeth’s parents to proceed 

with the negligence claims.44 In March 
2006, in response to the proposition that 
non-clinicians, including school admin-
istrators, might be held liable for student 
suicides, schools nationwide fi led amicus 
briefs in support of MIT.45 Elizabeth’s 
case never made it to a jury. Instead, in 
April 2006, MIT and Elizabeth’s parents 
reached a confi dential settlement agree-
ment.46 

The Case of Chuck Mahoney
In 2002, 20-year old Chuck Mahoney, 
who had been diagnosed with major 
depression by a psychiatrist, hanged him-
self in his fraternity house at Allegheny 
College in Meadvillle, Pennsylvania.47 
He was considered a high risk for suicide 
and had been hospitalized between his 
freshman and sophomore years. Chuck’s 
mental health issues seemed to go 
through periods of control and exacerba-
tion, with the stress from performing 
both academically and athletically and 
relationship troubles contributing to his 
decline.48 

During his time at Allegheny, Chuck 
saw a college counselor who consulted with several off -
campus mental health professionals about his case. Chuck 
had refused repeated requests from his counselor that she 
have his consent to contact his parents or hospitalize him. 
Th e professionals disagreed as to the extent of the risk and 
whether it justifi ed breaking Chuck’s confi dentiality.49

When Chuck told his counselor that he had regu-
lar thoughts of suicide and planned to kill himself, she 
notifi ed the dean of students and once again consulted 
with colleagues, some of whom believed Chuck should 
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be forced to take a leave of absence.50 Th e concern over 
Chuck grew so great that the president of Chuck’s fra-
ternity house called both the dean of students and the 
associate dean at home to express his concern over Chuck’s 
behavior, and another of his fraternity brothers sent an e-
mail to Chuck’s counselor, the two deans, and other college 
staff  requesting a meeting.51 College offi  cials met and de-
bated whether to call Chuck’s parents or force him to take 
a leave of absence. Unfortunately, Chuck hanged himself 
in his fraternity house on February 11, 2002. His parents 
were never notifi ed of his disturbing behavior prior to his 
death.52 

In 2003, Chuck’s parents brought 
a civil action against Chuck’s college 
counselor, the college, the two deans, and 
a doctor.53 At the time of Chuck’s suicide 
in 2002, an emergency under FERPA’s 
health and safety emergency exception 
was to be strictly construed. Although 
Allegheny school offi  cials and mental 
health professionals discussed whether 
to share Chuck’s confi dential informa-
tion with his parents, they decided it was 
not in his best interest to do so.54 Like 
Elizabeth, Chuck had repeatedly and 
explicitly refused to give his consent to 
the release of information to his parents. 
Although Chuck’s parents might ques-
tion whether Chuck was capable of mak-
ing this decision, school offi  cials honored 
Chuck’s wishes. A jury ultimately agreed 
that Chuck was responsible for his own actions and that 
the school and its offi  cials could not be held liable for his 
suicide.55 

Looking Forward: Affording Schools Greater 
Flexibility Under the Amended Regulations
Although FERPA has never been a complete obstacle to 
releasing confi dential student information in the case of 
an emergency, the amendments to the health and safety 
emergency exception now make it easier for a college 
or university to release information to parents or other 
appropriate third parties without a student’s consent.56 
Specifi cally, the amendments remove the requirement that 
the emergency exception be strictly construed and allow 

school offi  cials to specifi cally notify parents when there is 
a health or safety emergency involving their child.57 Th e 
amendments also require a school to record what informa-
tion is released under the exception.58 Th us, the amend-
ments aff ord greater fl exibility and deference to school 
administrators to use appropriate resources quickly and 
decisively in managing emergencies.59 Th ey also provide 
reassurance to school offi  cials that their reasonable deci-
sions to disclose information about students who may be 
at risk of harming themselves or others will not be second 
guessed by the government.60

Whereas under the prior regulations 
the term, “emergency,” had to be “strictly 
construed” before a school was permit-
ted to disclose confi dential information 
without a student’s consent, the amended 
regulations alter this standard. Under 
the amended regulations, a school may 
disclose confi dential student information 
to appropriate parties, including parents, 
in connection with an emergency “if 
knowledge of the information is neces-
sary to protect the health or safety of 
the student or other individual.”61 In 
deciding whether to disclose information 
under this exception, a school is permit-
ted to consider all of the circumstances 
surrounding the threat.62 If the school 
determines that there is “an articulable 
and signifi cant threat” to the health or 
safety of a student or other individual, it 

may disclose information from the student’s confi dential 
records to parties “whose knowledge of the information 
is necessary to protect the health or safety of the student 
or other individuals.”63 If there is a “rational basis” for the 
school’s decision to release the information, based on 
information available at the time, then the Department of 
Education will defer to the school and not substitute its 
judgment for that of the institution.64

Th e Analysis of Comments and Changes section of the 
amended FERPA regulations explains that an emergency 
could be a situation where a student gives “suffi  cient cumu-
lative warning signs” that lead a school or school offi  cials 
to believe that the student may be a danger to himself or 
others at any moment. A school offi  cial must be able to 
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express in words the circumstances leading the offi  cial 
to reasonably conclude that a student poses a signifi cant 
threat of substantial bodily harm to any person, including 
the student himself. If a school offi  cial can do so, then he 
may disclose the confi dential student information to any 
person whose knowledge of the information will help in 
protecting a person from that threat. Further, the person 
receiving the information does not have to be the person 
responsible for providing the protection. 
Th e information can also be disclosed 
in order to gather information from any 
person, including other students, mental 
health professionals, law enforcement, 
the potential victim, or other schools or 
institutions previously attended by the 
student, who has further information 
that would be necessary to provide the 
protection needed.65 In addition, un-
like the prior regulations, the amended 
regulations specifi cally include a student’s 
parents as an appropriate party to whom 
a school can disclose mental health infor-
mation in an emergency.

Th e recent amendments also require a 
school to keep a record of the “articulable 
and signifi cant threat” that formed the 
basis for the disclosure and the parties to 
whom the information was disclosed.66 
A school must make the record within a 
reasonable time period after the dis-
closure has been made and maintain 
this record with the education records 
of the student for as long as the education records are 
maintained.67 Th e purpose of this record requirement is 
to demonstrate to parents, students, and the Department 
of Education the circumstances that led school offi  cials 
to believe there was an emergency and how they justi-
fi ed the disclosure of information otherwise protected by 
FERPA.68 

A Second Look at Two Lives Lost: 
The Balance Has Shifted in Favor of Disclosure
Taking a second look at the cases of Elizabeth Shin and 
Chuck Mahoney, there is no clear answer as to whether 
either case would have turned out diff erently had their 

parents been notifi ed of the students’ behavior prior 
to their deaths.69 In general, however, the amendments 
present no downside to disclosure in such situations. It 
is understandable that, prior to the amendments, schools 
felt constrained to maintain confi dentiality. Th e newly 
amended regulations remove many of those constraints. 
Because the amended FERPA regulations no longer 
require that an emergency be strictly construed, school 

offi  cials have greater fl exibility to notify 
law enforcement, mental health profes-
sionals, or students’ parents in an attempt 
to prevent similar situations if they 
consider a student a danger to himself or 
others. By erring on the side of disclosure 
in such situations, schools can minimize 
the likelihood of a court ruling that 
school offi  cials should have taken action 
to protect a student based on a special 
relationship but failed to do so. 

When Disclosure May Not Be in a 
Student’s Best Interest
In some cases, campus offi  cials or health 
professionals may believe that a student’s 
situation is best handled without involv-
ing parents or other third parties. In such 
cases, school offi  cials or mental health 
professionals might seek a student’s con-
sent to disclosure of his information to a 
parent. However, if the student refuses, 
the offi  cial or professional may believe 
that breaking the student’s confi dentiality 

would cost them the student’s trust or push the student to 
suicide. Th erefore, the offi  cial or professional might decide 
not to notify the student’s parents, even if the law allows 
them to do so.70 In those cases, the FERPA amendments 
may have little direct impact.

Sued for Disclosure, Sued for Non-Disclosure
In the past, schools have opened themselves to lawsuits 
by students and their families regardless of whether they 
decided to disclose information or keep it confi dential.71 
For example, some universities have tried to avoid liability 
by forcing potentially suicidal students off  campus under 
mandatory withdrawal policies.72 In addition to having the 
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possible eff ect of deterring suicidal students from seeking 
treatment on-campus, this may also open schools up to 
liability for violation of discrimination laws, such as the 
Americans with Disabilities Act or the Rehabilitation 
Act.73 In 2005, Jordan Nott sued George Washington 
University, claiming that the institution barred him from 
campus and suspended him from class 
after he sought treatment for depression 
and suicidal thoughts.74 Th e case was 
settled out of court.75 Several students 
have fi led complaints with the Depart-
ment of Education, alleging that they 
have faced situations similar to Nott’s.76 
It is important to note that these cases 
involved affi  rmative school action above 
and beyond merely disclosing a stu-
dent’s mental health information under 
FERPA, such as suspending a student or 
forcing his withdrawal from the school.

On the other hand, there are numer-
ous examples of cases where an institu-
tion was criticized or sued because it 
failed to disclose student information 
under FERPA’s previous regulations.77 
Although many such lawsuits settle out 
of court, two court decisions are impor-
tant to note. In Jain v. Iowa, brought in 
2000, the Supreme Court of Iowa held 
that non-therapist school offi  cials at the 
University of Iowa had no general duty 
to notify parents that their son was in 
“impending danger” before he commit-
ted suicide and that no special relation-
ship existed between the school and the 
student that would create an affi  rmative 
duty to prevent the suicide.78 In com-
parison, in 2002, in Schieszler v. Ferrum College, a Virginia 
federal court held that school offi  cials had a legal duty to 
ensure the safety of the deceased student, Michael Frent-
zel, because they knew of the “imminent probability” that 
he would try to harm himself.79 In 2003, Ferrum settled 
the lawsuit with Mr. Frentzel’s family, admitting to “shared 
responsibility” for his suicide, the fi rst such acknowledg-
ment by an American college.80 Similarly, the court in the 
Shin case reasoned that Elizabeth’s suicide was foreseeable 

because a special relationship existed between Eliza-
beth and university administrators.81 Th e amendments 
to FERPA suggest that schools can mitigate their risk 
of exposure by erring on the side of disclosure in cases 
involving indicators such as those in the cases of Elizabeth 
Shin and Chuck Mahoney, although the full impact of the 

amendments on court decisions remains 
to be seen.

Immediate Steps Colleges and 
Universities Can Take
Colleges and universities should view 
increased discretion granted by the 
FERPA amendments as an opportunity 
to review their policies and resources 
for addressing student mental health 
issues. Now that FERPA’s regulations 
have been amended, nothing is stopping 
a school with a rational basis for doing 
so from disclosing mental health infor-
mation. Even though it is important to 
know when, under FERPA’s amended 
regulations, school offi  cials can share 
confi dential student information, schools 
should also work to (1) try to prevent 
emergencies by providing coordinated 
and eff ective mental health services for 
students and (2) be prepared for when 
emergencies arise. Th ere are certain steps 
that colleges and universities can take 
toward these goals now. 

Review Current Policies
In addition to the health and safety 
emergency exception, FERPA allows 
campus personnel to share informa-

tion from student education records with other “school 
offi  cials” if those offi  cials have a “legitimate educational 
interest” in the information being disclosed.82 Under both 
the previous regulations and the amended regulations, in-
dividual institutions may defi ne in their own policies who 
is considered to be a “school offi  cial” and what is deemed 
to be a “legitimate educational interest.”83 Th erefore, each 
college and university should make its own determination 
as to which school offi  cials can access a student’s educa-
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tion records and disclose information to parents or other 
appropriate parties.84 Institutions with policies in place 
should also review their current FERPA policies for the 
scope of “school offi  cials” and other terms to gain the max-
imum fl exibility and discretion for sharing information.85 
Th e policy should be clear as to which school offi  cials have 
access to and the responsibility for disclosing information 
in emergency situations.86  

In addition, schools should review their policies 
regarding student consent for disclosure of information. 
Under FERPA’s regulations, both before and after amend-
ment, schools are able to have a policy of seeking prospec-
tive student consent for disclosure of 
confi dential information or may have 
a policy for obtaining student consent 
for disclosure on a case-by-case basis.87 
Similarly, schools can have a policy 
placing all students under the age of 24 
in the dependent category unless proof 
of independence is provided or require 
parents to verify students’ dependency 
each semester by sending a copy of their 
tax returns.88 Schools should take time to 
review their policies and provide maxi-
mum fl exibility to act in preparation for 
future emergencies.

Train Staff  and Increase Awareness
It is often diffi  cult to determine, even 
for mental health professionals, which 
students are in danger of harming themselves or others. 
Many troubled students who are depressed or angry do 
not ultimately engage in overtly destructive behavior.89 
Many times the best way of knowing that a student is 
in distress is through intuition.90 Th erefore, one of the 
most eff ective ways of identifying students in distress is 
to provide training to people of all levels and positions 
on campus.91 Education on the common warning signs of 
such things as suicide and eating disorders is key.92 School 
offi  cials and staff  should be educated on the limits and 
applications of FERPA’s emergency health and safety ex-
ception through training sessions and should know what 
steps to take in the case of an emergency or suspected 
emergency.93 In addition, employees should know where 
to go to fi nd further information on the school’s policies 

if they have questions or concerns. Schools can consider 
providing information through publications on the inter-
net or newsletters or through speeches and seminars.94

Schools can also extend awareness beyond their 
campuses to parents by encouraging parents to (1) inform 
school offi  cials in advance if they know that their child 
has a history of mental health problems and (2) fi le the 
necessary paperwork to establish that their child is a 
dependent.95 By taking steps to establish that a student 
is a dependent prior to the manifestations of any mental 
health issues, the school will be in a position, if necessary, 
to release information to that student’s parents without 

fear of liability under FERPA.

Improve Quality of and Access to 
On-Campus Mental Health Services
A 2004 government-ordered investiga-
tion discovered major gaps in college 
mental health services, including limited 
crisis management, a shortage of mental 
health professionals, limited communica-
tion between campus mental health staff  
and student health services staff , a lack 
of re-integration plans for students who 
return to school after a hospitalization or 
leave of absence, and extreme variation in 
interpretations of FERPA.96 In addition, 
students are becoming increasingly con-
cerned that, when dealing with mental 
health issues, schools are more concerned 

with minimizing their own liability than with the well-
being of their students.97  

Some believe that cases such as Elizabeth’s and Chuck’s 
are good for schools and students because they encourage 
all schools to re-evaluate their policies and provide more 
comprehensive mental health services to their students.98 
As an example, prior to Elizabeth’s death, MIT did not 
off er evening counseling hours and had few therapists, 
which forced students to wait at least 10 days for an ap-
pointment.99 As a result of Elizabeth’s case, MIT made 
important changes to its mental health treatment policy, 
including evening hours for the mental health department, 
increased mental health staff  fl uent in a variety of languag-
es, and improved coordination of mental health and medi-
cal care with other campus departments, including athlet-
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ics, religious services, the disabilities offi  ce, and residential 
life.100 MIT’s Medical Department is now fully staff ed by 
physicians, psychiatrists, and other medical specialists.101 
However, many other institutions still do not have a psy-
chologist or psychiatrist on staff  at their campuses, and, 
unfortunately, therapists and guidance counselors may not 
be aware of their responsibilities under FERPA or when it 
is lawful to break a student’s confi dentiality.102

Although individual health professionals are essential 
to averting student suicides and other destructive behavior, 
it is vital that institutions develop mental health response 
teams or threat assessment teams consisting of people all 
across campus, including professors, housing and secu-
rity staff , counselors or mental health professionals, and 
deans.103 Th rough communication, these teams can better 
monitor high risk students.104 

For instance, at Cornell University, professors report 
students who have poor grades, seem withdrawn, or are 
not coming to class mid-semester. Although therapists are 
legally required to keep patient information confi dential, 
they can receive information from other college staff  mem-
bers and follow up with students. Further, Cornell’s health 
center screens students who come in, regardless of the 
reason, for signs of depression by asking about warning 
signs, including trouble sleeping, poor appetite, diffi  culties 
concentrating, or thoughts of self-harm. Cornell’s thera-
pists also hold free, no appointment consulting hours in 
multiple locations across campus.105 Similarly, the Univer-
sity of Illinois considers all students who make non-lethal 
suicide attempts to be high risk. Each suicide attempt 
or gesture triggers an incident report and a follow-up 
response. Th ese students are ordered to undergo manda-
tory assessment sessions for four weeks and, if necessary, 
receive continued therapy.106 

 
Conclusion
Each case involving a student’s mental health is as diff er-
ent as are the students themselves. Th erefore, there are no 
hard and fast rules for schools to follow when deciding 
whether to release information under FERPA’s health 
and safety emergency exception. Although in retrospect 
a school offi  cial, counselor, or mental health professional 
may wish he or she had acted diff erently or disclosed or 
not disclosed certain information, those in the diffi  cult 
position of making this decision can only base their deci-

sions on information available at the time and what the 
law allows. Th e new, more discretionary amendments do 
not provide a complete answer, but they do suggest that 
the more prudent option may often be disclosure. Under 
the amended FERPA regulations, schools are aff orded 
more fl exibility to decide whether to disclose information 
regarding a student’s mental health, and, if they do decide 
to disclose the information, their decisions are less likely 
to be second guessed by the government. Th e balance has 
now tipped in favor of disclosure. By disclosing informa-
tion of a student considered to be a danger to himself or 
others, schools can minimize their own risk of liability. 
Further, there are certain steps that institutions can take 
immediately to improve their response to emergencies and 
decrease the likelihood of emergencies arising, including 
educating employees on school policies, training staff  and 
increasing awareness, and improving the quality of and 
access to mental health services on-campus.  
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 —THOMAS FULLER (1608–1661), BRITISH CLERGYMAN AND WRITER
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Abstract: For the last 20 years, universities around the world 
have relied on a unique way of risk sharing to provide af-
fordable protection to the institution: the university mutual. 
Mutuals work particularly well in the university setting for 
a variety of reasons, which are discussed in this article. Th e 
article hypothesizes that there are four main reasons mutu-
als are so eff ective in the higher education 
environment: the microeconomics of higher 
education, a “genetic” match between mu-
tuals and higher education, the subsequent 
development of a value adding community 
of colleagues, and risk coverage for emerg-
ing and unpredictable risks.

Introduction 
Th is year, Unimutual, a non-profi t mu-
tual owned and operated by member uni-
versities, celebrates its 20th year serving 
institutions across Australia. Th e mutual 
provides risk fi nancing protections, giv-
ing academics the confi dence to conduct 
research for which commercial insurance 
would typically be too expensive, of in-
adequate capacity, or simply not available 
due to exclusions or restrictions. 

Th is article will examine this unique 
and sustainable risk sharing model of higher education 
mutuals and will explore why, after 20 years, they are still 
contributing to the management of risk in the sector.

Case Study: Research in the Southern Pacifi c Ocean
Consider the case of the University of Tasmania, one of 
the founding members of Unimutual, and its research in 
the Pacifi c Ocean. Th ere are few locations riskier than the 
Southern Pacifi c Ocean, a vast and deadly watery wilder-
ness located between Australia and Antarctica. Due to its 
remoteness, it is a perfect laboratory for understanding the 
geophysical dynamics of our planet. In this expanse of sea, 
the ocean fl oor is miles below the surface, and waves are 
often higher than most apartment blocks. In spite of these 

unendearing characteristics, this desolate, cold, and hostile 
region of the planet is of special interest to leading climate 
scientists as it is regarded as one of the best locations 
on Earth to understand the speed and impact of global 
climate change. 

Th e researchers of the University of Tasmania regard 
this region as their personal laboratory to 
unlock the planet’s remaining geophysical 
secrets. To probe this region, they have 
developed unique instrumentation arrays 
to facilitate the recording of ocean condi-
tions. Such arrays can cost over a quarter 
of a million dollars, must be dropped 
from research ships, and are moored for 
months at a time almost a mile below the 
surface. Th e devices are anchored to the 
seabed by surplus train wheels and miles 
of strong chain and rope. For months, 
these devices collect and record environ-
mental data and are later retrieved by 
university researchers. Finding an instru-
ment array a mile down in a vast ocean 
is not a task with a high success rate, and 
losses of instruments often occur.

While crucial to understanding the 
oceanic environment, such research is 

expensive and funded through limited fi nancial resources. 
Th e loss of expensive university assets can cripple research 
projects, losing vital data and jeopardizing funding needed 
to continue long-term research. Sometimes these losses 
are not known for several years as successive voyages fail to 
locate these submerged instrument arrays. 

Most commercial insurers would quite reasonably 
refuse to underwrite such risky property exposures, and 
the asset value risk is too large for a small university in 
Tasmania to comfortably self-insure. Lack of risk fi nanc-
ing can cripple or discourage this research, as it does for 
many university activities where, while the probability of 
property loss is high, the value of the information gained 
is also signifi cant. For 20 years, the University of Tasma-
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nia has been able to conduct this and other cutting edge 
research while protecting university assets through the 
pooling of risk across a network of other Australian uni-
versities engaged in similar pursuits of teaching, learning, 
and research. Th is mutual risk pool, Unimutual, has suc-
cessfully provided specialist higher education protections 
for members following a model now familiar in Canada, 
the United Kingdom, and Australia. 

A Brief History of the Rise of Mutuals
Th e banding together of universities to 
better fi nance their unique sector risks 
is not unusual. However, many current 
mutuals and risk pools initially started in 
the government sector in response to a 
number of economic and industry condi-
tions. Some may recall the stagfl ation 
recessions of the 1980s, characterized 
by high interest rates, high commodity 
prices, soaring  unemployment, frequent 
bankruptcies, and shrinkage of global 
insurance capacity, a time not unlike 
our own today. At that time, the global 
economic crisis was strongly impacting 
commercial insurance markets, par-
ticularly the liability and professional 
indemnity markets. Many commercial 
insurers moved away from certain classes 
of business and sectors, including gov-
ernment, which was undergoing terrifi c 
fi nancial pressures from falling revenues, 
increasing operating costs due to infl a-
tion, taxation caps, and increases in frequency and severity 
of liability claims, judgements, and awards.

In logical response to increasing losses, insurance 
markets hardened. Many commercial insurers abandoned 
the government markets, fi nding them too risky. Th ose 
carriers willing to continue operating in the sector began 
to charge increasingly expensive premiums, forcing public 
entities to take less coverage, higher excesses, or seek alter-
native methods of fi nancing risk. 

In response to this situation, by the later half of the 
1980s, government managers, who were traditionally 
conservative and fi nanced their risk through the purchase 
of large quantities of insurance, suddenly found aff ordable 

commercial insurance unavailable or prohibitively expen-
sive, taxing already stretched budgets. Th ey began to ex-
plore alternative methods of risk fi nancing, allowing them 
to hold risk fi nancing funds longer and leveraging their 
ability to raise revenue through taxes, fees, or charges. 

Fortunately for the risk management profession, this 
created a new spectrum of opportunities as large public 
and private employers sought to shift to a greater reliance 
on self-funding of risk. Th e risk manager had suddenly 
found an enterprise-wide application for his or her skills. 

Th rough the development of the profes-
sion, risk managers were able to clearly 
assist their organizations in reducing 
losses and directly benefi ting from the 
improved management of their risks.  

The Rise of Mutuals in Higher 
Education—Around the World
At this time in the United States, risk 
professionals witnessed a signifi cant in-
crease in self-insurance activities amongst 
government organizations, including the 
university sector. In many cases, indi-
vidual states lobbied for legislation to cap 
government liability and provide greater 
comfort for this experiment in self-insur-
ing. Over time, the logic of self-insuring 
lower layers of loss and purchasing com-
mercial insurance for only catastrophe 
coverage became self-evident and, when 
combined with the guidance of a risk 
professional, proved to be a successful 

combination. Once moving to self-insurance models, few 
public entities returned to a heavy reliance on commercial 
insurance, even once the markets turned around and pre-
miums softened. Most are still self-insured today.

Th ings developed diff erently outside of the US. In the 
UK, Canadian, and Australian higher education markets, 
the responses were slightly diff erent as few institutions 
possessed adequate fi nancial resources to pursue a fully 
self-insured model or even to signifi cantly increase their 
retention levels. By the late 1980s, government entities in 
these countries also faced dramatically fewer aff ordable 
options for commercial insurance and greater barriers to 
taking the complete self-insurance route as followed in 
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the US. In response, many in the higher education sector 
began to explore the mutual approach to risk fi nancing 
through the formation of sector-specifi c mutuals. In some 
cases, the mutuals were simply buying groups, banding 
together to purchase commercial coverage with combined 
values. In other cases, discretionary mutuals were formed 
to spread extensive risks amongst multiple members. 
Examples of this mutual activity include: 

Th e Canadian Universities Reciprocal Insurance • 
Exchange (CURIE), established by a group of 
Canadian universities in 1987 to secure long-term, 
stable, and economical insurance in property and 
casualty lines in the hard market of the 1980s. 
CURIE has successfully grown over the years, 
and its members represent almost 700,000 higher 
education students from all Canadian provinces 
except Quebec. In its 22 years of existence, it has 
grown to be Canada’s largest higher education 
property and liability insurer.  
University Mutual Assurance Limited (UMAL) • 
was formed as a mutual organization in 1992, 
initially with four members. Its membership now 
stands at 55 UK higher education institutions. It 
is a dedicated higher education risk pool, owned 
and managed by member institutions and focused 
solely on serving members’ unique coverage needs. 
Unimutual was formed in 1989 and is now the • 
largest provider of risk protection in the Austra-
lian higher education sector. It has 17 university 
members and 16 non-university members, includ-
ing prominent Australian research centers and 
institutes. Unimutual leads the higher education 
sector in the fi nancing of the unique risks faced by 
universities conducting cutting edge research. 

Theories Supporting the Continuous Success of 
Mutuals in Higher Education
Pooling, captives, and mutuals have had a checkered 
experience over the past 30 years. While higher education 
institutions have stayed with mutuals, many other orga-
nizations initially formed or joined risk sharing arrange-
ments, only to depart once insurance markets improved 
and premiums softened. However, the higher education 
sector has shown these mutuals to be extremely resilient, 
experiencing growth in membership and fi nancial strength 

regardless of the swings of the insurance cycle. 
What are possible explanations for this growth in 

higher education mutual markets, even when faced with 
recently soft markets and competition among members 
for top students and research dollars? Th e following are 
four theories which may help to explain why these sources 
of alternative risk fi nancing have been so successful in the 
higher education sector.

Theory One: The Microeconomics of Higher Education
Using Australia as a representative sample for higher 
education funding, the prosperity of the general economy 
of the past 10 years—excluding the current crisis—has 
not been refl ected in the higher education sector. While 
the general global economy experienced unprecedented 
growth up until the current economic crisis, Australian 
higher education institutions have endured an ongoing 
reduction in government support. Since the 1980s, the 
sector has experienced a steady decrease in percentage of 
government funding. Previously, university tuition and 
institutional operating costs were 100 percent govern-
ment-funded; today, less than half of required university 
operating funds come from government support. From 
a once-free university education program, Australia has 
moved to a situation where students must fund much of 
their tuition. Universities which relied on complete gov-
ernment support are now seeking other areas of fi nancial 
support to meet over half of their annual operating costs, 
including student tuition or fees, corporate sponsorship, 
alumni donations, and the aggressive pursuit of research 
funding from public and private sources.

In this economic environment of shrinking govern-
ment support, insurance costs have become a signifi cant 
driver of university risk fi nancing decisions. Members 
often view the mutual as an effi  cient method to bundle 
property and liability exposures and market them to 
the global insurers, resulting in lower overall premiums. 
In such a microeconomic environment, university chief 
fi nancial offi  cers value stability and predictability of risk 
fi nancing costs over time almost as much as reductions in 
the actual premium cost. Mutuals are inherently successful 
in moderating the highs and lows of insurance costs over 
time, shielding members from the swings of the insurance 
cycle and making expenses far more predictable over the 
long-run.
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Theory Two: A “Genetic” Match Between 
Mutuals and Higher Education
Th is view holds that the long-term success of these mutu-
als is the result of an obvious match of cultures between 
mutuals and higher education. To the academic communi-
ty, mechanisms such as mutuals resonate with the “DNA” 
of universities, which have for over a thousand years 
promoted the mutual concepts of collegiality and shar-
ing of information, ideas, research, and even staff . On one 
hand, higher education institutions do fi ercely compete 
for the best students, research grants, and talent. However, 
this competition does not prohibit these 
institutions from sharing in the concept 
of mutuality; it is programmed into the 
DNA of higher education. 

Sharing information and knowledge 
is not regarded as giving up a competi-
tive advantage or assisting an adversary. 
Universities are hardwired from years of 
cooperative research to have a naturally 
strong attraction to pooling of resources, 
knowledge, skills, and expertise. Higher 
education institutions respond to work-
ing together and sharing in expenses via 
equipment loans and, sometimes, staff  
transfers. Sharing or pooling of resources 
is not done for personal gain or profi t but 
in the spirit of collegiality and increas-
ing wisdom. Higher education mutuals 
are similar in structure and operation, as 
they are non-profi ts dedicated to fur-
thering the objectives of the sector, as well as benefi ting 
individual members. In the above case study, the Univer-
sity of Tasmania has been sharing its risk of losing subsea 
instrument arrays amongst willing members of the mutual 
for 20 years. 

Theory Three: Development of a Value Adding 
Community of Colleagues
In this theory, universities recognize that the mutual 
model off ers a powerful distillation of sector-specifi c 
knowledge and experience, which can be tapped for the 
benefi t of all members. All mutuals listed above not only 
provide sector-tailored risk protections but also off er risk 
management programs relevant to their members’ needs. 

Risk management programs not only target sector-unique 
compliance needs, such as the use of genetically modifi ed 
organisms, but also create risk solutions which leverage 20 
years of cumulative knowledge of the sectors and a wealth 
of claims and underwriting experience. Th rough mutuals, 
many members have been able to share their own experi-
ences, learn lessons from losses at other institutions, and 
even conduct sector-specifi c research. At this time in Aus-
tralia, the members of Unimutual are examining the pos-
sibility of sharing loss data on student sport injuries with 
leading injury management researchers to develop loss 

control strategies to minimize such inju-
ries in the future. Th is sharing of univer-
sity-specifi c loss information provides for 
highly focused expert risk services aimed 
at signifi cant issues impacting members’ 
total cost of risk. Using the mutual, risk 
professionals can tap the academic com-
munity, view operating loss histories, 
and leverage their colleagues’ general risk 
experience. Professional societies, such 
as the University Risk Management and 
Insurance Association (URMIA) in the 
US and Australasian Universities Risk 
and Insurance Management Society 
(AURIMS) in Australia, provide similar 
opportunities for knowledge sharing 
and building of the profession of higher 
education risk management among their 
members.

Theory Four: Risk Coverage for
Emerging and Unpredictable Risks
Th e fi nal theory of why mutuals are so successful in the 
higher education sector relates back to the University 
of Tasmania’s lost marine instrument arrays, an emerg-
ing risk. Many higher education institutions are actively 
engaging in cutting edge research, including stem cells, 
nanotechnology, and quantum computing, which require 
expensive investments in equipment and have extremely 
uncertain outcomes. Loss of equipment in these examples 
can occur due to unconventional sources, such as launch-
ing into the upper atmosphere on scramjets, unpredict-
able chemical reactions, or equipment set adrift in hostile 
seas. In other words, the risks associated with cutting 
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edge research may not be clearly known or their impacts 
fully understood. Most higher education mutuals can 
off er discretionary protection to members, compensating 
members for losses which traditional insurance programs 
would exclude. 

Since promoting research is a major goal of universi-
ties, a mutual’s Board of Directors has the power to make 
discretionary payments to a member that experiences a 
singular or unique loss, allowing the institution to con-
tinue its research over time. Once the risks become better 
known, the mutual can easily modify protection wording 
to include emerging risks without waiting for the com-
mercial insurance market to respond. In 
mutuals, coverages are constantly being 
modifi ed and new products are intro-
duced to meet the needs of these emerg-
ing risks, allowing associated research to 
continue. 

Another recent example from Aus-
tralia regards a 2007 outbreak of equine 
infl uenza, which caused an estimated 
one billion dollars in losses to the horse 
racing industry alone. Horses were 
quarantined, races were cancelled, and all 
horse-related activities came to a sud-
den halt in an attempt to slow the spread 
of the disease. Members of Unimutual, 
many of whom trained students in vet-
erinary sciences and operated veterinary 
training clinics, were forced to shut down 
or board horses for months as restric-
tions on horse movement were introduced. Th is resulted 
in serious fi nancial losses for the members. Commercial 
insurance policies frequently exclude animal diseases 
and related business interruption costs. While others in 
the racing industry sought recovery assistance from the 
government through possible class action lawsuits, mutual 
members who suff ered fi nancial loses were able to as ask 
the mutual’s Board of Directors for special consideration 
for their losses. Often, the board granted those institu-
tions funds under the mutual’s discretionary powers, en-
suring individual members did not suff er a loss that would 
impact teaching and learning. 

Conclusion
In summary, higher education risk managers have wit-
nessed 20 years of successful growth and development 
of mutuals in the higher education sector in Australia, 
Canada, and the UK. Th is sustained contribution of risk 
fi nancing has aided higher education institutions in meet-
ing their research, teaching, and learning objectives. Th e 
mutuals described in this paper illustrate how, through 
a skillful combination of loss control, risk management, 
and specialized sector knowledge, universities can clearly 
benefi t from mutual networks. Collegiality and a desire to 
share resources and knowledge have successfully brought 

together universities for hundreds of 
years, allowing institutions to better 
meet their academic goals; for the past 
20 years, this same model of collegial-
ity has been put to use through mutual 
agreements to successfully help develop 
the fi nancial and operational sections of 
campuses around the world.
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over 25 years of experience in risk management and claims 
administration in the utility, government, and private sec-
tors in both Australia and the US. He has been an adjunct 
lecturer and facilitator in both undergraduate and post-
graduate programs at the University of New South Wales 
and University of Technology, Sydney and is active in the 
development of risk management education in Australia. 



Individual commitment to a group effort - 

that is what makes a team work, a company work,

 a society work, a civilization work. 

—VINCE LOMBARDI (1913–1970), PROFESSIONAL FOOTBALL COACH



One doesn’t discover new lands without consenting to lose 

sight of the shore for a very long time. 

—ANDRE GIDE (1869–1951), 

FRENCH AUTHOR AND WINNER OF THE NOBEL PRIZE IN LITERATURE 
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Abstract: Higher education institutions have a variety of 
settings where toxic chemical are used and exposures are 
possible. Science labs, art studios, machine shops, offi  ces, and 
residential settings all provide potential avenues by which 
toxic chemical exposures could occur. Where should a higher 
education risk manager turn for information on managing 
the risks from such a wide variety of chemicals? While gov-
ernment regulations would be a logical fi rst choice, risk man-
agers may fi nd it challenging to put these regulations to use 
in defi ning solutions. Th is article focuses 
on how the regulatory process itself adds to 
these challenges. It also discusses what some 
of the key challenges are when working 
with government regulations and specifi c 
ways higher education administrators and 
leaders can work to better understand and 
comply with these regulations.

Introduction
Our lives are full of risks of varying 
magnitudes, and new ones continually 
emerge. We are reminded daily through 
our personal concerns, the warnings of 
others, and the news to beware of such 
things as careless driving, alcohol con-
sumption, food borne illnesses, air pollu-
tion, asbestos, solar radiation, antibiotic 
resistance, and earthquakes. Th e list seems like it could be 
endless if we paid careful enough attention. 

Research has shown that most people are less afraid of 
risk that they believe they have some control over or from 
which they might benefi t.1 On the other hand, unfamiliar 
risks or risk imposed by others raise concerns even though 
their magnitude may be so small as to be immeasurable. 
Given these factors, it should be no surprise that we are a 
hyper-sensitive society to risks that we believe are outside 
our control or that we fear for lack of understanding. In 
this context, “hyper-sensitive” suggests that the reaction 
to a specifi c risk is out of proportion to the actual hazard 
presented by the concern.

A particular concern in this regard is the potential for 
exposure to “toxic chemicals” associated with many campus 
settings, such as science laboratories, art studios, and ma-
chine shops, as well as general offi  ce and residential areas. 
Th e risks associated with such exposures are often ambigu-
ous and controversial. 

When such concerns arise, many risk managers logi-
cally turn to government regulations for help in determin-
ing appropriate responses to potential exposure to these 

chemicals. Unfortunately, our experience 
is that these regulations present signifi -
cant challenges in identifying solutions to 
ease concerns. Many of these challenges 
arise simply because of the nature of the 
regulatory process itself. 

Th is paper will review some of the 
key challenges we have found when 
working with government regulations 
and provide suggestions about how to 
better understand and comply with toxic 
chemical regulations as part of a campus-
wide risk management program. 

Th e good news is that most campuses 
across the country have gained experi-
ence with these types of concerns and 
the relevant regulations, and, as such, 
they have made signifi cant progress in 

dealing with many of these issues. For example, campuses 
handle asbestos management, indoor air quality concerns, 
and questions about institutional oversight of laboratory 
chemicals much more routinely today than they did 25 
years ago. Many of the lessons learned in this evolution can 
be applied to address new concerns, such as Polychlorinat-
ed Biphenyls (PCB) in building materials, mold concerns, 
and nanoparticles as they emerge.

The Regulatory Challenge
Th e public in general is concerned with the health eff ects 
of hazardous chemicals. Th is concern takes the form of a 
low level anxiety that arises from ongoing news of medical 
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have proposed to apply the “precautionary principle” to 
these chemicals and discontinue use until they can be 
thoroughly investigated, this approach does not seem to be 
immediately feasible within the global economy.

Th is gap in scientifi c knowledge means that govern-
ment agencies must often react to public concern about a 
specifi c chemical with less information than they would 
like. Within this constraint, they must also create regu-
lations that are defi ned clearly enough to be enforced 
consistently across 50 states and thousands of facilities 
and processes. Th is often means creating defi nitions for 
common words that can create legally binding expectations 
while avoiding undue burden on companies and organiza-
tions using these materials. Th is balancing act has proven 
to be a signifi cant challenge.

The Jargon and Confl icting Regulations
One of the major challenges of working with government 
regulations concerning chemical hazards is that govern-
ment and scientifi c language come from two diff erent sets 
of technical jargon. Th e words include a mix of specifi c 
scientifi c and legal concepts that only partially correspond 
to each other, even when diff erent agencies are describ-
ing the same phenomenon. For example, the boundary 
between “fl ammable” and “non-fl ammable” liquids is set at a 
fl ashpoint of 100 degrees Fahrenheit by the Occupational 
Safety and Health Administration (OSHA) (1910.106(a)
(19)),3 while the Department of Transportation (DOT) 
uses 140 degrees Fahrenheit (49 CFR Parts 171 - 180).4

To further demonstrate this issue, OSHA has enacted 
specifi c regulatory standards for 27 carcinogens but recog-
nizes 191 others as potential carcinogens. Th e signifi cance 
of this distinction is that OSHA has not yet been able to 
complete the regulatory research described above in order 
to demonstrate the value of a regulation for these “poten-
tial” carcinogens. 

In addition, extra confusion is created because diff er-
ent government agencies may have an interest in diff erent 
segments of the life cycle of a chemical. An example of 
the practical eff ect of this challenge arises when a labora-
tory worker generates a normal amount of chemical waste 
in the laboratory, such as one liter of acetone. While the 
OSHA Laboratory Standard (29 CFR 1910.1450)5 covers 
the employee working with the solvent, a variety of other 
government regulations will apply to this laboratory waste. 

and scientifi c advances that detect chemicals with sig-
nifi cant health eff ects in the outside environment, at the 
workplace, and in everyday products. While the exposures 
that these chemicals present are ambiguous, any amount 
seems like too much to many people. Th is concern has 
led to pressure on regulators to identify specifi c levels of 
chemicals that require action. Such determinations require 
a signifi cant amount of environmental and toxicological 
information.

Unfortunately, the number of chemicals used in com-
merce is far higher than those for which adequate informa-
tion is available, and this number continues to rise more 
quickly than information about their toxicity. For example, 
only about 2,200 of 82,000 chemicals identifi ed by the 
Environmental Protection Agency (EPA) as being “in 
commerce” have been completely screened for their toxic-
ity.2 Expansion of such information is hampered by both 
technical and political reasons. 

Technical reasons include the length of time low level 
exposures require to cause enough disease to be detectable 
in epidemiological studies. Because research on human 
subjects is strictly regulated, data based on animal studies 
have to be speculatively extended for chemicals in cases 
where such results exist. Examples of the types of toxicity 
to be determined include whether a chemical is carcino-
genic, an irritant, a narcotic, a teratogen, or if it acts as a 
sensitizer. Such determinations can also help establish if 
it causes sterility and/or birth defects, if it can be excreted 
in human milk, if skin contact should be avoided, if is it 
harmful to breathe, and so on.

However, in order to write a useful regulation, regula-
tory agencies need to assess more than the toxicity of a 
chemical. In addition, allowable human exposure levels 
need to be established, technology needs to be developed to 
control or reduce exposures, possible substitutions have to 
be identifi ed, and, after all of this information is reviewed, 
a cost/benefi t analysis must be calculated to determine if 
the regulation will create a new social benefi t.

Th e political reality is that there is neither enough 
research money nor expertise available to submit all known 
chemicals to such an investigation in a timely way. Sim-
ply put, regulatory agencies must evaluate and regulate 
chemicals for which they have no data, very little data, or 
inconclusive data related to human risks available. While 
some groups, including the San Francisco City Council, 



 45URMIA Journal  2009

For example, the Laboratory Standard does not cover 
proper disposal of the chemical involved, which will be 
determined by the EPA’s RCRA regulations (40 CFR 
Parts 239 through 299)6 and states’ variants of these regu-
lations, which are likely to identify the leftover acetone as 
a “D001” hazardous waste. Additionally, a chemical waste 
disposal plan will need to address the DOT’s requirements 
for shipment of hazardous materials (49 CFR Parts 100-
185),7 which considers the acetone a Waste Flammable 
Liquid, UN1993. 

Further, the transport of threshold quantities of certain 
waste chemicals will result in coverage of these materials 
by Department of Homeland Security 
(DHS) requirements for security plans 
(6 CFR Part 27).8 Th e lab worker is then 
expected to consult DHS’ Chemical Fa-
cility Anti-Terrorism Standards (CFATS) 
table9 to determine if the liquid is listed in 
the standards’ Appendix A as a chemical 
of interest.

Combining all of these requirements 
with their varying jargon and expecta-
tions requires not only an understanding 
of the text of the appropriate regulations 
but also the enforcement policies of the 
relevant agencies and how these fac-
tors interact with one another. Only by 
understanding how these diff erent pieces 
interact can one develop an answer the 
question of what to do with chemical 
waste once he or she is fi nished with it.

Regulatory Stakeholders
How does this situation arise? Th e core of the problem is 
that laws and regulations are often developed in reaction 
to bad experiences in specifi c situations. Th ese laws and 
regulations are then meant to serve as general rules that 
apply broadly. Additionally, these general rules are legisla-
tive compromises implemented by regulatory agencies that 
are responding to many diff erent interest groups who have 
widely varying stakes in the outcome of the regulatory 
process.

Th ese interest groups represent not only chemical-pro-
ducing companies but also other groups who are concerned 
about the chemical’s production or release, including: 

Grassroots environmental groups that are con-• 
cerned about the health of the general ecosystem 
and changes in the environment that result from 
the release of a chemical; 
Victims of specifi c diseases that may or may not be • 
scientifi cally connected to certain toxins; and 
Th e regulators themselves, who have to balance • 
their interest in the public health, the economic im-
pacts of regulations, and their own need to be able 
to eff ectively enforce the regulations.

Another challenge is that stakeholder groups interested 
in the regulation and management of 
toxic chemicals are becoming increasingly 
international as economic globalization 
continues to grow. Th is has resulted 
in ongoing confusion associated with 
regulatory requirements for chemical 
safety information. One example of this 
confusion is the diff erent defi nitions 
OSHA and DOT have for fl ammability, 
as noted above.10 Th e United Nations 
Economic Commission for Europe has 
made an eff ort to address this challenge 
through the Globally Harmonized System 
of Classifi cation and Labelling of Chemicals 
(GHS).11 Th is system includes a variety 
of chemical risk statements and associ-
ated cautions that are recommended for 
the use of specifi c chemicals. 

Th e GHS approach is a signifi cant change to the gen-
eral approach to toxics regulation. Th e predecessor was the 
Chemical Right-to-Know regulations for employees and 
community members that were promulgated by OSHA 
and superseded by many states in the 1980s. In 2006, 
OSHA issued a notice of proposed rulemaking that began 
the implementation of the GHS within its regulatory 
framework. Past experience suggests that, while an update 
to the Right-to-Know regulations is badly needed, eff ec-
tive implementation of the GHS approach will be a long 
process—several years to a decade. 

The Impact of Politics 
For historical reasons, the various agencies that have toxic 
chemical regulatory authority have diff ering jurisdictions 
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and, thus, varying organizational structures and procedures 
for studying toxic substances. A few examples demonstrate 
how widely diff erent the reporting structures of these 
agencies can be:

Th e Food and Drug Administration (FDA), • 
formed in 1906, and the EPA, organized in 1970, 
are each headed by a single offi  cial. Th e EPA 
administrator’s cabinet-level position, however, 
is appointed by the president, subject to congres-
sional confi rmation. Th e FDA is a division of the 
Department of Health and Human Services; its 
administrator is appointed by the 
Secretary of the Department of 
Health and Human Services.
Th e United States Department • 
of Transportation is a federal 
Cabinet department that was es-
tablished by an act of Congress on 
October 15, 1966, and began op-
eration on April 1, 1967. It is the 
only one of the agencies discussed 
that is directly administered by a 
member of the President’s Cabi-
net, the United States Secretary of 
Transportation.
OSHA, also organized in 1970, is • 
part of the Department of Labor. 
Th e agency’s administrator, an 
assistant secretary of labor, is ap-
pointed by the president, subject 
to congressional confi rmation. 
Th e Consumer Product Safety Commission • 
(CPSC) is an independent agency of the United 
States government created in 1972. It has authority 
over fi ve statutes, including the Consumer Product 
Safety Act and the Federal Hazardous Substances 
Act. Th e CPSC is governed by fi ve commissioners 
appointed by the president, subject to congressio-
nal confi rmation. 

Th ese variations in reporting structures create diff erent 
levels of enforcement powers and result in very diff erent 
cultures within the agencies regarding acceptable levels of 
risk and the relative priority of the various stakeholders in 
how a regulation is enforced. 

At the same time, all of these agencies must abide by 
a variety of statutory laws and administrative orders that 
require them to consider the costs and benefi ts of any 
proposed regulations. Additionally, Congress can pass 
special legislation to preempt agency decisions. Th e most 
recent example of such an action occurred in 2001 when 
the adversarial Republican Congress voided OSHA’s ergo-
nomics standard. Th e standard, which had been initiated 
by a Republican administration and vetted for 10 years 
by the standard regulatory process, was repealed within 
fi ve months of enactment. While this is not specifi cally a 

chemical regulation, this sort of potential 
pressure explains why agencies are quite 
cautious in moving the regulatory process 
to a fi nal rule. 

Once the regulation has been enacted, 
the work of making a physical diff erence 
in the workplace and outside environment 
based on that regulation has just begun. 
Th e establishment of an acceptable degree 
of risk is typically debated between those 
at risk with their health and those at risk 
economically. Th ose at risk economi-
cally usually have a greater advantage in 
the negotiation process; they can invest 
fi nancial resources to build a case for their 
side of the issue. For example, stakehold-
ers at risk fi nancially can produce reports 
to illustrate how a regulation will aff ect 
their corporate bottom line based on cur-

rent economic data collected as part of doing business. On 
the other hand, those concerned about health risks all too 
often have only anecdotal evidence and speculative associa-
tions on which to base their arguments.

Further, once promulgated, regulations often continue 
to be criticized by “scientists, industry representatives, and 
public-interest groups.”12 Although simple rules and con-
sistent procedures would benefi t all, the history and nature 
of chemical regulations precludes such expectations. New 
approaches, however, are being encouraged.

New Approaches
In such a bewildering environment of words, stakehold-
ers, and competing agendas, what is a risk manager to do? 
Th e good news, as mentioned earlier, is that many people, 
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including regulators, are getting smarter about managing 
concerns about toxic chemicals. Th e EPA and OSHA are 
good examples of agencies that have begun to adopt a more 
holistic approach to chemical regulation.

One reason for this interest on the regulators’ part is 
that, while developing regulations for toxic chemicals is 
expensive, enforcing such regulations is even more expen-
sive. While Congress passed many chemical control laws 
and the EPA promulgated many regulations to implement 
these laws in the 1970s and 1980s, concerns about toxic 
chemicals continued to expand and diversify. In the 1990s, 
the EPA took a step back from regulatory activity and 
recognized that, while there were certain specifi c successes 
that arose from it, there were many more concerns that 
remained. Th is realization led to many within the agency 
advocating moving from a “command and 
control” strategy to a more fl exible “perfor-
mance-oriented” approach to controlling 
chemical exposures and spills.

Th e alternative strategy that has arisen 
from both the EPA and OSHA is a 
“management system” approach in which 
the institution views managing its toxic 
risks with a continuous improvement 
attitude. Th is means that the institution 
develops the internal capabilities to assess, 
prioritize, and control the risks associated 
with hazardous chemicals to balance physical, toxicity, and 
regulatory risks in a transparent way.

Th e management system approach focuses on the 
‘‘Plan, Do, Check, Act’’ management cycle. Th e ultimate 
goal of this management cycle is not to reach a specifi c 
goal but to continuously improve processes and systems. 
Th e EPA’s program, National Environmental Performance 
Track,13 is exploring this approach. Th e National Environ-
mental Performance Track recognizes and drives envi-
ronmental excellence by encouraging facilities with strong 
environmental records to go above and beyond their legal 
requirements. Currently, the program has more than 500 
members and welcomes all qualifying facilities.

OSHA has been promoting occupational safety 
management systems through its Voluntary Protection 
Program (VPP).14 Th e VPP was established in 1982 and 
had a slow start. After a decade, in 1993, only 100 organi-
zations had enrolled in this program. However, by 1996, as 

more organizations began to understand the value of the 
management system approach, this number had more than 
doubled to 250; by 2006, 2,000 organizations had joined.

Th e management system programs developed by regu-
latory agencies are so popular because they allow organiza-
tions to identify and prioritize health and safety concerns, 
including exposure to toxic chemicals, associated with their 
operations in ways that don’t necessarily correspond to the 
existing regulatory structure. While there is no relaxation 
of the compliance requirements, developing an eff ective 
management system plan to managing workplace hazards 
assures the agency that the employer is making a good 
faith eff ort to address health and safety concerns. OSHA’s 
research has shown that the resulting program is also more 
eff ective at lowering workplace injuries, illnesses, and fatali-

ties.15

Of interest to risk managers, programs 
such as the National Environmental 
Performance Track and VPP adopt a 
management approach that is similar 
to that of Enterprise Risk Management 
(ERM). Th ese programs help manag-
ers develop a strategic overview of the 
organization’s risks to develop a proactive, 
comprehensive program to prevent chemi-
cal exposures and resulting losses. Th us, 
understanding the newly developing regu-

latory regime for toxic chemicals may allow risk managers 
to identify opportunities to help guide the development 
of their institutions’ programs to proactively manage these 
risks.

Conclusion
Risk managers must understand the overall picture of 
chemical regulations and how to comply with those regula-
tions. An intimate understanding of chemical regulations 
can also help managers build a proactive risk manage-
ment strategy. To prevent potential chemical risks from 
becoming costly allegations or losses, risk managers should 
develop an integrated approach that prioritizes physi-
cal, regulatory, and perceptions of risks into an oversight 
program based on continuous improvement. OSHA’s VPP 
program and EPA’s interest in environmental management 
systems support this approach to the challenges of chemi-
cal risks.
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Understanding these regulations is also important 
when risk managers are part of the institution’s response to 
chemical concerns. As the history discussed above illus-
trates, institutional leaders and managers must understand 
and carefully use government regulations when discussing 
health hazards associated with specifi c chemical exposures. 
Otherwise, the regulations are as likely to create confusion 
and concern as they are to answer questions or identify 
solutions. 

With this in mind, one of the key roles of a risk man-
ager in discussing toxic chemicals and addressing exposure 
concerns on campus is to identify the various stakehold-
ers in a particular situation and get a clear sense of the 
interests of each one. Th is understanding will help the 
risk manager to fi nd common ground to build a manage-
ment agreement that works to address the needs of all key 
stakeholders. With the EPA and OSHA taking strides 
to support this eff ort, fi nding common ground should be 
easier to achieve.
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was a comprehensive list of items that are prohibited from 
dormitory rooms.  

Implementing the Program
Th e H&S Inspection Program was initiated in the 2006 

academic year, and the Offi  ce of Risk 
Management has been responsible for 
the program since its inception. Inspec-
tions are performed by a team of health 
and safety inspectors, who enter every 
one of the 3,500 residential rooms across 
campus four times a year. Th e following 
have caused the inspection process to 
further evolve over time:
     •  Standardization and consistency of  
         the inspection process
     •  Standardization of reporting   
         procedures
     •  Recognition of the enforcement  
         of established regulations and  
         guidelines
     •  Overall decrease in the number of  
         health and safety violations

Th e H&S Inspection Program was 
designed to reduce the potential of fi res 
in the residence halls. Th e program 

utilizes an inspection team of three full-time health and 
safety inspectors and one supervisor. Th ey inspect the 
students’ dormitory rooms for compliance with university 
health and safety policies. 

Th e health and safety inspectors use handheld com-
puters and printers to make note of all violations, con-
fi scating prohibited items. As a result of the automation 
of the inspection process, the university can now collect 
standardized data regarding fi re and health hazards and 
emergency maintenance issues. To the extent that resi-
dents are present, it also provides the health and safety 
inspectors with an opportunity to talk with the students 
about the use of fi re extinguishers and safety in general. 

Abstract: Th is article details a program developed by Th e 
George Washington University to help develop, measure, 
and maintain a safe environment for its students. Th e 
Offi  ce of Risk Management developed this health and 
safety inspection program, which is aimed at monitoring, 
tracking, and minimizing health and 
safety risks in the university’s dormitories. 
Th e article describes the development of 
the program from the risk identifi cation 
phase to implementation of the program 
and provides detailed resources, forms, 
communication tools, and sample 
documents for other universities 
considering the implementation of similar 
programs. 

Introduction 
Th e George Washington University 
(GW) is committed to the highest stan-
dard of excellence, including the provi-
sion of a safe environment to enable our 
students to achieve academic and extra-
curricular success. To better meet this 
standard of excellence, GW’s Offi  ce of 
Risk Management developed the Health 
& Safety (H&S) Inspection Program, a 
key program aimed at helping the univer-
sity achieve a safe environment. 

Background
During the 2005 academic year, a cross-functional task 
force was convened with representatives from the offi  ces 
of general counsel, student aff airs, facilities manage-
ment, student housing, and risk management to develop 
a comprehensive fi re and life safety inspection program. 
Th e Offi  ce of Risk Management led this task force in the 
development of the H&S Inspection Program. Partici-
pants on the task force focused on the need for greater 
safety awareness and communication among departments 
involved. A key element of the H&S Inspection Program 
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to one’s individual needs is not diffi  cult. Users input com-
mon Windows commands to shape the program to fi t 
their needs. 

An example of the software’s adaptability is its tailor-
ing for chemical lab inspections. Th e Chemical Labora-
tory Inspection Program (CLIP) was developed within 
the Offi  ce of Risk Management. Th e objective of CLIP is 
to reduce the number of safety concerns that are pres-

ent in laboratories (see Appendix C for 
the CLIP lab checklist). Th e laboratory 
safety inspections are in compliance 
with the university’s Chemical Hygiene 
Plan and Hazardous Materials Manage-
ment Plan. Main topic areas, which are 
compiled in the CLIP Checklist, include 
the following: general work environment, 
chemical storage, emergency planning, 
required information/postings, personal 
protective equipment, electrical hazards, 
fl ammable liquids, compressed gasses, 
waste disposal, ventilation/fume hoods, 
security, and training/awareness. 

Th ese criteria are based on commonly 
cited Environmental Protection Agency 
(EPA) regulations, Occupational Safety 
and Health Administration (OSHA) 
regulations, and the District of Colum-
bia Fire Code. Risk management staff  
members conduct the inspections, and 
the fi ndings are identifi ed by comparing 
operations against the standards con-
tained in the CLIP Checklist.  

Risk management staff  inspect a 
total of 62 university laboratories and 

associated storage areas each semester as part of the CLIP. 
Inspectors review the lab procedures and storage practices 
and, if faculty and staff  are present, interview them to 
obtain greater detail on laboratory activity and to evalu-
ate their laboratory safety knowledge. Th e Offi  ce of Risk 
Management monitors the trends to measure what needs 
to be reinforced during training and to identify the infor-
mation needs of laboratory staff .

Th e inspection process also enables the enforcement of 
other university policies, such as the Residential Commu-
nity Conduct Guidelines (RCCG), the Student Code of 
Conduct, and the Housing License Agreement. 

Health & Safety Inspection Program Procedures
Changes to technology have also helped the program’s 
procedures to evolve. Since the program’s inception, the 
process has evolved from fi lling out and 
leaving paper forms to producing and 
leaving printed forms—created with the 
mobility devices previously mentioned 
(see Appendix A). Inspection data is 
now retained in a violations database 
that authorized university departments 
can easily view and update. Additionally, 
facilities management is studying the 
possible integration of its task manage-
ment software with the current health 
and safety inspection software. Integra-
tion of these two systems holds the 
potential to expedite the remediation of 
violations and increase the eff ectiveness 
of communication. 

Software Technology Utilized for 
Various Tasks
At the onset of the process, the program 
utilized an off -the-shelf software to 
develop a platform meeting the mobility, 
printing, and data management needs. 
Th e software was chosen for its fl exibility 
and low initial costs. Over time, as the 
university learned more about the needs 
of the program and the data management process, risk 
management developed an internal database system utiliz-
ing the versatility of the Microsoft Offi  ce program suite, 
specifi cally MS Access. Th is software is adaptable, and the 
output data can be easily manipulated to be compatible 
with other commonly used applications, such as Oracle, 
Sequel, Windows, and Linux. Th e solutions utilized for 
the program can be employed for other uses. Th e tracking 
and management software, for example, may be used for 
maintenance and inventory solutions (see Appendix B for 
screenshots of the software in use). Tailoring the software 
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Cost of Implementation and the 
End Result of the Program
Since the George Washington University’s H&S Inspec-
tion Program was developed internally, the university was 
able to limit design costs to a minimum. In the past two 
academic years, the Offi  ce of Risk Management has hired 
four full-time H&S inspectors. Th e addition of full-time 
staff  and the frequency of the health and safety inspec-
tions also compensate for the reduction of live-in staff  
members employed by the Housing Department. 

Softer benefi ts include increased life safety compli-
ance and awareness. Th is leads to a reduction in exposure, 
including regulatory, liability, and property loss. Th rough 
analysis of the data produced by the inspections, we 
believe that this process has improved the campus living 
environment. From the outset, we have observed an overall 
decrease in the total number of violations recorded. Th is 
includes a distinct reduction in the quantity of violations 
attributed to prohibited items. Th e statistics indicate a 
downward trend of violations from the initiation to the 
conclusion of each academic year with a peak reoccurrence 
of violations following the summer break period. Mov-
ing forward, we anticipate these trends will continue. Th e 
ebb and fl ow of recordable violations appears to naturally 
fl uctuate with the departure and return of the student 
population for breaks and academic term completion.

Th e article appendices display several graphs and im-
ages of the data that the inspectors collect, the hardware 
used in data collection, and the safety awareness posters 
posted around public viewing areas in every residential 
hall and university-owned building (see Appendices D, E, 
and F).

Conclusion
Th e H&S Inspection Program, implemented by the Offi  ce 
of Risk Management in the university’s residence halls, 
has resulted in a safer environment. Other universities 
may fi nd a similar H&S Inspection Program for their 
residence halls to be benefi cial as well. Th e transparency 
inherent in the program serves as a checks-and-balances 
system for the multitude of departments involved in the 
maintenance and upkeep of residence halls. Additionally, 
the program makes complaint tracking, inventory control, 
and records management quick and eff ective. Th e H&S 
Inspection Program at GW is an excellent example of how 

to maximize effi  ciency while minimizing risk exposures, 
and we hope that other universities fi nd the information 
in this paper useful in developing similar programs.
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APPENDIX A: INSPECTION RECEIPTS
Figure A-1: Passed Inspection Receipt Figure A-2: Failed Inspection Receipt

APPENDICES: Copies, Samples, and Examples of Material Used in the 
George Washington University Health and Safety Inspection Program
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APPENDIX B: SOFTWARE SCREENSHOTS
Figure B-1: Accessing the H&S Inspection Program Database

Figure B-2: Database Table Displaying the Data Collected During Inspections
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Chemical Laboratory Inspection Program Checklist
S = Satisfactory, U = Unsatisfactory, N = Not Applicable

APPENDIX C: The George Washington University Chemical Laboratory Inspection Program Checklist

Building: Room #: Dept.:

PI/Supervisor: Phone #:

Inspected by: Date:

A. GENERAL WORK ENVIRONMENT

1. Work areas illuminated S U N

2. No food allowed S U N

3. Storage of combustible materials minimized S U N

4. Trash removed promptly S U N

5. Aisles and passageways kept clear S U N

6. Wet surfaces covered with non-slip material S U N

7. Heavy items stored on lower shelves S U N

8. Means available to reach items stored above 

shoulder level

S U N

9. Storage at least 18 inches below sprinkler 

head (in sprinklered spaces)

S U N

10. Storage at least 24 inches below ceiling (in 

non-sprinklered spaces)

S U N

Exits

11. Illuminated signs working S U N

12. Paths free from obstruction S U N

13. Alternate exits available S U N

14. Fire doors not blocked or wedged open S U N

15. Emergency exit doors not locked or blocked S U N

B. EMERGENCY PLANNING

Facilities

1. Fire extinguisher mounted S U N

2. Fire extinguisher unobstructed S U N

3. Fire extinguisher fully charged S U N

4. Fire extinguisher tamper indicator in place S U N

5. Eyewash and safety showers available in 

close proximity and unobstructed

S U N

6. Fire alarm pull stations unobstructed S U N

7. Emergency lights functional S U N

Inspections

8. Fire extinguisher inspected annually S U N

9. Eyewash and safety shower inspected S U N

Procedures

10. Spill control materials available and 

adequate to cover anticipated spills

S U N

C. REQUIRED INFORMATION/POSTINGS

Information

1. Material Safety Data Sheets and chemical 

inventories complete and readily accessible

S U N

2. Written Chemical Hygiene Plan and 

Emergency Action Plan is available

S U N

Postings

3. Lab Hazard Information Forms  accurate 

and current

S U N

4. Building Evacuation Routes posted S U N

5. Ice making machines posted “Not for 

Human Consumption”

S U N

D. PERSONAL PROTECTIVE EQUIPMENT

1. Eye and face protection available where 

needed 

S U N

2. Goggles and face shields for corrosives S U N

3. Industrial safety glasses for fl ying particles S U N

4. Areas requiring the use of eye protection 

posted

S U N

5. Open toe shoes prohibited in areas where 

corrosives are used

S U N

E. ELECTRICAL HAZARDS

1. Flexible cords in good condition S U N

2. Cover plate in place for outlets and switches S U N

3. Circuit breaker panels unobstructed S U N

4. Machine/instrument access panels in place S U N

5. No exposed electrical conductors (50 volts 

or more)

S U N

6. Multiplug adapters have overload protection S U N

7. No extension cords used S U N

8. Ground fault circuit interrupters (GFCI) used 

for wet/exterior use

S U N
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Chemical Laboratory Inspection Program Checklist (continued)
S = Satisfactory, U = Unsatisfactory, N = Not Applicable

F. CHEMICAL STORAGE

Facilities

1. Shelving adequate for loads imposed S U N

2. Refrigeration units for chemical storage 

labeled “No Food” 

S U N

3. Refrigeration units for food labeled “Food 

Only” 

S U N

4. Chemical storage cabinets properly labeled S U N

Containers

5. Containers clearly labeled with chemical 

name(s)

S U N

6. Containers kept closed except during 

transfers

S U N

7. Storage strictly limited in actively used fume 

hoods 

S U N

8. Containers compatible with the chemical S U N

Procedures

9. Chemicals segregated to avoid 

incompatibilities 

S U N

10. Large/heavy containers stored on lower 

shelves 

S U N

11. Corrosives not stored above eye level S U N

12. Storage quantities minimized S U N

13. Secondary containment used during 

transport and storage of chemicals

S U N

14. Materials with shelf lives dated or if they 

appear dated are disposed

S U N

G. FLAMMABLE LIQUIDS

1. Used in fume hood or well-ventilated area S U N

2. Stored in fl ammable liquid storage cabinet 

for more than 10 gallons per room

S U N

3. Refrigeration units approved for fl ammables 

storage

S U N

4. Flammables separated from strong oxidizers S U N

5. Class ABC or BC fi re extinguisher available S U N

6. Flammable liquids not stored near hot plates 

or other ignition sources

S U N

H. COMPRESSED GASES

1. Used in well ventilated area S U N

2. Toxic, fl ammable, corrosive gases used in 

fume hood

S U N

3. Storage quantities minimized S U N

4. Secured from tipping S U N

5. Regulators compatible with gas cylinder S U N

6. Cylinder carts used for transport S U N

7. Protective valve caps in place S U N

8. Empty or unused gas cylinders promptly 

returned to supplier 

S U N

I. WASTE DISPOSAL

1. Containers kept sealed except during 

transfer

S U N

2. Containers labeled with the words “Hazard-

ous Waste” and accumulation start date

S U N

3. Constituents of the waste described on the 

container label

S U N

4. Empty containers that contained acutely 

hazardous chemicals are treated as hazardous 

waste

S U N

5. Storage limited to <1 quart of acutely 

hazardous waste

S U N

6. Containers compatible with waste S U N

7. Separate disposal containers available for 

broken glass

S U N

8. Biohazardous waste red-bagged; sharps 

containers utilized 

S U N

J. VENTILATION/FUME HOODS

1. Each chemical fume hood has been 

surveyed

S U N

2. Fume hood vents (baffl es) unobstructed S U N

3. Fume hoods used with sash in appropriate 

position

S U N

4. Chemical storage strictly limited in actively 

used hoods

S U N
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Chemical Laboratory Inspection Program 
Checklist (continued)

S = Satisfactory, U = Unsatisfactory, N = Not Applicable

K. SECURITY

1. Doors to the lab operate, close, and lock 

properly

S U N

2. Windows operate, close, and lock properly S U N

3. Alarm systems are operating properly S U N

4. Keys and access cards are kept in a secure 

area, out of sight

S U N

L. TRAINING/AWARENESS

Training

1. Workers have attended Laboratory Safety and 

Emergency Action Plan Training

S U N

2. Workers have attended a lab-specifi c 

orientation 

S U N

Awareness: Do laboratory workers know...

3. What to do in the event of an emergency, 

such as fi re or injury, including evacuation 

routes 

S U N

4. How to clean up chemical spills S U N

5. The location/contents of the Chemical 

Hygiene Plan

S U N

6. The Chemical Hygiene Offi cer and Safety 

Manager for the department

S U N

7. What an MSDS is and where to fi nd them and 

other safety information

S U N

8. What type of personal protective equipment 

to use and when to use it

S U N

9. What to do with chemical waste S U N

10. What are the most hazardous materials you 

use and what precautions to take

S U N

11. Where and how to use emergency 

equipment, such as safety showers and 

eyewash stations

S U N

12. To question unfamiliar visitors in the lab S U N

13. If anyone in the laboratory is conducting 

unauthorized research activities 

S U N

14. To report unusual or suspicious conditions 

and security incidents to UPD

S U N

APPENDIX D: Equipment Used in the 
Health and Safety Inspection Program

Figure D-1: Handheld Device

Figure D-2: Portable Printer
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APPENDIX E: Sample Graphs from Collected Inspection Data 

Figure E-1: Number of Violations per Semester by Responsible Party

Figure E-2: Number of Confi scated Items per Semester
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Figure E-3: Number of Confi scated Halogen Lamps per Semester
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APPENDIX F: H&S Inspection Program Safety Awareness Publications
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The principle is competing against yourself. 

It’s about self-improvement, about being better 

than you were the day before.

—STEVE YOUNG (1961– ), PROFESSIONAL FOOTBALL PLAYER



Many hands make light work.

—JOHN HEYWOOD (1497–1580), ENGLISH PLAYWRIGHT AND POET
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Abstract: Since the tragedy of the shooting that took place at 
Virginia Tech in 2007, colleges and universities across the 
country have experienced a massive push to identify trou-
bling behavior earlier and proactively prevent such tragedies 
from taking place in the future. However, what is the best 
method of identifying potentially harmful 
behavior, communicating that behavior to 
the right people, and, when needed, acting 
to prevent harm to others? Th is article 
focuses on how Behavioral Intervention 
Teams can help empower cultures of report-
ing on campus, ensure information about 
potential threats gets to the right people in 
an eff ective manner, and assist campuses 
in acting to protect students, faculty, and 
staff . Th e article also outlines the 12 best 
practices for behavioral intervention teams.

Introduction 
Th e post-Virginia Tech era shows a 
dramatic shift to proactive prevention 
of dangerous or potentially harmful 
behavior in institutions of higher educa-
tion as the majority of campuses move to 
implement or update behavioral interven-
tion team practices. Th is is a gratifying 
trend to those of us who pushed strongly back against the 
text message system hysteria following the Virginia Tech 
shootings and the classroom door lock hysteria of the 
period after the Northern Illinois University shootings. 
While reactive measures do have worth, the job of higher 
education leaders and risk managers is to focus also on 
proactive prevention of such events.  

Why is behavioral intervention the right approach? We 
know from the research that most perpetrators of school 
violence do not emerge from the ether with surprise at-
tacks no one saw coming. Instead, it is quite the opposite. 
Th ey give clues. Th ey cause concern amongst friends, col-
leagues, and even online acquaintances. Th ey make people 
uncomfortable. Th ese clues, signs, and concerns are the 

best chances to head off  violence before it occurs. If we can 
empower cultures of reporting on our campuses, friends, 
colleagues, family members, professors, sorority sisters, 
roommates, and resident assistants (RA) can share what 
they know. However, they need to know who to tell. For 

that, they need a behavioral intervention 
team (BIT). Th ey need to know what to 
report. For that, they need a BIT. Th e 
information must be centralized to break 
down the information silos in which 
members of our communities have pieces 
of the puzzle, but no one team or group 
gets to see the whole picture. For that, 
they need a BIT. Once the information is 
assimilated, a caring and eff ective inter-
vention must be orchestrated. For that, 
they need a BIT.  

Hundreds of intervention teams 
have been created across the United 
States since April of 2007. Th e question 
to ask is whether your team is just an 
informal administrative comparing of 
notes about concerning behaviors, or is 
it a formalized BIT operating according 
to policies, procedures, and protocols 
that refl ect the best practices that are 

evolving in our fi eld? Th at question represents the heart 
of this article. First, though, another essential point must 
be made. Regardless of what form an intervention team 
takes, members of the BIT should be well-trained so that 
they know for what behavioral indicators they are looking. 
NCHERM’s 2008 white paper1 focused on the need to 
make sure teams are cognizant of the research on patterns 
of violence. Since then, it has become apparent that, while 
that cognizance is important, stereotypes of violence are 
dominating our public conversations. Th e CNN Spe-
cial on campus violence was called “Campus Rage.”2 We 
have replaced “going postal” as a catch phrase with the 
campus version, “active shooter.” Th at terminology begs 
the question: is there such a thing as a passive shooter? 
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To eff ectively protect our higher education institutions 
and communities, this article will move past the hype and 
dispel the myth of the “active shooter.” 

Who should be included in a BIT? If a team is stu-
dent-focused, it is often comprised of a dean of students 
or other student aff airs administrator, who usually serves 
as Chair. Additionally, the team may include administra-
tors from housing and residential life if the campus is resi-
dential. It may also include a counseling center director or 
other counselor or mental health professional. Th e same 
is true if there is a health center. Th e Director of Disabil-
ity Services is a common choice, as is a director or other 
representative from campus law enforce-
ment. When the team also includes staff  
in its scope, it is common to add a human 
resources representative.

The Myth of the Active Shooter
What mental picture comes into your 
mind’s eye when you hear the term, “ac-
tive shooter?” What do you see? Describe 
him or her. What is he or she doing? 
What does he or she look like? 

If your mental image was an angry 
man dressed in black, you have bought 
the media-driven stereotyping. What is 
worse, if you imagined an Asian-Amer-
ican, the actual images of the Virginia 
Tech shootings have created a stereotype 
of their own. What else did you see? Was 
he sweating, out-of-control, and about to snap? Was he 
actively shooting in your mental image? Was he enjoying 
it? What was the expression on his face? Was it vengeance? 
Was it rage?   

Becoming a Student of Aggression
To understand attributes and characteristics of the active 
shooter, you need to become a student of aggression. Ac-
cording to John Byrnes, the President of the Center for 
Aggression Management, there are two types of aggres-
sors: the Primal Aggressor and the Cognitive Aggressor.3 
Th e Primal Aggressor comes home to fi nd his or her 
partner in bed with someone else and just snaps. Anger, 
rage, and humiliation feed his or her aggression. Th is is 
the stereotype of the active shooter, and it is accurate if an 

active shooter is a Primal Aggressor. Th e problem is that 
school shooters are almost never Primal Aggressors. Th ey 
are Cognitive Aggressors. Cognitive Aggressors plan their 
aggression and methodically execute it. At the highest 
levels of Cognitive Aggression, the point where a school 
shooting is possible, the aggressor is willing to give up his 
life for his cause. According to Byrnes, this aggressor expe-
riences a profound disconnection from his own well-being. 
His body loses animation. His face loses expression. In 
fact, the “active shooter” is not outwardly angry at all.  

Our behavioral intervention teams need to assess 
threat accurately. If they are looking for the angry aggres-

sor who is about to explode, they will 
be playing to profi ling, not to the clear 
research that is available. Behavioral 
intervention teams must have a better 
understanding of aggression to accurately 
assess threat.4 

The Evolution of Behavioral Inter-
vention
First Generation Intervention Teams
As behavioral intervention teams evolve 
and become more sophisticated, what 
best practices are evolving and what fu-
ture transformations are on the horizon?

Campus assessment, response, and 
evaluation (CARE) teams and behavioral 
intervention functions existed on college 
campuses before Virginia Tech, but their 

nature, composition, and function are changing dramati-
cally as campuses adjust to new complexities of student 
mental illness and increasing violence. Revised models 
have evolved as a direct response to the Governor’s Panel 
Report on the Virginia Tech shootings and other national 
panel and internal review recommendations.  

First generation teams—those that existed before Vir-
ginia Tech—generally had some commonality. Th ey were 
often informal, and their scope and function was narrow. 
We refer to them as the “Resolve Carpet Cleaner” model. 
Are you familiar with this miraculous substance? Th e 
authors have four children under age fi ve between them, 
so we are intimately familiar with and grateful for Resolve. 
Spray it on anything your kids leave behind, and seconds 
later, the stain is gone from your carpet. Similarly, fi rst 
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generation teams were spot problem solvers. If they had a 
problem, they sprayed on an intervention and then moved 
on to the next stain. Rarely did they have the capacity for 
longitudinal tracking of student behaviors over time. Th ey 
also lacked the ability to track and view trends in behav-
ior, both individually and collectively. Th is short-term, 
problem solving focus proved to be a fatal fl aw—quite 
literally—in fi rst generation team design.  

Second Generation Behavioral Intervention Team 
Best Practices
Many distinguishing characteristics set second genera-
tion models apart from prior intervention models, but the 
most salient are 12 key elements, listed briefl y below and 
then expanded upon in the remainder of this article:

Second generation behavioral intervention teams use 1. 
formalized protocols of explicit engagement tech-
niques and strategies. 
Second generation behavioral intervention teams see 2. 
their role as nominally to address threat and primarily 
to support and provide resources to students. 
Second generation behavioral intervention teams 3. 
utilize mandated psychological assessment.
Second generation behavioral intervention teams have 4. 
the authority to invoke involuntary medical/psycho-
logical withdrawal policies.
Second generation behavioral intervention teams 5. 
are undergirded by sophisticated threat assessment 
capacity, beyond law enforcement and psychological 
assessment tools.
Second generation behavioral intervention teams use 6. 
risk rubrics to classify threats.
Second generation behavioral intervention teams 7. 
foster a comprehensive reporting culture within the 
institution.
Second generation behavioral intervention teams train 8. 
and educate the community on what to report and 
how.
Second generation behavioral intervention teams 9. 
are technologically advanced and are supported by 
comprehensive databases that allow the team to have 
a longitudinal view of a student’s behavior patterns 
and trends. 
Second generation behavioral intervention teams 10. 
focus not only on student-based risks but on faculty 

and staff  as well.
Second generation behavioral intervention teams 11. 
intentionally integrate with campus risk management 
programs and risk mitigation strategies. 
Second generation behavioral intervention teams have 12. 
a mechanism for “minding the gap.”

#1. Second generation behavioral intervention 
teams use formalized protocols of  explicit engage-
ment techniques and strategies.
When we discuss the informal nature of fi rst gen-
eration teams, we don’t only mean that they met ad 
hoc, bringing the interested parties for each case to 
the table as needed. Th e informal organization of 
these teams also meant that interventions were not 
performed using a consistent set of standards. By con-
trast, second generation teams have fi xed membership, 
regular meeting times, and standardized procedures. 

Th e high expectations that are particular to safety 
and security on campus have highlighted the impor-
tance of using formalized protocols and procedures. 
When a factory or other workplace experiences a 
shooting, does anyone convene a Governor’s Panel to 
investigate? Does the President of the United States 
command a report of what went wrong or how it 
could have been prevented? When the same kind of 
violence touches a college campus or any school, the 
president, the governor, the state legislature, and law 
enforcement investigators all demand answers. Th ey 
ask, how could campus administrators let this hap-
pen? Higher education is held to a higher standard 
because the societal expectation is that colleges are 
relatively immune from violence. When it impacts us, 
we have to answer to everyone and their aunt. Th us, 
second generation teams have seen the benefi t of clear 
operating protocols. When the Governor’s Panel asks 
why we did what we did, we can point to established 
policies and answer that we did what we did because 
this is what we always do when faced with a threat of 
this nature. Second generation teams are consistent, 
use research and data-driven measures of risk, treat all 
similarly-situated students similarly and with fairness, 
and are comprehensive in their engagement. While 
teams cannot prevent every act, second generation 
teams are much more than carpet cleaner.
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#2. Second generation behavioral intervention 
teams see their role as nominally to address threat 
and primarily to support and provide resources to 
students.
One of the challenges of introducing a behavioral 
intervention team to your community is that you need 
to market it successfully and create eff ective buy-in. 
Including “threat” in the name of your team, such as 
Th reat Assessment Team (TAT) or Th reat Assess-
ment Group (TAG), is not going to help. Although 
this is what the Virginia Tech Governor’s Panel sug-
gested, it is not a best practice in our view. Members 
of our communities are sensitive to 
how these teams will function, and 
we convey through a team’s name, 
in part, what the intended goals of 
the team are. Naming your team a 
TAT or TAG tells members of your 
community that the subjects of your 
team’s caseload are threats. Members 
of our communities are willing to 
sacrifi ce some autonomy for greater 
security, but they aren’t willing to 
submit to a Big Brother who expels 
every suicidal student. Using “threat” 
in a team’s name conveys the wrong 
message about who is being pro-
tected, from whom, and how. It tells 
the members of your community to 
report threats, rather than the concerning behaviors 
that may give you the chance to get out ahead of the 
threat. Choose a name that conveys that your team is 
about supportive and caring intervention. Examples 
of names that convey a more appropriate tone include 
campus assessment, response, and evaluation (CARE) 
teams, students of concern (SOC), and behavioral 
intervention teams (BIT). Ultimately, teams will have 
to address some threats, but they will be rare. More 
often, the team will be engaged in the early interven-
tion and support that prevents a behavioral concern 
from rising to the level of a threat or crisis.

#3. Second generation behavioral intervention 
teams utilize mandated psychological assessment.
Th is one is a non-negotiable best practice. Your team 

will have one arm tied behind its back if you refuse 
to mandate students to be assessed for their potential 
for self-harm. Assessment is not an end in itself, but it 
can point the way toward a more successful interven-
tion. It can also encourage a student into a long-term 
and potentially life-saving therapeutic relationship.  
Legally, teams are entitled to mandate assessment 
where there are reasonable grounds to believe a 
student may be a threat of harm to themselves or 
others. Some might argue that assessment is a form of 
counseling and that it is unethical to mandate coun-
seling. However, mandating assessment is an ethical 

counseling practice, and, while individual 
counselors have the right to determine 
whether their professional ethics prevent 
them for evaluating “coerced” clients who 
are under a mandate, that does not mean 
your team has to abandon the practice of 
imposing this mandate when necessary. 
If you do not have a campus counseling 
center, create a contract with an outside 
provider or agency who feels comfort-
able with this practice. If your campus 
counseling center refuses mandated as-
sessments, again you can look to outside 
providers, or you can hire new staff  as 
there is turnover in the counseling center 
who indicate a willingness to engage in 
this practice even if your current counsel-

ing staff  is not.  
Sometimes, even if your campus counselors are 

willing to accept mandates, your counseling center 
director may block the practice by center policy. 
Work with your center director to learn what his or 
her specifi c objections are and whether compromise 
is possible. Having your center’s director on your 
team may allow that individual better insight into 
the team’s mission, purpose, and challenges. With the 
counseling center director as a team ally or, better still, 
a team member, you might be able to more eff ectively 
problem solve by getting to the root of the issue. For 
instance, perhaps the center staff  feels inundated by 
mandated assessments. Evaluations usually take no 
more than a session or two, but many teams mandate 
four sessions, emulating the University of Illinois, 
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Urbana-Champaign model. Perhaps your director 
disagrees with this model or just wasn’t consulted 
about implementation of it. You may need to build 
some bridges. Most often, counseling center direc-
tors tell us that, if they are going to accept mandated 
assessments, they need expanded staff  to handle the 
caseload those assessments will bring. If your team 
can eff ectively advocate for expanded capacity on 
behalf of the counseling center, the counseling center 
may become a more willing participant in mandated 
assessment.  

Regardless of whether the assessor is internal 
or external, there are some important decisions to 
be made by the team. Who will choose the assessor? 
Will it be your team or the student? If your team will 
decide, it needs to identify who will conduct the as-
sessment. Will it be a social worker? A psychologist? 
A psychiatrist? You need to choose a provider you 
trust and in whose diagnostic capabilities you have 
faith. Who will pay for the sessions? How soon must 
the evaluation be completed? Will the student be on 
interim suspension pending the results of the evalu-
ation? Will you require the student to permit you to 
communicate with the provider to gain access to the 
fi ndings of the evaluation? What consequences will 
you impose if the student fails to grant this permis-
sion to your team? What will you do if the student 
fails to complete the evaluation in time or does not 
participate in good faith in the assessment? All of this 
should be clearly spelled out in a policy that enables 
the team to mandate assessment and in a protocol 
that spells out how.  

#4. Second generation behavioral intervention 
teams have the authority invoke involuntary medi-
cal/psychological withdrawal policies.
Although this policy should only be invoked in the 
most extreme and rare cases, you will need it in place 
as a point of leverage and as the ultimate last resort 
for those rare times that a last resort is the only op-
tion. Th ere are going to be times when it is best for 
your college or university and for the student to be 
separated for some period of time. Usually, you can 
help this process go more smoothly by encourag-
ing the student to voluntarily withdraw. Often, you 

can work with parents and community resources to 
facilitate this transition. Some students may need 
assistance with refunds, class withdrawals, or grades 
to make it easier for them to choose to withdraw. 
Your policy should spell out what your authority is 
in making it possible for a student who needs help 
to withdraw without penalties to his or her fi nancial 
health and academic future. 

However, there will be rare times where a student 
refuses to withdraw, parents or families refuse to 
take him or her home, or the student lacks capac-
ity to make the decision to withdraw.  At that point, 
you need to separate that student involuntarily. If the 
behavior is not disability-based, you can often accom-
plish this under the conduct code. If the behavior is 
disability-based, as in the case of suicidality, disability 
law is in play, and you can only separate the student 
from housing or from the university if you determine 
them to be a direct threat, as defi ned under Section 
504 of the Rehabilitation Act.5 You can make a direct 
threat determination under your code of conduct, if 
you have direct threat as a codifi ed violation, but most 
of our codes lack this provision, and there are proce-
dural reasons why this can be a hairy approach.

Instead, most campuses have developed a separate 
procedure for involuntary withdrawal on a medical 
or psychological basis. Th is is an area that requires 
diligent research and consultation with your legal 
advisors. Again, you will rarely need to use this policy, 
but it is essential that you have it in place.  

#5. Second generation behavioral intervention 
teams are undergirded by sophisticated threat as-
sessment capacity, beyond law enforcement and 
psychological assessment tools. 
When NCHERM created the College and University 
Behavioral Intervention Team (CUBIT) model,6 we 
knew it would need to incorporate a body of threat 
assessment knowledge that would enable teams to ac-
curately and quickly assess threat and risk. However, 
no such body of knowledge existed at the time in a 
digestible, easily-packaged form that could be read-
ily implemented by teams. While many experts and 
approaches had pieces of how to do it, we needed to 
synthesize the body of knowledge that was out there 
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to create the model. It incorporates measures for 
harm to self, harm to others, and generalized risk. A 
multidisciplinary Th reat Assessment Tool is included 
in the NaBITA white paper, Th reat Assessment in the 
Campus Setting, under “Th reat Assessment.”7 Th is free 
resource will help your team, whether you use the 
CUBIT model or another approach.  

#6. Second generation behavioral intervention 
teams use risk rubrics to classify threats.
Th e CUBIT Risk Rubric provides 
a fi ve-level risk tool for every situa-
tion that comes to the attention of 
the team. Th e job of the team is to 
classify the situation as accurately 
as possible, given the information 
known at the time, and then to take 
action accordingly. Whether you 
use this rubric or one of your own 
devising, the key is that you use one 
to enable a consistency of classifi ca-
tion and response. A rubric should 
include not only a taxonomy for 
classifying risk but also a “Tools in 
the Toolbox” portion that suggests 
support mechanisms, resources, and 
appropriate levels of intervention to 
deploy for the given level of risk or 
threat that is perceived by the team.  

#7. Second generation behavioral 
intervention teams foster a compre-
hensive reporting culture within the institution.
Some of us are lucky. Members of some campus com-
munities actively report concerns without delay. Th is 
is more common on small campuses or on campuses 
where a high level of training has instilled in faculty 
and staff  the need to report concerning behaviors that 
they see and hear.  

Some of us are too lucky, and, on some cam-
puses, behavioral intervention team members hear 
about everything, to an extreme. Rather than manage 
classrooms, offi  ces, residence halls, or other facilities, 
faculty and staff  use the intervention team as a crutch. 
Members of these communities often see threats in 

everything, and wonder why the team does not make 
each concern reported a high priority.  

Some of us are unlucky. On unlucky campuses, 
members of the community may not take threats 
and concerning behaviors seriously, try to conduct 
interventions on their own without team input, do 
not know what to report or to whom, and fail to help 
the team to connect the dots that would help avert an 
impending crisis. Th ese communities have no culture 
of reporting.

Of course, each of our campuses has 
elements of all three types. Some people 
over report, some underreport, and some 
know just what to do. If you are unlucky 
or too lucky, you need a better balance 
for your campus. Campuses with over 
reporting do not want to squelch that; 
reporting is good. Th e challenge for these 
teams is to teach members of the com-
munity what is within the scope of the 
team and what needs to be addressed 
elsewhere or by the reporter themselves. 
Often, the team can coach the reporter 
on how to quell disruption, set bound-
aries, or otherwise manage a minor 
situation without relying on the team for 
assistance.  

Campuses that do not have a wide-
spread culture of reporting need to 
intentionally create one. Public relations 
campaigns introducing your team to the 
community will help. Marketing your 

team’s existence and function will answer questions 
many members of your community have been ask-
ing: “What do I tell, to whom, when, and how?” We 
recommend that you teach your risk rubric to your 
community, distribute brochures, create a team web-
site, and educate your community with mental health, 
disability, disruptive student, and suicide gatekeeper 
trainings. Th e goal is to create a common language 
for your community to understand what is concern-
ing and what the team can do about it. Here are a few 
other suggestions that may help you to empower a 
culture of reporting:
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Create an online reporting system• 
Enable anonymous reporting• 
Accept reports from outside your campus• 
Create an amnesty policy to minimize any • 
stigma associated with reporting

#8. Second generation behavioral intervention 
teams train and educate the community on what to 
report and how.
Th e associate athletic director notices that Troy has 
missed three successive practices, and his excuses are 
fl imsy. Troy’s roommate notices that Troy is having 
some unusually erratic mood swings. Troy’s organi-
zational dynamics professor has two encounters with 
Troy over inappropriate classroom conduct. Troy’s 
RA notices a profusion of prescription drug contain-
ers in Troy’s Dopp kit when he uses the hall bath-
room. None of these members of your community 
reported the behavior they observed to the behavioral 
intervention team, because each of them believed 
the observed behavior was minor and isolated. Each 
of these members of the community failed to report 
important information because they did not know it 
was important. Th at failure is our failure, not theirs. 
Th e team needs to provide training and communicate 
to the members of our community that, no matter 
how minor the behavior or incident, the intervention 
team needs to know. Four minor incidents all within 
the same period of time are not minor anymore. Th ey 
indicate a pattern or trend and, when taken together, 
could be an indicator of an individual in a serious 
situation. We need to train members of our commu-
nity that threat assessment is not their job, but the job 
of the behavioral intervention team. Th erefore, they 
need to pass everything along, so that the team can 
connect the dots and see the patterns that individual 
reporters may miss. 

It is important that you train the campus commu-
nity to use a common language in identifying and re-
porting behaviors. For instance, NCHERM uses the 
“D scale,” which provides straightforward defi nitions 
of four increasing levels of mental health-related risk 
that can help members of your community better un-
derstand what they are seeing and experiencing, and 
what needs to be reported to the behavioral interven-

tion team. Th e four levels of the D scale are distress, 
disturbance, dysregulation, and medical disability.8  

#9. Second generation behavioral intervention 
teams are technologically advanced and are sup-
ported by comprehensive databases that allow the 
team to have a longitudinal view of  a student’s 
behavior patterns and trends.
Teams that pre-dated Virginia Tech frequently did 
not track individuals longitudinally, or from what 
W. Scott Lewis calls “the 50,000 foot view.” While 
there is a need to problem solve for the behavior the 
individual is exhibiting now, there is also a need to 
see how that individual is doing over time. How are 
they responding to the intervention? Is medication 
helping? Is parental involvement eff ective? Th e sheer 
volume of student issues and the need for complex 
recordkeeping has conspired to create the need to 
make a behavioral intervention team database a best 
practice. A spreadsheet will not be suffi  cient for you 
to track reports and behaviors adequately. Lobby to 
allocate some of the money being spent on door locks, 
multi-modal text message systems, sirens, public ad-
dress systems, National Incident Management System 
(NIMS) training, or security cameras for a well-
developed database. Database providers like Maxient 
and RiskAware build reasonably priced databases spe-
cifi c to behavioral intervention. Maxient has the most 
fl exibility, because of its ability to interact with other 
campus information systems and populate data from 
those systems. It also allows for greater customization 
and provides extensive product support. RiskAware’s 
“Red Flag” platform is more aff ordable and is really 
a single-purpose product. Both have their relative 
merits, and both will cost you less than building a 
comparable system in-house. 

#10. Second generation behavioral intervention 
teams focus not only on student-based risks but on 
faculty and staff  as well.
Rebecca Griego was shot and killed in her offi  ce at 
the University of Washington in April of 2007 by an 
ex-boyfriend.9 In October 2008, a librarian at North-
east Lakeview College in San Antonio, Texas, shot 
and killed another librarian in the college library.10 
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We cannot continue to live under the illusion that it is 
only students who perpetrate campus violence. Th ere-
fore, we must ask whether our behavioral intervention 
teams need a broader scope to include non-students. 
A team at the University of Washington could have 
been informed of the restraining order Rebecca had 
against her ex-boyfriend. Northeast Lakeview Col-
lege’s team might have been informed of and tracked 
any confl ict or aberrant behavior by 
the aggressor librarian before it hap-
pened. While we do not necessarily 
recommend that every team have a 
campus-wide scope from its incep-
tion, a broad scope should be an 
eventual goal. However, gradual im-
plementation may enhance campus 
buy-in, especially as faculty members 
learn of a team that intends to track 
their behaviors. Th ere is a potential 
political minefi eld there, and many 
campuses elect to implement the 
student-focused team fi rst and allow 
it to gain credibility and the respect 
of the community.  

We are asked frequently whether 
an employee-focused team can over-
lap with a student-focused team in 
terms of membership, records, and 
intervention techniques. Th e answer 
is that your campus could use one 
team for both student and employee 
intervention, though the member-
ship would have to expand to include 
human resources representatives and 
potentially employee assistance programs and union 
representatives. In some states, you cannot comingle 
employee and student records, which may impact re-
cordkeeping.  While the main techniques of interven-
tion are common, it may also make more sense to have 
one student-focused team and one faculty/adminis-
tration/staff -focused team. No clear best practice has 
emerged on this question yet.

#11. Second generation behavioral intervention 
teams intentionally integrate with campus risk 

management programs and risk mitigation strate-
gies.
A key advantage of a second generation behavioral 
intervention team is that its formality and defi ned 
incorporation into the campus fabric make it possible 
for advanced team capacities to come into play. We 
recommend that you integrate your second genera-
tion behavioral intervention team with pre-existing or 

newly forming campus and community 
resources, such as crisis management 
plans, emergency response procedures, 
and critical incident stress debriefi ng 
teams protocols. For example, the NIMS 
Incident Command System (ICS) 
training that all colleges are using to 
ensure the quality of emergency response 
requires us to clearly defi ne who has 
incident command jurisdiction in a given 
situation. Th us, you can integrate campus 
emergency and crisis protocols with 
behavioral intervention team protocols 
to ensure that when the Team Chair and 
the Emergency Incident Commander 
both arrive on site, there is clarity about 
their roles in handling the incident.  

You can also integrate team protocols 
with existing campus risk management 
programs addressing sex off enders, crimi-
nal background checks, and admissions 
screenings. For example, if your admis-
sions staff  admits a known sex off ender, 
that fact should be logged and tracked in 
the behavioral intervention team data-
base. If your campus has a felony review 

process for admissions, you may also explore the level 
of training that committee has received in threat as-
sessment and pattern violence. It may make sense to 
use your intervention team to train that committee or 
to actually have team members serve on this commit-
tee because of its knowledge and expertise. 

While it makes sense to ask admissions screening 
questions, it is only useful if you have the capacity to 
do something when an applicant indicates a criminal 
history. A behavioral intervention team can ensure 
that you have the capacity to react when and if you 
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move to ask these important admissions screening 
questions. Campus risk managers should build com-
munication with the intervention team to discover 
how both offi  ces can work together to reinforce risk 
management and risk mitigation initiatives that may 
parallel behavioral intervention team initiatives.  

#12. Second generation behavioral intervention 
teams have a mechanism for “minding the gap.”
In London, there is a space between the platform and 
the train in the Tube (subway) stations. A soothing 
voice cautions you to “mind the gap” as you board, lest 
you misstep and wind up in the gap. We have adapted 
this caution for behavioral intervention team pur-
poses, and encourage teams to mind their gaps. Gaps 
for these teams are periods of time in which a prob-
lematic student goes inexplicably quiet, as Seung-Hui 
Cho largely did at Virginia Tech after the fall of 2005. 
Using the database to remind you, the key is to moni-
tor those who have fallen off  the radar screen.  

Th is is a huge distinction between fi rst generation 
and second generation teams. If a student was causing 
problems, a fi rst generation team would just spray 
on the carpet stain remover and move on to another 
student. No one would ask why the spot was gone; 
everyone was just relieved that it was, freeing up time 
to move onto the next one. However, do stains come 
back faintly over time, depending on the nature of the 
stain? Having a mechanism for “minding the gaps” 
means monitoring periods where a student in distress 
goes dormant. Th e role of a behavioral intervention 
team is determining whether such quietude calls for 
increased or decreased monitoring needs and acting 
accordingly. Team members should debrief inter-
ventions as a team. Once support structures are in 
place and resources are deployed, the team should 
determine how long a period of quietude has been 
sustained. Th e team then needs to question whether 
the gap is explained by the eff ective deployment of 
supports and resources or whether the gap is unex-
plained:

Is the student continuing in a course of • 
therapy?
Are parental supports ongoing?• 
Are friends helping to monitor?• 

Is a medical regimen working?• 
Are other inhibitors to harm or self-harm in • 
place?

If the answers to the above questions are yes, quietude 
is not necessarily cause for alarm. However, if follow-up 
and check-in reveals a student who is untethered from the 
mechanisms of intervention, the gap may be an indicator 
of a greater need for observation or further intervention. 
What might that quiet student be planning? A second 
generation BIT asks and acts on that question rather than 
focusing on treating the next stain. 
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Coming together is a beginning. Keeping together is progress. 

Working together is success.

—HENRY FORD (1863–1947), FOUNDER OF THE 

FORD MOTOR COMPANY AND FATHER OF THE MODERN ASSEMBLY LINE



When written in Chinese, the word “crisis” is 

composed of two characters. One represents danger and 

the other represents opportunity. 

—JOHN F. KENNEDY (1917–1963), U.S. PRESIDENT (1961–1963) 
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