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You’ll wait a long, long time for anything much

To happen in heaven beyond the fl oats of cloud

And the Northern Lights that run like tingling nerves.

The sun and moon get crossed, but they never touch,

Nor strike out fi re from each other nor crash out loud.

The planets seem to interfere in their curves

But nothing ever happens, no harm is done.

We may as well go patiently on with our life,

And look elsewhere than to stars and moon and sun

For the shocks and changes we need to keep us sane. 

—ROBERT FROST (1874–1963), 

“ON LOOKING UP BY CHANCE AT THE CONSTELLATIONS”



From the President

Welcome to the University Risk Management and Insurance Association’s Journal 
for 2008–2009, the latest installment in URMIA’s eff orts to provide the best in higher 

education risk management information.

Th e Frost poem extract on the facing page is thought-provoking. When I fi rst began 

looking up by chance at the constellations of higher education risk management, one 

of my preconceptions was that the fi eld mainly concerned the quite terrestrial, if not 

truly pedantic, world of insurance. Another misunderstanding was that the job might 

be boring—“wait a long, long time for anything much”—and being bored is one of my 

greatest fears (albeit one that is very infrequently realized). But it turns out, as all you 

wiser heads have long known, that higher education risk management is almost never 

boring, and for most of us the horizon has expanded to the point where insurance is 

only a percentage, and often a minor one at that, of what we do each star-crossed day. 

An unusual day it would be, indeed, when “nothing ever happens, no harm is done”!

In fact, the “shocks and changes” of higher education risk management tend to come 

along at least as rapidly as do alterations in the class off erings of our institutions. In 

each case, the changing orbits of culture and life eclipse the old and require new skills 

and approaches. Continuing, lifelong education is becoming a requirement not to get 

ahead, but just to keep up with accelerating change. Higher education has always been 

about cutting-edge ideas, techniques, and technology, grounded in ancient and vener-

able knowledge and culture. So also with risk management—had we but world enough, 

and time, perhaps we could learn it all. But we don’t, and we won’t, and thanks to our 

lucky URMIA stars, we don’t have to. We have down-to-earth articles like these that 

attempt to extract the best current information for our own continuing education.

In this Journal you may gaze upon issues that wax and wane—from new light shed 

on the old, dense black holes of travel abroad and environmental health and safety, to 

perspectives on rising new risk management issues of alternative risk management, 

electronic discovery, and the dawn of the virtual university, to Enterprise Risk Manage-

ment techniques for bright young students. We sincerely thank the authors, editors, 

and sponsors of the tools and ideas presented in this publication. You are truly stars for 

URMIA. Because of your contributions, things are looking up for us a bit more than 

they were even last night, and we are able to go patiently on with our never-boring lives 

with a mix of gravity, lightheartedness—and a slightly better chance of keeping sane. 

Vincent Morris, Director of Risk Management, Wheaton College (Illinois)

URMIA President, 2008–2009
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It is the nature, and the advantage, of strong people that 

they can bring out the crucial questions and form a clear 

opinion about them. The weak always have to decide between 

alternatives that are not their own.

—DIETRICH BONHOEFFER (1906–1945), GERMAN LUTHERAN PASTOR, 

THEOLOGIAN, AND PARTICIPANT IN THE GERMAN RESISTANCE AGAINST NAZISM
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J. Tim Query, Associate Professor of  Risk Management and Insurance, New Mexico State University

The Changing Face of Risk Management Financing:
How Universities Are Using Alternative Options to Their Benefi t 

Abstract: When faced with a shifting and challenging under-
writing market, technology growth, and the Liability Risk 
Retention Act (LRRA), many colleges and universities are 
exploring alternative options to fi nance their risk manage-
ment operations and insurance. Th is article discusses many 
of those alternative risk management fi nancing options, 
including self-insurance; excess and surplus line insurers; 
captives; and risk retention groups, purchasing groups, and 
consortiums.

Introduction
Th e risk management profession con-
tinues to gravitate toward more complex 
and creative solutions—perhaps even 
more so in a college and university set-
ting. Growth in alternative risk manage-
ment and risk fi nancing options has 
resulted from a confl uence of events over 
the past two decades. Challenging and 
volatile underwriting markets, especially 
in institutional and commercial areas, 
have necessitated that organizations look 
elsewhere for assistance in managing risk 
exposures. In addition, the continued ad-
vances in technology have created a situation where more 
organizations are in a position to consider risk manage-
ment alternatives that were previously unattainable or cost 
prohibitive. Alternative risk transfer (ART) mechanisms 
are estimated to cover about 30 percent of the total com-
mercial risk protection market today.1 According to the 
Willis Group, around 40 percent of the total cost of risk 
of North American organizations is now handled by the 
alternative markets—captives, reciprocals, and high reten-
tion programs. 2 

Many of today’s alternative risk management options 
have been created out of necessity. Th e Liability Risk Re-
tention Act (LRRA) is a federal law passed by Congress 
in 1986 to help U.S. businesses, professionals, and mu-
nicipalities obtain liability insurance, which had become 
either unaff ordable or unavailable due to the “liability 

crisis” in the United States. Th e LRRA led to the creation 
of new risk retention groups (RRGs) and purchasing 
groups (PGs). Th e airline industry, which suff ered dis-
proportional losses as a result of September 11, formed a 
risk retention group designed to cover passenger and third 
party war-risk liability for airlines. Th e months following 
the September 11 attacks and Hurricane Katrina found 
an infl ux of capital into Bermuda and other domiciles for 
the formation of captives, reinsurers, and specialty insur-

ers. Catastrophe bond issuance soared in 
the wake of Hurricane Katrina and the 
2004 and 2005 hurricane seasons.

Colleges and universities have also 
required innovative solutions to risk 
management cost and availability issues. 
In 1992, Hurricane Andrew brought 
about the need for the formation of a 
self-insured risk management consor-
tium to handle the fi rst layer of property 
losses of Florida’s community colleges. 
One of the best examples of risk man-
agement and insurance ingenuity born 
of necessity in the fi eld of higher edu-
cation involved the creation of United 

Educators (UE). As described on the UE website: “In the 
mid-1980s, education couldn’t fi nd a friend in the insur-
ance industry. Treated by insurers as the same class of risk 
as power plants, factories, chemical refi neries, and other 
industries, schools, colleges, and universities were hit by 
the forces driving up premiums for businesses. Faced with 
a crisis, education took matters into its own hands. A task 
force assembled by the National Association of College 
and University Business Owners (NACUBO) studied 
the market and proposed a new insurance company—a 
company owned and operated for schools, colleges, and 
universities.”3 

A discussion of alternative risk management and risk 
fi nancing options would not be complete without recog-
nizing the need for actuarial information. Providing advice 
on risk fi nancing alternatives is becoming an increasingly 
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important part of the overall service available from actu-
arial consulting fi rms and brokers. Some of the services 
provided by these fi rms include determining the proper 
level of risk retention that will provide the optimal balance 
of risk capitalization and market conditions. Working 
with various forms of self-insurance, such as pure captives, 
segregated cells, risk retention groups, and large deduct-
ible plans, actuaries are able to provide valuable insights 
about a program structure that will meet an organization’s 
specifi c needs.

Actuarial consulting fi rms are also able to provide 
funding templates that facilitate equitable allocations by 
operating divisions. To be eff ective, these should be fl ex-
ible and evaluate diff erent self-insured re-
tentions and deductible options, easy to 
understand, and economical. In addition, 
reserve analyses are critical to the success 
of an alternative risk fi nancing program. 
It is generally recommended that actual 
organizational data be employed as much 
as possible to accurately refl ect that 
organization’s unique loss environment. 
However, external data consisting of 
industry, state, and insurer benchmarks 
may also be helpful in producing im-
proved estimates of future losses.

One of the most important func-
tions of actuaries involves the decision 
on whether to consider a captive solution to risk fi nancing. 
A number of actuarial consulting and brokerage fi rms 
are able to prepare a feasibility study on the planning, 
establishment, and development of captives. In addition, 
consultants can provide expertise on the management of 
captives by interacting with fronting carriers, reinsurers, 
captive managers, auditors, and other service provid-
ers. Some fi rms may also provide analysis of a captive’s 
fi nancial condition regarding loss reserves and funding, 
which is useful when meeting domicile requirements for 
an acceptable statement of actuarial opinion (SOA).

Th is article discusses the various alternatives in risk 
management and risk fi nancing, along with some advan-
tages and disadvantages associated with these alternatives. 
In addition, examples of alternative risk management 
usage by postsecondary educational institutions, includ-
ing many URMIA members, is provided where known.4 

In conclusion, a brief summary of recent related legislative 
issues and the future of alternative risk management is 
provided.

Self-Insurance
A broad concept in the area of alternative risk manage-
ment is self-insurance. Th ough there are theoretical 
defects in the term “self-insurance,” it is an accepted way to 
distinguish between retention programs that use insur-
ance techniques from those that do not. Some of the other 
topics discussed elsewhere in this paper are variations of 
the self-insurance model.  

According to Vaughn and Vaughn, the main reason 
that fi rms choose to self-insure cer-
tain exposures is a belief that it will be 
cheaper in the long-run.5 Th e cost of 
insurance, over the long-run, must exceed 
average losses. In addition, insurers 
charge to cover premium taxes, overhead, 
acquisition expenses, and profi ts. If an 
organization has a loss experience that 
is signifi cantly better than the average 
experience on which rates are computed, 
or perhaps the hazards the rates are 
based on are diff erent from those of the 
organization, then self-insurance may be 
feasible. Also, certain lines of insurance 
may experience a long lag time between 

occurrence and settlement. Th e investment income earned 
by insurers on reserves set aside to eventually pay these 
claims may not be adequately refl ected in rates, causing 
some organizations to self-insure. Self-insureds may also 
avoid the social load in insurance rates that results from 
statutory mandates that insurers cover certain exposures 
at premiums that are actuarially inadequate, passing un-
derwriting losses to other insureds.

Arguably, the greatest disadvantage of self-insurance is 
the exposure to potentially catastrophic loss. Th e purchase 
of reinsurance would aid in mitigating catastrophic losses 
and is commonly used by self-insurers. Greater varia-
tion of costs on a year-to-year basis, potentially adverse 
employee and public relations, and the loss of ancillary 
services provided by insurers, such as loss prevention, are 
other possible disadvantages.
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A plethora of third party administrators (TPA) are 
available to administer claims, or it can be handled in-
house. TPAs can also help employers set up their self-
insured group health plans and coordinate stop-loss insur-
ance coverage, utilization review services, and provider 
network contracts.

A number of universities and colleges, either individu-
ally or in groups, that self-insure at least retain a portion 
of their risk exposures. As an example, the University of 
Alabama at Birmingham has operated two liability trust 
funds, one covering healthcare professional liability and 
one providing coverage for other general, 
professional, and management liability.

Among the most attractive candidates 
to self-insure are group health plans, 
certain liabilities, and workers’ compensa-
tion. However, self-insurance is not ap-
propriate for everyone or many risk expo-
sures. Generally, successful implementa-
tion of a self-insurance program requires 
a minimum level of predictability of both 
future claims and operational cash fl ows. 
It should be noted that overly optimistic 
pricing and reserving practices by some 
self-insurers over the past few years have 
led to a number of failures.6 

Excess and Surplus Line Insurers
While health insurance and workers’ 
compensation are popular risk exposures 
as candidates for self-insuring, most fi rms do not com-
pletely self-insure these exposures due to the catastrophic 
nature of certain types of losses. To reduce exposure to 
catastrophic losses, self-insurers often purchase excess 
insurance, also known as stop-loss insurance.

Th e two basic types of excess insurance are specifi c 
and aggregate. Th e self-insured entity absorbs the fi rst x 
dollars on any loss occurring under specifi c excess insur-
ance. As an example, if a fi rm had a policy with a specifi c 
excess limit of $100,000 and all per-accident losses for the 
year fell below that amount, the specifi c excess insurance 
would not apply, even if the sum total of all such losses 
was $500,000.

Th e policy operates like an aggregate deductible under 
aggregate excess. It is common to set the aggregate limit 

to at least the level of what premiums would have been if 
conventional insurance had been purchased. For example, 
if the premium for a workers’ compensation policy would 
have been $200,000, then the excess insurer would gener-
ally not pay for any claims until $200,000 of losses and 
associated expenses had been retained by the self-insurer.7

In relation to self-insured group health plans, specifi c 
excess provides protection for the employer against a high 
claim on any one individual. Th is is protection against 
abnormal severity of a single claim rather than abnormal 
frequency of claims in total. Aggregate excess provides a 

ceiling on the dollar amount of eligible 
expenses that an employer would pay, in 
total, during a contract period. Typically, 
the employer is reimbursed by the carrier 
after the end of the contract period for 
aggregate claims. Generally, all but the 
largest employers protect their group 
health plans with a combination of both 
specifi c and aggregate stop-loss coverage, 
although occasionally the specifi c excess 
will meet the employer’s need for protec-
tion under certain circumstances.

During hard markets, universities 
may be unable to obtain coverage from 
an admitted insurer licensed to do busi-
ness in their state. Th is may be due to 
a loss exposure that is too great, or the 
required amount of insurance is cumber-
some. In such cases where the coverage 

cannot be obtained within the state from an admitted 
company, a surplus lines broker has the authority to place 
business with a surplus lines insurer. Surplus lines refer to 
any type of insurance for which there is no available mar-
ket within the state and thus requires coverage be placed 
with a non-admitted insurer.

As one can imagine, excess and surplus lines insur-
ers fl ourish during hard market cycles since they provide 
coverage where the regulated companies do not have the 
capacity. One caveat regarding surplus lines writers and 
with nearly all alternative markets is that they are not part 
of the states’ insurance regulatory system that protects 
consumers.8 
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Cash Flow Advantages Using Self-Insurance
Using traditional insurance methods, the insured pays 
the premium ahead of time for the time frame insured, 
and, at some later date (or dates), the insurer indemnifi es 
the insured for covered claims. Collectively, this arrange-
ment provides the insurance company with a substantial 
amount of money that is typically invested in various 
securities until claims are paid.9 Since the insured pays a 
premium each year, the insurance company will continu-
ally have capital invested in income-producing securities. 
Conversely, when a fi rm or organization self-insures, 
it retains possession of the money until the claims are 
paid. It can take several years—fi ve or more—to pay all 
the claims from a given year’s experience. Th erefore, the 
self-insurer has the use of at least some of the funds for 
a considerable period of time. Th e process is repeated 
from one year to the next, so there is a perpetual sum of 
money available for investment in securities or perhaps 
in the self-insured’s own operations. As demonstrated by 
Trieschmann, et al, the cash fl ow benefi ts, as a portion of 
the original premium, can be signifi cant.10 For example, 
as illustrated in the computation below where p is the 
premium, assuming a fi rm held an amount equal to half a 
given year’s premium for three years at 12 percent inter-
est, it would have earned an amount equal to 20 percent 
of the original premium:

A popular alternative to pure self-insurance is using 
large deductible plans. Th ese plans allow the insured to 
continue receiving many of the benefi ts of self-insurance, 
as the insurance premium is substantially reduced—
deductibles of $1 million or more are not uncommon. 
Th e lower premium results in reduced premium taxes 
and residual market assessments. Strong incentives for 
loss prevention are retained, because much of the loss 
exposure, as well as much of the cash fl ow benefi ts of self-
insurance, is preserved. As a bonus, such benefi ts of insur-
ance as protection against catastrophic loss and adminis-
trative functions performed by the insurer are retained.11 
Whether to employ this strategy or not depends on an 
organization’s unique situation. For example, Syracuse 
University changed from a large deductible program to a 

large SIR primarily to retain duty to defend opportunities 
in the litigation process, as well as the fl exibility to select 
their own litigation counsel.

Captives
Captive insurance companies represent a special case of 
risk retention. A captive insurer is an insurer owned by a 
parent fi rm for the purpose of insuring the parent fi rm’s 
loss exposures. Some of the advantages of forming a cap-
tive include:

Opportunities to access reinsurers and enter pool-1. 
ing arrangements increase, resulting in reduced 
reliance on commercial insurance.
It is possible to improve price stability, as the con-2. 
ventional insurance market will often set prices in 
relation to broad industry classifi cations and fail to 
consider key diff erences in loss experience among 
individual insureds, resulting in price volatility 
based on the actions of other insureds and general 
market conditions. 
Th e costs of risk management can be mitigated. 3. 
Insurance premiums include the insurer’s acquisi-
tion costs, administration, and overhead, as well 
as profi t to the insurer. Premiums paid in advance 
also represent investment opportunity cost. 
Coverage may be provided by a captive or group 4. 
captive that is otherwise unavailable or overpriced. 
Th is has occurred at times with such risk expo-
sures as product liability, professional liability, and 
oil pollution/hazardous waste insurance.
Th e freedom to insure any risk it chooses and to 5. 
customize the terms and conditions of its policies 
is another attractive benefi t of a captive, leading to 
improved loss control effi  ciency and greater aware-
ness of the factors that commonly give rise to 
losses. A captive is also free to customize its claims 
handling policies and procedures. 

Th ere are also some disadvantages or concerns regard-
ing captives that need consideration:

When using a captive management company, 1. 
a high degree of delegation and partnership is 
required. Th ere can be a signifi cant management 
commitment involved, and most university risk 
managers are already overworked and lacking re-
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sources to properly address their current respon-
sibilities. 
During the initial stages of a captive formation, 2. 
there will likely be a burden on the parent orga-
nization’s fi nancial resources to fund the initial 
set-up costs and the capitalization required by the 
domicile’s regulatory body.
Th e captive owner(s) are responsible for such 3. 
items as claim administration, loss control, and 
underwriting. Additional resources are required 
for these services. While such costs may be off set 
by contracting out administration to captive man-
agement companies, these costs will reduce the 
premium savings expected.

A captive domicile is a legal jurisdiction that has 
enacted a captive insurance law that is enforced by an 
overseeing regulatory agency. Captive laws off er attractive 
benefi ts to prospective investors, and the governing agency 
ensures the viability of captive companies to maintain 
the attractiveness of the domicile. Bermuda is the largest 
domicile in the world, and Vermont is the largest domicile 
in the United States. As shown in Figure 1, there has been 
a consistent period of growth for captives over the past 
fi ve years.

An increasing number of universities are utilizing 
captives to more effi  ciently address the fi nancing of their 
risk exposures. Th e University of Michigan is self-insured 
for medical malpractice, workers’ compensation, directors 
and offi  cers liability, property damage, auto liability, and 
general liability through Veritas Insurance Corporation, 
a wholly-owned captive insurance company. RUMINCO 
Ltd. is a captive insurance company wholly owned by the 
Regents of the University of Minnesota. Th e university 
is self-insured for medical malpractice, general liability, 
directors and offi  cers liability, and automobile liability 
through RUMINCO. Indiana University has owned 
a captive insurance company since 2005. Old Crescent 
Insurance Company is a wholly owned, single parent, not-
for-profi t 501(c)(3) captive insurance company. A number 
of schools in the Northeast, including Rutgers University, 
Tufts University, New York University, Harvard Univer-
sity, Brown University, University of Vermont, Dartmouth 
University, and the University of Pennsylvania have used 
Genesis, a captive insurance company, for many years to 
cover property, auto, and general liability risks.

Risk Retention Groups, 
Purchasing Groups, and Consortiums
A risk retention group (RRG) is a liability insurance 
company that is owned by its members and retains risk 
like an insurance company. It is a corporation or other 
limited liability association, functioning as a captive insur-
ance company and organized for the primary purpose 
of assuming and spreading the liability risk exposures of 
its group members, or member-owners. RRGs must be 
domiciled in a state under the Liability Risk Retention 
Act (LRRA). Since RRGs fall under federal law, it is 
easier for them to operate in multiple states. A purchasing 
group (PG), on the other hand, is comprised of insurance 
buyers who join together to purchase liability insurance 
coverage from an insurance company. PGs may buy from 
an admitted insurer, from a surplus lines provider, or a risk 
retention group.

A major diff erence between RRGs and PGs is that 
PGs transfer their risk to another entity while RRGs 
retain the risk. As insurers, RRGs actually issue policies to 
their members, who are typically required to capitalize the 
company. PGs require no capital. Other notable diff er-
ences are the way the two entities are regulated and that 

FIGURE 1: U.S. DOMICILED CAPTIVES - 
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nearly all RRGs purchase reinsurance.
LRRA requires that members of both RRGs and PGs 

be engaged in substantially similar businesses or activities 
with comparable liability exposures. At the present time, 
these groups are permitted to seek or retain coverage for 
liability under LRRA, which can include errors and omis-
sions, directors and offi  cers, medical malpractice, profes-
sional liability, products liability, general liability, and third 
party liability. Other exposures, such as workers’ compen-
sation and property insurance, are not extended under 
LRRA regulations of these groups.

According to the Risk Retention Reporter, a Pasadena, 
California-based publication that tracks the industry, there 
are currently 255 RRGs in operation, up from 177 in 
2004 and 65 in 2000.12 RRG premiums have risen rapidly 
in recent years, as shown in Figure 2. 

RRGs are becoming increasingly popular for many 
reasons. Consisting of members with similar concerns and 
challenges, this greater control often results in lower rates, 
broader coverage, increased loss control and risk manage-
ment programs, access to reinsurance, and, perhaps most 
importantly, stability of coverage in all kinds of underwrit-
ing market cycles.

Th e formation of PGs is an attractive risk manage-
ment alternative as well. Various stakeholders, such as the 
group members, their insurers, and agent/broker program 
administrators, enjoy advantages, including lower rates, 

broader coverage, customized coverage, loss control and 
risk management programs, and incentive programs. For 
providers, it off ers the potential of greater profi tability.

A well-known example of a Reciprocal Risk Retention 
Group is United Educators (UE) Insurance, a licensed 
insurance company owned and governed by more than 
1,160 member colleges, universities, independent schools, 
public school districts, public school insurance pools, 
and related organizations throughout the United States. 
As noted at the UE website, members range from small, 
private schools to multi-campus public universities. 

Many colleges and universities of various sizes already 
utilize some type of consortium, self-insurance group, 
or purchasing group. For example, the Florida Commu-
nity Colleges Risk Management Consortium, a program 
authorized by the Florida Legislature, allows state’s com-
munity colleges to join together to develop and implement 
a statewide cooperative system of risk management under 
one comprehensive plan.

Participating member colleges agree to comply with 
the policies and procedures and other directives as may be 
issued by the Risk Management Council, or the Coun-
cil of Presidents, which is the consortium’s supervising 
authority. In order to participate in any of the optional 
programs of coverage, such as health/life, a college must be 
a full participating member in the Property and Casualty 
Program. Th e Florida legislature has provided authority 
for community colleges to participate in programs of self-
insurance, specifi cally in the areas of workers’ compensa-
tion; self-insuring liability issues, centered on legislation 
which addresses the issue of limited waiver of sovereign 
immunity; life and health programs; and property. 

Other services provided by the Florida Community 
Colleges Risk Management Consortium include providing 
inspection services and safety manuals; providing coverage 
and claims information; coordinating all Consortium ac-
counting and human resource needs; and management of 
self-insurance, specifi c insurance, and excess insurance for 
27 community colleges’ Property and Casualty programs 
and 22 community colleges’ Health and Life programs.

One of the oldest consortia purchasing facilities for 
higher education is Educational & Institutional Insurance 
Administrators, Inc. (EIIA). Th e Chicago-based organiza-
tion serves over 138 higher education institutions located 
in 40 states, including the District of Columbia. Programs 

FIGURE 2: RISK RETENTION GROUP PREMIUMS, 2000-2006
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off ered to eligible church denomination consortia of insti-
tutions and their fi nancial structure are operated through 
four not-for-profi t corporations, three health trusts, three 
grantor trusts, and one wholly owned insurance company.

With over $10.5 billion in property values, over $1 
billion in payroll, and over 140,000 full-time equivalent 
students in the Property and Casualty Program, over 
12,000 employees in the Employee Benefi t Program, and 
over 70,000 students in the Student Insurance Program, 
EIIA has economies of scale that enable the organization 
to negotiate broad and benefi cial coverages through direct 
access to insurance company underwrit-
ers and major insurance brokerages.

Th e Midwestern Higher Educa-
tion Compact (MHEC) is a nonprofi t 
regional organization established to assist 
Midwestern states in advancing higher 
education through resource sharing and 
interstate cooperation. Member states 
include Illinois, Indiana, Iowa, Kansas, 
Michigan, Minnesota, Missouri, Nebras-
ka, North Dakota, Ohio, and Wisconsin. 
Th e Master Property Program (MPP) 
was established in 1994 upon recommen-
dation of MHEC’s Risk Management 
Committee. MPP is a regional collabora-
tive venture that provides comprehensive 
property coverage, specifi cally tailored 
to the needs of today’s college campuses, 
while reducing insurance costs and im-
proving asset protection.   

Th e state of Massachusetts is one of the most proac-
tive when it comes to pooling resources among educational 
institutions. Th e Independent Schools Compensation 
Corporation (ISCC) is a workers’ compensation self-
insurance group created to make a self-insured workers’ 
compensation program available for private schools and 
cultural institutions in Massachusetts. ISCC fulfi lls em-
ployers’ needs through such avenues as loss control, safety 
programs, and cost-effi  cient claims services. Th e Boston 
Consortium Risk Management Group is a collaboration 
of higher education institutions whose goal is to share 
knowledge about risk and risk analysis with its members, 
which include Bentley College, Berklee College of Music, 
Brandeis University, Olin College, Wellesley College, and 

Wheaton College. Th e Boston Consortium is also associ-
ated with the New England Educators Insurance Associa-
tion (NEEIA).

The Future of Alternative Risk Management
As with most other areas attracting regulatory atten-
tion, alternative risk management faces uncertainty about 
future legislation. In February 2008, the Internal Revenue 
Service (IRS) withdrew a proposed rule that would have 
removed favorable tax treatment for companies that use 
a captive to cover the risks of their corporate affi  liates. 

Th e proposed rule would have aff ected 
hundreds of captives and removed a key 
tax break for captive sponsors.

Th ere is currently proposed legisla-
tion in Congress that would allow RRGs 
to write property coverage. Th is would 
be the fi rst signifi cant expansion of 
RRGs since 1986, when Congress autho-
rized groups to fund all casualty cover-
ages other than workers’ compensation.13 
A number of industry groups, including 
the Risk and Insurance Management 
Society (RIMS) and the Self-Insurance 
Institute of America (SIIA), have noted 
that the Risk Retention Act has provided 
a quick and relatively inexpensive way 
for organizations in the same or similar 
industries to set up captives.

Securitization of risk and its use in 
hedging future risk exposures seem to 

have found a place in the area of catastrophic property 
exposures. Th e feasibility of these structures is not ap-
plicable to most organizations, save the very largest. If the 
cost of energy continues to rise, there may be increased 
interest in fi nancing alternatives designed to hedge or lock 
in future energy expenditures.

In the area of self-insurance for both individual 
organizations and groups, there continues to be regula-
tory uneasiness about the structure of some self-insureds. 
Persistent joint and several liability issues also remain a 
concern for self-insured programs.  

On a global basis, the use of captive insurance for 
employee benefi t fi nancing has been increasing. It is too 
early to determine if other organizations, such as colleges 
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and universities, would benefi t from joining this move-
ment. With the dramatic increase in cost and complexity 
of employee benefi ts costs, including retirement benefi ts, 
exploring alternative risk fi nancing opportunities may be 
prudent. Th e added attention to captives has focused on 
operational best practices and the potential role of benefi t 
captives in Enterprise Risk Management. 

Th ere has also been a greater eff ort by U.S. domiciles 
to enter the captive market. Bermuda remains the largest 
domicile for U.S. captives, while Vermont is the largest 
domestic one, and it also happens to be a popular domicile 
for captives used by universities. Nearly 25 states now 
off er captive domiciles, with South Carolina and Hawaii 
being the second and third largest. Nevada and Utah are 
two of the fastest growing captive domicile states.

Institutions of higher learning are subject to the same 
issues of availability and cost of coverage for various risk 
exposures as other organizations. As long as the under-
writing cycle continues to swing from the volatile and 
unpredictable peaks and valleys of “hard” and “soft” mar-
kets, there will be a need for alternative risk management 
and alternative risk fi nancing. In addition, risk exposures 
continue to evolve in the university community, including 
campus fl ooding, campus shootings, study abroad pro-
grams, chemical lab safety and security, crisis communica-
tions, environmental concerns, and terrorism, to name a 
few. Th is important aspect of the risk management process 
is expected to be a central component of the Enterprise 
Risk Management strategic plan.
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Abstract: Many colleges and universities have begun to estab-
lish a presence on Second Life, a virtual, online world created 
by users who have logged into the site. Some colleges have en-
tire virtual campuses; at others, professors use Second Life to 
teach their classes online. Th is article describes what Second 
Life is and how colleges are putting it to use, as well as some 
of the risks that could arise as colleges begin 
using this online tool to teach students. 
Finally, the author discusses ways that risk 
managers can both anticipate and limit the 
risks that are possible in Second Life.

“We’re talking about whether you as a 
professor or administrator will be held 
accountable for introducing your students 
and/or employees to a virtual world that 
accepts little responsibility for anything that 
happens among avatars, including online 
harassment and assault.”1 

–Michael Bugeja, 
Director of School of Journalism and 

Communications, Iowa State University

Introduction
Th e student wakes up in her off -campus 
apartment, gets dressed, and walks 
toward class. She enters the university campus and ap-
proaches the classroom building. Just as she gets to the 
door, a large dragon jumps from the roof of the building, 
assaults her, and fl ies away.

No, this is not a joke. Th e dragon was another stu-
dent’s avatar, or virtual self, in the increasingly popular 
virtual world called Second Life. Th e campus was your 
university’s “island” in Second Life where your more 
adventurous professors are actually teaching classes. And 
the assault? Well, what was that? Was it real? Could your 
institution be liable? Is the risk insured or insurable?

If it hasn’t already, your campus will face these ques-
tions soon. More and more colleges and universities are 
setting up virtual campuses, buying virtual property, and 

teaching real classes—credits and everything—in this vir-
tual format. Second Life and similar sites do not just pro-
vide a unique teaching forum, they are becoming recruit-
ing tools to attract the best, brightest, and most tech-savvy 
students. Did anyone check with you, the risk manager, 
before they set up a whole new dimension or risk? Prob-

ably not. Th is article will attempt to help 
by explaining the technology, anticipat-
ing some likely issues that will arise on 
your virtual campuses, and outlining 
some risk management suggestions.

I. What Is Second Life?
Second Life is one of many “virtual 
worlds” that your students may be using,2 
but it is far and away the most popular 
with educators.3 Unlike Th e Sims or 
other online worlds, Second Life is not a 
game, you can’t “win,” and you never see 
GAME OVER on the screen. 

Second Life debuted in 2003 as the 
brainchild of Linden Lab, a San Francis-
co company. Linden’s goal was to create 
an “empty” virtual world that would be 
populated, built, and developed by its 
users. Today, Linden owns the serv-

ers that house Second Life, sets the terms of service, and 
collects a fee for users who want “premium” services (basic 
membership is free).4 Otherwise, what goes into, and on 
in, Second Life is completely up to the users. 

Second Life had just 350,000 users in mid-2006, but 
its popularity has since exploded. As of August 1, 2008, 
Second Life had over 14 million “residents”.5 Its growth in 
population has been matched by a growth in sophistica-
tion. Second Life now has its own currency, the “Linden 
dollar,” which can be converted into real money through 
Second Life’s own currency exchange, the LindeX. You can 
buy Linden dollars using a real credit card or, at certain 
times in Second Life, you may be awarded them. Using 
these Linden dollars, residents can purchase virtual land, 
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buy virtual products, outfi t their avatars in virtual cloth-
ing, and engage in any other transaction you could in the 
real world.6 You can also pay for things you can’t get in the 
real world, like a chainmail suit, instant muscles, or, if your 
avatar wanders off  in the wrong (or right) direction, more 
unsavory services.

Th e commercial or institutional user can purchase its 
own “Private Island” on Second Life for as little as $1,000, 
which is in actual U.S. dollars;7 at least one institution, 
Ohio University, has seven private islands on Second 
Life.8 Once an institution buys a “Private Island”9—really, 
dedicated strands of bandwidth on the Linden Labs 
server—it can use computer “script” to create whatever it 
wants on that island. Like any other user, the institution 
can also purchase “scripted”10 items already created by oth-
ers. Perhaps not surprisingly, many schools create virtual 
representations of their real-world campuses11 in Second 
Life, replete with brick walls, ivy, stadiums, and campus 
landmarks. 

Higher education institutions can also build virtual 
classrooms. Students can then sign up for Second Life, 
which is free; log on; walk, fl y, or teleport to the college’s 
Private Island; go to their virtual classroom; and sit in 
on a live, interactive class taught by the professor’s avatar. 
Events in Second Life happen in real time, so a 9:00 a.m. 
class in Second Life starts at 9:00 a.m., and the student’s 
avatar needs to arrive there on time.12  

II. Second Life’s Appeal to Institutions of Higher 
Education
Second Life holds considerable appeal for academics and 
administrators alike. For the computer studies or infor-
mation technologies professor, the attraction is obvious. 
For the architectural or urban studies class, Second Life 
provides a 3D campus to test and actually build designs.13 
For the sociology or psychology class, it is a place where 
students, by modifying their avatars, can experiment with 
race, gender, and sexuality issues.14 For the admissions of-
fi ce, it is a place to create “Virtual U,” hold virtual campus 
tours for candidates, interact with alumni, and confi rm 
for a wired generation that their campus is on the cutting 
edge.15 

In some instances, Second Life off ers a way to have 
educational experiences you cannot replicate in the “real 
world.” Th e Dubai Women’s College opened a virtual 

campus, in part, because the technology freed the female 
students from the cultural pressure to be “covered” with a 
traditional hijab. Although some students chose to cover 
their avatars, many clothed their online personas in high 
heels and tube tops.16 

Of additional particular interest to the risk manager is 
the possible role of a virtual campus in disaster planning. 
For example, the University of New Orleans has explained 
that it maintains a virtual campus, in part, because that 
virtual campus would be a place for students to congregate 
(and, likely, attend classes), in the event of a large scale real-
world disaster like Hurricane Katrina.17 

Schools are buying in. At least 170 accredited educa-
tional institutions use Second Life in some way, including 
Harvard, MIT, NYU, and Stanford.18 Many universities 
teach classes on their school’s virtual campus and some 
professors even keep offi  ce hours “in-world.”19 Some of the 
country’s most prestigious graduate schools also have a 
virtual presence. Harvard Law School, for example, used 
Second Life to conduct a series of well-attended mock tri-
als that even had virtual juries and verdicts.20 

III. The Risks and Liability Concerns
Virtual worlds present intriguing academic, administra-
tive, and recruiting opportunities for institutions of higher 
education. Th ey also present unique risks. As the technol-
ogy is still in its nascent stage, it is too early to assess all of 
the risks, but a few have already come to the fore. 

A. Securing Your Virtual Campus 
Cyber Assaults
As noted, nearly every institution of higher educa-
tion that is involved with Second Life has purchased 
its own private island. Private island owners can 
restrict access to the virtual property and forcibly 
eject unwanted visitors.21 However, as with a real-
life campus, it is impossible to completely secure 
your virtual campus. Ohio University experienced 
this in a particularly cruel way when, in May 2007, 
shortly after the Virginia Tech tragedy, a visiting 
avatar entered Ohio University’s virtual campus and 
fi red shots at other avatars.22 

One may ask, what is the harm from a virtual 
security breach? Th e answer: Virtual assaults and 
attacks could have real-world consequences for your 
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students and other campus members. Cyberbullying 
and even cyber-“rape” is more prevalent than you 
might think, and the victims of those attacks can 
endure real emotional distress and trauma.23 

Violations of Code of Conduct and Terms of Service
Th e real-life manifestations of an online attack 
could be particularly acute if the encounter involved 
two students on your virtual campus who know 
each other in the real world. Such an attack would 
almost certainly violate Second Life’s End User 
License Agreement (EULA), as well 
as its Community Standards, which 
explicitly prohibit, except in mature 
areas specifi cally designed for such 
purposes: 1) Intolerance, 2) Harass-
ment, 3) Assault, 4) Disclosure (pri-
vacy), 5) Indecency, and 6) Disturbing 
the Peace.24  

Th is raises additional questions. If 
conduct could get your student kicked 
off  of Second Life, what is their status 
on not just your virtual campus, but 
your real campus? Might the conduct 
also violate your institution’s Code 
of Student Conduct or Academic 
Catalog? Would free expression 
objections be raised? Th ere have 
already been reported instances where 
“perpetrators sometimes claim that 
what others call sexual harassment 
and violence is simply an exercise of 
free speech rights within the virtual world.”25 If the 
student is barred from Second Life but was taking 
a credit-bearing class in Second Life at the time of 
the incident, does he or she get a refund since the 
student is literally unable to get to class?  

Tort Liability
In addition to these academic concerns, there is, as 
always, the question of liability. Is your institution 
subject to tort liability for a virtual attack if the real-
world person behind the aggrieved avatar suff ered 
actual physical or emotional harm from witnessing 
the attack?26 It happened on your (virtual) property, 

after all. Furthermore, if a claim is fi led, is it covered 
by your existing CGL policy?

As virtual worlds continue to grow and become 
more sophisticated, these questions will only be-
come more complex and pressing. New technology, 
such as “force feedback devices” and voice activation, 
allow users in virtual worlds to both feel and hear 
what their avatars are feeling and hearing.27 Th e 
direct causal chain between an assault on the avatar 
and an assault on the person, then, will be strength-
ened.

Off-Campus Problems / Policy Issues
Th ese specifi c risks touch on a more 
fundamental policy question: should 
your institution introduce students 
to Second Life at all? If your students 
previously knew nothing about Sec-
ond Life, but your institution teaches 
a course on Second Life and “forces” 
students into the virtual world, where 
does your chain of responsibility end? 
In other words, while your campus’ 
private island may be completely se-
cure, it just takes a click of the mouse 
to venture “off -campus” to a virtual 
world where sex clubs, fi ghting, and 
even virtual “death” are possible.28 
Could your institution be held liable 
for those outcomes? Similarly, assum-
ing your Code of Conduct extends to 
off -campus behavior, could a student 

be disciplined for his avatar’s off -campus actions 
that are inconsistent with the Code of Conduct? 
Will you become the Second Life police, as well?

B. Intellectual Property and Copyright Issues
While Linden Labs makes clear it owns the bandwidth in 
Second Life, it also emphasizes that  users “retain copy-
right and other intellectual property rights with respect to 
Content you create in Second Life, to the extent that you 
have such rights under applicable law.”29 Presumably, then, 
if a professor on your campus creates a new architectural 
design while working on your Second Life campus, intel-
lectual property rights attach to that creation. Th e question 
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follows: who has the rights? Th e professor? Your institu-
tion? What if the professor’s avatar steps 10 feet off  of your 
university’s private island to do his work?  

If the professor obtains a patent for content created in 
Second Life, Linden Labs automatically receives a “non-ex-
clusive, worldwide, fully paid-up, transferable, irrevocable, 
royalty-free and perpetual License” to that content.30 If a 
dispute arises between the professor and Second Life, are 
the costs of defense covered under your institution’s cur-
rent insurance?  

Th ese issues are actually arising, but, at this early stage, 
they are largely being resolved internally on Second Life. It 
is just a matter of time, though, before they spill over into 
the real world.

C. Property Disputes and Property 
Damage
“Participants in virtual worlds clearly see 
their creations as property. Th e question is 
whether real-world law will acknowledge 
these expectations.”31 

As noted, your institution (and/or 
your faculty) retains intellectual property 
rights in those creations on its virtual 
campus. What is less clear, however, is 
whether traditional “property” rights 
also apply.32 For example, are virtual property boundaries 
enforceable?  

MIT and Princeton appear to have already entered the 
preliminary phases of such a confl ict. MIT claimed that 
Princeton was encroaching on its Second Life campus—
i.e., the bandwidth of Princeton was pressing up against 
the bandwidth of MIT. In response, Princeton shifted its 
campus location on Second Life, but apparently simulta-
neously decided to exclude MIT students and personnel 
from its Second Life campus.33 

Another property concern involves the virtual land 
ownership interest between your institution and Linden 
Labs (or the other, applicable virtual world creator). In one 
of the very few reported legal decisions to date involving 
“virtual world rights,” Marc Bragg, a Pennsylvania lawyer, 
sued Linden Labs claiming that Linden “unfairly confi s-
cated tens of thousands of dollars worth of his virtual 
land and other property.”34 Bragg had purchased a piece 
of virtual property at a Second Life auction, using what 

Linden contended were “hacker-like” methods.35 Believ-
ing that Bragg unfairly obtained the land, Linden took the 
property away and froze Bragg’s account.36 Bragg sued, 
fi ling claims under Pennsylvania’s Unfair Trade Practices 
and Consumer Protection Law, the California Unfair and 
Deceptive Practices Act, the California Consumer Legal 
Remedies Act, and the California Civil Code, as well as 
common law claims for intentional interference with con-
tractual relations, breach of contract, unjust enrichment, 
and breach of the covenant of good faith and fair dealing.37 
Linden sought to compel arbitration pursuant to the Sec-
ond Life Terms of Service. Th e court determined that the 
arbitration clause was unenforceable and allowed the case 
to proceed, but the parties settled before the underlying 
legal issues were resolved.38 It remains to be seen, therefore, 

how a court would rule if your virtual 
campus and Second Life had a dispute 
about property rights.  

Of more interest to a risk man-
ager may be potential damage caused to 
your virtual campus by a “griefer,”39 or a 
database failure that leads to the loss of 
virtual property. If a virtual building on 
your Second Life Campus is damaged 
or deleted, and actual costs and time are 
incurred to rebuild that building, would 

that be covered by your existing property/casualty policy? 
Is the virtual world part of your “campus”? Is it “property”? 
Underwriters and their higher education insureds will have 
to specifi cally address these issues in the near future and 
make some decisions, as there is a paucity of legal guidance 
at this point.

D. Defamation and First Amendment Concerns
If you work for or with a state institution, you are no doubt 
accustomed to the interplay between the First Amend-
ment and defamation on your real-world campus. Even if 
you work at a private institution, you have likely encoun-
tered these issues many times in evaluating your Code 
of Student Conduct or private tort claims. You may even 
have seen these issues in the context of virtual reality; for 
instance, courts have already extended the right of free 
expression to fi rst-person “shooter” games.40 

Emerging virtual worlds like Second Life are a diff erent 
kettle of fi sh. For example, if you are a state institution, are 
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actions taken on your virtual campus on “state” property? 
Do actions taken by university avatars on Second Life 
constitute state action?  

After these thorny jurisdictional issues are addressed, 
there is the question of who is targeted by off ensive state-
ments in the virtual world. If an avatar defames a real-life 
person and that real-life person suff ers harm, that is a 
relatively simple claim to grasp, once you determine the 
person behind the avatar. What is the proper course of 
action, though, if one avatar “defames” another avatar?41 
At least one scholar has suggested that this, too, should be 
actionable: “[S]peech is defamatory when 
it harms one’s reputation in one’s com-
munity, and in theory this should include 
virtual communities as well.”42 

Th ese virtual defamation claims are 
easier to envision on virtual campuses 
where many of the students will know 
one another and, therefore, know whose 
avatar belongs to whom. Th erefore, if ava-
tar/student Joe Smith says that avatar/
student Jane Doe cheated on her LSAT, it 
would not be too diffi  cult to track down 
the actual participants and see the actual 
harm that statement caused in both the 
virtual and real campus communities. 
Much more complicated is the scenario 
where an avatar/student says something 
potentially defamatory about another 
avatar/student’s virtual self, but argues 
that those virtual selves are, by design, completely diff er-
ent from their real life personas – i.e., what Jane Avatar 
says about Joe Avatar is not the same as Jane Doe saying 
it about Joe Smith.43 Th e lines between person, avatar, or 
“cyborg” (the combination of person and avatar) are not 
clear, and it will take a creative court to determine that loss 
of an avatar’s reputation is actionable. However, it is far 
from impossible.44 

E. Tax Implications
Th ere currently are entire networks of dubious, legiti-
mate, and well-recognized businesses operating on virtual 
worlds.45 Th ey sell goods that can be bought with virtual 
dollars, which are then transferred to real dollars, but taxes 
are generally not recovered or paid. Congress has recently 

announced its intention to investigate whether these trans-
actions, as well as virtual world land ownership, should 
be subject to taxation.46 Th e tax-free nature of the virtual 
worlds could change. While one would hope “private 
islands” of higher education would not be impacted, this is 
another risk worth analyzing. 

IV. Minimizing the Risks of a Virtual Campus
If your institution has experience working with a virtual 
campus, you may already have discussed some of these 
issues. If not, or if your institution is just starting to 

consider a virtual campus or any type 
of virtual learning, it would be wise to 
think them through at the outset. Some 
suggestions to do so follow. Th ey are by 
no means exhaustive, but hopefully they 
provide a good start. 

A. Perform a Thorough Assessment and 
Inventory
Find out if your institution is already 
involved in a virtual world like Second 
Life and, if so, what it is doing there. An 
entrepreneurial professor may already 
have purchased virtual property and 
invited students there, unbeknownst to 
you and your administration. Assessing 
current virtual world activities and land 
holdings is the fi rst step in assessing risk 
and determining what the next steps 

might be. Realizing that you may not get 100% feedback, 
you can also ask your IT department to perform searches 
on Second Life to see what “hits” they get for your institu-
tion’s name.

B. Understand the Technology and the Terms of Service
Spend some time reading the EULA and Terms of Service 
for the virtual worlds where your institution does have an 
interest. As noted above, Second Life’s community stan-
dards are likely harmonious with your school’s code of 
conduct, but confl icts could arise. Again, what if Second 
Life freezes your student’s account for a perceived viola-
tion of the community standards, but your institution has 
not decided to pursue on campus proceedings (or those 
proceedings have not yet commenced)? How does the 
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student get to her virtual class? Can she? Is your institution 
now in breach of contract? Institutions would do well to 
think through these issues and, as Second Life has made 
no secret of its affi  nity for attracting more colleges and 
universities,47 try to negotiate some understanding with 
Linden Labs on these points.

Note that if you have minor students on your campus, 
that raises a whole new set of issues. Many virtual worlds, 
like Second Life, require that all users be at least 13 years 
of age, while users from 13-17 years old are restricted to 
certain “Teen Areas.”48 Could a 17-year old student even 
get on your virtual campus? Should you—and can you—
off er virtual classes to freshmen?

C. Educate Your Students and Faculty
Provide your students and faculty with a full understand-
ing of the benefi ts and risks of attending a virtual campus 
and, more broadly, interacting in a virtual world. At a mini-
mum, they should fully complete the provider-sponsored 
orientation sessions for new avatars, read and sign a copy 
of the applicable Terms of Service and Community Stan-
dards, and be instructed that they are accountable for the 
conduct of their avatars on the virtual campus, just as they 
would on the “real-life” campus.  

D. Sit Down with Your Broker—Or, If You Are a Broker, 
with Your Insured
No one likes surprises. Most risks surrounding virtual 
worlds are probably already covered by existing terms of 
insurance—even if inadvertently—but it is best to address 
the issue directly. Casualty, general liability, cyber-risk, and 
many other policies or potential policies could be in play. 
Check, identify any gaps, and think through creative solu-
tions with your broker. 

E. This Is a Unique Opportunity—Be Proactive
As a risk manager or insurer, you have a unique ability to 
shape your institution’s virtual campus and the interactions 
on that campus from the outset. You would have loved that 
opportunity on your real-world campus, right? Well, now 
you have that chance.  

Whether your institution is already committed to the 
virtual world or just thinking about it, the time is long past 
to dismiss Second Life as a “fad” or something for hardcore 

video game addicts. It is here, and whether through Second 
Life or in some other forum, virtual learning is going to 
increase in popularity. An in-house seminar for just a day 
with you, counsel, and the key participants on your virtual 
campus could do a world of good.

F. Get Involved
Finally, think about joining a virtual world yourself or 
having someone in your offi  ce do so. It is hard to discuss 
Second Life in the abstract, but if you actually take your 
avatar to your institution’s private island and tour the 
broader virtual world, the benefi ts and risks will become 
more apparent.

Oh, and if you do sign up for Second Life, one last 
thing—have fun.
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Abstract: Th ere is a new type of risk that is emerging: the 
risk involved with potential confl icts of interest, which can in-
clude everything from student fi nancial aid to a contract with 
a vendor. Th is article focuses on New York Attorney General 
Andrew Cuomo’s probe into the student loan industry, what 
roles colleges and universities play in getting fi nancial aid 
resources to their students, and what the potential repercus-
sions are for higher education risk man-
agers. It also discusses how you can take 
this information to help limit the risk of a 
confl ict of interest.

Introduction 
We know the risks—slip and falls, fl oods 
or fi res in on-campus housing—but what 
about contracts with food service ven-
dors or arrangements with study abroad 
program providers? Yes, a new breed of 
risk has emerged.  

Th ese new risks center around the 
“best interests” of your students and your 
institution’s role in protecting those in-
terests in the ordinary course of conduct-
ing its business. However, fi guring out 
just what constitutes a confl ict of interest in such circum-
stances requires a new way of conceptualizing risk that 
has virtually nothing to do with the traditional sources of 
potential litigation exposure.1 Th e need for risk managers 
to learn about these risks and take an active role in mini-
mizing them has reached a new level of urgency following 
the student loan investigation initiated by the New York 
Attorney General. Th e good news is that, although there 
is no way to immunize your institution from the threat 
of investigation, you can take steps now to mitigate the 
consequences of a potential inquiry into your institution’s 
practices.  

The Paradigm (i.e. It’s Only the Beginning)
In 2007, New York Attorney General Andrew M. Cuomo 
initiated a widely publicized and extensive probe into 

the student loan industry and the roles of colleges and 
universities in helping their students obtain fi nancial aid. 
Relying on New York’s consumer protection act as legal 
authority to investigate the lending practices of student 
loan vendors and higher education institutions, Mr. 
Cuomo targeted at least 400 colleges and universities all 
over the country.2 Mr. Cuomo sought detailed informa-

tion about: a) the methods that schools 
use to assemble and manage preferred 
lender lists and the role of lenders in that 
process; b) lenders’ provision to institu-
tions and their employees of such perks 
as expense-paid trips, meals, gifts, en-
tertainment, compensation, equipment, 
services, and staffi  ng to institutions or 
institutional employees; c) lenders’ provi-
sion of “opportunity loans” to borrowers 
whose credit histories might otherwise 
make them ineligible for private loans; 
d) interference with students’ free choice 
among lenders; e) revenue-sharing ar-
rangements; and f ) lenders’ use of school 
employees on advisory boards or panels.3  

Mr. Cuomo found several aspects of 
the student loan industry troubling. Th rough his inves-
tigation, he determined that certain revenue-sharing ar-
rangements have given rise to exclusive consolidation loan 
marketing agreements, undisclosed loan sales, opportunity 
loans, and institutional confl icts of interest.4 Th rough 
the threat of further investigation and legal action, Mr. 
Cuomo persuaded a number of institutions and lenders, 
both in New York and out-of-state, to promise to adhere 
to a code of conduct provided by his offi  ce and to pay 
millions of dollars in settlements to students.5 Th at code 
of conduct included strict ethical obligations focusing on 
disclosure about the selection process of preferred lenders 
and the students’ ability to choose any lender, the elimina-
tion of certain revenue-sharing arrangements between 
schools and outside organizations, and an overall priority 
for the students’ interests above those of the institution.
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Mr. Cuomo is not the only government offi  cial who 
is calling for a change in the common practices of col-
leges and universities nationwide.6 Several state attorneys 
general have begun to follow Mr. Cuomo’s lead. Th ey have 
expanded the investigation of student loan practices to 
any arrangement between schools and companies that do 
business with the institutions, their students, and their 
alumni.7 Mr. Cuomo’s investigation and other government 
investigations are now turning to study abroad programs, 
athletic departments, student identifi cation/debit cards, 
credit cards such as affi  nity cards, bank-
ing, health insurance, textbooks, food 
service, and other campus services involv-
ing outside vendors.8 

Because most states have unfair trade 
practices acts, similar to the New York 
statute on which Mr. Cuomo based his 
authority, no college or university should 
consider itself safe from investigation. To 
the contrary, review of institution prac-
tices has continued to gain momentum.9 
Th e Senate and House have launched 
their own investigations into student 
lending practices.10 In 2007, Congress 
proposed legislation called the Student 
Loan Sunshine Act aimed at regulating 
the relationships between institutions 
and lenders with respect to loans.11 Simi-
larly, the United States Department of 
Education began a process in December 
2006 to amend regulations pertaining 
to federal student loan programs and 
preferred lender lists.12 Th erefore, these confl ict of interest 
issues are just the beginning.

What Does This New Risk Mean?
Any relationship that gives rise to an actual or apparent 
confl ict of interest is a potential target for investigation, 
and such relationships are myriad in the realm of higher 
education as the varied examples above suggest. For exam-
ple, confl icts of interest issues could negatively aff ect more 
than 90 percent of the United States university students 
who take out educational loans in reliance on an institu-
tion’s “preferred lenders” list if the list, as Attorney General 
Cuomo suspects, does not include providers of loans with 

the best possible terms and conditions the students could 
have otherwise obtained.13 Although the duty to act in 
the best interests of your students has always existed and 
many institution practices now being investigated are ac-
cepted common practice, the current climate places upon 
the administrators and trustees of your institution a new, 
increased obligation in discharging the business of their 
institutions or risk serious legal, fi nancial, and public rela-
tions consequences.14 Given the invasiveness and stigma of 
a government investigation, your institution would benefi t 

from taking proactive steps to shield itself 
from any potential investigation by iden-
tifying areas of vulnerability. Although 
the relationships between an institution 
and outside organizations will diff er 
from institution to institution, there are 
specifi c red fl ag issues which should grab 
your attention.

Fee Sharing
Fee sharing arrangements across various 
industries have received close scrutiny 
during the recent investigations.15 Fee 
sharing, or revenue sharing, can occur 
anytime a school or its administrators 
benefi t from a relationship with a student 
service provider. Such arrangements can 
take many forms and may involve vendors 
for such services as on-campus events, 
athletics, study abroad programs, and stu-
dent loans. From Mr. Cuomo’s perspec-
tive, the problem with such arrangements 

is that, even if the benefi t to the school is nominal or is not 
considered by an institution’s decision makers in choos-
ing a vendor, such benefi ts become “kickbacks” received in 
exchange for contracting with certain vendors. Decisions 
arising out of such arrangements may be viewed as lacking 
independent judgment by the institution and may cause 
some to question whether the basis for the decision was 
other than the best interests of students, the standard by 
which all of your institution’s decisions will ultimately be 
measured in any investigation.

Examples of previously targeted exchanges include of-
fering meals and other extras to administrators,16 covering 
travel expenses for fi nancial aid offi  cials to attend meetings 
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or seminars at luxury resorts, appointing school offi  cials 
to lender-sponsored advisory boards or committees, and 
providing services and staff  to institutions.17 Th rough his 
investigation, Cuomo, apparently, is trying to determine 
whether students are disadvantaged by such relationships. 
For example, the investigation seeks to determine whether 
student lenders listed on the institution’s preferred list off er 
the best terms and conditions available to students.18 In the 
case of study abroad programs, investigations have focused 
on whether selected vendors receive exclusive agreements 
with schools, requiring students to use these programs or 
forfeit college credit. Essentially, investigators are search-
ing for any evidence that the choice of lender or program 
benefi ts the school, not the student.  

Investigations have also focused on whether institu-
tions have allowed lenders to use college names, athletics 
logos, and mascots to market their loans with the eff ect of 
leading students to believe that the outside organization 
is affi  liated with the institution.19 In return, the athletic 
departments have purportedly received fees or other perks. 
At least some colleges have apparently asked companies to 
sponsor fi nancial aid workshops and recruitment events 
for students and parents, provide refreshments, and make 
thousands of calls to student borrowers.20 Other targeted 
practices involve school administrators holding stock op-
tions in parent corporations of student loan companies 
that are on the institution’s preferred lender list.21 Although 
many of these common practices are most likely harmless 
to students, investigators have delved into whether stu-
dents have been, in any conceivable way, aff ected by such 
relationships. 

Any situation where the institution shares revenue with 
an outside organization, receives perks of any kind from 
a vendor, or has a fi nancial interest in a vendor creates the 
appearance of a potential confl ict of interest and exposes 
the institution to the risk of investigation, litigation, and 
bad publicity.22 Of particular focus are situations where the 
students do not have an option with respect to the vendor, 
as is the case with food services or the bookstore. In such 
cases, where students are forced to use who the school 
chooses, some investigators believe that the institution has 
an obligation to provide the best deal for the students and 
not choose the vendor who provides the best fi nancial or 
other incentive to the institution or its administrators.

Disclosure Concerns
Although revenue sharing may provide a focus for investi-
gation of colleges and universities, failure to disclose these 
relationships or other practices, such as the basis for choos-
ing a particular vendor or certain fees, to students and their 
parents also has the potential to expose your institution 
to investigation. Th erefore, lack of transparency as to how 
fees are determined and which entities receive fees are a red 
fl ag. Investigators believe that students should be able to 
make prudent decisions regarding student loans and other 
services off ered by the institution. In the case of so-called 
“opportunity loans,” students should understand that they 
may be eligible for loans other than those recommended 
by the institution that off er a better interest rate. Taking 
a note from Mr. Cuomo’s Code of Conduct, you may be 
well served by identifying instances where your institution 
provides information to students and parents endorsing a 
particular vendor without providing companion informa-
tion, such as alternatives, explanations as to why and how 
certain vendors are recommended, and students’ ability to 
select any lender.  

Now What? How to Minimize Risk
Internal Evaluation
Before you decide what steps to take to prevent and miti-
gate this new kind of risk, you must fi rst understand where 
you are vulnerable. Aside from the areas which Mr. Cuomo 
has probed, it is hard to predict which relationships may 
become the next hotbed for accusations of questionable 
behavior or practices. Th erefore, the fi rst step is to conduct 
a self-audit of your current practices as thoroughly as you 
can. What arrangements do your administrators have with 
outside organizations, vendors, or student loan lend-
ers?23 Examine the relationships your institution has with 
entertainment and athletic vendors. Look at the campus 
bookstore, student identifi cation and debit cards, and 
study abroad programs. Any time the institution has cho-
sen a vendor for students or is in a position to off er a list 
of recommended vendors, there is a potential for a confl ict 
of interest. Th is step will require you take a global view of 
all institutional relationships and coordinate your eff orts 
with offi  ces and administrators across your campus. Even 
if a practice is common place and accepted in institutions 
nationwide, examine it under Cuomo’s microscope for the 
appearance of a confl ict of interest. 
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You should also consider your institution’s existing 
policies.24 It is quite possible that diff erent offi  ces within 
your institution already have policies related to specifi c 
relationships central to that offi  ce. If so, compare the simi-
larities and diff erences among those policies. If your insti-
tution has a general code of conduct, investigate the degree 
to which it is followed and enforced, what it requires, and 
whether departmental policies confl ict with it. Determine 
what disclosure provisions exist for various activities and 
services. Analyze the procedures for dis-
closure and the standards for approval of 
university contracts.  

Disclosure
To avoid an actual or apparent confl ict 
of interest, you should consider creating 
transparent institution-vendor relation-
ships.25 For example, it would be ap-
propriate to disclose to students their 
rights in choosing any lender, even one 
not listed by the institution, without 
penalty.26 Similarly, arrangements with 
travel providers and other vendors could 
be disclosed to students to the extent it 
is feasible.27 A good way to communicate 
your confl ict of interest policies and dis-
closures is by posting them on the cam-
pus website.28 Administrators and other 
employees should disclose their owner-
ship of stock options and other fi nancial 
interests in vendors or organizations that 
do business with the school to an appro-
priate institution offi  cial who can resolve such issues.  

Consistency
Your institution may want to develop one set of over-
riding rules for all vendor and lender relationships that 
implements best practices for avoiding actual or appar-
ent confl icts of interest.29 Th is concept is similar to the 
Sarbanes-Oxley corporate governance requirements that 
demand reporting and oversight procedures in the cor-
porate world.30 An institution-wide confl ict of interest 
policy should be comprehensive and provide guidance to 
administrators in their dealings with outside organiza-
tions.31 It should be clear to whom the policy applies and 

how it is enforced.32 Further, your school’s policy should 
provide a basis for institution-wide training.33 Having one 
comprehensive policy allows that policy to be applied uni-
formly throughout various vendor and lender relationships 
and creates a one-stop-shop for questions and concerns 
regarding confl icts of interest. Th e policy should name a 
person or offi  ce to whom questions about the policy and 
its enforcement may be addressed.34 Additionally, there 
must be some method for enforcing the code of conduct 

and resolving actual or potential confl icts 
of interest. Your school may consider 
appointing a compliance offi  cer for this 
purpose. Having a policy is not enough; 
your institution must observe its require-
ments to receive its benefi ts.

An institution-wide confl ict of inter-
est policy or code of conduct might in-
clude such topics as annual review of the 
list of vendors and lenders, representa-
tion from each lender that it will not sell 
student loans without prior disclosure, 
limitation on student information sharing 
between the school and outside entities, 
oversight of approval procedures by an 
independent source, vendor or lender 
approval procedures, and elimination of 
reimbursement by vendors for travel and 
meals. An institution might publicize its 
confl ict of interest policy on its website so 
that employees, students, and parents are 
aware of it.  

Conclusion
Th e threat of investigation into your institution’s practices 
with respect to its vendors will not go away anytime soon. 
However, you can minimize your institution’s exposure to 
the risks of prosecution, civil litigation, monetary penal-
ties, and bad publicity. While there is no magic potion to 
ward off  an aggressive attorney general, and it is diffi  cult 
to predict what the next target will be, you can and should 
institute an overarching policy of best practices to provide 
parameters for decision makers on your campus. Th is task 
will require an institution-wide eff ort involving your legal 
department and risk managers, administrators, trustees, 
and staff . However, taking action now will help you defl ect 
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any investigation that comes your way, and, in that event, 
you will be able to demonstrate your school’s commitment 
to promoting the best interests of your students.
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Abstract: Employment-based litigation is a continuing 
concern for both private and public sector colleges and 
universities. Recent United States Supreme Court decisions 
concerning retaliation and age discrimination underscore 
the ever-expanding range of claims. Other federal statutes 
under which claims are frequently made include Title VII 
of the Civil Rights Act of 1964, 42 U.S.C. Section 1983 
Civil Rights, the Americans with Disabilities Act, the 
Vocational Rehabilitation Act of 1973, the Age Discrimina-
tion in Employment Act (ADEA), and the Equal Pay Act 
of 1963, among  the more than 200 separate federal laws 
that grant separate cognizable legal rights. On December 1, 
2006, mandatory electronic discovery rules went into eff ect 
in all federal courts throughout the United States. Th ey have 
resulted in scores of complex technical decisions from federal 
district courts and circuit courts of appeal that appear almost 
weekly. Th e costs associated with compliance with electronic 
discovery orders can be staggering. Th e rules apply to all fed-
eral civil litigation and have had a signifi cant impact on risk 
analysis and underwriting considerations. Th e rapid evolu-
tion of electronic discovery has led to revolutionary changes 
in the manner in which electronically stored information 
(ESI) is created, managed, destroyed, restored, preserved, 
analyzed, and reconstructed in both the public and private 
sectors. Th e projected costs to insurance companies are 
estimated to be in the billions of dollars annually. Th is article 
examines recent developments in both employment-based 
litigation and electronic discovery in relation to risk analysis 
and loss prevention in higher education. 

I. EMPLOYMENT PRACTICES LIABILITY (EPL) 
CONCERNS FOR UNIVERSITIES
Employment practices liability (EPL)—claims and litiga-
tion alleging sexual and other forms of illegal harassment, 
employment-based discrimination, wrongful termination, 
and retaliation—continues to be a major liability loss 
exposure for universities and colleges.

Th e Equal Employment Opportunity Commission 
(EEOC) is the federal agency responsible for the enforce-
ment of federal anti-discrimination laws. Aggrieved em-

ployees fi le a complaint with the EEOC. Th ereafter, they 
may fi le a lawsuit within 90 days after receiving a notice of 
a “right to sue” from EEOC.

Th e federal laws enforced by the EEOC include:
Title VII of the Civil Rights Act of 1964 (Title VII):• 1 
Prohibits employment-based discrimination involving 
race, color, religion, sex, or national origin.
Age Discrimination in Employment Act of 1967 • 
(ADEA):2 Protects workers who are 40 years of age or 
older from age discrimination in the workplace.
Title I and Title V of the Americans with Disabilities • 
Act of 1990 (ADA):3 Prohibits discrimination against 
individuals with qualifi ed disabilities.
Equal Pay Act of 1963 (EPA)• :4Addresses sex-based 
wage discrimination between men and women en-
gaged in similar employment.  
Civil Rights Act of 1991• :5 Addresses several aspects of 
workplace discrimination. It strengthens and improves 
Federal civil rights laws to provide for monetary dam-
ages in the event of intentional employment discrimi-
nation.

In addition to federal laws, employers also face po-
tential liabilities from state human rights laws. Generally, 
these laws complement federal statutes by prohibiting em-
ployment discrimination based on other categories, such as 
sexual orientation, receipt of public assistance, or genetic 
information (predisposition to a particular disease because 
of a person’s genetic history).

EEOC Enforcement Trends
Th e EEOC maintains statistics concerning the number of 
complaints made to the EEOC and the monetary amounts 
paid as benefi ts to complainants. Th is data can be analyzed 
to help identify national EPL trends.

Despite a downward trend in the number of individual 
charges to the EEOC from 2003 to 2005, this trend 
reversed itself in 2006, with the highest number of charges 
for this period in 2007 (see Figure 1).
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Th e EEOC also tracks the amount of monetary bene-
fi ts paid to complainants (see Figure 2). Monetary benefi ts 
do not include amounts received by complainants through 
litigation or other sources.

Th e sharp increase in the number of charges to the 
EEOC from 2006 to 2007 capped a three-year rise in 
complaints. Th e nearly $60 million increase in monetary 
benefi ts paid by the EEOC from 2006 to 2007 is a result 
of the prior year’s complaints.6

Changing American Workforce
According to the U.S. Department of Labor, the number 
of American workers in these categories will increase as we 
move further into the 21st century. Specifi cally, the report 
predicts that by the end of 2008, the American workforce 

will continue to sharply diversify, with growth for whites 
the lowest of all measured groups. With regard to gender, 
the increase of men into the workforce as compared to 
women is signifi cantly lower with a 21 percent increase of 
men and a 34 percent increase of women in the workforce.7 

Th e U.S. Census Bureau reported in 2001 that ap-
proximately 28 million Americans were foreign-born—up 
from 19.8 million in 1990. Th is increased the percentage 
of foreign-born individuals in the workforce from 7.9 per-
cent in 1990 to 10.4 percent in 2001. Th e Migration Policy 
Institute (MPI) provides additional information about 
foreign-born workers in the U.S. population and the U.S. 
civilian labor force. Th e MPI indicates that the percentage 
of foreign-born individuals in the U.S. population in 2006 
was approximately 13 percent. Th ey also report a steady 
increase in the share of foreign-born workers as part of the 
U.S. civilian labor force, rising from 12.6 percent in 2000 
to 14.7 percent in 2005.9

Th e EEOC enforces federal laws that protect work-
ers who fall into diff erent categories, or who have certain 
characteristics, including race, color, religion, sex, national 
origin, age, or a qualifi ed disability. Th ese demographic 
changes will increase the number of workers in protected 
classes and the exposure that employers, including univer-
sities and colleges, face for employment-related claims and 
litigation. 

Th e EEOC reports a growing trend in the number of 
retaliation charges from over the past 10 years. Retaliation 
is an adverse action taken against an employee for engaging 
in protected activity which consists of either opposing a 
practice made unlawful by one of the employment discrim-
ination statutes (the “opposition” clause) or participating 

FIGURE 2: TOTAL MONETARY BENEFITS PAID TO EEOC 
COMPLAINANTS, 2003-2007
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Asian and 
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FIGURE 3: CHANGES IN THE AMERICAN WORKFORCE–
AGE, SEX, AND RACE, 1988-20088

FIGURE 1: TOTAL NUMBER OF CHARGES FILED 
WITH THE EEOC, 2003-2007
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in any manner in an investigation, proceeding, or hearing 
under an applicable statute (the “participation” clause). 

Employers are legally prohibited from taking adverse 
employment action against an employee because he or she 
fi led a complaint of unlawful discrimination or otherwise 
took part in a protected activity. Adverse employment 
actions include termination, demotion, or other material 
change in the terms, benefi ts, and conditions of employ-
ment. Th e majority of the complaints arise from activity 
prohibited under Title VII, alleging employment discrimi-
nation based on race, color, religion, sex, gender orienta-
tion, or national origin.

Employment Practices Liability (EPL) Experience in 
the Education Community
EPL claims are not unfamiliar to the education commu-
nity. As the university workforce continues to diversify, the 
number of employees in protected classes will rise, increas-
ing the overall EPL exposure.   

Th e EEOC reports the following pattern of charges 
for 2007. Retaliation was removed from the data, and the 
underlying causes alone were considered.

Complaint data for the education community nation-
wide is diffi  cult to obtain and compile. However, the lead-
ing loss drivers for EPL claims and litigation traditionally 
include:

Employment Discrimination–Age, race, and disability • 
Wrongful Termination– Age, race, and disability • 
Sexual Harassment• 

Claimants can include current and former employees, 
contract employees and administrators, tenured and non-
tenured staff , and job applicants.

FIGURE 4: RETALIATION CHARGES, 1997-2007 (TOTAL 
NUMBER OF CHARGES AND PERCENTAGE OF ALL CHARGES)
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FIGURE 5: EEOC AGE DISCRIMINATION CHARGES, 2003-2007
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had remanded the case to the District Court for a trial 
on the retaliation claim under 42.U.S.C. §1981, the equal 
contract action.

Th e plaintiff , Hendrik G. Humphries, a former as-
sistant manager at a Cracker Barrel restaurant owned by 
CBOCS West, Inc., timely fi led a race-based employment 
complaint with the Equal Employment Opportunity 
Commission (EEOC) and received a “right to sue” letter. 
He fi led his complaint in the District Court alleging that 
CBOCS’ actions violated both Title VII of the Civil Rights 
Act of 1964 and the Equal Contract provision of 42 U.S.C. 
§1981. 

Th e District Court dismissed the Title VII claims for 
failure to pay court fees and granted CBOCS summary 
judgment on the plaintiff ’s two §1981 claims. Th e Seventh 
Circuit upheld the Title VII dismissal but remanded the 

§1981 retaliation claim for a trial. Th e Su-
preme Court granted a writ of certiorari 
on the issue of whether §1981 encom-
passed retaliation claims. 

In writing for the majority, Associate 
Justice Stephen Breyer rejected CBOCS’ 
argument that §1981 retaliation, if per-
mitted in employment-related retaliation 
claims, would overlap with Title VII and 
its carefully devised procedural admin-
istrative mechanisms. In Patterson §491 

U.S., at 181, the Court held that the overlapping remedies 
available under Title VII and under §1981 are separate dis-
tricts and independent. Any overlap concerning available 
remedies refl ects congressional design. Th e signifi cance of 
this decision, of course, is that it permitted the plaintiff  to 
pursue this §1981 claim at trial. 

As will be discussed later in Section III, motive and in-
tent of employers in employment litigation may well be the 
subject of intense scrutiny of the many electronic devices 
and systems on which documents, statements, and e-mails 
may be stored.

Certainly, retaliation is easy to allege but more diffi  cult 
to prove. Nevertheless, the U.S. Supreme Court  in both 
Gomez-Perez v. Potter and CBOCS West, Inc. v. Humphries 
has defi nitely ruled that these types of claims are avail-
able in age discrimination cases, as well as in Title VII and 
§1981 contract cases.

II. RECENT UNITED STATES SUPREME COURT 
EMPLOYMENT-RELATED DECISIONS
A. Gomez-Perez v. Potter (06-1321):10

On May 27, 2008, the U.S. Supreme Court issued sepa-
rate decisions in Gomez-Perez v. Potter (06-1321) and in 
CBOCS v. Humphries (06-1431) that were favorable to 
plaintiff s in unrelated employment cases.  

In Gomez-Perez, the plaintiff , a 45-year old postal work-
er in Puerto Rico, alleged that her employer violated the 
Age Discrimination in Employment Act of 1967 (ADEA) 
by subjecting her to retaliatory actions as a result of fi ling 
an administrative complaint.

In a 6-3 ruling, the Supreme Court held that retaliation 
is a prohibited act under §633a(a) and reversed the U.S. 
Court of Appeals for the First Circuit, which had affi  rmed 
the District Court. In analogizing its reasoning to other 
rulings in discrimination cases, it relied 
on Sullivan v. Little Hunting Park, 396 
U.S.229 (1969), and Jackson v. Birming-
ham Board of Education (Sex Discrimina-
tion in Education), 544 U.S.167 (2005). 

Among other complaints, the plaintiff  
alleged that she was accused of sexual 
harassment, that her name was written 
on anti-sexual harassment posters, and 
that her work hours had been drastically 
reduced. 

After fi ling her claims in the U.S. District Court of 
Puerto Rico, the respondent successfully moved for sum-
mary judgments, which was granted on the basis of sov-
ereign immunity. Th e U.S. Court of Appeals for the First 
Circuit sustained the lower court’s dismissal on the ground 
that the federal-sector provision’s prohibition of “discrimi-
nation based on age” does not cover retaliation. 

Associate Justice Samuel A. Alito, writing for the 
majority, held that “discrimination based on age” includes 
retaliation. Although this decision involved an interpreta-
tion of federal law concerning alleged retaliation involving 
a federal employee, the impact is clear. Employment deci-
sions aff ecting employees and applicants over 40 years of 
age must be free from discriminatory intent or impact. 

B. CBOCS West, Inc. v. Humphries (06-1431):11 
On May 27, 2008, the U.S. Supreme Court affi  rmed 7-2 
the U.S. Court of Appeals for the Seventh Circuit, which 
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C. Meacham v. Knolls Atomic Power Laboratory 
(06-1505):12 
On June 18, 2008, the U.S. Supreme Court ruled 7-1 that 
in defending a disparate-impact claim brought under the 
Age Discrimination in Employment Act (ADEA), the 
employer bears both the burden of production and the 
burden of persuasion for the reasonable factors other than 
age (RFOA) affi  rmative defense under 
§623(f )(1).

Th is lawsuit stemmed from the layoff  
of workers involved with the design of 
prototype naval nuclear reactors. Th irty 
of 31 salaried employees were over forty 
years old. Ironically, Knoll was ordered to 
lay off  workers by the federal government, 
which jointly funded all of its operations 
through the Department of Energy and 
the Navy.

Th is case has had a tortured history, 
beginning with a jury verdict based on 
a disparate-impact claim but not on the 
disparate-treatment claim. Th e verdict 
was affi  rmed by the Second Circuit. After 
granting certiorari sought by the defen-
dant, Knoll, the Supreme Court reversed 
and remanded the case back to the 
Second Circuit. Th e same Circuit panel 
thereafter determined that it had wrong-
fully applied the “business necessity” 
standard rather than a “reasonableness 
test” and dismissed the case. Th e plaintiff , 
Meacham, was then granted certiorari by 
the Supreme Court, resulting in a ruling 
for the plaintiff  and again remanding it 
back to the Second Circuit.

In writing for the majority, Associate Justice Souter ex-
plained the distinctions between  reasonable factors other 
than age (RFOA) and the bona fi de occupational qualifi -
cations (BFOQ) exemptions as being among the ADEA’s 
fi ve affi  rmative defenses discussed in Trans World Airlines 
Inc. v. Th urston 46 U.S. 111, 122 (1985). Th e Court found 
that there was clear Congressional intent expressed in 
both the statute and its applicable regulations.

Th e Court in Meacham noted: “…Th at said, there is no 
denying that putting employers to the work of persuad-

ing fact fi nders that their choices are reasonable makes 
it harder and costlier to defend than if employers merely 
bore the burden of production; nor do we doubt that this 
will sometimes aff ect the way employers do business with 
their employees. But at the end of the day, amici’s concerns 
have to be directed at Congress…”13 

Justice Scalia fi led a concurring opinion, while Justice 
Th omas fi led a very brief opinion concur-
ring in part and dissenting in part. 

Th e “graying” of faculty members in 
colleges and universities throughout the 
United States was the topic of a New 
York Times article on July 3, 2008.14 It 
should not go unnoticed by universities 
that this group of highly educated indi-
viduals will be extremely sensitive to any 
direct or indirect eff orts to hasten their 
departures, particularly in view of these 
recent Supreme Court decisions. 

D. Crawford v. Metropolitan Govern-
ment of Nashville and Davidson 
County, Tennessee:15 
Th is case is scheduled for oral arguments 
on October 8, 2008, before the Supreme 
Court. Th e issue before the court is 
whether an employee who cooperated 
with her employer’s internal investigation 
for Title VII-prohibited sexual harass-
ment is protected from termination 
because of Title VII’s anti-retaliation 
provision. Th is is another newly develop-
ing area in which secondary claimants, 
including both alleged victimizers and 
cooperating employee witnesses, allege 

that they received adverse and discriminatory actions from 
the employers’ internal title VII-related investigations.
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It is important for any university to determine 
whether to establish a formal policy and procedure 
to internally investigate complaints about work-
place discrimination. If it chooses to adopt a policy, 
then it should include affi  rmative representations 
that retaliation will not be permitted against em-
ployees who come forward and rely on it.

Once a complaint is made, investigation by a 
neutral, uninvolved individual, preferably one with 
professional training and experience, should be im-
mediately undertaken. Often, this might begin with 
the Offi  ce of General Counsel. Th e process should 
include interviewing relevant individuals, as well as 
identifying and obtaining any relevant documents 
and e-mails. 

If deemed necessary, interim protective mea-
sures should be considered, such as reassigning 
involved employees to other work areas or chang-
ing their job responsibilities. At the same time, the 
employer must attempt to minimize any internal 
stigmatization of either the accuser or the accused 
within the organization.

Th e rights of the accused employee must 
also be recognized. Allegations of employment 
discrimination are quite serious and can have 
extremely negative, long-term career implications. 
Th ey can also be legally defamatory. Union and 
bargaining unit delegates may become involved 
when a complaint is made and provide 

representation to the accused. Th ey often have 
signifi cant ethical confl icts arising from their dual 
responsibilities to protect the interests of both the 
accuser and the accused if each is a member of the 
same collective bargaining unit. 

An objective analysis of all factors, including as-
sessment of the possible motivation of the accuser, 
should be made prior to rendering a fi nal decision. 

If the determination is made that there has 
indeed been inappropriate conduct, then the 
employer must determine its remediation strategy. 
Options might include a verbal or written repri-
mand, a counseling memo, change of responsibili-
ties, reassignment, fi nancial sanctions, additional 
training, or even termination. For an off ending 
faculty member, it might include an extension of 
the probationary period or even result in the denial 
of tenure. 

Informal workplace counseling might be consid-
ered, as well as referral to behavioral professionals 
or agencies having expertise in these situations. 
Some employers have also brought in consultants 
to conduct awareness workshops for administra-
tors, supervisors, and employees. 

Most importantly, employers must recognize 
that when patterns of discriminatory behavior have 
been identifi ed, they must consider whether to 
thereafter engage in more comprehensive monitor-
ing and supervision of all their employees.

What factors should a university consider when conducting its                                                
internal investigation concerning alleged discrimination?                                        
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III. ELECTRONIC DISCOVERY
On December 1, 2006, the Federal Rules of Civil Pro-
cedure were amended to permit automatic discovery of 
electronically stored information (ESI) in all federal court 
civil litigation.  

Th ese rules are extremely proactive. In particular, they 
require parties to meet and confer concerning e-discovery 
no later than 21 days prior to the fi rst scheduled conference 
with the court. 

Th is contrasts with the typical litigation procedures 
prior to these amendments, in which counsel would at-
tempt to identify e-discovery issues subsequent to docu-
ment discovery and depositions. Th e resultant motion 
practice was extremely burdensome to the courts, costly to 
litigants, and resulted in lengthy delays in complying with 
courts’ litigation management plans. 

Th ese rules have revolutionized the process of discovery 
in federal litigation. Many state courts have either adopted 
them or enacted their own modifi cations for state litiga-
tion. In virtually all areas of civil litigation, e-discovery has 
added layers of responsibility onto both counsel and their 
clients.

Discoverable information and documents will po-
tentially exist, or need to be retrieved, from all available 
electronic devices and systems on which ESI might exist or 
be stored. All electronic data in usable form that may lead 
to relevant material and admissible evidence and that is 
related to the claims, defenses, and issues in the litigation is 
discoverable.  

Signifi cantly, the new rules anticipate that counsel will 
be fully conversant with their clients’ electronic system, 
hardware, software, archival materials, records retention, 
destruction, preservation, and collection policies. Th ese 
include, among others:

Th e underlying reasoning is that, armed with this 
knowledge, attorneys are expected to discuss production 
and privilege issues well in advance of the court’s involve-
ment. In addition, since e-discovery is now-presumptive, 
limitations sought by the parties will be based on their 
counsels’ specifi c factual knowledge rather than specula-
tion, surmise, or conjecture. 

Th is, of course, has created issues in which opposing 
counsel have sought to shift the costs of producing what 
can potentially be tens of thousands (or more) of docu-
ments. Th ird party e-discovery is also contemplated, which 
has also created many issues, not the least of which center 
around privilege, the costs of production, and the potential 
for liability to the parties. 

Rules Related to Electronic Discovery

Rule•  16(b): Authorizes the court to establish rules 
concerning electronic discovery

Rule 26(a): Includes “electronically stored information” (ESI) • 
as a category

Ru• le 26(b)(2): Provides a mechanism for e-discovery of 
accessible and inaccessible data; addresses the issue of 
responsibility for costs

Rule 26(b)(5): Permits the retrieval—“clawback”—of • 
inadvertently disclosed material that may have attorney-
client, work product, or other legal privileges 

Rule 26(f): Requires parties to “meet and confer” about • 
e-discovery issues no later than 20 days before the fi rst 
court conference

Rule 33(d): Specifi es that ESI is part of business records for • 
purposes of document demands in interrogatories

Rule 34(b): Addresses the electronic format for production • 
of  electronic data 

Rule 35: Creates a reporting mechanism for e-discovery • 
stipulations and agreements 

Rule 37(j): Creates “safe harbor” provision for disclosure • 
concerning destroyed, unavailable, deleted or lost data 

Rule 45: Provides for ESI in document discovery subpoenas• 

FIGURE 7: AMENDMENTS TO THE FEDERAL RULES OF 
CIVIL PROCEDURE16

Devices Media

Servers Hard Drives

Personal Computers Voicemail Recordings

BlackBerry Devices Instant Message (IM) Histories

PDAs Website Histories

Offi ce Phones Back-Up Tapes

VoIP Telephony Cellphone Call Histories

Laptops Blogs

Cellphones CD/DVD-ROM

Cameras Floppy/Zip Disks

Video Recorders Portable Flash Drives

FIGURE 8: DEVICES AND MEDIA POTENTIALLY REQUIRED 
DURING A LITIGATION HOLD AND E-DISCOVERY
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What electronic data can be deleted after receiving 
a summons and complaint or after a client has a 
reasonable belief that a claim may be made?
Defense counsel, once assigned, must promptly notify the 
client to immediately put a “litigation hold” on the possible 
alteration, modifi cation, or deletion of all ESI, however 
stored or maintained, that might be relevant to the claims 
or defenses in the litigation. Th is direction must include ar-
chived back-up tapes and possibly discarded hardware and 
software regardless of the manner of storage. 

It is therefore incumbent upon counsel to eff ectively 
communicate this requirement to all relevant departments 
and individuals within a college or university, including, 
at a minimum, to the general counsel’s offi  ce, the risk 
manager, the computer technical offi  ce, and all involved de-
partments, as well as to administrators, faculty, and other 
employees.

Failure to properly implement a litigation hold may re-
sult in the unintentional destruction of potentially relevant 
electronic evidence materials, the consequences of which 
could lead to judicially imposed sanctions.

Th e Court can impose severe sanctions:
Grant judgment to the plaintiff  and order an in-• 
quest of damages
Impose fi nancial sanctions on the university and • 
involved individuals, which can cost enormous 
amounts of money
Preclude cross examination of plaintiff  or witnesses • 
at trial
Preclude the university from producing evidence or • 
from having its own witnesses testify
Hold the university or involved individuals in con-• 
tempt of court
Require the university to pay for the costs of com-• 
puter forensic experts to restore or to examine all 
ESI and IT systems

What are the potential consequences 
for destroyed or lost electronic data,         

records, and information? 

Media reports have certainly highlighted instances in 
which court sanctions have resulted in millions of dollars 
of costs associated with e-discovery for parties found to 
be in non-compliance with court orders. Th us, there is a 
developing awareness of the implications of e-discovery 
in colleges and universities, in corporations, in the public 
sector, and in nonprofi t agencies.

What are the expectations of university counsel?
Counsel representing all universities and colleges, whether 
in-house or outside counsel, must be familiar with the 
electronic systems in which their institutions collect, store, 
disseminate, use, delete, and distribute data. Institutions 
of higher learning must establish record retention and 
destruction policies to protect themselves from inevitable 
litigation that will involve electronic discovery. Th ere are 
hundreds of federal laws which have created specifi c rights 
for individuals, employees and applicants, bargaining 
groups, unions, and students. 

What constructive steps can a university take to 
prepare for the eventuality of litigation?
Th e fi rst step a university can take is to establish an e-
discovery committee, including members from: 

General Counsel’s Offi  ce• 
Information Technology Department• 
Risk Management Offi  ce• 
University Security Offi  ce• 

Th e function of this e-discovery committee should be 
to identify all current and archival systems in which ESI 
exists and is stored or recorded. In addition, it should 
construct a staff  and line authority chart identifying all 
individuals with whom ongoing communications can be 

Among the statutes often alleged in federal employment 

discrimination complaints are

Americans with Disabilities Act (ADA)• 

Title VII of the civil Rights Act of 1964• 

Individuals with Disabilities Education Act (IDEA)• 

Vocational Rehabilitation Act (Section 504• )

Age Discrimination in Employment Act (ADEA• )

42 U.S.C. § 1981 (Contract)• 17

42 U.S.C. § 1983 (Civil Rights)• 18

42 U.S.C. § 1985 (Conspiracy)• 19 
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made concerning their responsibilities in the event that a 
litigation hold is imposed on their department or section.

A litigation hold directive must include the suspension 
of all routine deletion programs for e-mails and voicemails, 
pending review by counsel. Additionally, existing hardware 
and software must not be discarded until they have been 
reviewed for potential relevance.

In almost all litigation, adverse counsel is seeking the 
“smoking e-mails” which potentially could be dispositive 
of the issues in the litigation. However, this issue is always 
critical in employment-related claims involving Title VII, 
ADA, disability, age, and retaliation. Fail-
ure to identify and preserve e-mails, voice-
mails, and even text messages can lead to 
disastrous consequences in litigation.

Th e committee must develop policies 
and procedures for appropriate use of the 
Internet and e-mails that are also con-
sistent with the university’s pre-existing 
anti-harassment policy.

Employees’ private use of university-
supplied electronic devices, such as 
laptops, Blackberry devices, PDAs, and 
cell phones, has led to numerous lawsuits 
alleging, among other claims, violations 
of First Amendment rights (free speech), 
conversion of private data, and Fourth 
Amendment violations (warrantless 
search and seizure) when employers have 
sought to review or retrieve this electronic 
data. Failure to have employee use policies 
leaves universities and colleges exposed to a myriad of legal 
claims. Th is also impacts upon student use of university 
Internet systems.

A complicating factor of particular signifi cance to uni-
versities and all employers is that many faculty and other 
employees also use their own personal computers and 
PDAs for employment-related research and administra-
tive duties. E-discovery of ESI on any employee’s personal 
electronic devices may well be ordered by the court. Th us, 
university and outside defense counsel must be prepared 
to protect non-relevant, private information stored on an 
individual employee’s devices from being inadvertently 
disclosed as a result of omnibus discovery orders, regard-
less of whether these employees are actual parties to the 

litigation.
Th e e-discovery committee must be charged with the 

responsibility of identifying the plethora of issues unique 
to its university’s ESI architectural systems, so that it is 
prepared to immediately work closely and eff ectively with 
defense counsel in safeguarding disclosable data and infor-
mation. 

An overlooked area of the committee’s electronic 
discovery planning is to work with counsel in taking an 
affi  rmative litigation posture in seeking e-discovery. Most 
plaintiff s use their own computers and other devices to 

freely communicate. In this era of global 
communications, many people now use 
the blogosphere, YouTube, and Facebook 
to enter personal information. Often, 
aggrieved employees, individuals, and 
students freely share their grievances 
electronically. Th ere is no legal privilege 
attached to such communications, which 
may lead to admissions against interest. 
Counsel should, as part of its litigation 
strategy, consider scrutinizing all of a 
plaintiff ’s potential electronic systems and 
devices, both at home and work, for this 
type of information.

Of course, there should be in place 
a university employee use policy that 
all employees are required to sign to 
acknowledge their awareness that all 
e-communications may be monitored and 
that there is no expectation of privacy. 

Th is policy could certainly be controversial in a university, 
in which faculty and administrators could be understand-
ably concerned for many professional and personal reasons. 

In any subsequent litigation, an employee use policy 
should render an employee plaintiff ’s work e-mails, docu-
ments, and other electronic communications discoverable. 
Whether discovery would extend to private use of comput-
ers for work-related functions would need to be examined 
on an individual basis and may require judicial involve-
ment.

In summary, this analysis illustrates the value of having 
a well-organized e-discovery committee working eff ectively 
with outside counsel from the outset of litigation in order 
to explore all potential defenses and issues. 
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IV. SOLUTIONS – RISK CONTROL METHODS FOR 
EMPLOYMENT PRACTICES LIABILITY
Th e legal liability exposures identifi ed in this article can be 
controlled by an aggressive risk control program, focusing 
on the hazards that increase the probability of loss. Start-
ing with the initial interview, the following chart depicts 
opportunities for risk control at diff erent stages of an 
employee’s career.

Stage 1: Application
Questions should be related to the specifi c position 1. 
and duties. 
Have university counsel review employee applica-2. 
tion forms.

FIGURE 9: OPPORTUNITIES TO CONTROL OR LIMIT RISK 
THROUGHOUT STAGES OF EMPLOYMENT

Stage 2: Interview
Questions should be job-related only.1. 
Do not ask about age, disability, gender, family or 2. 
marital status, religion, and workers’ compensation 
claims.

Stage 3: Evaluations
Evaluations must be fair and objective. 1. 
Provide a copy of the evaluation to each employee. 2. 
Use a uniform evaluation process for all employees.3. 
Give employees an opportunity to respond to the 4. 
evaluation. 

Stage 4: End of Employment
Follow rules established in collective bargaining 1. 
agreements.
Document the employee’s human resources fi le.  2. 
Consult university counsel prior to an employee’s 3. 
termination.
Provide a written explanation of accrued or con-4. 
tinuing benefi ts. 

Using Anti-Discrimination and Harassment Policies
Although not required by federal law except for Title IX of 
the Education Amendments of 1972, creating and distrib-
uting policies that prohibit discrimination and harassment 
will assist in preventing illegal acts and the resulting claims 
to regulatory agencies and litigation.

Components of an anti-discrimination and harassment 
policy should include the following statements and provi-
sions:

Provide verbal and non-verbal language and behavior • 
that may constitute harassment or discrimination. 
List procedures in the event an allegation is made. • 
Provide a statement that the university will not toler-• 
ate harassment or discrimination. 
Explain the manner in which an employee or student • 
can report harassment or violations of the policies. 
State that the university will make every eff ort to pro-• 
tect the confi dentiality of all involved parties.
Identify the administrators who are responsible for • 
accepting complaints.
Ensure that the university will investigate all claims • 
and that, if sexual harassment or discrimination has 
occurred, appropriate discipline will be administered. 
Ensure that retaliation and false accusations are not • 
permitted and will result in disciplinary action if they 
occur. 

Viable Complaint Procedures
Without a tangible employment action, such as discharge, 
demotion, or undesirable reassignment, employers can 
control their own liability exposure resulting from sexual 
harassment by taking proactive measures to prevent ha-
rassment and by eff ectively dealing with harassment when 
they are notifi ed. If an employer has a viable system and 
the complainant fails to utilize it, the employer is in a bet-
ter position to avoid liability.

Each university needs to establish its own complaint 
procedure, suitable to the composition of its workforce, 
employment and collective bargaining agreements, and 
legal requirements.  

At a minimum, the procedure should include the fol-
lowing components:

A clear complaint procedure with at least two avenues • 
for reporting improper conduct—preferably both male 
and female employees. Several individuals beyond 

Concerning student litigation, universities must be 
aware of the Health Insurance Portability and Account-
ability Act (HIPAA)20 and the Family Educational Rights 
and Privacy Act (FERPA)21 before accessing confi dential 
information. Courts will routinely order that such autho-
rizations be provided to defense counsel, especially if there 
are allegations of emotional or psychological damages in 
the complaint. 
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immediate supervisors are preferable. Th is eliminates 
putting the victim in a position where he or she may 
have to fi le a complaint with the alleged harasser. 
For student-to-student harassment, make sure that • 
the Title IX Coordinator is designated as an intake 
person. 
Train intake persons so they know what to do if they • 
are notifi ed of alleged harassment. Training can be 
provided by the university attorney, a human resource 
administrator, outside consultants, or other qualifi ed 
outside resources. 
Encourage complainants to put their • 
charges in writing. 
Document the complaint. Record • 
the nature of the harassment; dates, 
times, and places it occurred; name of 
the harasser; witnesses; and the com-
plainant’s response to the harassment. 
Establish reasonable time frames to • 
start and complete the investigation.

Involve university counsel who should 
be involved in creating the complaint pro-
cedure. Complaint investigations should 
be impartial and fair and include prompt 
interviews of the complainant, alleged 
harasser(s), and witnesses. Th e investiga-
tive process and all evidence should also 
be fully documented.

Electronic Technology and EPL 
Exposures – Liability Exposures 
Created by E-Mail
Technology is a facilitator of hostile work environments. 
University-sponsored e-mail and Internet access provides 
additional avenues for potential harassment and discrimi-
natory actions. 

Despite the best technology policies and good faith 
enforcement by administrators, misuse occurs, at times 
with unforeseen consequences. Th e distribution of sexually 
oriented e-mail; links to off ensive or pornographic web-
sites; pictures or videos; jokes; or links to social networking 
sites, such as MySpace or Facebook, can lead to claims and 
litigation against the university, staff , administrators, and 
board members.

It is easy to lose your professionalism when writing an 
e-mail message. Th e structure of e-mail leads to an infor-
mal, quick approach towards communication—somewhere 
between a written note and a telephone call. One major 
diff erence is that, unlike a paper document or a phone call, 
it is easy to access an e-mail message, even years after it 
has been sent. Copies of deleted messages often remain on 
an organization’s network or are indefi nitely stored by the 
Internet Service Provider (ISP).

Technology can also be used to spread 
discriminatory statements about em-
ployees. Examples include off ensive or 
discriminatory jokes, messages, or state-
ments that defame others or that release 
confi dential information. E-mail is subject 
to access, privacy, and record management 
procedures or regulations.

Risk Control Methods for Preventing 
E-Discrimination and Harassment
With the use of the Internet and e-mail to locate, display, 
and distribute off ensive messages and materials, university 
administrators look to the Information Technology (IT) 
manager for help in preventing misuse that results in litiga-
tion. IT managers can help prevent e-discrimination and 
harassment by installing and updating fi rewalls, fi ltering 
software, and monitoring terminal usage logs to detect 
when users are accessing, or even attempting to access, 
prohibited materials.

Other methods university administrators and IT man-
agers can use to prevent misuse include:

Enforcing the technology and e-mail policy. Th e policy • 

Internet Sites • 
Original E-mail • 
Forwarded E-mail• 
Spam • 
Faxes • 
Voicemail messages • 
Video Stream • 
Screen Savers• 
Pictures• 
Social Networking Sites• 
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must be communicated to all employees, including 
part-time, second shift, and seasonal staff . Include it in 
the employee handbook and distribute it during new 
employee orientation. Involve counsel when drafting 
and updating policies and procedures. 
Using employee training sessions to explain the proper • 
use of e-mail and which activities are prohibited. 
Reviewing the sent e-mail of employees who are ac-• 
cused of sexual harassment or discrimination. 
Encouraging employees to change passwords frequent-• 
ly. Passwords should not be based on personal infor-
mation, such as birthdays, addresses, and telephone 
numbers, which are easily identifi ed.
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partment that addresses job-related injuries and workplace 
violence, among other employee risks; and many other 
units that perform risk management activities even if they 
do not refer to them as such. Beyond that, responsible 
managers are always actively searching for ways to mini-
mize risk in their functional areas.

What happened in 2007 to convince CUNY and other 
universities to upgrade their risk management eff orts? It is 

easy to suggest that the proximate cause 
for many universities to establish or re-
invigorate risk management capabilities 
in 2007 was the tragedy at Virginia Tech, 
which resulted in 32 campus deaths and 
overwhelming—albeit understandable—
post-mortem scrutiny from the public, 
the press, and the government. For 
CUNY, at least, this is only part of the 
picture.

Let’s begin with a little history. 
CUNY’s Borough of Manhattan Com-
munity College (BMCC) has a dubious 
distinction as the only college in America 
to have been the victim of a major in-
ternational act of terrorism. While the 
destruction of the World Trade Center’s 

twin towers on September 11, 2001, is seared in our col-
lective memory, few realize how many nearby buildings 
were damaged severely or destroyed. Fiterman Hall, an 
integral part of the BMCC campus located just a block 
north of ground zero, was damaged beyond repair and is 
still undergoing deconstruction.

Add to that the worldwide apprehension of the poten-
tially devastating impact of an avian infl uenza pandemic, 
the threat of coastal storm fl ooding exacerbated by the 
feared eff ects of climate change, an occasional infrastruc-
ture malfunction, lab explosion, or security breach, and 
pretty soon you realize that risk management deserves a 
bit more direct attention.

Deciding what to do and how to do it, however, are 
two entirely diff erent things. Once an institution has 

Abstract: Th is article discusses how Th e City University of 
New York (CUNY), the third largest university system in 
the United States, made the transition from an institution 
whose risk management functions were covered in many dif-
ferent departments and offi  ces to one with an integrated risk 
management focus. CUNY chose to model its risk manage-
ment function and methods after its environmental health 
and safety program. Specifi c components include measuring, 
evaluating, and managing risks; bridging 
bureaucratic boundaries in higher educa-
tion; recognizing that failure incurs more 
than fi nancial loss; and creating a culture of 
continuous improvement.

Introduction: Establishment of a Risk 
Management Offi ce at CUNY
“Why don’t you join URMIA and see 
what other universities are doing?” Th at 
was one of the fi rst pieces of advice that I 
received as the newly minted risk man-
ager of Th e City University of New York 
(CUNY), the third largest university 
system in the United States. CUNY has 
23 colleges, graduate schools, and profes-
sional schools; approximately 460,000 
matriculated and non-matriculated students; 35,000 
faculty members and other employees; and more than 
23 million square feet of space in almost 300 buildings 
located throughout New York City’s fi ve boroughs. Just by 
virtue of its size and scope, the university poses a sig-
nifi cant risk management challenge. Since July 2007, the 
newly established Offi  ce of Environmental, Health, Safety 
and Risk Management has been tasked with coordinating 
the response to this challenge.

To suggest, however, that CUNY had no risk manage-
ment function prior to July 2007 would be misleading. 
For years, CUNY has had an internal audit and control 
department with risk management responsibilities; a 
public safety department that prepares and disseminates 
emergency management procedures; a human resource de-
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and most EH&S activities are performed or at least moni-
tored by trained professionals—and often seem shrouded 
in mystery to the uninitiated.

In spite of the imperfect analogy, the success of the 
EPA audit program coupled with an overarching congru-
ency suggested that EH&S could serve as a good model 
to follow. Th e following sections of this article will analyze 
the application of these constructs borrowed from the 
CUNY EH&S program over the fi rst year of consolidated 
risk management at CUNY.

Construct #1: Identifying, Measuring, 
Evaluating, and Managing
Th e success of the EH&S program 
can be attributed in large part to the 
EPA Audit and Disclosure Agreement. 
Naturally, there was some initial concern 
about the implications of systematically 
and publicly disclosing all of CUNY’s en-
vironmental shortcomings. Even though 
CUNY assumed—but was far from 
certain—that federal fi nes and penalties 
would be waived, there were no such as-
sumptions about state and local enforce-
ment actions. Additionally, CUNY was 
concerned about the potential impact on 
the University’s reputation if the fi nd-
ings were identifi ed. Furthermore, each 
of the campuses was concerned about 
how it would be perceived relative to the 
fi ndings of other campuses in the CUNY 

system.2 

Still, auditing proved an eff ective tool to implement 
environmental compliance, and, with some modifi ca-
tions, it may prove an eff ective tool for risk management. 
Granted, the two arenas use diff erent terminology—for 
example, EH&S refers to “compliance auditing,” while risk 
management refers to “mapping” or “assessment”3—but the 
basic process is the same: identify, measure, evaluate, and 
manage.4

Deciding what to measure is a most diffi  cult fi rst step. 
No matter what criterion is used, problems arise. In the 
environmental audit process, CUNY considered several 
indicators of success, and each one had its strengths and 
limitations. If we compared the number of total fi ndings, 

decided to establish a distinct risk management entity, it 
must then determine where it should be located organi-
zationally and what its initial strategy should be. Because 
CUNY’s Offi  ce of Environmental Health and Safety was 
already responsible for a broad range of risk management 
responsibilities and because it had played a leadership role 
in several of the high profi le risks noted above, CUNY 
augmented the unit and renamed it the Offi  ce of Environ-
mental, Health, Safety and Risk Management.

To select the initial strategy for this distinct risk 
management function, CUNY also 
looked to environmental health and 
safety. Because CUNY had established 
a system-wide environmental health and 
safety function fi ve years prior to address 
another signifi cant risk—compliance 
with regulatory obligations under the 
spotlight of a nationwide United States 
Environmental Protection Agency (EPA) 
audit initiative1—it assumed that a 
model that proved successful in one risk 
management arena could be replicated on 
a broader scale.

The CUNY EH&S Risk Management 
Model
Th e logic behind using the CUNY 
EH&S program as a model for univer-
sity-wide risk management is based on 
several constructs:

It has identifi able risks that can be 1. 
measured, evaluated, and managed;
It cuts across the traditional bureaucratic boundar-2. 
ies—or silos, as they are often referred to in higher 
education;
Th e consequences of failure typically go well beyond 3. 
fi nancial loss; and
Successful implementation can have a transformation-4. 
al impact on the organization.

Nevertheless, the logic is not fl awless. EH&S is but 
a small subset of the risks encountered at a university, 
especially one as large as CUNY with campuses at mul-
tiple urban locations; EH&S has a well defi ned regulatory 
regime with which everyone is legally bound to comply; 
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we might be penalizing larger campuses or campuses with 
more extensive scientifi c research. If we considered the 
dollar value of waived fi nes and penalties, we might be 
penalizing a campus for calculations that were diffi  cult to 
reconcile throughout the audit process.5

Th e problems with measurement are equally com-
plicated in risk management. One of the fi rst risk issues 
that we tried to quantify was workers’ compensation. We 
had historical data broken down by campus providing the 
number of claims and the various costs associated with 
them. Needless to say, the numbers lent themselves to 
quantitative analysis, but explaining what 
they meant, campus by campus, was no 
easier—or potentially meaningful—than 
evaluating environmental compliance 
based on the number of fi ndings of a 
given audit.

Fighting through these complexities 
may be frustrating at times, but in the 
long-run it is an invaluable exercise. As 
we found with our EH&S audit pro-
gram, arriving at an answer is the ulti-
mate goal, but there is also intrinsic value 
in simply asking the question. We might 
not be able to explain defi nitively why 
one campus had more violations than 
another, but we are excited that people 
are paying attention to the audit results 
because that, in and of itself, will help 
improve compliance. Similarly, the fact 
that campuses realize that we are col-
lecting and analyzing their workers’ compensation costs is 
enough to get them thinking about how to reduce work-
place incidents.

Over time, we hope to develop a risk management 
system that can obtain and track clear and compelling 
data. We plan to accomplish this by learning and borrow-
ing from our colleagues at other universities and organiza-
tions, such as URMIA, and testing those tools internally 
to make sure that they work at CUNY. In the meantime, 
we will draw on the sometimes inexact measurement tech-
niques that we used for our EH&S program, and we hope 
that they will garner enough attention that they can move 
the process forward. 

Construct #2: Bridging Silos through the Risk 
Management Council
Because there was no CUNY-wide EH&S function prior 
to 2003, each campus was responsible for its own compli-
ance eff orts. Without suggesting that some campus pro-
grams were more extensive than others, it was clear under 
the EPA agreement that all campuses would be held to the 
same standard. To foster collaboration and consistency, 
CUNY established a formal Environmental Health and 
Safety Council that meets monthly to share information, 
discuss any new regulatory requirements, and hear from 

one another, as well as from guest pre-
senters, about developments in the fi eld.6

Some campuses benefi t from the 
monthly Council meetings more than 
others, and those who participate in the 
standing and ad hoc committees of the 
Council benefi t even more. However, an 
important outcome of the Council is that 
the campus EH&S offi  cers are able to 
look beyond campus-specifi c concerns 
and see themselves as key contributors 
toward an integrated, university-wide 
program. Th e perspective of local campus 
interests will not—and should not—
disappear, but it is tempered by a broader 
CUNY perspective. As a result, the 
campus EH&S programs, as well as the 
university-wide programs, are enhanced.

Th e same template was applied to cre-
ate a CUNY Risk Management Council, 

but with several changes that have proven to be helpful. 
First, each college president was asked to select an appro-
priate risk management designee to represent the campus 
on the Council, which led to a very diverse group of par-
ticipants. In addition, the functional overhead departments 
at CUNY are well-represented and participate actively.  

As with the EH&S Council, this structure encourages 
members to look beyond individual campus consider-
ations and consider risk management from a CUNY-wide 
perspective. Additionally, the spectrum of representatives 
from functional departments ensures that a wide variety 
of issues are brought before the Council and that solutions 
are addressed across organizational boundaries. Again, 
fostering broad-based communication does not take the 
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place of focused risk analysis, but it certainly creates a more 
conducive environment. Th is same silo-bridging process 
that has energized the Council has been applied to its 
working subcommittees on critical cross-cutting issues, 
such as emergency preparedness, business continuity, stu-
dent aff airs, and insurance.

Construct #3: Failure Is Not an Option
One of the mantras of the EPA Audit and Disclosure 
Agreement was that the campus that incurs the fi ne pays 
the fi ne. Although CUNY is an integrated university, 
each campus is encouraged to take advantage of its unique 
characteristics, because those unique characteristics benefi t 
each college and the University as a whole.

Risk management at CUNY may have recently taken 
a more integrated, university-wide ap-
proach, but it is not new to CUNY, 
and it is certainly not new to the college 
administrators who always have been 
responsible for risk management on their 
campuses. Although many decisions are 
made consultatively, such as closing the 
campus because of a snowstorm, the col-
lege president is ultimately accountable 
for decisions aff ecting the campus. Th is is 
most clearly the case when it relates to an 
emergency decision that requires immedi-
ate and often unilateral action.

As a result, the college presidents are asked to play a 
pivotal role in CUNY’s risk management eff ort. As noted, 
they were asked to select their designee to the Risk Man-
agement Council, and they gave the selection due consider-
ation. Additionally, they have been tasked with establishing 
local campus risk management committees to focus on 
campus-specifi c concerns and serve as the liaison to the 
CUNY Risk Management Council. Finally, just as EH&S 
indicators were incorporated into each president’s annual 
performance evaluation, risk management indicators are 
now being added to upcoming evaluations.  

College presidents are quite capable of worrying about 
campus-based risks without constant reminders. Th ey 
would not likely have been given chief executive respon-
sibility without demonstrating fairly well-developed risk 
management skills. Th ey know that failure is not an option, 
because they also know that they will be the ones under 

the klieg lights at the inevitable press conference. It is in 
everyone’s interest to maximize CUNY’s risk management  
effi  cacy, especially for those on the front lines.

Construct #4: Creating a Culture of Continuous Im-
provement
Th e fi rst year of the CUNY-wide risk management 
program has signaled steady progress. CUNY has begun 
to explore techniques for mapping and assessing—and 
ultimately mitigating—the University’s risks. It has set up 
a Risk Management Council and related tools, including 
a website, newsletter, and an emergency preparedness task 
force that encourage the disparate parts of the University 
to collaborate on risk management. Finally, it has enlisted 
the college presidents as key leaders in the eff ort.

From the standpoint of the pragmatic 
risk manager, we still have much work to 
do. We must continue to develop consis-
tent quantitative criteria that will help 
us measure and prioritize risks. CUNY’s 
Risk Management Council has improved 
communication among functional silos, 
but organizational obstacles must con-
tinue to be addressed. Additionally, while 
the campus presidents are on board, 
there are still many key players that must 
become more involved. 

Whether a risk manager is better off  
thinking that the glass is half full or half empty is unclear, 
but the initial indications are that we can all agree that 
there is something in the glass. Th e next step is to solidify 
what we have accomplished and build on it.

Several items are on the immediate agenda. Should we 
bring in more outside expertise, or should we continue to 
rely on in-house resources? Should we focus on specifi c 
high risk areas, or should we continue with a compre-
hensive eff ort? How shall we address our ever-changing 
insurance needs? How will we balance high-impact, low-
probability risks with low-impact, high-probability risks? 
Ultimately, how will we measure the success of our risk 
management eff orts?  

Coming to grips with these questions can be quite 
daunting. Fortunately, we are not grappling with them 
alone. Risk management colleagues in higher education 
and in institutions such as URMIA have been down this 
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road before us, and many of these questions have been 
resolved successfully following diff erent paths. What has 
become clear at CUNY is that risk management is a pro-
cess that requires a commitment to collaboration, diligence, 
and continuous improvement.

Conclusion
When CUNY fi rst established its Offi  ce of Environ-
mental Health and Safety in 2003, it sought to build on 
existing capabilities and to learn from others. Although 
CUNY is a unique institution in so many ways, it is not 
the fi rst university faced with EH&S—or risk manage-
ment—challenges. We knew intuitively and confi rmed 
through experience that we have much to learn from other 
colleges and universities. In fact, the creation of the New 
York Campus Environmental Resource (NYCER), a con-
sortium of many of the colleges, universities, and teaching 
hospitals in and around New York City, was a signature 
accomplishment. When we meet at a diff erent campus 
every other month to discuss a range of critical challenges 
that we all face, it is heartening to see how colleagues from 
many institutions are willing to share their experiences 
and help each other avoid repeating unnecessary mistakes.

It is not yet clear whether the NYCER model can be 
replicated for risk management purposes or whether it 
even makes sense to try. After all, many national organiza-
tions, like URMIA, already have regional or local chapters 
that can help make the learning curve less steep. We have 
already taken advantage of a number of these information 
sharing opportunities, and we hope that in the foreseeable 
future, CUNY’s risk management program will be able to 
share its success stories with others.  
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Just as energy is the basis of life itself, and ideas the source of 

innovation, so is innovation the vital spark of 

all human change, improvement, and progress. 

—THEODORE LEVITT (1925–2006),

AMERICAN ECONOMIST AND PROFESSOR, HARVARD BUSINESS SCHOOL



Twenty years from now you will be more disappointed by the 

things you didn’t do than by the ones you did do. So throw off 

the bowlines, sail away from the safe harbor. Catch the trade 

winds in your sails. Explore. Dream. Discover.

—MARK TWAIN (1835–1910), AUTHOR
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Abstract: Before students travel abroad, there is much that 
a college or university can do to prepare those students in 
case of a medical emergency. Accidents and emergencies 
happen; with proper precautions and preparation, however, 
those emergencies can be limited and the eff ects minimized. 
Th is article fi rst describes key diff erences between healthcare 
around the world and the type of care with 
which many students from the United 
States may be familiar. Th e authors then 
discuss how risk managers and university 
travel abroad specialists can best prepare 
students before traveling so that they know 
what to expect, what types of insurance 
they should consider, what medical infor-
mation they need to bring with them, and 
what to do and who to contact in case of a 
medical emergency. 

Introduction to Global Healthcare
Remaining healthy while traveling or 
studying abroad can be a challenge, 
and, as with any emergency, there is no 
predicting when or where an illness will 
strike. Th e majority of students who 
experience some sort of health problem while abroad will 
most likely suff er from dehydration, exhaustion, or diges-
tive troubles. Th ese minor illnesses can quickly become 
severe, particularly in a foreign country where medical 
resources may be scarce. According to the Journal of Infec-
tious Diseases, between 50 percent and 75 percent of those 
who travel to developing countries for 30 days or longer 
will encounter health problems.1 

In addition to medical or mental illnesses, study 
abroad participants are susceptible to injuries. When one 
of your students or administrators suff ers from an illness 
or injury while abroad, will you know how to direct them 
to receive proper healthcare?

Navigating through the international healthcare scene 

can be diffi  cult and scary, especially for students experienc-
ing an emergency. Language barriers and cultural diff er-
ences alone are trying and are compounded by diff erences 
in medical services and quality of care. It is essential that 
students going abroad be prepared to handle medical con-
cerns and emergencies. Th ey need to know where to get 

quality medical care, and, if an emergen-
cy occurs, they should know who to con-
tact. Th ey need to understand how their 
insurance works and what is required 
in case of an emergency evacuation. For 
an administrator helping students with 
these problems, the answers to these 
questions are essential for eff ective pro-
gram management. For a student abroad, 
the answers to these questions may mean 
the diff erence between life and death.

Global Differences in Medicine
Just as language and currency vary 
around the world, so does medical care. 
Major international healthcare concerns 
typically involve the clinical aspects of 
treatment, the cultural practices of medi-

cine, language barriers, and the anxiety of becoming ill or 
injured while away from home.

Generally, the number of resources available to a medi-
cal facility directly correlates to the level of development 
in the country. For example, Hepatitis B vaccines are not 
readily accessible in undeveloped countries. In addition to 
vaccines, many of these countries lack access to advanced 
technology, treatment, and even medical staff .

Th e resources available to a medical facility are often 
reliable indicators of clinical capability. Does the technol-
ogy provide for proper treatment and diagnosis? Does 
the hospital have enough staffi  ng and medical personnel? 
What medical procedures cannot be performed due to a 
lack of equipment?
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Trying to answer these questions during an emergency 
can waste valuable time. Often, there is no time to perform 
the in-depth credentialing necessary to ensure proper care. 
Th e best way to prepare yourself and your students for 
varying medical capabilities is to do so in advance.  

Technological Capabilities
Technology, and the ability to access that technology, var-
ies throughout the world. For example, if the technology 
supporting something as common as the Internet diff ers 
greatly around the world, imagine the diff erences in medi-
cal technology.

During a suspected Avian Flu 
outbreak in July 2004, the Indonesian 
government had to send blood and tissue 
samples to Hong Kong for testing. Th e 
time required for transport and testing 
meant that it took several days before 
the government received the positive test 
results. Critical time in combating this 
deadly disease was lost because the in-
country laboratory was not equipped to 
handle such a test.2  

In addition to diagnosis capabili-
ties, a lack of resources can compromise 
or delay treatment. In some locations, 
you may fi nd hospitals without basic 
emergency or surgical capabilities, and in 
other locations, medical clinics may be 
your only source for care. Furthermore, 
a facility capable of handling a patient’s current state may 
not be prepared to treat the patient if his or her condition 
deteriorates. If a patient enters a clinic or hospital for an 
appendectomy but develops a post-operative infection, 
will the facility have the appropriate care? Knowing which 
questions to ask regarding resources and capabilities can 
help ensure the quality of medical care your students will 
receive.

Medical Staff
Th roughout the world, medical training can take as few 
as three years to as many as nine years. Th e extent of this 
training can diff er not only from country to country, but 
from medical school to medical school. Th is discrepancy 
could have an impact on a physician’s experience and 

his or her ability to treat patients. For a list of medical 
schools around the world, including the average duration 
of schooling, consult the World Health Organization 
(WHO) website, www.who.int/hrh/wdms/en/. With 
such global variations in training, who will you rely on in 
an emergency to fi nd a doctor with the best international 
training?

While the quality of medical personnel is important, 
so is their availability to the patient. Understaff ed facili-
ties, even with the most qualifi ed physicians, may not 
be capable of providing the type of care a patient needs. 
Th e WHO’s World Health Report 2006 estimates that 

there are 24.8 healthcare workers for 
every 1,000 individuals in the Americas, 
compared to the 18.9 healthcare work-
ers per 1,000 individuals in Europe, and 
the 2.3 workers per 1,000 individuals in 
Africa.3 Th is means that, when abroad, 
non-medical personnel may supervise a 
patient’s day-to-day care, which nurses 
and other hospital staff  usually handle in 
North America. Th e patient’s family or 
other non-medical personal are often in 
charge of changing bed sheets, as well as 
washing, feeding, and constantly moni-
toring the patient, in other countries. 
Students requiring medical care in these 
locations may need support from outside 
individuals to take care of their 24-hour, 
day-to-day care.

Receiving Medical Treatment Abroad
In addition to clinical diff erences, many cultural diff er-
ences aff ect the medical care a patient may receive abroad. 
Cultural beliefs and practices can infl uence preferred 
treatment methods, communication with the patient, and 
hospital accommodations.  

While some countries rely upon synthetic medicines 
and pharmaceuticals, others believe in herbal and other 
remedies. A physician in one country may treat a cold with 
decongestant, while physicians in other countries may pre-
scribe herbal tea as treatment. Students should know what 
to expect and who to call if they need a second opinion. 

Patient-physician interaction also varies in foreign 
countries. While it is common practice in the United 
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States and Europe for the physician to educate the patient 
about a procedure, in other countries, there may be little 
communication. In many countries, if a patient asks ques-
tions regarding a diagnosis or therapy decisions, physi-
cians may feel insulted. Th ey may be reluctant to provide 
adequate, informative answers to their patients. Travelers 
receiving care in these locations may not fully understand 
the risks involved with their treatments or receive com-
plete instructions for rehabilitation. 

Culture also has an impact on the perception of hospi-
tal accommodations. In America, hospital rooms usually 
have an adjustable bed, telephone, and 
television. However, in many countries, 
hospitals do not have these “luxuries,” 
making ill students miss the comforts of 
home even more. In contrast, some hospi-
tals expecting friends or family to assist 
patients may off er suite-like settings. De-
pending on the location of your traveler, 
they may have a room with a cot and no 
windows, or accommodations that exceed 
expectations. 

Language Barriers
Finally, a signifi cant hardship faced by 
many travelers seeking medical care 
stems from the language barriers they en-
counter. Coping with diseases, infections, 
and other health issues can be diffi  cult 
enough in a person’s native language, and 
yet physicians treat thousands of patients 
each day even though they are unable to communicate 
with their physicians. Local translators may be of assis-
tance; however, medical terminology may not translate 
easily from one language to another. A recent study in the 
United States by the Medical College of Wisconsin found 
that language barriers could have a signifi cant impact 
on a patient’s treatment. Up to 60 percent of errors that 
occurred in a medical translation had “potential clinical 
consequences.”4 Omitting questions about drug allergies 
and providing inaccurate instructions regarding dosage 
and frequency of medication were some of the common 
mistakes. It can be benefi cial to locate a bilingual physician 
for accurate interpretation of the treating physician’s lan-
guage. Schools of any size can access medical translation 

services through travel assistance providers.

Foreign Healthcare Systems
Often diffi  cult to maneuver, healthcare systems vary 
greatly by country. Do you know the diff erences between 
private and public hospitals in the United States and in 
Europe? Are some hospitals better than others are? Do 
your students know which medical facilities are the best 
for their location? What might be required to secure ad-
mission, even for emergency care?

It can be extremely benefi cial to know how to navigate 
the healthcare system in any country. In 
the United States and Europe, public 
and university hospitals are more likely 
to have the latest diagnostic technology. 
In developing countries, privately funded 
hospitals usually have better technology. 
In many developing countries, hospitals 
serve patients on a “fi rst-come, fi rst-
served” basis, and patients requiring rou-
tine immunizations may fi nd themselves 
waiting in line for hours. However, these 
countries may have better quality outpa-
tient centers that take appointments for 
foreigners. Once aware of these exclusive 
locations, travelers can schedule an ap-
pointment and avoid waiting in line. 

Paying for International Medical 
Care

When seeking medical care, patients want to receive the 
best quality healthcare at the most aff ordable price. Th e 
fact that many medical facilities abroad require upfront 
payment for international patients further compounds 
cost concerns. For some facilities, it is easier to require 
upfront payment than work with billing and insurance 
companies from around the world. Th is avoids the need to 
translate documents and receive payment in foreign cur-
rencies. For other countries, upfront payment may simply 
be a precaution to avoid patients “skipping out” on remit-
tance after they have left the country. Either way, paying 
such a fee can be detrimental to college students, who may 
not have the funds immediately available.

Many American insurance companies do not provide 
coverage for international treatment, and, during a medical 
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emergency, one of the last things parents want to worry 
about is paying thousands of dollars out-of-pocket so 
their child can receive treatment. Th is may lend itself to 
the possibility of excessive costs or even fraud. Providing 
proper care for your international students and adminis-
trators is not just limited to their physical health but to 
their fi nancial health as well. 

Before you send students abroad, have them check 
their health insurance company. Will it provide coverage 
for medical situations that develop overseas? What are the 
coverage limits? Some companies will provide coverage 
only during emergencies, while others may not provide 
international coverage at all. Due to the 
unique situation of study abroad partici-
pants, they should all have insurance that 
will provide coverage for international 
emergencies or even for routine medi-
cal care performed outside the United 
States.

Another consideration is the cost of a 
medical evacuation. Arranging a medical 
evacuation requires more than a phone 
call. It requires coordination between 
treating and receiving physicians, ground 
ambulance crews at the points of depar-
ture and arrival, and air ambulance or 
commercial fl ight arrangements. Landing 
clearances may have to obtained, requir-
ing embassy involvement. Often, patients 
need a medical escort, such as a nurse, re-
spiratory therapist, or even physician. Working with many 
diff erent parties can be time consuming and costly, as 
medical evacuations can range from $10,000 to $100,000 
and more. It is not unusual to see instances in which 
families have sold cars, homes, and exhausted retirement 
savings to pay unexpected medical costs. 

Finding medical insurance coverage that pays for medi-
cal evacuations, treatment during emergencies, and routine 
medical care may protect your students and their families 
from fi nancial disaster, should an emergency occur. Before 
sending travelers abroad, have them talk to their insurance 
provider to see if their policies include coverage for such 
international situations.

Another question for families to ask is how long it 
will take to receive payment for the incurred costs. Will 

students have to pay out-of-pocket and return home 
to submit for reimbursement? How long will it take to 
receive reimbursement? It is also important to know if 
the insurance company will pay these fees directly back 
to a provider. Depending on the company, services may 
also include bill translation to assist with claims submis-
sion; there may or may not be an additional fee for these 
services.

To ensure the health of your study abroad participants, 
you may choose to work directly with a travel assistance 
company. In this case, you should be able to create your 
own evacuation and international medical insurance 

program to fi t the specifi c needs of your 
travelers. Programs are often available on 
a per-trip, per-traveler, or blanket basis, 
and they are surprisingly aff ordable for 
both large and small schools.

Preparing Your Travelers
Th rough proper preparation, many 
injuries, illnesses, and even deaths are 
preventable among study abroad partici-
pants. Th ese concerns are less likely to 
aff ect individuals who take preventative 
steps to protect themselves from injury 
or illness. Furthermore, students who 
know how to react in emergencies will be 
better able to handle the situation, seek-
ing the necessary help and contacting the 
appropriate people. You can prepare your 

students by assisting them with vaccination requirements, 
providing travel literature, and having all contact informa-
tion easily accessible.  

Immunizations
Being medically prepared for an international trip begins 
weeks before the departure date. Study abroad partici-
pants should review their immunization history. Th ose 
recommended by their home country will need to be 
up-to-date, and some vaccines may be required for their 
destination. A visit to a physician or travel clinic can help. 
Th e most frequently given immunizations include tetanus 
and diphtheria, hepatitis, typhoid fever, polio, yellow fever, 
meningitis, rabies, and Japanese encephalitis. Not every 
destination requires all of these immunizations, however. 
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Travel assistance companies and travel clinics should be 
able to notify the traveler of prominent diseases in their 
destinations, as well as any necessary vaccinations. Other 
reliable sources of information are the Centers for Disease 
Control and Prevention’s (CDC) Travelers’ Health web-
site5 and the WHO’s Immunization website.6 

Travel Clinics and Preventative Measures
While a student’s regular physician may be able to assist in 
pre-travel preparations, it is in the student’s best inter-
est to visit a clinic that specializes in international travel. 
Th ese clinics are knowledgeable about medical require-
ments for entry into each country. General physicians may 
be able to refer students to a travel clinic, or a list of clinics 
is available from the International Society of Travel Medi-
cine (www.istm.org). 

It is important for students not only to be aware of the 
diseases in a country, but also to know preventative mea-
sures regarding these diseases. For example, insect repel-
lent along with long pants and long sleeved shirts mini-
mize the risk of mosquito bites, keeping malaria, dengue 
fever, West Nile virus, and other mosquito borne diseases 
at bay. Preventative information should be available from a 
travel assistance company, local travel clinic, or physician, 
but it is also available from the CDC and WHO.

One of the most eff ective ways to educate your study 
abroad participants about medical preparations is to give 
them access to literature on the subject. If your students 
frequent a particular city or country, provide information 
specifi c to that area, such as local hospitals and pharma-
cies, common medical concerns, and even common secu-
rity concerns for travelers. Keep in mind that an educated 
traveler is a prepared traveler.  

Mental Health Screenings
Regrettably, many of the pre-departure protocols in use 
today do not include mental health screenings. In one un-
fortunate example, the home physician for a young woman 
with a history of multiple suicide attempts approved her 
for study abroad. Although the student had listed several 
psychotropic medications on her foreign study medical 
form, her physician was unaware of her psychiatric history 
and current instability. Th e young woman’s mental health 
deteriorated quickly upon arrival, and her study abroad 
program was unprepared for the crisis as they raced to 

fi nd local resources for the young woman. Ultimately, she 
was stabilized and sent home. When a semester abroad is 
fraught with such health problems, the outcome may be 
the opposite of the original intended purpose. If a student 
like the young woman has issues throughout her time 
abroad, she may not wish to return to a foreign country 
for fear of triggering similar problems. 

As this example demonstrates, once evaluations are 
complete, study abroad programs must work with uni-
versity counseling center staff  members to review docu-
mentation and identify students who may need support 
in managing their mental health needs while abroad. 
Types of support may include arranging for psychotropic 
or ADHD medications, identifying support networks for 
mental health counseling, and clarifying alcohol and sub-
stance use regulations and treatment services in host coun-
tries. A good travel assistance company should be able to 
help you locate these resources in any area of the world.

What Should Your Travelers Pack?
Further preparations for international travel include hav-
ing medical information, having a plan, and having phone 
numbers. 

Have Medical Information: 
Prior to departure, your students should have a contin-
gency plan for their destination; they should also know 
the nearest medical facility and the country’s equivalent to 
911.  

Students should also know about international travel 
and prescription drugs:

Pack enough medication for the entire stay. • 
To avoid issues at customs, keep medications in their • 
original, labeled containers, along with a copy of the 
prescription.  
Not all prescription drugs in the United States are • 
legal in other countries. Some countries, such as Japan 
and Germany, have strict rules about the medications 
visitors can bring into the country. Students traveling 
to these countries need to plan accordingly for their 
medication needs. Th is may include developing pre-
departure protocols about the medications available 
abroad, whether there is a doctor or psychiatrist who 
will be able to write the prescriptions, and whether it 
is possible to bring the necessary quantities of a medi-
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cation into the host country.
Availability of medication varies from country to • 
country, whether prescription or over-the-counter 
medication.
Brand names diff er between countries. In the United • 
States, doctors prescribe Norpramin to treat depres-
sion; in Spain, a diff erent drug with the same brand 
name treats ulcers. When purchasing medication 
abroad, be sure that you refer to the international 
generic names and not just the brand name. For ex-
ample, use acetylsalicylic acid in place 
of Aspirin.7 
Be wary of purchasing any over-the-• 
counter medication abroad. Th ere 
may not be any regulation, so there 
is no guarantee that the medica-
tion you are purchasing is the same 
strength and chemical structure as its 
American equivalent.

Have a Plan: 
Each student should have a detailed itin-
erary, including contact information for 
his or her destination and any planned 
side trips. In a medical emergency, this 
information could be useful for family 
and friends.  

Back up communications plans may 
also be necessary. Cellular phones may 
not work in all countries, and the Inter-
net is typically the most reliable form of 
global communication.  

Have Phone Numbers: 
Every study abroad participant should have several phone 
numbers easily accessible in the event of an emergency. A 
central contact person should be on hand to ensure accu-
rate travel information, such as changes in the itinerary or 
emergency situations. Th is person or organization should 
have the ability to reach a student’s family and school to 
provide updates and notify them of any situation that is 
aff ecting the traveler. 

Students should also have the phone numbers of their 
fellow travelers. Upon arrival in their destinations, they 
should designate a central meeting spot for emergency 

events. Th is enables the students to quickly locate their 
peers and assess the situation. 

While a central contact can assist students from a 
distance, embassies and consulates provide a local source 
for help. Th ese agencies provide a wealth of information 
for international travelers, and being aware of their contact 
information can ease any crisis that may develop. In addi-
tion to referring medical facilities and providing assistance 
during security emergencies, embassies and consulates can 
replace lost or stolen passports and assist in other non-

emergency situations. For a list of contact 
information regarding U.S. embassies 
and consulates, please visit usembassy.
state.gov.

Travel Assistance Companies
It is clear that keeping up with so much 
information regarding both destina-
tions and students can be overwhelming. 
Knowing and understanding the inter-
national medical scene, as well as how 
to provide payment for services, would 
require extensive research and work. 
How are you to keep up-to-date with 
this information?  

If one of your students experiences a 
medical emergency abroad, who do you 
call? How do you know which hospital 
is the best location for treatment? What 
happens if the patient requires care that 
exceeds the capabilities of that particular 
facility? Is there any way to avoid making 

rash decisions due to the urgency of the situation?
Fortunately, many companies specialize in travel 

and medical information. Travel assistance companies 
are dedicated to helping clients maneuver through the 
international medical arena, from fi nding the best medical 
facilities to arranging for emergency evacuations. Many 
of them also provide special programs specifi cally for 
students, such as providing for their parents to come to 
their bedside.

Assistance companies should be multilingual and avail-
able 24 hours a day to provide services to your students, 
no matter where they are located. An invaluable resource, 
assistance companies can help travelers locate medical 
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facilities and contact embassies, as well as provide a central 
contact in an emergency.

Most travel assistance companies can provide security 
and destination information for your travelers. Having 
such information can help prevent medical emergencies 
and keep travelers safe from harm. In addition, many 
travel assistance companies off er international medical 
insurance options for your travelers.  

Being prepared to deal with medical concerns is 
necessary whether your study abroad program has fi ve 
participants or fi ve hundred and whether your students go 
to Aruba or Zimbabwe. Any school with a study abroad 
program can benefi t from working with a travel assistance 
company. An excellent source of services and information, 
these companies aim to protect and prepare your students 
for life abroad. 

Minimizing risks, being prepared, and making sure 
your study abroad participants are as knowledgeable as 
possible about their destination can save you time, worry, 
and expense. Even more importantly, though, it helps 
guarantee a safe, healthy, and exciting learning experience. 
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The real voyage of discovery consists not in seeking new lands, 

but in seeing with new eyes.

—MARCEL PROUST (1871–1922), FRENCH NOVELIST
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Concetta A. DePaolo, Ph.D., and Peter Mikolaj, Ph.D., Indiana State University

Teaching Enterprise Risk Management to Undergraduates: 
Risks and Rewards

Editor’s Note: While this article focuses on how two 
professors taught Enterprise Risk Management (ERM) 
in a college classroom setting, the information included 
here could also be transferred to communicating with a 
variety of stakeholders on your campus. Additionally, the 
methods and tools used to quantify diff erent types of risk 
may also be of interest to higher education risk manag-
ers as they incorporate ERM theories into operations on 
their own campuses. Finally, the les-
sons learned during the teaching of this 
course may also help risk management 
professionals when they are working 
with individuals who may have only a 
surface-level understanding of ERM. 

Abstract: Th is article discusses two profes-
sors’ experiences with a new senior-level 
course in Enterprise Risk Management 
(ERM), fi rst off ered in 2007 to business 
insurance and statistics students and math-
ematics majors at Indiana State University. 
Th e course used a problem-based learn-
ing approach that emphasized quantita-
tive modeling. Th e article focuses on the 
professors’ motivation and learning objectives and details the 
semester-long project that required students to model three 
risks—a liability risk, a mortality risk, and an operational 
risk—using various quantitative techniques, including 
theoretical loss distributions, loss development and trending, 
curve fi tting, simulation, and the Delphi method. Students 
then explored interrelationships between the risks; simulated 
losses under various options for managing, mitigating, trans-
ferring, or exploiting the risks; and made recommendations 
as to the best course of action. Th e article explains classroom 
methods and data and discusses successes and failures with 
this pilot off ering of the course. Finally,  suggestions for others 
considering an ERM course for undergraduates are off ered. 

Introduction
Today, incorporation of Enterprise Risk Management 
(ERM) varies widely across companies and industries. An 
impetus to initiate ERM practices has gained momentum 
with the Sarbanes-Oxley (SOX) new Auditing Standard 
5 (AS5). Th is new standard promotes a top-down, risk-
based approach to evaluating the multiple risks a company 
faces. Management can now focus on the risk-prone areas 

of the organization to gain a holistic view 
of risk. Th e level of sophistication in or-
ganizations ranges from simple graphs to 
qualitative modeling to high-end Monte 
Carlo simulations.1 While early practice 
in the implementation of SOX equated 
risk management with compliance via a 
silo approach, there is now a holistic view 
that sees risks as also being optimized for 
opportunity. Th is need for eff ective ERM 
is being driven by the increasing com-
plexities of risk aff ecting organizations; 
rapid changes in information technology, 
globalization, and outsourcing; com-
plexities of business transactions; and 
increasing competition.  

Th e challenge of implementing an ERM program is 
seen from results in a recent survey cosponsored by Marsh 
Inc. and the Risk and Insurance Management Society Inc. 
(RIMS).2 According to the survey, there was some slip-
page in 2008 with 65 percent of companies reporting that 
they were planning to implement an ERM program or 
were in the implementation stage compared to 73 percent 
in 2006. Companies reporting a fully implemented ERM 
plan also fell to seven percent this year compared to 11 
percent in 2007. Diff erences in ERM quality are seen 
from a fi rst quarter 2008 analysis by Standard & Poor’s 
Corporation of North American health insurers, where 
94 percent of North American health insurers’ ERM 
eff orts were rated adequate, only two percent were rated 
strong, and four percent were rated weak.3 Th us, questions 
continue to arise regarding the value of fully implementing 
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ERM within organizations, since ERM is not a fully un-
derstood or mature discipline yet. Instead, it is an evolving 
concept that requires the understanding of management 
and colleagues and the full support of the Board of Direc-
tors. Organizations that have successfully implemented an 
ERM program point to the benefi t of reducing risk expo-
sure. For example, in a study conducted for the Associa-
tion of Insurance & Risk Managers (AIRMIC), the ERM 
program of Nestle S. A. was credited with an 85 percent 
reduction in its net risk profi le on 51 projects.4 

Even though there is a mixed record to date on the 
success of ERM programs, there remains an ongoing 
need to identify and examine risks that may not be readily 
understood or quantifi ed but are key to 
an organization’s long-term objectives 
and success. Providing undergraduates 
with the tools to combine qualitative and 
quantitative analysis within a holistic risk 
framework will help prepare these new 
professionals to understand how risks are 
manifest across the enterprise. Individu-
als who have a holistic view of risk will 
be instrumental in supporting organiza-
tions’ eff orts to meet long-term strategic 
objectives.

Th e remainder of this discussion is 
organized as follows: First, we describe 
the ERM course and our instructional methods. We 
then discuss our experiences with the course, including 
our students, data, and the course assignments. We next 
discuss the problems and issues we faced during course 
implementation. Lastly, we discuss our perceptions of the 
course, changes we are likely to make the next time we 
teach it, and recommendations for others who might want 
to attempt a similar course.

While the information we present will defi nitely be of 
interest to academics, we also believe that industry profes-
sionals will fi nd value in our discussion. Th e discussion 
that follows will provide risk managers and other industry 
experts with ideas or tools for educating their stakehold-
ers and employees about ERM concepts and issues. It also 
provides information about the diff erent methods and 
tools a risk manager can use in implementing ERM on his 
or her campus.

Course Description
In response to factors within the current business environ-
ment, we felt it was important to expose our Insurance 
and Risk Management (IRM) majors to ERM concepts, 
but there was not a course in the IRM curriculum that did 
so. In addition, we wanted to address perceived shortcom-
ings in quantitative skills of our IRM majors.5 Th erefore, 
we decided to present ERM concepts with an emphasis 
on quantitative methods for loss projection, which led to 
a course team-taught by an IRM faculty member and a 
statistics and quantitative methods faculty member.

Th e course was geared toward two types of junior and 
senior level students: IRM majors and statistics and quan-

titative methods majors, called Opera-
tions Management and Analysis (OMA) 
majors at Indiana State University. Math-
ematics majors studying actuarial science 
were also considered as possible enrollees. 
Th e concept of the course was to improve 
quantitative modeling skills of IRM ma-
jors, while at the same time exposing the 
more quantitative majors to realistic and 
important applications of their statisti-
cal skills. Students were required to have 
completed at least one statistics course in 
order to enroll. 

Th e learning objectives for the course included: 
Understanding ERM and business/operational • 
risks
Projecting future losses by analyzing empirical • 
data, applying loss development techniques, or us-
ing theoretical probability distributions
Applying quantitative methods to decision making • 
(see Appendix A)

We anticipated a small class size of no more than fi f-
teen students. As a result, we felt we could rely heavily on 
active learning techniques, which are highly emphasized 
and valued at our institution. Specifi cally, we opted for a 
problem-based learning (PBL) approach. An advantage of 
PBL is that students participate in problem solving situa-
tions that mimic those they will encounter in the business 
world after graduation.6 

In the classroom, both of us typically use an instruc-
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tional strategy where project teams follow a collaborative 
problem solving approach. When learning is embedded 
in authentic context, it motivates students to engage in a 
process of inquiry that connects theory and experience 
within a unifying activity structure.7In other words, for 
students to connect their learning to problem solving 
beyond the classroom, learning activities must stimulate 
students’ interest and have important similarities to real-
istic and actual environments. If the process of solving an 
authentic problem produces deep learning, then the goal 
of analyzing a real world problem will 
help students solve important problems 
in the future.

We had been provided real data from 
a major manufacturer of building prod-
ucts. A prior class project determined the 
feasibility of off ering an incentive captive 
insurance program to building contrac-
tors in return for the contractors using 
the manufacturer’s product and actively 
reducing their workers’ compensation 
losses. Th is prior study was primarily 
an actuarial analysis for the funding of a 
captive. We felt that the same data used 
in the actuarial study could provide a 
framework to study a diff erent ques-
tion. In the scenario, the students would 
be identifying some enterprise issues 
that should be determined by a roofi ng 
contractor. 

We had fi ve-year revenue and loss 
histories from 34 roofi ng contractors 
who were located across the country. Th ese contractors, 
typical of the small business fi rms that make up this 
industry, employed from 10 to 210 employees and had 
revenues ranging from $2 million to $39 million with 
payrolls from $.4 million to $8 million. Loss experience 
from these contractors was from general liability, work-
ers’ compensation, and commercial auto claims. Although 
we had a list of large individual claims (>$5,000) from 
the fi ve years, individual company data was policy year 
incurred losses from 2001 through 2005.

To establish the enterprise risk scenario that would 
then be analyzed by the class, the following assumptions 
were made. Workers’ compensation would be the roof-

ing company’s liability risk. Th e size of the payroll set up 
the exposure; a larger payroll indicated more employees, 
which refl ected greater risk. Using the actual data illus-
trated quantitative methods and analysis of empirical data 
within the course. We also wanted to consider a risk with 
a theoretical distribution. We selected a mortality risk 
for a key fi gure within these small companies, where we 
assumed a sudden death of a business owner could result 
in a major business loss. Lastly, in light of recent scandals 
similar to the Merck situation with its Vioxx product, we 

wanted to consider a reputational risk 
that could not be easily quantifi ed. While 
many other risks could be discussed in 
terms of ERM with respect to this case 
study, these three risks were the main 
risks on which we felt the class could 
adequately focus during a one-semester 
course. 

Th ese risks, of course, are inter-
related. For example, a company whose 
workers’ compensation losses are major 
may be cited by the Occupational Safety 
and Health Administration (OSHA) for 
workplace violations, which may in turn 
harm the company’s reputation, resulting 
in further losses. Similarly, if a key fi gure 
in the company dies, a compensation loss 
may also be incurred if the death was on 
the job, and, furthermore, a reputational 
loss may occur if the key fi gure was an 
owner or namesake of the company. Con-
versely, these risks may also be opportu-

nities. For example, low compensation losses may result 
in better reputation, which could actually supplement 
revenues in the long run. 

Our main inspiration for the course format was the 
Tillinghast-Towers Perrin model. 8 Th is model provides 
a framework for assessing risk by identifying, prioritizing, 
and then classifying risks according to frequency and se-
verity. Next, the authors explain a process for shaping risk 
by modeling the sources of risk, linking those sources to 
fi nancial measures (they used cash fl ows), development of 
remediation strategies, and optimizing investment across 
a portfolio of strategies. We chose to modify their frame-
work somewhat to simplify the process for undergraduates 
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We decided to assess each of the three risks in the portfo-
lio using diff erent modeling techniques from the modeling 
continuum described by Miccolis and Shah, an adapted 
version of which is shown in Figure 1.

Data Analysis Modeling Expert 

Testimony

Analysis of 

Historical Data

Stochastic 

Simulation

Infl uence 

Diagrams

Direct 

Evaluation of 

Likelihoods

Analytical 

Models

Bayesian 

Approach

Preference 

among 

Alternatives

Theoretical Probability 

Distributions: Use data to get 

parameters

Decomposition 

into smaller, 

manageable 

pieces

Delphi 

Method

Regression over Variables 

Affecting Risk

FIGURE 1: MICCOLIS AND SHAH’S                            
MODELING CONTINUUM9

Th e modeling techniques we employed included 
empirical analysis of historical data (most quantitative), 
use of theoretical distributions, and the Delphi method 
(most qualitative) (see Figure 2). 

Risk Type Modeling 

Technique

Software Employed

Liability Risk Analysis of 

empirical data, 

including loss 

development and 

regression

SPSS, Excel, Crystal 

Ball

Mortality Risk Theoretical 

Distribution

Excel

Reputational Risk Delphi Method

Total/Portfolio Risk Simulation and 

Optimization Model

Crystal Ball

FIGURE 2: ERM COURSE RISK TYPES AND              
MODELING TECHNIQUES USED

Class time was used to introduce theoretical con-
cepts, to show examples and applications, and then allow 
students to work out similar problems on their own. We 
taught the course almost exclusively in a computer lab, 
and software tools such as Excel, SPSS, and the simula-

tion software Crystal Ball,10 were utilized extensively. Th e 
Crystal Ball software enables the user to do Monte Carlo 
simulation of various probability distributions and to 
perform optimization within an Excel spreadsheet. For 
example, we used Crystal Ball to simulate discrete prob-
ability distributions of losses and to compile statistics on 
the likelihood of various outcomes (see Figure 3 on next 
page). 

Course Experiences
Students 
Th ere were nine students enrolled in the pilot off ering of 
the course. Four were Insurance and Risk Management 
(IRM) majors (two of whom had OMA minors), three 
were Operations Management and Analysis (OMA) ma-
jors, and two were mathematics majors. All were juniors 
or seniors. Student skills varied widely. Th e IRM majors 
had little experience with statistics beyond the required 
two-course business statistics sequence, and most could 
be classifi ed as having weak quantitative skills. Th e OMA 
majors had little or no experience with insurance, though 
all were very experienced with statistical and quantitative 
analysis. Th e mathematics majors had no insurance expe-
rience and had only taken a mathematical statistics course; 
as a result, they were not experienced in practical statisti-
cal applications. One mathematics major had never used 
Excel before, which was something we had not anticipated 
and which actually caused some delays and problems early 
in the semester until the student became more comfort-
able with the software.

Instructional Methods and Tools 
We used some of the concepts from Tillinghast-Towers 
Perrin for assessing and shaping risk using various model-
ing methods and the roofi ng contractors’ data in our pos-
session to operationalize the course concept. Specifi cally, 
we tried to expose students to a wide variety of modeling 
techniques to forecast losses, while remaining realistic in 
the approaches appropriate to the data on hand.

Th is section focuses on how each risk was modeled 
and which software or tools were used in order to assess 
and project that risk. For a detailed explanation of course 
assignments, see Appendix B.



 69URMIA Journal  2008

Liability Risk
For the liability risk, we used actual workers’ com-
pensation data for roofi ng contractors. Students 
performed several alternative analyses on these data 
in order to project future losses and were asked 
to select one of these methods as their preferred 
forecasting method. Methods for projecting future 
losses based on the data included:

Loss Development Concepts: With Excel, stu-• 
dents used both computed and industry IBNR 
factors to predict ultimate losses;
Regression: Student used regression to fi t a • 
trend to the fi ve years of historical loss data 
and to predict losses for the next policy year 
(using either Excel or SPSS); and
Curve Fitting Methods and Goodness-of-Fit • 
Concepts using Crystal Ball:11 In this assign-
ment, students used various goodness-of-fi t 
measures to determine which of several diff er-
ent continuous distributions best fi t ultimate 
losses for the 34 roofi ng contractors in the 
sample (see Figure 4). In this process, Crystal 
Ball attempts to fi t several diff erent probability 

distributions (e.g. Gamma, Pareto, Lognor-
mal, etc.) to the existing data by fi nding the 
parameters of these distributions that provide 
the closest fi t. It then uses goodness-of-fi t 
measures (for example, Kolmogorov-Smirnov 
and the Anderson-Darling criteria) to evaluate 
how close each fi tted distribution is to actual 
data. Th e user can then choose among prob-
ability distributions to fi nd one that best fi ts 
their data.

Mortality Risk
For the mortality risk, we used national mortality 
rates12 for males and females from birth to age 100. 
Key employee insurance is a traditional product 
that small business owners can purchase to pro-
tect against the sudden loss of an owner or other 
key employee. Th is insurance can be used to cover 
the cost of fi nding and employing a new employee 
or the amount of profi t annually brought to the 
company by that person. Students were also given 
information about newer fi nancial products that 
have become available to augment corporate fi nan-

FIGURE 3: SAMPLE CRYSTAL BALL MODEL AND OUTPUT FOR A SIMULATION 
OF DISCRETE PROBABILITY DISTRIBUTIONS
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cial planning.13 Th e exercise for the mortality risk 
was to determine the cost benefi t of purchasing a 
$1 million life insurance policy to cover the unex-
pected death of the contractor’s top salesperson. 
Students used Crystal Ball to simulate the impact 
to the company’s fi ve-year fi nancial plan should this 
salesperson die. Th is model involved simulating a 
probability distribution in which the person either 
died with the probability of death given by the 
national mortality rates or did not die with a prob-
ability of one minus the mortality rate. Depending 
on the year in which the person died, the net pres-
ent value of the insurance policy’s payoff  was used 
as the monetary result. 

Reputational Risk
For the reputational risk, consideration of one posi-
tive business result and one negative business result 
was required. Th e framework for these two discrete 
events used a three by three matrix of frequency by 
severity (low, medium, and high) for either loss or 
gain (see Figure 5). Th ere was a corporate fi nancial 
pro-forma covering small, medium, and large roof-

ing contractors that could be used to establish the 
fi nancial impact, both positive and negative, of the 
reputational risk.

At this point, two student teams had been 
established. Th e Delphi method was suggested 
as a methodology for each team to use the expert 
opinion of each member for fi lling in the cells of 
the matrix. In the Delphi method, “experts” are 
asked to supply predictions, forecasts, or evalu-
ations of uncertain events. Th e whole group is 

FIGURE 4: CRYSTAL BALL SCREENSHOT FOR FINDING BEST FIT 
PROBABILITY DISTRIBUTION TO DATA

Severity 1 - 

60%

Severity 2 - 

30%

Severity 3 - 

10%

HIGH 
(Frequent)  

60%

$34,000      

36%

$102,000      

1.8%

$204,000   

0.6%

MEDIUM 
(Occasional) 

35%

$102,000   

2.1%

$306,000 

1.05%

$612,000 

0.35%

LOW 
(Improbable) 

5%

$235,000   

0.3%

$705,000 

0.15%

$1,410,000 

0.05%

FIGURE 5: SAMPLE FREQUENCY SEVERITY CHART FOR 
CLASSIFYING LOSSES
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then apprised of all predictions, at which time the 
experts may reevaluate their own predictions. Th is 
process is repeated until hopefully the group arrives 
at a consensus prediction or forecast. At least two 
Delphi iterations were required for completing this 
exercise. 

Total/Portfolio Risk
Students spent approximately three weeks working 
to integrate each of the individual risks into a simu-
lation and decision model that involved all risks 
and the interrelationships between 
them. Th ey used Excel and Crystal 
Ball for the process, which was as 
follows:

Students chose the best model 1. 
to predict losses for the hazard 
risk and set up decisions in the 
simulation for whether or not 
to buy workers’ compensation 
insurance and, if so, how high 
of a deductible was desirable 
based on premiums and expected 
losses.
Students set up a simulation to 2. 
represent the mortality risk with 
a decision of whether or not to 
buy life insurance for the key 
employee. 
Students used their frequency/3. 
severity grid for the reputational 
risk to simulate a discrete prob-
ability distribution to represent those losses. 
Th ey also ran simulations to estimate the 
eff ects of risk management or mitigation for 
this risk.
Students quantifi ed the eff ects on the hazard 4. 
and reputational risk if their key employee 
were to die.
Students articulated twelve courses of actions, 5. 
including combinations of the actions of which 
retention level to use for the workers’ compen-
sation risk, buying life insurance or not, and 
which of the three levels of the reputational 
risk occurred.

Students ran simulations for each of the 6. 
twelve possible decisions and computed several 
descriptive statistics for each. Th ey were asked 
to look at expected losses, variability of losses, 
and the probability of a catastrophic loss, 
among other statistics, and then to choose and 
justify a preferred strategy.
Final product: Students were required to 7. 
recommend and support a course of action, 
which consisted of whether or not to buy 
workers’ compensation insurance and, if opting 

to purchase workers’ compensation 
coverage, what level of deductible was 
optimal; whether or not to purchase 
life insurance for the key employee; 
and a recommendation for managing 
or mitigating the reputational risk. 
Th ey were asked to give estimates for 
losses, variability in losses, and other 
statistics for their recommended 
decision. 

Issues, Problems, and Possible 
Solutions
Issues with Our Roofi ng Industry Data 
In order to provide the students with 
a business setting for exploring ERM 
issues, two alternatives were possible. 
We could have created a case study for 
a fi ctional company or used existing real 
data that was available from a prior study 
of the roofi ng industry. Th e choice of real 

data won out. It would have been diffi  cult to create the 
varied complexities that occur in actual situations in a case 
study, and we wanted to off er students as close to an actual 
experience as possible in a classroom setting. As it turned 
out, the small business nature of the roofi ng industry 
tended to preclude some options that a larger organization 
might use in managing its risk. Most companies of the size 
we used do not have the fi nancial resources available to 
realistically carry out many of the approaches suggested in 
the literature. Th e very new and immerging discipline of 
ERM also meant that there are few, if any, success stories 
to draw on for comparisons.    
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Issues with Instructional Methods
Th e theoretical framework for this course closely fol-
lowed the approach suggested by the Tillinghast-Towers 
Perrin model. Th is model and accompanying examples, 
although presented in a very readable format, was actually 
a hypothetical company created to demonstrate possible 
risk scenarios that off ered opportunities for management 
intervention. To further simplify this example, only a 
one-year time frame was contemplated. We also provided 
simplifying assumptions, but underlying 
this approach is the need for analytical 
rigor that is generally not demanded in 
our undergraduate business curriculum. 
Students had diffi  culty in understand-
ing basic risk dynamics, and expecting 
them to creatively suggest approaches to 
either control or exploit risk was perhaps 
unrealistic for the level of students in the 
course.

We also found some issues with our 
assignments. First, on those assignments 
in which the empirical data was analyzed, 
students tended to be confused about 
the multiple methods to predict the same 
losses. We as instructors did not do a 
good enough job of keeping students fo-
cused on what they were doing and why. 

Th is same type of issue also trans-
lated into problems with the fi nal 
simulations, especially with regard to the 
relationships between the risks. Again, 
though we thought students were aware 
of the “big picture,” we found, especially at the fi nal project 
presentations, that we needed to emphasize it much more 
than we originally supposed. Students appeared to have 
to be reminded every class period how the piece we were 
working on that day related to the whole.

When we teach the course again, we plan to emphasize 
a fl ow chart showing how each risk fi ts into the portfolio, 
what methods are used to project losses for each risk, how 
the risks are related, what the decisions are, and how the 
simulation is used to select one of these potential deci-
sions. During each class period, we intend to highlight 
the portion of the fl ow chart that relates to current class 
activities. 

Issues with Students and Groups 
We allowed students to choose their own groups for the 
project. Th is, in hindsight, was probably a mistake. All 
three of the OMA students self-selected into Group 1, 
along with the strongest IRM major, who also had an 
OMA minor, and one of the insurance students. Group 
2 consisted of two of the weaker IRM students and both 
Mathematics majors.

Th e problems with these groups began almost imme-
diately. Group 2, lacking in any OMA 
majors or even any members with ap-
plied statistics experience, faltered with 
the demands of the quantitative analyses. 
As a result, this group’s fi nal projects 
showed a lack of understanding of the 
individual risks, modeling techniques, 
and loss predictions. Furthermore, in 
the absence of this fundamental under-
standing, the students’ conception of 
the relationships between the risks and 
the overall implications of their results 
were not demonstrated. On the other 
hand, Group 1 seemed to understand 
each individual risk, technique, and loss 
prediction, but were somewhat lacking in 
conceptualization of big picture and fi nal 
recommendations and the ramifi cations 
of their analysis.

We decided that in the future, we 
would assign teams and create a balance 
between the more quantitatively oriented 
students and those with more knowledge 

of IRM concepts. In addition, we felt we should have split 
the Mathematics majors between the groups to minimize 
the eff ect of their lack of expertise with Excel. With more 
balanced groups, we felt that the quality of understanding 
and product would have been improved, as both teams 
would have had access to both types of knowledge and 
skills (quantitative modeling and IRM concepts).

Discussion and Conclusions
Overall, the course was fun and informative for both the 
students and for us as instructors. Students rated the 
course highly on teaching evaluations, and several of them 
personally told us that they enjoyed the course. We also 
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felt that the course provided much-needed quantitative 
skills to our IRM majors, though we have not conducted 
any formal assessments to prove that claim. In the future, 
we plan to assess students’ quantitative skills both before 
and after the course to help determine the course’s eff ect 
on those skills.

Th e one problem we faced that was vital to the course 
was the issue with the data. We chose to use actual data, 
and we are still struggling with the question of whether 
this approach is best. If we do use actual data, we fi rst have 
to identify which industry to target. We plan to search the 
literature to see if other faculty members have discussed 
results of teaching ERM using diff erent instructional 
designs. We also may call upon industry contacts to pro-
vide alternative data. Th e other option, 
of course, is to use simulated data, an 
option we are also considering. However, 
simulated data has two drawbacks. First, 
we would need to decide which qualities 
of that industry’s data we should attempt 
to simulate and which we should over-
look. Second, this approach will not give 
students the real-world fl avor of dealing 
with messy and sometimes suboptimal 
data.

We were fairly satisfi ed with the 
structure of the course. We felt that 
addressing three interrelated risks was 
reasonable given a fi fteen-week semester. Th e use of three 
risks also allowed us to eff ectively deal with modeling tech-
niques that spanned the continuum of modeling methods 
from very quantitative to very qualitative. However, we are 
unsure as to which three risks would be used in the future. 
Th is would naturally rely heavily on the industry chosen 
for study. One last issue is how to deal with the correla-
tions or relationships between the risks. Depending on the 
industry and risks chosen, modeling these relationships 
could be tricky and perhaps inaccessible to students.

Lastly, we as instructors were perhaps guilty of losing 
the forest for the trees. We needed to make sure that stu-
dents spent more time on interpretation of their analyses 
and articulating what they are doing and why. Th is is a 
vital step if students are to reap the maximum rewards 
from the class. All of our eff orts are for naught if students 
do not understand, ultimately, how all of the pieces fi t 

together, since that is the essence of the ERM concept.
We have considered that perhaps teaching ERM using 

this rigorous quantitative approach belongs at the graduate 
level. Before making major adjustments to our approach, 
we should repeat the course once more at the undergradu-
ate level and once at the graduate level. Enterprise risk 
management is evolving and becoming more recognized 
and accepted in the business world. It has a rightful place 
in the curriculum, but the placement of a course such as 
this needs further deliberation so that students can suc-
cessfully master the content and be viewed as knowledge-
able professionals as they fi nd their place in their career 
progression. 

Conclusions for Higher Education Risk 
Managers 
Assuming that most risk manage-
ment programs maintain and evaluate 
traditional hazard risk experience, for 
enterprise risk management there would 
be a need to expand the data set to 
include some of those strategic/fi nan-
cial/operational components that drive 
the enterprise. For example, while the 
physical environment of the dorms must 
be up to code, there needs to be aware-
ness of the competition with regard to 
today’s student desires for privacy, safety, 

comfort, and technology in their living accommodations 
on campus. A similar case can be made for the classroom 
or laboratory setting to accommodate faculty or university 
interests in new program or research initiatives. Adding 
new information to capture, maintain, and evaluate can se-
verely tax the resources of a risk management department 
that is already often being asked to do more with less. 

Perhaps a larger issue is the cultural environment on 
campus where strategic issues of emerging educational 
trends or institutional change may be primarily housed in 
the faculty domain. In these cases, the risk management 
department may not have a voice in the discussions or 
decision-making process. Even if access or presence issues 
can be overcome, the range of enterprise issues can include 
fi nancial, statistical, demographic, and behavioral informa-
tion. High level analytical skills are needed to evaluate data 
that can be both quantitative and qualitative. Th e ERM 
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APPENDIX A: COURSE LEARNING OBJECTIVES
Upon completion of this course, students should be able 
to do the following.

Understand and explain the concept of Enterprise 1. 
Risk Management.
Analyze empirical data with methods such as curve 2. 
fi tting, simulation and regression.
Apply loss development techniques to project 3. 
future losses.
Apply theoretical probability distributions such as 4. 
the normal, lognormal, gamma, Pareto, or Poisson 
distributions to corporate risk applications.
Apply goodness-of-fi t procedures for decision-5. 
making purposes.
Understand the infl uence of business or operational 6. 
risks in the decision-making process.
Evaluate alternatives using both qualitative and 7. 
quantitative decision models.

approach described here assumed that an organization 
can deal with only a few, perhaps three to six, of the most 
critical risks facing an organization at one time. In addi-
tion to being able to identify the most current critical risks 
to evaluate, the risk management department must also 
be aware of and hopefully participate in the institutional 
decision making process. Given that many higher learning 
institutions follow a shared governance approach, the best 
situation for risk management to participate in the ERM 
process would be to have a close working relationship with 
the top administrative level of the university.  

For ERM to be incorporated into institutions of 
higher education, it must fi rst be understood. Th e risk 
management process can be adapted very successfully to fi t 
the broader enterprise or holistic area, but it must fi rst be 
accepted into and by the organization. In ERM, identify-
ing risk expands to encompass the total organization. Th is 
means that stakeholders who in the past have had focused 
and specifi c organizational responsibilities must now 
expand their understanding across the entire enterprise. 
Th e recent failures of fi nancial service organizations are 
an indication that ERM has not been understood and/
or executed within fi rms that were thought to practice the 
state of the art in risk management. Stakeholders have to 
understand the nature of risk facing their organization 
and, equally importantly, how their organization manages 
risk. 

While ERM is a relatively new discipline, we have 
found that risk does not operate in a vacuum or in a silo, 
but rather that many risks are correlated and the most 
eff ective way to manage these situations is in an integrated 
fashion. Th is is new thinking and requires new behaviors 
and practices within organizations. Certainly institutions 
of higher learning should have an advantage in educating 
their stakeholders about this new environment, because 
education is their business. Creating partnerships with 
interested faculty or joining the eff orts of professional 
organizations can be eff ective mechanisms for bringing 
this needed change in how organizations manage their 
enterprise risk. 
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APPENDIX B: WEEKLY ASSIGNMENTS
Weeks 1-2 Introduction to ERM concepts – Discuss operational/reputational risk. Discuss objectives of managing • 

this risk. 
Discuss risk preference concepts.• 

Week 3 Roofi ng Data – Predict Ultimate Losses. Given a loss triangle, calculate Loss Development Factors. • 
Use calculated IBNR factors to predict ultimate losses. Research and use Industry Factors to predict 
ultimate losses. Use an average of calculated and industry IBNR factors to predict ultimate losses.

Week 4 Loss Trending of Ultimate Losses – Do for both Ultimate losses using computed factors and an average • 
of computed and industry factors. Test for a linear relationship over time. Use the regression model to 
predict losses for the next policy year.

Week 5 Roofi ng Contractors – Estimate charges per $1,000 of payroll. Given exposure (payroll) data and • 
incurred losses for each of 34 individual contractors, examine data to fi nd missing values, clean data 
(select only those with complete data). Develop a regression model to predict ultimate losses based on 
predicted exposures. Use the slope to estimate the loss per exposure rate. Use a simple average ultimate 
loss and average exposure to estimate a loss per exposure rate, and compare to the rate estimated by the 
regression model.

Weeks 6-7 Learn about curve fi tting techniques using Excel and Crystal Ball. Use Goodness of Fit measures to • 
attempt to fi nd the best model for ultimate losses. Th is distribution will be used later in the simulations.

Week 8 Risk Classifi cation/Impact Rating – Read and discuss Risks to Reputation materials and framework. • 
Begin fi lling out the Frequency/Severity matrix for your project.

Week 9a COLI Life Models – Discuss Corporate Owned Life Insurance and the use of key-person insurance as • 
an example of a business planning tool. Use Crystal Ball to simulate the discrete event of possible death 
of a key employee. Evaluate fi nancial consequences to the company with and without the purchase of an 
insurance policy.

Week 9b Discrete Probability Distribution Simulation using Excel and Crystal Ball – Given a probability distri-• 
bution for losses, run 1,000 simulations, and discuss the mean and variability of the losses. Rerun and 
compare. Th ese methods will be used later when students simulate the reputational risk.

Week 10 Simulation Plan – Fill out a grid. Identify each of the three risks for the roofi ng contractors. List your • 
options for modeling each risk based on class activities and assignments. Discuss your options for 
managing or mitigating this risk (list three to four possible courses of action). Describe any relationship 
between this risk and the other risks. Describe one to two ways in which an event/loss/gain for one risk 
might infl uence the loss/gain for another risk.
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APPENDIX B: WEEKLY ASSIGNMENTS (cont.)
Weeks 
11-12

Simulate each individual risk. For each of the three risks, decide on a modeling procedure and set up a sepa-
rate simulation model. Later we will put all of the risks together.

a) For the hazard risk, decide on a modeling technique, set up a decision cell about whether to buy 
insurance and how much the retention amount should be, and set up cells that indicate the presence of 
mitigation techniques and their monetary eff ects on losses.
b) For the mortality risk, set up a decision cell on whether or not to buy insurance and how that decision 
aff ects losses. Remember that your probabilities of this person dying in the simulation are given by the 
mortality tables.
c) For the reputational risk, consult your frequency/severity grid. Make sure you understand what the 
probabilities of each loss in this discrete distribution are. Set up a decision cell on whether you will take 
specifi ed actions to manage or mitigate this risk and what the results on losses will be.
d) Once you have successfully modeled each risk, you should document how each piece was handled. 
Th is will be part of your fi nal report/presentation for the project.

Weeks 
12-13

Simulate All Risks Simultaneously – Using the retention levels provided to you for the workers’ com-• 
pensation risk, determine the premium you would pay under each retention level. Include this premium 
and retention level into your simulation for the workers’ compensation risk.
Simulate your reputational risk using a discrete distribution. Th en choose two possible courses of ac-• 
tion to manage or mitigate this risk. Simulate the eff ects on the loss distribution under each possible 
course of action.
Articulate your courses of action for each risk, and then come up with a grid that tells you the possible • 
combinations of actions.
If your key person dies (see Risk #2), determine what the monetary eff ects are on a) your workers’ • 
compensation losses and b) your reputational losses. How are these results related? (You may want to 
refer back to your week 10 assignment in which you discussed these interrelationships). Write one to 
two paragraphs that provide rationale and justifi cation for your assessment of the monetary eff ects of 
the death on the other two types of losses.

Week 14 Final Simulation – For each of your 12 strategies, specify a) Expected Losses, b) Variance, c) Maximum • 
Losses, d) 90% Confi dence Interval for Losses, and e) Probability of a Catastrophic Loss (defi ned as a 
loss in excess of $XXX). Choose the “best” strategy according to each objective (assuming you want to 
minimize each). Determine your preferred strategy. Discuss and justify your decision.
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Back cover:  Bill Monroe, the father  

of bluegrass, reviews one of his  

posters at the Hatch Print Shop,  

which is a historic and still  

operating letterpress in Nashville.

(Photo courtesy of  the Nashville  

Convention & Visitors Bureau)

Nashville: host city for the  

2009 URMIA Conference,  

September 12–16. 

A painter paints pictures on canvas. But musicians paint  

their pictures on silence.  

—LeopoLd StoKowSKi (1882–1977)
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