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www.haveibeenpwned.com
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'»--have i been pwned?

Check if you have an account that has been compromised in a data breach

email address or username pwned? ‘
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Social Media
—

Social Engineering
ll
Business Email Compromise
Operational Risk

Physical Security Risk
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Business Email Compromise

New Trends in BEC wwsss) Social Media
1. Fake Promotions

2. Social Account Takeovers

3. Social Account Imposters

4. Search Engine Advertisements

5. Rogue Mobile Apps
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Social Media

Social Engineering

!

Business Email Compromise

Operational Risk

Physical Security Risk
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Agenda

1. What are the known threats?
2. What’s the next vulnerability?
3. How to think about risk and security?

4. How to respond in a supervised, heavily regulated industry?
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Business Email Compromise

Purpose:
« Access consumer data (W2’s)
» Convince company to send fraud wire

» Change account details of legit vendor for future payments
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Business Email Compromise

What data is targeted?
 Financial account information
- Payment data
 Biographical information

— health, beneficiaries, property
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Real or Fake?

From: Emily Clark [mailto:emily.clark22 @gmail.com ]
Sent: Thursday, November 24, 2016 12:25 AM

To: Webmaster <webmaster@aba.com>

Subject: Infographic for Cybersecurity/Fraud

Hi,
We recently just published a new animated infographic entitled "The Online Shopper's Saga: In Search of a

Secure Payment Solution' which I think you might be interested in reading and possibly sharing with your
readers, here’s the link:

https://www.totalprocessing.com/blog/secure-payment-solution-infographic/

Let me know what you think, we have it as both the animated version (gifographic) you see here and a standard
flat infographic if you like it, I'd be happy to write you a unique intro to go with it as well if you thought it was
something worth sharing with your audience.

Keep up the good work!
Best regards,
Emily Clark
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Social/Digital
Risk Management
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What is Social/Digital Risk?

1. Compliance & Legal Risk
2. Reputational Risk
3. Operational Risk

4. In Real Life (IRL) Risk

aba.com | 1-800-BANKERS

Misuse of brand identity
Reputation management
Inadequate human resources
Malware infections

Data loss

Breach of information security
Breach of privacy

Decreased employee productivity
Legal liability

Fraud/Scams

Social Engineering
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DATA FOOTPRINT

Titles Birthday + Interests

Locations Interests e Other Twitter accounts
owned

Email addresses Hobbies
*  Other brands/sub-

. brands
Phone numbers Connections

*  Employees responsible
for managing brand
accounts

Former employees

« Followers
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Network of “Trust”

Anatomy of a social media enterprise attack

Attacker creates Attacker Attacker targets User views and
employee establishes trust other employees clicks on
impersonation with seemingly with tweets malicious

account or hijacks legit account posts, DMs; with shortened URL
account shortened @

malicious URLs
Attacker sends

friend requests,
Attacker creates follows other
alicious phishing . employees, machine on the
site or posts encourages them to ) corporate network i
malware return follow . or accidentally

Attacker masks Employee accepts K3 l:'-fe‘;;ﬂd;s’fﬂflr
—_— malicious URL request or follows € h;:ma ss ;e a
& | under shortened back undetected p g

URL impersonator

Malware download
infects their

ZeroFox. 2016

‘ The majority of the attack occurs before it ever touches your network or endpoints ‘
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Impersonations

TWEETS FOLLOWING FOLLOWERS *+ Foll
ww FOloOW
1 40

Warren Buffet

@WarremBuffett
Chairman and CEO of Berkshire Hathaway Omaha, NE

berkshirehathaway.com

Misspelled Name and Homoglyph
and Twitter Handle
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Scams and Payment Fraud

Renato Boldetti ©RensioBoldetti - 5m
Viagrams (,com) Make Offer: goo.gl/HigeCL Buy it! #Branding #Viagra #Ci
Levitra #Domaining #Startup

343° - Woad™ . Instagram (W
' 3

Sponsored v

”SPONSORED” SCAMS
Scammers pay Instagram to feature
their content to more people

TRADEMARKED IMAGE
Copyrighted content repurposed for
malicious activity

L

BRAND IMPERSONATION
Company name and logo abused to
oy Modle Advash b < Bon - make the scam appear legitimate
r-,é!i;- , Viagra Rahasia ¥sex Bintang Pomo info Gviagraasii sms 081328855559

et} pin:2967ca03 viagraasii com

—— CUSTOMER SCAM
‘ Scam post designed to compromise
customer credentials and damage brand

PHISHING LINK O Q SHOP NOW

Malicious link redirects to a ghishing

[ page intended to harvest crefientials .
@ 3,721 likes
COUNTERFEIT GOODS R-B sunglasses 80th anniversary charity sales event
Fake good being sold online undermines ioday,only $9.99 now.Don't miss it!
an organization’s bottom line View all 635 comments

ZeroFOX, 2017
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s\ CARD CRACKING

-
| - - Responding to an online solicitation for ‘easy money’ and
G providing a debit card for withdrawal of fake check deposits

A TYPICAL CARD CRA g = - w legal_dealing_ ‘ FOLLOW |

dylantrackz, wealthydropouts,
millionairestouch, prolixprome and
wittrecruzaw like this
g&“&gfm& : : Iegal_tiiealing_ SERIOUS INQUIRES
NO SCAM IF U HAVE A 1 5 345 . ONLY 3
BANK ACCOUNT HMU 4 r < TURN:
50%-500% &0
100$-1000$81
200%-20008E0

. e 300%$-30003E0
(5] \ 3 e | 400%$-40008$E0

4 j 500$-5000% B

| have proof I'm 100% real and don't have
time for bullshit.
#norisknoreward #bankofamerica
#moneycounter #moneyteam
#entrepreneur #moneyisthemotive
#dontmissout #cashgainingtrain #wallstreet
#yourloss #bosslife

The fraudster gives the account YOU call the bank to report @
stolen card, or compromised credentials

S~

5, ) Add a comment.
i
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Social Media Security Checklist

=== [dentify your organization’s social media footprint: active and dormant accounts, key individuals, — m—

Obtain ‘Verified Accounts’ for your Company and Brand on Social Media to provide assurance to
customers that they are interacting with legit account.

Enable two-factor authentication for social media accounts to deter hijacking.

Monitor for impersonation accounts, scams, fraud, and social media account hijacking,
and, when malicious, arrange for takedown.

Initiate employee training on social media security hygiene.

Incorporate social media into your informational security policy and incident response
plans.

Incorporate social media accounts in the IT password policy requirements.

Develop a multidisciplinary approach to information security.

Consider occasional third party reviews of your program.
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What’s the next vulnerability?
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— Artificial Intelligence

~ Big Data W@ R [K{

— National Digital Infrastructure

cialnginqeriyg E
SAOME
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What is

critical
infrastructure?
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The
Risk Culture
1S
Shifting
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Pandemic = changing supervisory language

Risk Resiliency
Response ‘ Capacity
Recovery Agility
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Digital
Risk Management

...and Resiliency
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Risk/Resilience Resources

* Social Media Risk Management (2013)
 FFIEC IT Handbook: Information Security (2016)

 FFIEC IT Handbook: Business Continuity Management
(2019)

« Cyber Insurance Policy

American
Bankers
aba.com | 1-800-BANKERS Association.



FFIEC Social Media Risk Management

aba.com
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201

¢ A governance structure with clear
roles and responsibilities whereby the
board of directors or senior management
direct how using social media
contributes to the strategic goals of the
institution (for e:nample through
increasing brand awareness, product
advertising, or researching new
customer bases) and establish controls
and ongoing assessment of risk in social
media activities;

¢ Policies and procedures (either
stand-alone or incorporated into other
policies and procedures) regarding the
use and monitoring of social media and
compliance with all applicable

» A risk management process for
selecting and managing third-party
relationships in connection with social
media;

e An employee training program that
incorporates the institution’s policies
and procedures for official, work-related
use of social media, and potentially for
other uses of social media, including
defining impermissible activities;

* An oversight process for monitoring
mformatmn posted to proprietary social
media sites administered by the
financial institution or a contracted
third party;

* Audit and compliance functions to
ensure ongoing compliance with
internal policies and all applicable laws
and regulations, and incorporation of
guidance as appropriate; and

» Parameters for providing
appropriate reporting to the financial
institution’s board of directors or senior
management that enable periodic
evaluation of the effectiveness of the
social media program and whether the
program is achieving its stated
objectives.

)
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FFIEC Social Media Risk Guidance
[TIRCGuidanee Soctal Mot sk Masgement o)

“A financial institution should have a risk management program that allows it to identify, measure, monitor, and control the risks related to social
media.”

“The risk management program should be designed with participation from specialists in compliance, technology, information security, legal, human
resources, and marketing.”

Reputation Risk — Fraud and Brand Identity.

“Risk may arise in many ways...spoofs of institution communications, and activities in which fraudsters masquerade as the institution...Financial
institutions should have appropriate policies in place to monitor and address in a timely manner the fraudulent use of the financial institution's brand,
such as through phishing or spoofing attacks.”

Operational Risk:

“A financial institution should pay particular attention to the [FFIEC IT] booklets "Outsourcing Technology Services" and "Information Security" when
using social media, and include social media in existing risk assessment and management programs.”

“Social media is one of several platforms vulnerable to account takeover and the distribution of malware. A financial institution should ensure that the
controls it implements to protect its systems and safeguard customer information from malicious software adequately address social media usage.

Incident Response:
Financial institutions' incident response protocol regarding a security event, such as a data breach or account takeover, should include social media....
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3016
Information

Security Exam
Tool

www.aba.com/Tools/Function/Technology/Documents/IT-Examination-
Toolkit.pdf
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http://www.aba.com/Tools/Function/Technology/Documents/IT-Examination-Toolkit.pdf

FFIEC IT Handbook
e

Objective 2: Determine whether management promotes effective governance of the information security program through a strong
information security culture, defined information security responsibilities and accountability, and adequate resources to support the
program.

I.A. Security Culture (p. 3). The board and management should:

. Understand and support information security,

. Provide appropriate resources for developing, implementing, and maintaining the information security program, and

. Foster an information security program in which management and employees are committed to integrating the program into
the institution’s lines of business, support functions, and third-party management program.

Indictors of Mature InfoSec culture: Integration of new initiatives.
A stronger security culture generally integrates information security into new initiatives from the outset, and throughout the life
cycle of services and applications.
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FFIEC IT Handbook

FFIEC Information Security Booklet (2016)

Objective 4: As part of the information security program, determine whether management has established risk
identification processes.

II.A. Risk Identification (p. 7) An information security program should have documented processes to identify threats
and vulnerabilities continuously.

Threats Can be a natural occurrence, technology or physical failure, person with intent to harm, or who unintentionally
causes harm.

Information is available from:

+  Public sources: news media, blogs, government publications and announcements, and websites.
* Private sources: information security vendors, and information-sharing organizations.
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FFIEC IT Handbook

FFIEC Information Security Booklet (2016)
Objective 6: Determine whether management effectively implements controls to mitigate identified risk.

I1.C.7(e) Training (p. 17). Management should:

1.  Educate users about their security roles and responsibilities and communicate them through acceptable use policies.
2.  Hold all employees, officers, and contractors accountable for complying with security and acceptable use policies

3.  Ensure that the institution’s information and other assets are protected.

4.  Have the ability to impose sanctions for noncompliance.

Content:

Training materials for most users focus on issues such as end-point security, log-in requirements, and password administration
guidelines.

Training programs should include scenarios capturing areas of significant and growing concern, such as phishing and social
engineering attempts, loss of data through e-mail or removable media, or unintentional posting of confidential or
proprietary information on social media.

Training should change to reflect the risk environment.

Employing training should be annual.
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BUSINESS CONTINUITY
MANAGEMENT

The process for management to oversee and implement resilience, continuity, and
response capabilities to safequard employees, customers, and products and

Services.
- FFIEC IT Handbook, Business Continuity Management
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Business Continuity Management (BCM)

What has changed?

 FFIEC IT Handbook for Business Continuity
Management (November 2019)

« Pandemic update (March 2020)

« Cloud Security (April 2020)
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BCM: Key Points

1. Identify and inventory:
4 Internal/external risks,
O Types of threats,

4 Interconnectivity, and
U Existing controls.

2. Reconcile Business Impact Analysis (BIA) and risk
assessment results with assumed priorities.
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Federal Financial Institutions Examination Coundil

3501 Fairtax Divive + Roomt pr0E1a Aslington, VA 22226-3550 * (703} 65588 F AX (703) S62-6430
. htlp:;"!ww\-\‘.ﬁ'\ec.gﬂu

Joint Statement

J!

The Federal Financial Institutions Examination Council (FFIEC) mernbers’ gdeveloped this
statement 10 provide awareness of the pmem'\al role of cyber insurance in financial institutions’
risk management programs. This statement does nat contain any meW regulatory expectations.
Use of cyber jnsurance mMay offset financial Josses sesulting from eyber incidents; however, iL1S
ot required bY {he agencies. Financial institutions should refer 1© the FFIEC Information
Technology (IT) Exami sion Handbaok hooklets referenced in this gtatement for information o0
regulatory expectations regarding 1T risk manag! nil

B:\CKGROUND

The increasing aumber and mphislicalion of eyber incidents affect financial institutions of all
gizes, and remediation of cyber ipeidents can be costly. Traditional insurance palicies for general
liability or basic business interruption coverage may ot fully cover cyber rigk exposures without
special endorsement of by exclusion not cover them at all. Coverage M2y also be limited and not
cover incidents caused by or 1ral ked to outside vendors. Cyber insurance may offset finaneial

losses from 2 variety of EXOSUTES, such as data preaches resulting 1n the loss of sensitive
customer information.

The cybet insurance marketplace is growing and evolving in response 10 the increasing cybes-
attack [requency. severity, and related losses. Many aspects of the cyber inSuUrance marketplace,
such as terminology. claims history, legal precedents, and risk modeling continue Lo evolve and
are shaping the nature and sCOPE of eyber insurance.

Cyber {nsurance CoVeTage options vary greatly and may be offered on @ stand-alone basis Or a8
additional caverage endossed 1© exisiing insurance policies, such as general Tiability. husiness
interruption, errors and omissions, O directors and officers’ policies. Further, cyber coverage
options may be structured 88 first-party 0F third-party coverage. First-party coverage insures
against direct expenses ineurred by the insured party and may address costs related 0 customer
notification, event management, business interruption, and cyber extortion. Third-party coverage

1 The FFIEC comprises the principals of the following the Board of Governors of the Federal Reserve System,
Consuimet Financial Protection Buresd, Federal Deposit Tnsurance © orporation, ‘National Credit Union
Administeation, Office of the Comptrotter of he Curreacy, and Siate Liaison Commitiee.
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https://www.fsscc.org/files/galleries/FSSCC_Cyber_Insurance_Purchasers_Guide_FINAL-TLP_White.pdf

Cyber Insurance:

Do you know if losses arising from
clicking on a phishing link are
covered or excluded in your cyber
Insurance policy?

American
Bankers
aba.com | 1-800-BANKERS Association.



Cyber Insurance:

If you knew the answer to that question:

1. Would you change your approach to anti-
phishing training?

2. Would you change your cyber policy?
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Cyber Insurance: Gotcha!

READ YOUR
POLICY
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Managing New Risk
...and Resiliency
Under Old Rules
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About the Speaker

Denyette DePierro
Vice President & Senior Counsel, Cybersecurity
American Bankers Association

Denyette DePierro joined the American Bankers Association in March 2008. Prior to joining
ABA, Denyette was Legislative Counsel at the Independent Community Bankers of America
(ICBA) in Washington, D.C. and the California Independent Bankers in Newport Beach,
California. Denyette received her J.D. and M.DR from the Pepperdine School of Law, where
she was a fellow at the Straus Institute for Dispute Resolution. She received a B.A. from the
University of California, Santa Barbara, and was a European Union Fellow at the University of
Padua in Padua, Italy in Developmental Economics. At ABA, Denyette focuses on the state,
federal, and international regulation of technology, cybersecurity, privacy, data security and
emerging trends in banking, including fintech, blockchain, internet of things (I0T), artificial
intelligence, and social media.

Email: ddepierr@aba.com

LinkedIn: www.linkedin.com/in/depierro/
Twitter: @DenyetteD

Phone: 202.663.5333
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For charts and graphs
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For spreadsheets
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