
FinCEN and U.S. law enforcement have observed

unregistered entities being exploited or wittingly allowing

their platforms to be utilized by criminals in the United

States and abroad to further illicit activity, including

through:

• Foreign-located MSBs

• Peer-to-peer Exchanges

• Dark Web Marketplaces

• Convertible Virtual Currencies (CVC) Kiosks & ATMS

Cryptocurrency-
related businesses 
vulnerable to 
money laundering, 
terrorist financing, 
and other illicit 
crime.

15Dark Web Marketplaces Convertible Virtual Currency (CVC) Kiosks & ATMs

Peer-to-Peer ExchangesForeign-Located MSBs



Bitcoin Should Be Treated Like Cash
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General URL: https://www.blockchain.com/explorer
Transaction Above: https://www.blockchain.com/btc/address/13j7F5yUMCBSunF1nzMjHVLP58sVeYDqWu

https://www.blockchain.com/explorer
https://www.blockchain.com/btc/address/13j7F5yUMCBSunF1nzMjHVLP58sVeYDqWu
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Law Enforcement Likes Bitcoin



OFAC Bitcoin Address Screening
“XBT” is a new abbreviation for Bitcoin 
(BTC) that is starting to come into use 
and reflects its growing legitimacy as an 
international currency. The abbreviation 
“XBT” comes from the International 
Standards Organization (ISO) that 
maintains a list of internationally 
recognized currencies.

https://www.iso.org/home.html

OFAC began listing Digital currency 
addresses on the SDN list following FAQs 
issued in March 2018. SDN listings 
include the user’s unique wallet address 
(alphanumeric identifier, up to 256 
characters) and identify the digital 
currency to which the address 
corresponds:
• Bitcoin (XBT)
• Ethereum (ETH)
• Litecoin (LTC)
• Neo (NEO)
• Dash (DASH)
• Ripple (XRP)
• Iota (MIOTA)
• Monero (XMR), and 
• Petro (PTR).

https://www.treasury.gov/resource-
center/faqs/Sanctions/Pages/faq_compli
ance.aspx#vc_faqs 18

https://www.iso.org/home.html
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_compliance.aspx#vc_faqs
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Legal Entity Customers

• Cryptocurrency traders and exchanges (including individuals) must 
register with FinCEN as a Money Services Business. Confirm their 
registration on FinCEN’s website (https://www.fincen.gov/msb-
registrant-search).

• Large, reputable exchanges typically have AML controls, including 
CIP/KYC protocols; whereas, smaller exchanges may be less familiar 
with the legal requirements. Validate their AML program through 
your Enhanced Due Diligence program.

• Convertible Virtual Currency (CVC) kiosks and ATMs (aka, Bitcoin 
ATMs) present significant AML risk. 
• They can sometimes be found in secluded or private locations, 

like the back of a bar or convenience store, or less active area in a 
mall. 

• Some ATMs dispense cash, where others do not.

• Many retailers are using Bitcoin payment processors, such as Bitpay
(https://bitpay.com/). You may wish to inquire if the business is or 
plans to accept cryptocurrency as payment.

Consumers

• Three common cryptocurrency users:
• Long-term “hodl”ers
• Day-traders (like the equity markets)
• Users of cryptocurrency (purchasing retail merchandise)
Frequent deposits into checking accounts, from cryptocurrency 
exchange(s), are not likely transaction activity for these types of users 
and may be suspicious.

• Deposit amount from a cryptocurrency exchange alone isn’t suspicious; 
especially when Bitcoin’s value can be near $10,000 per coin.
• Cryptocurrency exchanges have withdrawal limits, often around 2 

BTC or $25,000 per week.
• Validate deposits made from less known cryptocurrency exchanges. 

If the exchange isn’t registered with FinCEN as a Money Services 
Business, you may choose to file a SAR.

• People may try to work around the withdrawal limits of a single 
cryptocurrency exchange; therefore, frequent deposits into a bank 
account, from the same customer, from multiple exchanges can be 
suspicious.

Expected Customer Behavior

https://www.fincen.gov/msb-registrant-search
https://bitpay.com/
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Higher Education Focused On Compliance

Florida State University
College of Law

Seton Hall University
School of Law

Fordham University
School of Law

30 credit hours, courses include:
• Legislation & Regulation
• Regulatory Compliance
• Bank Secrecy Act and Anti-Money Laundering Compliance
• Compliance Failures: Investigation, Reporting and Remediation
• Consumer Compliance: Deposits, New Products, and Operations
• Consumer Compliance: Lending
• Economic Sanctions and Compliance
• Financial Privacy and Cybersecurity
• Risk Management for Financial Compliance
• Commercial Lending
• Vendors and other Third-Party Risk Management

https://law.fsu.edu/academics/academic-programs/juris-master-
online-program/financial-regulation-compliance-concentration

31 credit hours, courses include:
• Bankruptcy and Creditors’ Rights
• Cybersecurity and Privacy: Law, Policy, Compliance
• Financial Crimes Compliance
• Financial Institutions
• Financial Privacy Law
• Global Corruption: Regulation, Compliance, and Enforcement
• Regulating Depository Banks
• Consumer Data Privacy Law

https://law.shu.edu/online/graduate-degrees/MSJ/index.cfm

30 credit hours, courses, including:
• Compliance Risk Assessment
• International Financial Crime
• Anti-Money Laundering

https://onlinelaw.fordham.edu/master-studies-law/

Juris Master In 
Financial Regulation and Compliance

Master of Jurisprudence (MSJ) –
Financial Services Compliance 

Master of Studies in Law (MSL) in 
Corporate Compliance

If you are considering master’s program or MBA, may I suggest a law degree for non-lawyers? The following three 
Universities have online master’s programs that include emphasis in compliance with financial services and tailor your 

education to your career!

21

https://law.fsu.edu/academics/academic-programs/juris-master-online-program/financial-regulation-compliance-concentration
https://law.shu.edu/online/graduate-degrees/MSJ/index.cfm
https://onlinelaw.fordham.edu/master-studies-law/


Thank you!
Questions?


