
ELECTRONIC PAYMENT FRAUD

CONTROLS POINTS TO PONDER

Its purpose is to 

entertain. You read to 

enjoy.

It uses narrative 

elements such as 

theme, conflict, 
characters, setting, 

and resolution.

It uses text features 

like the table of 
contents, glossary, 

index, labels, charts, 

photos, and graphs.

Its purpose is to give 

information. You read 

to learn.

Set transaction and daily limits 

with your financial institution.

 

Require two individuals to execute 

electronic payments.

 

 

Your financial institution should 

require unique usernames and 

complex passwords.

 

 

 

Consider using a financial 

institution that utilizes token keys 

(devices that generate unique 

codes that are required to execute 

electronic payments).

 

Restrict the number of accounts 

from which electronic payments 

can be made.

 

 

 

 

Consider using a dedicated 

computer only to execute 

electronic payments.

 

Limit access to vendor or 

employee payment instruction 

files.

 

Refrain from immediately 

responding to requests for 

payment that come via email, 

phone, or fax without proper due 

diligence.

 

Confirm requests to change 

vendor payment information with 

the vendor.

Don’t be in such a hurry to get 

money out the door.

 

Make fraudsters work for the 

money, by having to fool two sets 

of eyes on any transaction.

 

Complex passwords are a hassle, 

but nothing compared to 

explaining why you were hacked 

using “AnywhereISD” as your 

password.

 

This is akin to physically locking and 

unlocking the safe.

 

 

 

 

Reduce the number of accounts 

that someone can steal from. Limit 

where money from non-operating 

accounts can be moved (e.g: debt 

service fund can ONLY send money 

to paying agent, etc.).

 

Creates another physical barrier to 

theft.

 

 

This segregation of duties will save 

your money and reputation more 

times than not.

 

Seriously, your vendor has a large 

payment due to them and today 

they need to change their routing 

number? Require approval for 

changes.

 

Independently confirm changes 

with a phone call to the vendor 

using the number on file and not 

the number in the email. Require 

approval for changes.


