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Drilling Application 
access is 
temporary.
Permissions are 
limited.

A separate 
component that 
can be used to 
authorize/revoke 
permissions

Only allows 2 
clients.
Responsible for  
ensuring safe 
operation of the 
system.

Must be able to 
lock out the 
Comms Server

Data Privacy and Integrity (OPC UA out of the box – with or without PKI)
Peer Authorization (App Only – All Operators have same Access) 

Access Control (Role based security based on roles provided by Security Manager)
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DMZ
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Drilling App2Drilling App1

Public Internet or
Private WAN

High Threat Pathway

Medium Threat Pathway

- An Implementation of a Part 12 GDS
- allows discovery of CommServers
- manages requests for Certificates
- embeds role information in new Certificate
- pushes updated CRLs out to CommServers

- Trusts all certificates issued by SecuritycManager
- Uses information embedded in Certificates to determine access rights
- Revoked or expired Certificates cannot be used 

- Not running on a machine trusted by the Security Manager
- Certificates *can* be hijacked and used by unauthorized apps
- Maximum access must be limited to ensure system integrity.
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Request Access

Request Recieved

Request Approved

Update Trust List + Metadata w/ Time Limit + Role

Request Approved

Connect

A lot of magic here.

Revoke Access

Update Trust List + Metadata w/ Time Limit + Role

When does 
revocation 
happen?

Immediately or 
when current 

session is closed,

Revocation happens 
immediately but does not 
mean the session close – it 
only means privileges are 

revoked


