
www.fedramp.gov

FedRAMP Overview

Brian Conrad, FedRAMP Program Manager for Cybersecurity
Military Librarians Training Workshop

December 10, 2019



PAGE

FedRAMP Mission
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The Federal Risk and Authorization 
Management Program (FedRAMP) 

promotes the adoption of secure cloud 
services across the US Government by 
providing a standardized approach to 

security and risk assessment.
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Legal Policy and Framework for
Securing Federal Information Systems

AGENCY: 

FISMA: 

WHITE HOUSE: 

FEDRAMP: 

Federal law requires that Agencies authorize their information systems.
FedRAMP is FISMA for cloud services and is required for all Executive Agencies.
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FedRAMP Governance

ISIMC Guidance
Cross Agency Coordination

FISMA Standards
Technical Advisors
Technical Specifications

US-CERT Incident 
Coordination
Continuous Monitoring 
Data Analysis
Issuance of Binding 
Operational Directives

Office of Management and 
Budget

FedRAMP 
PMO

JOINT 
AUTHORIZATION 
BOARD
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11,000+4,200+750+ 20,000+

41/3

POINTS OF CONNECTION

165 1300+ 159 220+
Authorized Cloud 
Services

Agency Reuses of 
Authorized Services

Participating  
Government 
Organizations

Participating Industry 
Partners

&
5 MILLION 
assets

FedRAMP Landscape
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FedRAMP Designations
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FEDRAMP
AUTHORIZED

FEDRAMP 
READY

AGENCY

JAB
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FedRAMP Baselines

FedRAMP provides 4 baselines for authorizing cloud services according to the 
security impact for the use of the service at Agencies

Tailored for LI-SaaS

•

•
•

Low

•
•

•

Moderate

•
•
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High

•
•

•
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Configuration 
Management

CM-6 SI-2

Boundary Protection & 
System Interconnections

CA-3 SC-7 AC-4

Vulnerability Scanning 
& Malicious Code

Identification & 
AuthenticationEncryption

FedRAMP baselines are 

organized according to 

17 control families 

defined by NIST

Breaking Down the Baseline: What Does this Mean?
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SC-13 SC-8 SC-28 IA-2 RA-5 SI-2

EXAMPLE CONTROL AREAS

NIST Control Families
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FedRAMP Yields Efficiencies

Federal security policy 
requires all systems to be 
authorized based on risk.

FedRAMP standardizes 
the process for cloud, 
providing:

DO ONCE, USE MANY TIMES

TRANSPARENCY

VALIDATED WORK

CENTRAL SHARING
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FedRAMP Marketplace

●

●

●
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Learn more at www.Fedramp.gov
Contact us at info@fedramp.gov

       @FEDRAMP

Questions?

http://www.tailored.fedramp.gov
mailto:info@fedramp.gov

