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The mission of the FBI IS
{0 protect the American
people and uphold the
constitution of the United
olates




1. Protect nation from terrorism

2. Protect nation from
counterintellignee threat

3. Protect nation from cyber-
hased attack(s}
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BEFORE THE STORM

. 1D your crown jewels
. Ensure IT is part of Gyber Incident Response Plan
. Have 'authorization to monitor' in place
. employee use agreements, banner'ing
. Educate ALL staff ]
. EM, General Counsel, end-users ﬁ
. Have 'Cyber Incident Response Plan' - dynamic document -
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[ers, network segment, etc.

T, 0utgoing destination, etc.

1a0es, 10gs, i

meline, etc.
- Notify: internal chain, law enforcement, DHS, downstream




FBI RESPONSE

. Gontact is made (proactive vs. reactive)

- 'Low-key' SA and CS response (telephonic and/or in-person)

. Meeting with ALL involved (witnesses, IT, security, legal)

. L0g collection (firewall, DNS, event, RDP, web access, etc.)

. \lictim server image if possible
. Gonstant communication i,




/ There is NO CybersecurlTy w/out IT

COLLABORATION / PARTNERSHIPS



/J we have too much intel to NOT share...




26 February 2016
Alert Number
M-000069-BT
WE NEED YOUR HELP!

If you find any of these
indicators on your
networks, or have related
information please contact
FBI CYWATCH
immediately.

Email:

cywatch@ic.fbi.gov

Phone:

1-855-292-3937

*Note: By reporting any related
information to FBI CyWatch, you are
assisting in sharing information that
allows the FBI to track malicious actors
and coordinate with private industry
and the United States Government to
prevent future intrusions and attacks.

) | FBIFASH S

In furtherance of public-private partnerships, the FBI
routinely advises private industry of various cyber threat
indicators observed during the course of our investigations.
This data is provided in order to help cyber security
professionals and system administrators to guard against the
persistent malicious actions of cyber criminals.

This FLASH has been released TLP: GREEN: The information
in this product is useful for the awareness of all participating
organizations as well as with peers within the broader
community or sector. Recipients may share this information
with peers and partner organizations within their sector or
community, but not via publicly accessible channels.

Summary

The FBI is providing the following information with HIGH
confidence:

This document is an update to Flash alert M-000054-8T,
dated April 3, 2015, Flash alert M-000058-BT, dated April 30,
2015 and M-000066-BT, dated November 3, 2015. Since
September 2012, approximately 50 U.S. financial institutions
have been targeted in over 350 separate DDoS attacks with
varying effects. The botnets used in the attacks, identified as
“Brobot” and “Kamikaze/Toxin"” consist of compromised high
bandwidth webservers with vulnerable content management
systems (CMS). The compromised bots are infected through
a vulnerable CMS account. Once the account is accessed,
attack scripts are uploaded to a hidden directory on the
associated web site.

The information in this FLASH was obtained through an FBI investigation and is provided in conjunction with
the FBI's statutory requirement to conduct victim notification as outlined in 42 USC § 10607

TLP: GREEN
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4 March 2016

Alert Number

160304-001

Please contact the FBI with
any questions related to this
FLASH Report at either your
local Cyber Task Force or
FBI CYWATCH.

Email:

cywatch@ic.fbi.gov
Phone:
1-855-292-3937
Local Field Offices:

www.fbi.gov/contact-us/field

Private

Industry NOti ﬁCCI tion

FEDERAL BUREAU OF INVESTIGATION, CYBER DIVISION

“Criminal-Seeking-Hacker” Requests Network

Breach for Insider Trading Operation
Summary

A financially motivated cyber crime insider trading scheme targets
international law firm information used to facilitate business ventures. The
scheme involves a hacker compromising the law firm’s computer networks
and monitoring them for material, non-public information (MNPI)*. This
information, gained prior to a public announcement, is then used by a
criminal with international stock market expertise to strategically place bids
and generate a monetary profit.

Threat

In a recent cyber criminal forum post, a criminal actor posted an
advertisement to hire a technically proficient hacker for the purposes of
gaining sustained access to the networks of multiple international law firms.
The criminal provided search criteria for industry-specific information for the
hackers to locate within the networks. This information when interpreted by
an industry expert can contribute to an insider trading scheme.

Recommendations

Historically, industries targeted by cybercriminals have discovered that their
networks were susceptible to intrusion due to lack of adherence to network
security industry standards.

Measures to deter unauthorized access to a company network:

* Educate personnel on appropriate preventative and reactive actions to
known criminal schemes and social engineering threats, including how
employees should respond in their respective position and environment.

# Scrutinize links contained in e-mails, and do not open attachments included
in unsolicited e-mails.

® Disable macros. Be careful of pop-ups from attachments that require users
to enable them.




InfraGard

Partnership for Protection

WELCOME TO INFRAGARD

-~

INBOX (139 NEW)

! ]
(UEEE

&

MY CALENDAR

MY CHAPTER

VIDEOS

NEWS

FORUMS

FORUMS
N

’ INVESTIGATOR

MALWARE INVESTIGATOR

P—

Welcome John Caruthers Logout

GENERAL INFORMATION

+a Q

MEMBER SEARCH

/GUARDIAN

GUARDIAN



DATA
|NTEGRV
¢ g1

L




Cy

FEDERAL BUREAU OF INVES

FOE N E)




