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The following content and accompanying presentation are illustrative and for educational purposes only.

All information contained herein is based on publicly available information, estimates supported by publicly available information, or purely illustrative.
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Today’s Goals

1. An honest view of what executives really think about ERM

2. Redefining the mission of ERM

3. Simple quantitative risk tactics for people who are bad at math

4. What the future could be like for quantitative based ERM programs



Highmark Health Enterprise Structure



The program you want versus the program you have

Common things that people say they aspire to for their ERM programs:

• We want our program to be “value added.”

• We want to be in the room helping the organization make strategic decisions.

• We want the business to look at us as a partner, not a compliance function.

In reality, most of the time ERM is…

an inconvenience that leaders have to go through after the real decisions have been made.



Heat Maps: How accountants ruined ERM
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Key problems with heat maps

1. This is not how risks work in the 

real world

Adapted from McKay 2016, Journal of Accountancy (June):p. 39-40.
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Key problems with heat maps

1. This is not how risks work in the 

real world

2. Likelihood bands are too broad

3. They do not connect risk to reward

Adapted from McKay 2016, Journal of Accountancy (June):p. 39-40.
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Red & yellow boxes just road block decisions for no reason

Risk and threat level is subjective based on 

a “gut feel” about risks and term variances

The Result:

• Risk taking cannot be compared to the 

value of the relationship

• Risks cannot be aggregated at any level

• An endless grind is often created to 

eliminate the red & yellow boxes



An infestation of the “Flaw of Averages”

Strong form example:

What happened to the accountant who tried to cross a river that was on average only 3 feet 

deep?

Published Sunday, October 8, 2000, in the San Jose Mercury News. Jeff Danziger (www.danzigercartoons.com) 

http://www.danzigercartoons.com/


An infestation of the “Flaw of Averages”

Decision: What quantity of microchips should we order?

Inputs:

• Cost per Unit - $30

• Selling Price per Unit - $40

Uncertainty:

• Customer Demand - ? 

“I believe that on average we should sell 100,000 units.”
Says the Sales Manager

Demand 100,000

Sales 100,000

Revenue $4,000,000

Cost of Goods Sold
(based on 100,000 units)

-$3,000,000

Profit $1,000,000

Forecast

66,862

66,862

$2,674,480

-$3,000,000

-$325,520

Scenario 1

163,567

100,000

$4,000,000

-$3,000,000

$1,000,000

Scenario 2
What did we learn?

1. The actual average profit is 
less than $1 M!

2. We should have asked for a 
range!



Lets talk about a new definition for enterprise risk management

Committee of Sponsoring Organizations of the Treadway Commission (COSO)

Enterprise risk management is a process, effected by an entity’s board of directors, management and other 
personnel, applied in strategy setting and across the enterprise, designed to identify potential events that may 
affect the entity, and manage risk to be within its risk appetite, to provide reasonable assurance regarding the 
achievement of entity objectives. 

https://www.coso.org

Risk & Insurance Management Society (RIMS)

Enterprise risk management (ERM) is a method of systematically identifying, evaluating and prioritizing the 
activities and goals of an organization. Applying a common risk-based framework to the governance activities 
across departments, creates efficiency, drives better business decisions and strengthens strategic planning.

https://www.riskmaturitymodel.org/about-the-rims-risk-maturity-model-for-erm/

https://www.coso.org/
https://www.riskmaturitymodel.org/about-the-rims-risk-maturity-model-for-erm/


Lets talk about a new definition for enterprise risk management

Enterprise risk management helps the organization to make 

decisions in the face of uncertainty.

Uncertainty is a condition where the “true” outcome/state/result/value is not known.

Risk is a state of uncertainty where some of the possibilities involve a loss, catastrophe, or 

other undesirable outcome.

Douglas Hubbard
www.hubbardresearch.com

http://www.hubbardresearch.com/


Skill 1: Estimating anything!

You can estimate anything no matter how much or how little information you have!

Key Principles

1. Anything of value can be measured

2. The goal is an estimate that is accurate with a reasonable level of precision (90% correct)

3. Think like Enrico Fermi (start with an absurd range and then narrow it down)

Key Steps

1. Question: State the question and discuss how you will interpret it.

2. Wild Guess: What is your answer without any calculation?

3. Educated Guess: List the pieces of information you will need to answer more precisely, and use research to narrow down the result.

4. Get Scientific: Gather more data, use modeling, testing, and science to narrow down the result.

Example estimate

What is the wing span of a Bombardier CRJ900 regional jet?

Dr. Enrico Fermi

(Physicist)



Key things to think about when discussing losses

Exploring losses with business owners can be supported with the following 
categories of loss:

Loss Type Description Examples

Productivity 

Loss

Loss that results from an operational inability to deliver products or services Lost income or increased operating expense 

during a system outage

Response 

Costs

Loss associated with the costs of managing an event Notification, forensics, public relations, and 

credit monitoring after a cyber breach

Replacement 

Costs

Loss that results from an organization having to replace capital assets Replacing a vehicle after a car accident, or 

recreating damaged data after malware

Competitive 

Advantage

Loss resulting from intellectual property or other key competitive 

differentiators that are compromised or damaged

Lost income due to a competitor obtaining key 

business secrets

Fines and 

Judgements

Fines or judgements levied against the organization through civil, criminal, or

contractual actions; and the costs to defend against claims

Legal defense and settlement of a civil suit 

bought after misuse of customer data

Reputation 

Damage

Loss resulting from an external stakeholder perspective that an 

organization’s value has decreased and/or that its liability has increased

Lost income for a decline in surgeries after a 

malpractice event



Skill 2: Talking the language of uncertainty

Alex Sidorenko
www.riskacademy.blog

Assumption
Business 

Owner 
Value

Identified 
Risks

Estimated 
Range of 
Impact

Proposed 
Mitigations

Updated 
Range of 
Impact

Operating 

Margin
15%

• Cost 

Overruns

• New 

Competitor

0-10% 

decrease

• Invest in QC 

program

• Reduce 

entry price

0-5% decrease

Possibly the best risk assessment template #riskawarenessweek2019

• It forces business owners to document their assumptions

• It maps the risks against each assumption

• It adds volatility to the actual assumptions instead of risk ratings

• It maps mitigation actions against assumptions instead of risks

• It supports validation and feedback from the decision makers

http://www.riskacademy.blog/


Today’s vendor risk management



Tomorrow’s vendor risk management

We are over invested in 

this risk!

Did we even discuss 

this risk?

Chance of a loss 

exposure each year of…

$500K or greater is 25%

$5M or greater is 10%

$10M or greater is 5%



Managing the uncertainty of projections
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Summary

1. Heat maps are fraught with errors and are not really valuable

2. “Red boxes” create grind, not risk management

3. Single point projections hide the real risk… the flaw of averages

4. Creating ranged estimates and using assumption analysis are skills you 

can use today to bring value

5. Risk quantification has the potential to make ERM extremely relevant to 

leaders



Closing & Q&A
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