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Stay In Your Lane, Obey All Signs



WWW

Social Media Platforms Search Engines

Forensic Captures



Social media as an investigative tool: CBA Ethics Opinion #127

 Provides guidance in accessing the public and restricted portions of a 
person’s profiles or posts (e.g., represented and unrepresented parties, 
jurors, witnesses, judges);

 Explains prohibitions against the use of deception to gain access to 
restricted portions. “No exception in the Rules permits a lawyer to employ 
deception or subterfuge to gain access to restricted information through 
social media.” Cites to In Re Pautler, 47 P.3d 1175 (Colo. 2002) (DDA 
posed as PD to convince murder suspect to turn himself in).





You Know Where You’re Going, How 
Do You Get There?



Written Discovery Requests

ASK SPECIFIC QUESTIONS

Interrogatories 

- Platforms themselves including 
username/profile; dates created; last 
time accessed; dates deleted; 
modifications since lawsuit 

- User information to search 
platforms including aliases, dob, 
phones/addresses, relative names, 
employers/co-workers

Document Requests 

- Complete copy of profile vs. limited   
subject matter 

- Parties activities, hobbies, interests, 
entertainment, education and/or 
work; medical condition; medical 
care 

- Limit “related to Incident” or 
timeframe 



So – we found great stuff on the road… Now what?





Kattie was involved in a serious accident involving a tractor trailer. Kattie retained counsel and sent a 

demand letter to our client’s carrier, indicating that the case was valued in the mid-high six figure range.



During negotiations, Kattie’s Facebook and Instagram accounts were forensically captured and it 

was showed that she was involved in a very active lifestyle and her claims may have no merit.



During Summit’s investigation, we discovered that Kattie had an arrest for excessive 

speeding in the State of Minnesota. It’s probably not a good thing to post on Instagram that 

you are going 110mph in your Corvette… before her accident but after her arrest.



DON’T SPEED AND WATCH 

OUT FOR POTHOLES





 Map a given location such as a city block or even a full metropolitan area

 Search the entire public Twitter-sphere to identify any geo-located tweets made in the prior five days 

(sometimes longer) within that designated area

 Capture new tweets in that area going forward

Geo Fencing



Screenshots – Not Enough Anymore

 Powers v. Emcon Assocs., 2017 US Dist. LEXIS 96968 

(D. Colo. – June 23, 2017)

 Xiong vs. Knight Transportation, 658 Fed. Appx. 884

(10th Cir. - July 27, 2016)

 People v. Glover, 2015 COA 16

 Commonwealth v. Mangel, 181 A.3d 1154 (March 15, 2018) 

 US v. Browne (834 F.3d 403 – Aug. 25, 2016)

 State of Louisiana v. Demontre Smith (192 So. 3d 836 - April 20, 2016)

 Sublet v. State (113 A.3d 695, April 23, 2015)

 State of Connecticut vs Eleck (130 Conn. App. 632 – Aug. 9, 2011)







 Is this relevant evidence?

 Can I establish authenticity?

 Is this hearsay?

 Do I need to admit this as substantive 

evidence?

 Disclosure obligations

 Anticipate plaintiff’s benign explanation

 Or, would I rather use it as impeachment?

Your Trip to Trial



Reports – What do I get?



Hearsay

Out-of-court statement offered for its truth? [801(c)]

What is the “statement?” 
 Oral or written assertion [801(a)(1)] 

 Non-verbal conduct intended to be communicative [801(a)(2)]

Non-hearsay:

 Prior statement of witness who testifies [801(d)(1)]

 Admission by party-opponent [801(d)(2)]

Hearsay exceptions:

 Present sense impression; excited utterance; mental/ 

 emotional/physical condition or state of mind; medical 

 diagnosis; recorded recollection [803(1) – (5)], etc.



Changes to Rule 902

 Rule 902. Evidence That Is Self-Authenticating

The following items of evidence are self-

authenticating; they require no extrinsic evidence of 

authenticity in order to be admitted:

* * *

(13) Certified Records Generated by an Electronic 
Process or System. 

A record generated by an electronic process or system 

that produces an accurate result, as shown by a 

certification of a qualified person that complies with the 

certification requirements of Rule 902(11) or (12). 



Changes to Rule 902

 Rule 902. Evidence That Is Self-Authenticating

The following items of evidence are self-

authenticating; they require no extrinsic evidence of 

authenticity in order to be admitted:

* * *

(14) Certified Data Copied from an Electronic 

Device, Storage Medium, or File.

Data copied from an electronic device, storage 

medium, or file, if authenticated by a process of 

digital identification, as shown by a certification of a 

qualified person that complies with the certification 

requirements of Rule 902(11) or (12).



QUESTIONS


