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Risk and Risk Management per ISO GUIDE 73

RISK : the effect of uncertainty on objectives
RISK MANAGEMENT: coordinated activities to
direct and control an organization with regard to
risk
DOES IT NEED TO BE ANY MORE COMPLICATED
THAN THIS?
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RISK MGMT - SIMPLY STATED
• Is a discipline that establishes and governs an orchestrating
framework for the management of risk, enterprise-wide
• Its purpose is to help company’s deliver consistent company
performance
• Improves decision-making by supplying current and relevant risk
information and analysis
• Is effected by the Board, carried-out by Management and applied
to planning, budgeting, business performance review and decisionmaking
The Consistency of Standards Facilitates Successful
Deployment
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Risk Management Capability Evolution
Advanced
Performance

Full ERM
Implementation

Adoption of ERM Practices

Basic ERM
Implementation

Hazard Risk
Management

Formal enterprise wide:
• Risk Identification
• Risk Assessment
• Risk Response
• Risk Control Activities
• Risk Monitoring
• BU Compliance
Reporting

• Common terminology/standards
• Fully integrated into strategic
planning
• Data quantified where possible
• Fully integrated across functions & BUs
• Fully understood accountabilities for risk
• Cost of all risk types tracked & managed
• Compliance & regulatory reqmts met

• Leaders have all key
risk info to manage
performance
•Fully integrated &
“embedded” risk
discipline in operations
and corporate culture

Audit

Finance

•Corporate Insurance
Program
•Contractual Risk Transfer
•Active Claims Management
•Robust Prevention
Culture

Legal

ERM
HR

Compliance

Planning

Insurable Risks

Key Business,
Financial &
Operational Risks

Ability to Align Strategies for Company Performance

All Risk Stakeholders
Fully Enabled to Manage
All Significant Risks To
Mission Accomplishment
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ISO 31000 - Risk Management

Principle
s

Framework

Process

Reproduced from ISO Standard 31000:2009 with permission from ISO at www.iso.org. Copyright remains with ISO.
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Why aren’t ERM Frameworks/Programs More
Successful?
•

Most ERM Programs are built on
“Governance” or “Compliance”
models
– Value: “Did we do it? Good.”

•
•
•
•
•
Copyright 2012 r ERM, LLC

Measures are rarely in meaningful
terms
Not a KEY role in performance
management, planning, budgeting
and strategy formation
Limited in scope and focus
Not a “day-to-day” part of decision
making
Not based on or tied to a standard
or tight framework
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Why Did “ERM” Fail During the Financial Crisis?
Or did it?
• Misguided focus on risk processes vs. agility
• Large amounts of info; no evaluation of risk
interconnectedness
• A “check the box” risk management mentality
• Over reliance on statistical models
• Cultures of risk acceptance w/o regard to risk appetite,
tolerance or capacity
• Compensation structures that rewarded excessive risktaking
• Inadequate risk governance/oversight structures
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Conclusions from the Financial Crisis
 Risk Mgmt not integrated into planning, budgeting, performance
review and
decision-making
 Focusing on risk registries, “top 10” lists or compliance-based
assessments
 Being disconnected from company objectives and performance
 Insufficient C-suite and Board level understanding, buy-in and
mandate
 Absence of a standard to follow or common risk language
 Siloed and unaligned risk management efforts
 Poorly designed compensation and incentives structures

 Risk Management perceived as a necessary evil
 Ambiguous ownership of and accountability for risks
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The Yin and Yang of Standards

What Standards Are
 A collection of best
practices and guidelines
 Developed
collaboratively
 Evolutionary
 Can be for management
systems, products,
services or procedures

What Standards Are Not
 Regulations
 Just controls
 Necessarily “how to
implement” documents
 Certifications
 The only way
 Guarantees of success
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Drivers for a Global Risk Standard
 Multinational companies operating in many countries
around the globe
 A need to set priorities and address risks based on global
importance

 Need for consistent process for communications
 Need to demonstrate that effective and reliable methods
used
 Granularity of many sub-standards
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Why Risk Managers Should Use Standards








Set of benchmarked tools and processes
Systematically identify risks and problems
Enables problem-solving and decision-making
Inclusive process
Specialized training
Establishes operational controls/procedures
Measurable/verifiable goals and methods for accomplishing identified
objectives
 Protect reputation and brand
 Model for continual improvement

Proactively improve organizational resilience
and sustainability
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How ISO 31000 can Facilitate Success in
ERM?

Two Critical Elements
 Standardization driving process efficiency and
effectiveness
 Embedding a standard driven risk strategy into
the risk culture for decision-making and planning
Customized to:
 Culture
 Management Needs
 Governance Expectations
 Consumer Expectations
 Regulatory Expectations
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ERM Outcomes
 An effective risk management program should lead to
specific outcomes for the organization:
–
–
–
–
–

Improved and Better Protected Reputation
Higher Profits
More efficient operations, service
Higher Stock Valuation
Fewer Surprises
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Align Risk to Business Priorities

Risks tie to the
processes of key
and/or profitable
products or
services

An Emphasis on Decision-making
Excellent

Well established capabilities to identify, measure &
manage all risk exposures & losses within tolerances.
Consistently optimize risk adjusted returns. Risk and
risk management always important considerations

Strong

Capabilities to identify, measure and manage all risk
exposures & losses within tolerances. Not fully
developed process to optimize risk adjusted returns.
Risk and risk management usually important
considerations.

Adequate

Capabilities to identify, measure and manage all risk
exposures & losses within tolerances. Not fully
developed process to optimize risk adjusted returns.
Risk and risk management usually important
considerations. Unexpected losses more likely as a
result

Weak

Limited capabilities to identify, measure and manage all
risk exposures & losses within tolerances. Losses not
expected to be limited. Risk Management Program nonexistent or totally compliance.
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Where does Strategic Risk
Management (SRM) fit in?

Strategic Risk Management
• Strategic Risk Management (“SRM”) is a business discipline that drives deliberation
and action regarding uncertainties and untapped opportunities that affect an
organization’s strategy and strategy execution.
• Guiding Principles of SRM:
–
–
–
–
–

Primary component of an organization’s ERM process
Ultimate goal is protecting and enhancing shareholder value
Effected by boards of directors, executive management and others
A strategic approach to risk and managing uncertainty is necessary to achieve company objectives
Continuous process
Related Impacts
Interdependencies

Identify

Assess
Analyze

Corporate Tolerance
Risk/Opportunity

Risk Profile

Informed
Decisions

Align to
Corporate
Objectives

Adapt/Improve

Mitigate/Control

Monitor/Report
Frequency & Severity

Retain/Finance
Transfer

Or

Why Strategic Risk Management?

• Strategy An organization's strategic plans will determine the
actions the organization will take at any stage of the planning
period as circumstances change.
• Strategic risks are those internal or external uncertainties,
whether event or trend driven, which impact an organization’s
strategies and/or the implementation of its strategies.
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What Risks Matter More?
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FREQUENCY/LIKELIHOOD

Managing the most critical risks

SEVERITY/IMPACT

Sedgwick © 2013
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Strategic Risk Management Approach
 Expected vs. unexpected risks
 Identifying
 Assessing
 Measuring
 Risk Appetite and Tolerances
 Weighting and prioritizing risk
 Emerging and dynamic risk assessments
 Reporting on strategic risks
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Emerging Risk Characteristics
Common Elements:
Volatility
High uncertainty
Impact
Likelihood
Relevance
Ambiguity
Complexity
Lack of consensus
Difficult to communicate
Questionable ownership
Sedgwick © 2013
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Strategy as the Core Competency of
High Performing ERM

SRM Guiding Principles: Aligned with 31000
A.
B.
C.
D.
E.
F.
G.
H.
I.
J.

Value-driven
Reflective
Structured
Informed
Dynamic
Process-based
Condition-based
Consequential
Interdisciplinary
Scenario-driven

Source: RIMS What Is SRM?

Copyright © 2011 Risk and Insurance Management Society, Inc. All rights reserved.
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ERM Priorities and 31000 Principles
ERM Priorities:
•
•
•
•
•
•
•
•
•

Address all significant risks
Break down risk silos
Measures tied to results
Embed risk rigor in processes
Critical to fully informed
planning & decision-making
Produces actionable data
Focused on the things that
matter most
Relies on cross functional
collaboration
Enable management to risk
appetite

ISO Principles:
•
•
•

Explicitly addresses uncertainty
Transparent and inclusive
Part of decision making

•

Integral part of org processes

•

Part of decision making

•

Part of decision making

•
•

Creates Value
Takes human and cultural factors
into account
Dynamic iterative and responsive to
change

•
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Linking Strategy to Risk Management

ERM
Process
Strategic
Planning
Process

• Includes a strategic look at risk, e.g.
dynamic risk assessment
• Includes scenario building based on
on identified emerging risks

• Includes an assessment of how risks
can affect goals and objectives
• Includes scenario building to visualize
goal achievement
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Functional & Stakeholder Alignment

Internal
Audit

ERM

Effectiveness
of risk
controls

Facilitate risk
identification,
assessment and
management

Monitor compliance
with processes and
controls

Compliance
with
processes

Risk metrics
on
dashboards

Process Mgmt
Improve business
mgmt through
analytics
Audit and Process Efficiency Functions are Important Risk Stakeholders
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Most Critical Components
of Risk-Strategy Alignment
Mission Accomplishment

MEASUREMENT &
REPORTING
ALIGNMENT

RISKS MATCHED
TO OBJECTIVES

STAKEHOLDER
ALIGNMENT

Corporate Business Strategy

Risk Management Strategy
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Components of Best-in-Class Risk
Management
Strategic
Decisions
Operating
Decisions
Risk
Communications
Risk Knowledge

Governance & Accountability
Risk Framework & Process
Copyright ©in
2011
Risk Risk
and Insurance
Including these key elements
your
Management Strategy will
Management Society, Inc. All rights
reserved.
support Best
in Class results
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What really matters in ERM?
 Consistency
 Rigor
 Interpretability
 Clarity
 Measureability
 Downside protection
 Value creation
 Embedded risk culture
 Managing to appetite parameters
 Aligning, if not integrating with strategy and
objectives
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Key Challenges for Risk Management
Risk challenges are increasingly priorities for execs and boards,
including:
 Understanding what risks are most threatening to mission
accomplishment
 Connecting actionable risk information to goals & strategy
 Managing critical risk interdependencies
 Getting ahead of emerging risks
 Controlling risks brought to the firm by third parties
 Fostering a strong ethics and risk culture
 Addressing low-frequency, high-impact risks proactively
 Providing timely information on key risks not effectively mitigated
ALL THESE CHALLENGES ARE ADDRESSED IN COMPREHENSIVE ERM
ENABLED BY ISO 31000 AS A GUIDING FRAMEWORK
35

Parting Thought

“A decision that doesn’t involve risk probably isn’t a
decision.”
- Peter Drucker
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Sedgwick
The leader in innovative claims and productivity
management solutions
Sedgwick Claims Management Services, Inc. is the leading North American provider of
innovative claims and productivity management solutions. Sedgwick and its affiliated
companies deliver cost-effective claims, productivity, managed care, risk consulting, and
other services to clients through the expertise of more than 10,000 colleagues in 195
offices located in the U.S. and Canada. The company specializes in workers’
compensation; disability, FMLA and other employee absence; managed care; general,
automobile and professional liability; warranty and credit card claims services; fraud and
investigation; structured settlements; and Medicare compliance solutions. Sedgwick and
its affiliates design and implement customized programs based on proven practices and
advanced technology that exceed client expectations. For eight years in a row, Sedgwick
has been awarded the distinguished Employer of Choice® certification, the only thirdparty administrator (TPA) to receive this designation. In 2011 and 2012, the company
was named the Best Overall TPA by buyers of risk services through an independent
survey conducted by Business Insurance. For more see www.sedgwick.com.
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