
SAFETY & SECURITY

M ost schools have come a very long way to 
prepare for worst-case scenarios since the 
horrors of Columbine, Virginia Tech and 

Sandy Hook, among others. Hopefully, your school 
has emergency plans that are written, briefed to 
faculty, staff and students and then drilled. But can 
you say that your school’s leadership is prepared to 
address and handle specific situations that may not 
be as oft-discussed as a lockdown or shelter drill? 

TYPES OF EXERCISES
In the world of law enforcement, hazardous 
material control, and emergency medical 
services, the use of exercises to hone emergency 
management skills are now commonplace, but do 
you do them in your school? Prior to my work at 
Holton-Arms School, I spent 27 years in the FBI. 
For three of those years I was part of the Bureau's 
Crisis Management Unit and Critical Incident Response 
Group, where I wrote and conducted exercises, so 
I know their value. They can take several formats:

• Full-Scale Exercises: As the name implies, 
this type of exercise brings all appropriate 
personnel into a scenario that is guided by a 
script. Generally, volunteers act out roles, such 
as victims, criminals or first responders, and 
respond to “injects,” or different elements of a 
hypothetical crisis. If you allow the local police 
department to use your school to train for an 
active shooter event, that would be considered a 
full-scale exercise by the police department.

• Command-Post Exercises: Less common but 
still utilized, these exercises call for numerous 
agencies to solve a fictional major disaster, 
through the steps of a devastating event, 
response and recovery, investigation, and finally, 
reconstruction. Depending on the size of your 
school — if it has branches in other locations 
or is so large that some divisions never come in 
contact with others — this type of exercise could 
be utilized to ensure everyone knows what to do 
when a catastrophe occurs. 

• Tabletop Exercises: The most basic exercise yet 
is still quite effective. A tabletop exercise is like a 
smaller-scale command-post exercise — fewer 
participants work through the scenario and you 
talk rather than act through the scenario. The 

tabletop leader should have prompts and drive 
the scenario forward with a well-conceived and 
clearly delineated series of events. For school 
administrators and department heads on tight 
schedules, tabletop exercises are probably the 
best way to test preparedness.

Any exercise is meant to stimulate people 
to think and talk about scenarios that security 
managers worry about daily but keep at bay 99% 
of the time. Scenarios should be informative, 
thought-provoking, unpredictable and slightly 
stressful but ultimately enjoyable to work through, 
even if they touch on the dark side of school life. 

RUNNING A TABLETOP EXERCISE
Tabletop exercises have challenges, not the least of 
which is getting the appropriate people to the table. 
Notably, the primary decision-makers must have 
designated back-ups who are also trained in crisis 
management, in case the primary is unavailable 
when a real situation arises. Once you have the 
right people, the process before, during and after 
the exercise is fairly basic.

Before the Exercise
• Develop a believable storyline that can be 

moved along in stages within the time allotted. 
The scenario should be specific to your school’s 
demographics and location and your decision-
makers’ skill level. 

• Keep in mind that scenarios can have more than 
one tentacle. A major event can get worse as 
additional twists and turns are introduced. 

• Run the basic scenario by a trusted member of 
the decision-making team before trying it on a 
big group. You don’t need to go into specifics; 
just see if they agree on the general concept.

• Prepare two or three resolutions to the scenario. 
Your ultimate solution to the problem might 
not be the one the participants come to, and you 
must be able to “go with the flow.”

During the Exercise
• A quick refresher in crisis management 

preceding the exercise helps get everyone on the 
same page. 
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Drill Down
Regular exercises can make safety policies and procedures stick 
and help your school fully prepare for an emergency.

12     MARCH/APRIL 2020 NETASSETS.ORG



By Jeff Bedford, Holton-Arms School

• Participants must make concrete 
decisions, and the moderator must 
actively listen to discussions; in a real 
event, such decisions are required, so 
clarify and track what is discussed. 

• You will want to guide participants to the 
anticipated resolution but be prepared 
if they go a different direction. If your 
prepared slides don’t work, keep the 
scenario going as best as you can using 
what you know.

• Keep in mind that the decision-makers 
at your school need to make the 
decisions. Gently prompt them but let 
them decide. If an additional problem is 
“injected” into the exercise, you might 
be able to bring participants back to the 
predetermined resolution.

Post exercise
• If you run out of time conducting  

your exercise, which is common, call  
an end to it but give a quick synopsis of 
what happened. 

• Ask participants to critique the exercise, 
preferably right at its end. If you have 
prepared a survey sheet beforehand, 
critiques can be anonymous.

• Assess if you have reached your goals. 

RELATED CONTENT 

Ready for Anything: Preparing for Campus 
Emergencies (Mar/Apr 2018) 

Use the Calm To Weather the Storm: Preparing 
the Board for a Crisis (web-only, Apr 2019)

Safety & Security: In a Day, on a Dime 
(Sep/Oct 2019)

EXAMPLE SCENARIOS FOR TABLETOP EXERCISES 

Any tabletop exercise needs to be 
tailored specifically to your school. 
There is nothing wrong with drawing 
on commonly used scenario exercises 
as long as you put them in your 
school’s context. Here are couple 
more developed scenarios: 

• A school employee receives a 
work request to unclog a toilet in 
a female student restroom. As he 
is checking the plumbing, he turns 
around and notices something 
unusual underneath the toilet 
paper dispenser. Taped on the 
underside of the dispenser is a tiny 
camera pointed towards the toilet, 
out of view but capable of snapping 
pictures of anyone using the stall. If 
the drill participants decide to look 
for other cameras (as they should), 
add into the scenario that more 
are found in the locker rooms or 
theater dressing areas.

• Unbeknownst to a faculty member, 
her spouse of seven years has a 
criminal record involving a violent 
domestic partner abuse from many 
years ago. For whatever reason, 
the spouse suspects the faculty 
member is having a sexual affair 
with another faculty member and 
comes on campus to confront 
them both during school hours. The 
spouse is extremely agitated and 
grows angrier and more physical 
every minute he is on campus. The 

faculty member has never seen 
this side of him and his behavior 
escalates exponentially in view of 
many at the school. 

Other possible scenarios might 
consider school responses to: 

• An active shooter

• Weather or natural emergency  
(e.g., tornados, earthquakes,  
fires, flooding)

• Bitterly divorcing parents who 
encounter each other at school

• Bomb threats

• Suicidal student

• Car/bus accident on a domestic field 
trip — or overseas if your school has 
an international program

• A social media blitz against your 
school following a teacher’s 
controversial post 

• A disgruntled student who acts out 
in class and injures a teacher over 
a failed relationship, bad grades or 
another perceived problem

• Police report of an attempt to locate 
an active shooter at a strip mall 
within close proximity of your school

Other possible scenarios can be found 
by doing internet searches. You can 
also use your imagination. Don’t make 
it unrealistic for your school, but be 
sure to expose some of the dark side 
of school life.

This image of a camera taped to the underside of a toilet paper dispenser was created as a visual aid 
for a tabletop exercise at Holton-Arms School. Photo courtesy of Jeff Bedford.
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