
E arlier this year, reports surfaced 
that New York City planned to 
install facial-recognition software 

and license-plate readers at its bridges, 
tunnels and popular passenger-pick-up 
locations. These technologies — security-
minded elements of a $100 billion statewide 
infrastructure program — alarmed some 
privacy advocates, but their concerns won’t 
stop the momentum behind futuristic 
identity-recognition programs. The city 
already had some 9,000 surveillance 
cameras, after all, and airports, ATMs and 
universities, among others, have moved 
forward in adopting facial- and iris-
recognition programs.

And K–12 independent schools? Since 
the deadly school shootings at Columbine, 
Blacksburg and Sandy Hook, independent 
schools have taken a range of new high-
tech measures to protect against security 
threats. Some are based on biometrics, 
an approach that measures and analyzes 
unique physical characteristics, including 
voice, fingerprints, facial features, blood 
vein and iris patterns, even odor or 
DNA. But emerging technologies often 
need refinement to become viable and 
affordable, and many schools are biding 
their time until then.

In Los Angeles, Milken Community 
Schools uses biometric time clocks for its 
maintenance staff. “Our experience setting 
that up discourages me from using such 
a system (at least using fingerprints) for 
doors,” said John Amussen, chief operating 
and financial officer. “Several of our 
workers had problems with the system 
reading their [finger]prints, as they had 
worn down over the years. I’d make sure 
you have an assurance of reliability” before 
moving forward.

In West Chester, Pennsylvania, Westtown 
School uses fingerprint time clocks, and 
considered the same technology for building 
access. Ultimately, “we decided to stick with 
access cards,” said Carolyn Hapeman, chief 
financial officer. Scott Gallagher, director of 
security, elaborated. “Biometrics are great …  
until it rains, or your hand is wet, or you 
have paint from art class on your finger. 
The technology is still in its infancy and 
expensive. Also, some people find the process 
of being scanned into a system intrusive.”

The global market for biometric 
security systems will surpass 
$24.8 billion by 2021, according  
to TechSci Research.

THE BOTTOM LINE

• Hoping to avoid rash 
investments, many 
schools are waiting out 
“bleeding-edge” security 
technologies in favor of 
established tools like 
video cameras, visitor 
management systems and 
mobile alerts/action plans.

• Web-based security 
training has surged in 
usage, accessibility and 
specificity; a year of 
courses can cost less 
than a single in-person 
training session.

• Consider an on-campus 
security assessment; one 
school invested $500,000 
in an access-control 
system it couldn’t use. 
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Michael Dorn, executive director of Safe 
Havens International, a nonprofit campus 
safety organization, said the school security 
space overall remains in a “recovery period” 
from the haste to install the newest and 
most-buzzed-about systems. For instance, 
some dishonest vendors sold schools costly 
“bullet-proof” glass that wasn’t. There were 
also what he called “flat crazy” solutions 
like the divining rod that its creator claimed 
could ferret out guns, drugs and bombs. “We 
put items out on a football field and the rod 
couldn’t find a single thing,” Dorn said. 

To decide how high-tech schools need 
to be, and to evaluate the options for 
getting there, Dorn recommends a quality 
security assessment, which he said costs 
$6,000 to $8,000, on average. That seems 
reasonable compared to the risk of a 
six-figure mistake; he recalled one school 
that spent $500,000 on an access-control 
system that proved incompatible with its 
existing technology. 

As with any significant investment, it’s 
also a good idea to talk with other schools 
that have installed the same or similar 
protection. Dorn suggests getting at least 
three references from independent school 
clients, including a school in a similar 
climate. “A system might look great on 
a showroom floor at a conference,” but 
factors such as snow and sun glare can 
cause problems. 

MAKING MATCHES
What high-tech security measures are more 
tried and true? Visitor management systems, 
which can log the dates and times of visits 
as well as visitor photos, have become more 
robust and efficient, Dorn said. The best 
such systems can also help schools instantly 
determine whether to deny access to certain 
visitors, such as by comparing them against 
the school’s database of banned individuals 
or by running a visitor's driver’s license or 
fingerprints against a nationwide database of 
sex offenders or criminals. Frequent visitors, 
such as parent volunteers or vendors, can 
receive reusable bar-coded key tags or 
badges that expire or change color after a set 
amount of time. 

Further, Dorn noted that security 
cameras have improved to the point that 
they can analyze video and audio. “You 
can’t put a camera in a bathroom, but 
you can have an audio feature that is 
programmed to pick up someone punching 
someone else or screaming,” he said. Some 
cameras can send out alerts if they sense 

loitering in certain areas, such as under 
stairwells, possibly preventing assault. 
Others can record license plate numbers of 
vehicles that come onto campus.

Although not higher-tech in the strict 
sense, web-based training has also surged 
in usage, accessibility and specificity, Dorn 
said. “A school can buy a suite of 100 to 150 
courses for a year at less than it costs to 
bring in a safety training provider for a two-
hour session for everyone,” Dorn said. “And 
you don’t have to shut everything down 
to gather everyone together.” Faculty and 
staff — even mid-year hires — can watch 
training videos tailored to their roles on 
their schedule and the program records that 
they have completed the required training.

Within independent schools, Bais 
Yaakov School for Girls in Los Angeles is 
an early adopter of high-tech security. In 
2009, the Orthodox Jewish high school 
became a beta-test site for FST Biometrics 
and its In-Motion Identification (IMID) 
system, helped by a $100,000 grant from 
the Department of Homeland Security. At 
the time, the school, with 300 students, 
had cameras, alarms and blast coatings 
on windows, in addition to keypad and 
fingerprint reader access systems.

Now when a person approaches any of 
eight entry points, a camera scans his or 
her face and body language, comparing it to 
profiles stored in the system’s memory. If it 
finds a match — and that person is allowed 
to enter the building at that time of day or 
for a particular event — the door unlocks. 
“It’s not inexpensive, but as the price comes 
down as with any technology, this is where 
schools and businesses will decide to use 
it,” said volunteer facilities manager Adam 
Cohen, whose daughters attend the school. 

Another advantage of biometrics may be 
the technology’s relative unobtrusiveness; 
scanners allow students to enjoy “a 
normal pace of life and [in] a normal 
environment,” said Arie Melamed, chief 
marketing officer of FST Biometrics. “You 
don’t want to paralyze a school. If you put 
five police officers at every corner and five 
guards in every corridor, you change the 
atmosphere.” That said, the company works 
from the premise that “the brain is the 
best identification machine that exists,” he 
said. “We are literally teaching the machine 
by introducing images or videos, [similar 
to] the way a baby learns to distinguish 
between his father and someone else.” 

Melamed said most demand for 
biometrics systems in the education 

sector comes from schools serving middle 
school students and older, as security risks 
increase with greater independence and 
more varied hours.

THE HUMAN TOUCH
While dangerous incidents can happen 
anywhere, religious schools may be at 
particular risk and tend to take the greatest 
precautions. Between January and April of 
this year, 18 Jewish day schools received 
bomb threats, according to the Anti-
Defamation League. De Toledo High School 
wasn’t on that list, but the 400-student 
Jewish day school in West Hills, California, 
uses several strategies to mitigate risk.

COMPROMISABLE CAMERAS?
Watch out for vulnerabilities in high-
tech security systems. “You might have 
the most elaborate camera system, but 
[without adequate security] someone 
could hack it and tap in live,” said Michael 
Dorn, executive director of Safe Havens 
International. Potential attackers can view 
the campus, peer inside buildings, even 
target a specific student’s whereabouts. 

To prevent such damage, ensure that 
campus security is intertwined with 
cybersecurity. “We are seeing a movement 
to whoever is the point person for 
emergency preparedness, that person will 
have a cybersecurity or IT degree,” Dorn 
said. “It’s a convergence. Most security 
devices will be internet accessible in eight 
to 10 years.” 

There’s much more about cybersecurity 
on NetAssets.org:

• Risk & Compliance: Cybersecurity  
and Master Planning 
go.nboa.org/2ucQpe0

• Case Study: A School’s Last  
Phishing Trip 
go.nboa.org/2uJOttj

• Your Money or Your Data 
go.nboa.org/2sImHMt

• Greetings from Kazakhstan 
go.nboa.org/2v4xxgg
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For instance, de Toledo is a member of 
CSI — the Community Security Initiative 
of the Jewish Federation of Greater Los 
Angeles, which provides site visits and 
vulnerability assessments, training, exercises 
and events to more than 460 Jewish 
institutions, including schools. Members 
share information and intelligence and work 
with local, state and federal agencies, and 
a 24-hour crisis communications system 
provides alerts on security-related incidents. 
A national version of the initiative is called 
Secure Community Network.

David Marcus, de Toledo’s business 
manager, echoes others’ concerns about 
biometrics. But he advocates cameras (noting 
they can be both proactive during a crisis 
and reactive in pinning down details after 
the fact) and digital ID cards as budget-
friendly options. In addition, de Toledo 
uses mobile security programs including 
SchoolDude’s cloud-based Crisis Manager 
platform, through which users can access the 
school’s entire emergency action plan and 
receive emergency alerts on their phones. 
A second app, from Titan HST, also serves 
as an emergency alert system and mass 
notification system.

Ultimately, though, a school’s most 
reliable security bulwarks lie in the 
judgment and context only humans can 
provide. “Nothing will ever replace the 
human being, when you are talking about 
access control,” said Marcus. “Nowadays to 
look suspicious means carrying a backpack.” 
The school’s guards know who and what 
behavior belongs or doesn’t belong, and “if 
we see a student who is acting unusually, we 
are going to alert the deans.” 

Donna Davis 
is a longtime 
contributor to  
Net Assets. She 
lives in Boulder, 

Colorado. Leah Thayer is the editor of Net Assets 
and NBOA’s vice president of communications.
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