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Introduction

On March 11, 2020, the World Health Organization (WHO) declared
the COVID-19 outbreak a pandemic. State governments and their
respective central information technology (IT) agencies had to respond
quickly to the unfolding public health threat and the challenges of
operating state government business operations under sudden|y
mandated lockdowns and social distancing requirements. State govern-
ment |T operations played an instrumental role in providing solutions
for state government emp|oyees to pencorrn their work remotely and
productively on short notice as the pandemic continued through 2020
and beyond.

Among many adjustments, state central IT agencies strengthened
virtual private network (VPN) connections, accelerated the availability
of online collaborative tools, purchased |aptops for remote workers,
increased their already vigilant security efforts, shored up call center
support and made network adjustments to accommodate the sudden

shift to a remote workforce.

Throughout this difficult period, the members of the National
Association of State Technology Directors (NASTD) used standing
month|y regiona| conference calls, virtual webinars and online com-
munities to share their experiences and seek best practices from other

member states.

NASTD Research Committee Chair John Hoffman, deputy chief
information officer and chief technology officer for Texas’ Department
of Information Resources summarizes the experience as follows,
“The pandemic response drove significant change to how
government supports constituents. The |ong—term
impacts will be assessed for years, and sharing and
understanding other states’ efforts and

cha”enges has |oeen very |’1e|p1cu| Y


http://nastd.org
mailto:mmccord%40csg.org?subject=

Methodology

NASTD, with the assistance of the National Association of State Chief Information Officers
(NASCIO), distributed an Internet survey to all 50 state central IT authorities in December 2020.
Thirty-eight (38) states submitted responses to the survey: Alabama, Arizona, Arkansas, California,
Connecticut, Delaware, Georgia, Indiana, lowa, Kentucky, Louisiana, Maine, Massachusetts, Michigan,
Minnesota, Mississippi, Missouri, Montana, Nebraska, New Hampshire, New Mexico, North Carolina,
North Dakota, Ohio, Oklahoma, Oregon, Pennsylvania, Rhode Island, South Dakota, Tennessee,
Texas, Utah, Vermont, Virginia, Washington, West Virginia, Wisconsin and Wyoming.

- Participating States

NASTD’s Research Committee, comprised of state government information techno|ogy members, a
member representative from the private sector and association staff, developed the survey questions

with additional input from NASCIO staff.




Survey Results

1. How have the resu|ting changes in remote access needed to support your
state’s mobile workforce impacted your security posture in terms of risk and

data loss prevention?

- Expansion of existing EDR & DLP security tool portfolio

- Acquisition of new security tool portfolio

- No changes

2. What areas have seen lasting security and governance policy changes resulting

from your state’s panclemic response? (se|ect all that app|y)
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Remote work equipment

Telework policies and acceptance
Increased identity access manage-
ment/multi-factor authentication

Introduced new cybersecurity training
or education to employees

Created a culture of information
security in your state government

Acquired & implemented continuous
vulnerability monitoring capabilities

Use of analytica| tools, Al, and machine
|earning to manage cybersecurity program

Developed a cybersecurity
disruption response plan

Privacy

Obtained cyber insurance
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3. What were the most impactful technology changes implemented during your

state’s pandemic response? (se|ect top three)

Expansion/adoption
of remote collaboration

Network - VPN/
sp|it-tunne|ing/bandwidth

Enhancement of digital
government p|at1corm

Augmentation of
contact/call center

Artificial intelligence -
chatbots, RPA, ML, etc.

Endpoints

Cloud

Mobile device/

access points

Analytic solutions

SaaS/PaaS W4

Servers |O




4. Has the “new normal” resu|ting from state emp|oyees worl(ing from home
changed the adoption of enterprise collaboration tools in your state? (rate the

following items on a scale from 1 = no change to 4 = significant change)

. No change . Minimal change . Moderate change I:l Significant change

1% |
|

1 ) 0,
50% 39% 37% 459%

SECURITY INFRASTRUCTUR® INNOVATION

53%

ENDPOINTS

5. My state’s solution to remote application access to internal resources was
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VPN-based Hybrid solution Remote desktop/ Virtual

jump server desktop-based




6. What level of effort was necessary to meet your state’s internet bandwidth

requirements during the onset of the pandemic‘.7

No effort Minimal effort Moderate effort  Significant effort

7. With the technology and process improvements implemented by your state,

do you feel your state is we||-preparec| to respond to another wave of

COVID-19 infections?




8. How has the need to support remote workers and/or students changed your

state’s broadband strategy?
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Has expedited Existing state Has expedited Uncertain Broadband was
and will continue broadband broadband not sufficient,
to expedite strategy was growth but it has not
broadband growth sufficient expedited growth

9. What tecl'mo|ogy products or solutions have he|ped accelerate your state’s

transition during the pandemic? (select all that apply)

Te|ecom/comcerencing

Cloud-based solutions

VPN

Call center

Accelerated application
deve|opment

Artificial inte||igence
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10. Did your state’s data center environment adequately support the needs of your

state agencies?

- Data center per‘Formecl adequate|y without adjustment

- Able to accommodate with minor adjustment

- Shifted more workload to cloud solutions

11. Was your existing disaster recovery/business continuity plan sufficient for

responding to the pandemic?

40 —

Existing plan Existing plan's Existing plan
included sufficient pandemic did not include
pandemic response response was pandemic response

not sufficient




12. How has your state’s pandemic response initiated an increased effort in

reviewing and updating continuity of operations planning (COOP)?

review & evaluation

CONTINUITY OF OPERATIONS
no increase in effort pLAN N I NG

continued effort

required updates

e .. continued effort in COOP p|anning, so there was no increased effort but continued effort.

o COVID-19 has created an immediate need for fact-based prioritization of IT systems and

assets for our leaders and partners.
o Already scheduled to focus on DRP/COOP efforts, but the pandemic accelerated that work.
e Continuity of government (COG) and resiliency are critical to the administration.

o Availability of personnel with critical knowledge and skill sets is now a required part of business

continuity planning — beyond traditional services infrastructure.

o All agencies were required to have COOP, but the pandemic high“ghted the weaknesses in

some of the p|ans.

e Review and evaluation of each agency’'s COOP is being slotted for 2021 for alignment across

all sectors of the state.
e Highlighted the need to test more scenarios.
o Allowed us to revisit and focus on the gaps.
e DR/BC initiative has underscored buy-in to ensure our COOP plans are relevant.
® Most plans will require an update.

o The pandemic illuminated areas that had insufficient planning and/or capacity

to adjust to the operational shift.




13. Will your state’s telework policies be permanently affected by the COVID-19

pandemic response?

76% Expect an increase in telework combined with reduced amount
2l of staff working in office facilities

ICL78 Expect a permanent increase in state IT employees telework

Expect workforce in office will remain the same as pre-pandemic
levels once pandemic has eased

5%

14. What effects did the pandemic have on your state IT workforce? (select all
that app|y)

Increased Strengthened Weakened
efficiency and workforce workforce
productivity resulting from through further
through use of changes retirements

collaboration tools
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15. How will your state’s central IT authority manage anticipated budget deficits?
(se|ect all that app|y)

Optimization

Cost cutting

Innovation through IT
(chatbots, RPA, etc.)

Staff management

Expand our outsourcin%
service mode

Reduce real estate both
leased and owned

No budget impact
anticipated

Expand our management
services model

Reduce the number of data
centers through consolidation

Reduce the number of data
centers through moving toward
outsourcing service model

16. Has your state’s IT spending shifted due to pandemic response initiaives?

78 |ncreased

Remained the same




17. Has your state’s central IT authority engaged to identify CARES Act

reimbursement/funding?

Funding/spending tied to initiatives identified outside
of central IT (governor, |egis|ature, etc.)

. State agencies have control of funding/spending

. Central IT authority has control of funding/spending

18. Will your state’s central IT authority be involved in state efforts on COVID-19

contact tracing?
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Already assisting No plans for

involvement

3% 0%

In planning stages  Not yet, but anticipate
being involved

19. Will your state’s central IT authority be involved in state efforts on COVID-19

vaccine ordering?
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Already assisting No plans for
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5% 3%

In planning stages  Not yet, but anticipate
being involved




20. In what ways will your state’s pandemic response impact the IT strategic plan

for your state? (se|ect all that app|y)

Technology adoption
Workforce changes

Policy & governance changes
Procurement changes

Legislative changes

21. Do you have any additional comments that sum up your state IT authority’s past

and future pandemic response?

central to all response activities
SUCCESS'FUI

STATE IT changing rapidly
PANDEMIC RESPONSE

continuously evolving
many |essons |earnec|

strengthened partnerships

e Answering these questions was a bit challenging as this pandemic is still ongoing and things are
still changing rapidly.

e We continue to adapt to ongoing issues.

° partnerships among state entities, locals and other states have become
much stronger.




e Continuously evaluating for changing conditions.
e Continuously evolving.
o IT was at the center of all response activities.

o We rose to the cha”enge to quick|y provide necessary techno|ogy in support of our agency

customers..and we are better prepared for the future for what we have endured.

Summary

The sudden shift from state government employees working in government offices and facilities
using state-run networks to Working from home using persona| networks of varying speed and
security was a significant challenge. Seventy-five percent (75%) of state respondents indicated
an impact on remote access security posture, with 49% citing expansion of their existing data
loss protection/endpoint detection and response. Twenty-seven percent (27%) of the states
acquired a new security tool portfo|io. These measures also had an impact on state security and
governance policies: 87% of states altered their remote work equipment/telework policies, 74%
increased identity management and multi-factor authentication and 58% increased employee

security training efforts.

Respondents ranked expansion and adoption of remote collaboration (79%) a|ong with network
and virtual private network split tunneling/bandwidth (58%) as the two most impactful technology
changes in their pandemic response. Enhancement of digital government platforms and augmen-
tation of contact call centers tied for third (34%).

Sixty—one percent (61%) of the states used a virtual private network-based solution to accommodate

remote application access, while 37% used hybrid solutions.

The pandemic reinforced the importance of access to reliable, high-speed broadband networks.
State networks were well-positioned, as 39% of the states deemed their state internet bandwidth
sufficient, and 34% indicated minimal effort to adjust bandwidth. However, with the massive influx
of citizens in both the public and private sector shifting to telework, 16% of the states said the
pandemic has expedited broadband growth in their states, with 58% indicating it expedited and
will continue to expedite broadband growth. Only 18% of the states responded that their existing
broadband strategy was sufficient.

States used a variety of IT solutions to keep government business running: 84% used telecom/
conferencing tools, 78% used cloud-based collaboration platforms and applications,

76% used VPNs, 59% employed call centers, 41% accelerated state application

development efforts and 27% deployed artificial intelligence solutions

such as chatbots.




State data centers performed well. Fifty-five percent (55%) of the states reported state data
centers performed adequately, while 29% made minor adjustments. Sixteen percent (16%)

shifted more data center workloads to the cloud.

The pandemic was a litmus test for the effectiveness of state disaster recovery and business
continuity plans. Thirty-seven percent (37%) deemed their plans sufficient, while 34% thought
their plans were not sufficient. Twenty-nine percent (29%) discovered their plans did not include

pandemic responses at all.

The pandemic will transform how state government manages its workforce in the future. More than
a year of increased telework has led to 76% of states expecting a permanent increase in telework
combined with a reduced number of staff working in state office facilities. With 18% of the states
anticipating a permanent increase in telework, the data points toward a blended approach to tele-

work. State central IT agencies found that telework increased efficiency and productivity through
use of collaborative tools (94%) and strengthened the IT workforce (50%).

The pandemic’s financial impact on IT operations is less clear. Managing any resulting budget
deficits will involve optimization (76%), innovation and cost cutting (59%) and staff management
(46%). Nineteen percent (19%) of states expect no budget impact on their IT operations. Forty-
seven percent (47%) of state IT agencies have increased spending in response to the pandemic

while 45% said spending has remained the same.

The Coronavirus Aid, Relief, and Economic Security Act (CARES Act) passed in March 2020
allocated S2.2 trillion in economic stimulus. Some of this tunding allocated to the states aided
IT pandemic response efforts. However, only 13% of state respondents had direct control of
CARES Act funds. State agencies had control of funds in 24% of the states and 63% said

funding and spending initiatives were controlled by governors and legislatures.

State IT agencies are assisting with state contact tracing (76%) and vaccine ordering (61%) efforts.

Only 21% were not involved in contact tracing, with 32% not involved in vaccine ordering.

Outlook

NASTD'’s Research Committee believes the survey response data indicates that state central IT
authorities met the needs of pandemic response overall with minor adjustments. Eighty-nine percent
(89%) of states responded that improvements made during the past year have better prepared their
states to respond to future waves of COVID-19 and other pandemics.

As one state respondent commented, “We rose to the cha”enge to quic|<|y provide necessary
techno|ogy in support of our agency customers..and we are better prepared for the future for

What we i‘iave endured.”

Another state IT director added, “Partnerships among state entities, locals and other

states have become much stronger” because of the state’s IT pandemic response.




However, the Future of state government T operations will |oo|< diﬂcerent than it Wou|d have hacl the
pandemic never occurred. Respondents have seen significant impacts on their state’s IT strategic
plans: 95% experienced growth in technology adoption efforts, 86% saw workforce changes and

70% have made permanent policy and governance changes.

With a combined 63% of states indicating their disaster recovery and business continuity plans were
either not sufficient or did not include pandemic response, states have updated plans in real-time.
One respondent commented they had “already scheduled to focus on DRP and COOP efforts, but
the pandemic accelerated that work.” Another said “COVID-19 has created an immediate need for

fact-based prioritization of IT systems and assets for our leaders and partners.”

Even when the pandemic subsides, the future state government workforce will incorporate more tele-

work. Online collaborative tools will also be essential for accomplishing state government business.
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