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Leakage

This presentation is both entertaining and informative, but not legal advice.  The 

data we present will leak from this venue despite our best efforts to contain it.

Not everything posted will be absorbed (and we are glad).

The suggestions in this presentation are untested in a controlled environment and 

should be viewed as background color.   

You are encouraged to consult with Google, YouTube, Becker’s and OCR 

regarding the topics covered in this presentation. 

We believe that this presentation was accurate, but not complete, as of the date 

saved on our computer, because there are new alerts and enforcement actions 

every day.

The information shared should not be construed as insurance or as enabling your 

clients to prevent or prepare for cyberattacks. Conversely, attendance at this 

presentation will not trigger an attack. Attacks happen. 
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Recent Enforcement and 

Compliance Developments

There's no such thing as an "everyday data 
breach," but data breaches do happen at a 
daily rate — 365 breaches in 2018

Becker’s Hospital Review

September 6, 2019



• Becker’s Health IT and CIO Report

- https://www.beckershospitalreview.com/healthcare-information-technology/

• Report on Patient Privacy (subscription required)

- https://www.hcca-info.org/publications/newsletters/report-patient-privacy

• OCR Privacy List listserv

- https://www.hhs.gov/hipaa/for-professionals/list-serve/index.html

• HIPAA Journal

- https://www.hipaajournal.com/

• HHS Newsroom has enforcement actions

- https://www.hhs.gov/about/news/index.html

• Health Data Management

- https://www.healthdatamanagement.com/

Where to go to stay up to date 
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Recent Activity

• The first multistate settlement by state AGs—involving Connecticut, New Jersey, 

Washington and the District of Columbia—was reached in October 2018 with Aetna for 

$640,000 fine, plus $17 million for individual.   The settlement was for a mailing 

involving confidential HIV information in window envelope.

• In early 2019, Aetna was hit with a $935,000 settlement from California’s AG for the 

same incident.



• In May 2019 Medical Informatics Engineering agreed to pay $900,000 in a multi-

state lawsuit involving 16 State AGs. The Indiana EMR service’s business 

associate didn’t perform a comprehensive risk analysis before its server was 

hacked in May 2015, breaching the data of 3.5 million patients from several 

healthcare clients who were residents of the 16 states, Clearwater reports.

• OCR stated MIE had failed to conduct an accurate and through risk analysis to 

identify all potential risks to the confidentiality, integrity, and availability of PHI 

prior to the breach – a violation of the HIPAA Security Rule 45 C.F.R. §

164.308(a)(l)(ii)(A).

• As a result of that failure, there was an impermissible disclosure of 3.5 million 

individual’s PHI, in violation of 45 C.F.R. § 164.502(a).

https://www.hipaajournal.com/medical-informatics-engineering-settles-hipaa-breach-case-for-100000/
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Privacy Class Actions



• Privacy-related class actions

- https://www.classaction.org/search?q=privacy

• Privacy breach class actions will become a growing trend in the years 

to come

• California’s Consumer Privacy Act and Illinois’ Biometric Information 

Privacy Act has made it easier for affected consumers to sue 

corporations in privacy breach cases

• P

Privacy Class Actions 
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New OCR Guidance in 2019
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HHS: HIPAA for Professionals Privacy Guidance
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August 29, 2019 – OCR Cybersecurity Newsletter

Managing Malicious Insider Threats

Trusted insiders were responsible for 59% of all security incidents and breaches 

(both malicious and inadvertent) analyzed in Verizon's Data Breach Investigations 

Report. The report also indicated that the primary motivation was financial gain.

In 2017, OCR reached a resolution agreement to settle potential HIPAA violations 

with an entity whose employees' inappropriate access of health information "led to 

federal charges relating to selling PHI and filing fraudulent tax returns.
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OCR Issues Guidance to Help Ensure Equal Access to Emergency Services and the Appropriate Sharing of Medical 
Information during Hurricane Dorian

Employing qualified interpreter services to assist individuals with limited English proficiency and individuals who are deaf or hard of 
hearing during evacuation, response, and recovery activities;

Making emergency messaging available in languages prevalent in the affected area(s) and in multiple formats, such as audio, large 
print, and captioning and ensuring that websites providing disaster-related information are accessible;

Making use of multiple outlets and resources for messaging to reach individuals with disabilities, individuals with limited English 
proficiency, and members of diverse faith communities;

Considering the needs of individuals with mobility impairments and individuals with assistive devices or durable medical equipment 
in providing transportation for evacuation;

Identifying and publicizing accessible sheltering facilities that include accessible features, such as bathing, toileting, eating facilities, 
and bedding;

Avoiding separating people from their sources of support, such as service animals, durable medical equipment, caregivers, 
medication, and supplies;

Placing persons with disabilities in integrated shelters to the extent possible; and

Stocking shelters with items that will help people to maintain independence, such as hearing aid batteries, canes, and walkers.

In addition, as part of his declaration of a Public Health Emergency (PHE), HHS Secretary Alex Azar has waived sanctions and 
penalties under certain provisions of the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule that may 
otherwise apply to covered hospitals, including provisions that generally require covered entities to give patients the opportunity to 
agree or object to sharing information with family members or friends involved in the patient’s care

Hurricane Dorian 
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September 9, 2019

OCR Settles First Case in HIPAA Right of Access Initiative

Today, the Office for Civil Rights (OCR) at the U.S. Department of Health and 

Human Services is announcing its first enforcement action and settlement in its 

Right of Access Initiative. Earlier this year, OCR announced this initiative 

promising to vigorously enforce the rights of patients to receive copies of their 

medical records promptly and without being overcharged.
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State Activities of Interest in 

Michigan



• Michigan’s AG joined 49 other AGs in a $600 million 

settlement with Equifax as a result of its 2017 data breach

- Split approx.. 70/30 between consumer restitution and 

state fines

• The Equifax breach affected more than 147 million 

consumers

• Information included SSNs, credit card numbers 

information, names, DoBs, and addresses

Michigan joins Class Action by 49 AGs
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• Michigan has not been as active as other states in this area

- New York adding additional events

• MI DHHS updated the Medical Records Access Act fees on 
2/14/2019

- https://www.michigan.gov/documents/mdhhs/Medical_Recor
ds_Access_Act_Fees_614266_7.pdf

• HB 4810 was introduced in July 2019 and would prohibit the 
use of facial recognition technology for law enforcement 
purposes

- Currently in committee

Michigan joins Class Action by 49 AGs
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• Michigan DHHS recently updated the maximum amount health care 
providers can charge for copies of medical records.

• General requests for copies of medical records. For 2019, the 
following maximum fees apply when the request comes from a patient
or a patient’s personal representative:

- $25.06 – initial fee*

- $1.25/page for the first 20 pages

- $0.63/page for pages 21 through 50

- $0.25/page for pages 51 and higher

*Patients cannot be charged the initial fee for copies of their own 
medical records but all other fees apply.

Update to Medical Records Access Act fees
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• HB 4810 was introduced in July 2019 and would prohibit 

the use of facial recognition technology for law 

enforcement purposes

• Michigan could become the first state to ban facial 

recognition technology

• The legislation proposes a five year moratorium on the 

use of facial recognition technology to provide time for 

lawmakers and experts to research flaws and whether the 

technology is unconstitutional 

HB 4810 Facial Recognition Technology
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Enforcement Trends and Notification 

Trends with Take-Aways
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Enforcement Trends 



• Touchstone Medical Imaging Tennessee May 6, 2019 

• In May 2014, the FBI notified Touchstone that one of its FTP servers 
allowed unauthorized access to PHI. The access permitted search 
engines to index the PHI of Touchstone's patients, which remained 
visible on the Internet, even after the server was taken offline. 
Although Touchstone initially claimed that PHI was not exposed, 
during OCR investigation, they admitted that information for more 
than 300,000 patients was exposed.

• TAKE-AWAY:   Prompt action must be taken when notified by the FBI 
that PHI is at risk. Organizations should implement policies, 
procedures, practices and monitoring to prevent breaches

Failure to Act When Notified by FBI 
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• Cottage Health California February 7, 2019 

• The first breach was the result of a server being accessible from the 
internet. Security configuration settings permitted access without 
requiring a user name and password. As a result anyone with access 
to the server could access files with ePHI. The second breach 
occurred when a server was misconfigured after an IT response to a 
troubleshooting ticket. The misconfiguration made ePHI available 
over the internet.

• TAKE-AWAY:   Notification is REQUIRED.  Organizations should 
implement policies, procedures, practices and monitoring to prevent 
breaches and anticipate enforcement action if they have had multiple 
breaches

Multiple Breach Notices to OCR
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Notification Trends 



September 6, 2019:  Artesia (N.M.) General Hospital has notified 13,905 patients 
of a recent security incident that may have exposed patient information. Artesia 
General Hospital discovered that between June 11-18 an unauthorized third party 
had gained access to an employee's email account. The hacker began sending 
unauthorized emails from the employee's account.

August 30, 2019:  Dominion National
Oregon-based Providence Health Plan has notified 122,000 members that their 
information may have been exposed in a data breach at the provider's administrator 
Dominion National, according to The Oregonian.

Dominion National discovered in April that an unauthorized party may have accessed 
its computer servers and personal information.

TAKE-AWAY:   Employees and users need training and testing to reinforce their 
personal obligation not to be tricked by phishing. 

Phishing and Unauthorized Access
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Medical Informatics Engineering, Inc. ("MIE") Indiana May 23, 2019 

• HHS announced that Medical Informatics Engineering, Inc. ("MIE"), an Indiana-based 
medical records service, paid $100,000 to the OCR and will undertake a corrective action 
plan ("CAP") that includes a complete, enterprise-wide risk analysis, to settle potential 
violations of HIPAA. On the same day, MIE also reached a $900,000 settlement with 16 
states in the first multistate lawsuit involving a HIPAA-related data breach. Pursuant to 42 
U.S.C. § 1320d-5(d), states may also enforce HIPAA.

• MIE filed a breach report with OCR following discovery that hackers used a compromised 
user ID and password to access the electronic protected health information (ePHI) of 
approximately 3.5 million people. OCR’s investigation revealed that MIE did not conduct a 
comprehensive risk analysis prior to the breach.

• TAKE-AWAY:   Organizations need to conduct and document a risk assessment as required 
by the Security Rule and update the risk assessment after an incident and annually

Inadequate Security Risk Assessment or 
Unencrypted Data on Servers
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• Google (U Chicago) Metadata used to match

- Dates of service still included 

• Facebook (Sutter) 

• TAKE-AWAY:   Organizations need to confirm that de-

identification of disclosed PHI is complete. 

De-Identified that Can Be Re-Identified
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Sharp Grossmont Hospital California March 29, 2019

• A suburban San Diego hospital was sued a second time over 
privacy violations dating back to 2012.  The hospital used a 
motion-activated camera installed to a computer monitor inside 
of labor and delivery rooms to try to capture theft from 
anesthesia carts.  However, the cameras also captured births, 
medical procedures, and other activities.

• TAKE-AWAY:   Organizations need to ensure that individuals 
who may be recorded are notified and consent. 

Recording (without consent / knowledge) 
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Premier Family Medicine Utah September 2019  

• Pleasant Grove, Utah-based is alerting 320,000 patients that their health information 
may have been exposed in a ransomware attack, according to the HIPAA Journal.

• Premier Family Medicine was hit with a ransomware attack July 8, which prevented 
physicians from accessing patient data and certain systems. The ransomware attack 
affected all 10 Premier Family Medicine locations.  Immediately after the attack, 
Premier Family Medicine contacted law enforcement and technical consultants to 
regain access to its systems. It is unclear if the physician group paid the ransom.

• Premier Family Medicine Chief Administrator Robert Edwards said there is no evidence 
that patient information was accessed or taken, reports the HIPAA Journal. The 
physician network is taking steps to enhance its cybersecurity efforts.

• TAKE-AWAY:   Organizations need to plan for business continuity and data backups.  
And organizations need to decide if they will pay the ransom.   Coordination with cyber 
insurance will help the organization to be prepared. After the attack and investigation 
security should be upgraded. 

Ransomware
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Three Case Studies 

*large scale disclosure 

*large scale server vulnerability 

* payer incident affecting shared patients 



• PHI exposure and identity theft investigation

- Possible access to 500+ patients

- Law enforcement notice gave limited information to base
investigation

- Internal invest. revealed increased access by employee over
time, access during off hours, etc.

- Following HITECH Breach notifications for >500

- Note that OCR requests results of forensic investigations

Legitimacy of access could not be determined therefore the
Covered Entity had to act as if all records were improperly
accessed

Notification of Criminal Activity of Employee
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• IT discovered a server with Covered Entity patient information
could be accessed via the internet

- (not PHI posted on the internet and findable via searches)

• Reviewed all folders/files for encryption

- Reviewed content of unencrypted files/folders

- Obtained forensic analysis of exfiltration and/or access

- Obtained forensic analysis of disclosure

- Determined that all patient files with sensitive information
required breach notification

Internal Discovery of Externally Facing Server
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• Hospital colleague created log-in to Tri-Care for bill processing

• Determine if credentials are same that colleague uses for 

hospital system

• Seek to cooperate with Tri-Care for shared patients

• Prepare to respond to patient inquiries

• AMCA collection agency (Quest Diag.) is another example of 

impact on shared patients

Shared Patients 
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• What not to say:

• Dominion National's Vice President of Marketing Jeff 

Schwab could not comment on the nature of the breach, 

why it may have spanned so long and why it took four 

months to notify clients, according to The Oregonian.

Dominion National
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• Be prepared for OCR press releases many years after 

your media and patient notices 

• Prepare to need to respond to inquiries twice

• Be prepared for an OCR investigation for breaches 

affecting > 500 (could be many months or years after the 

OCR report)

OCR Investigations and Timing
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Questions

for your attention 
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Appendix

More information about 
enforcement actions and 
media notices follows …  



September 6, 2019

Artesia (N.M.) General Hospital has notified 13,905 patients of a recent security incident that
may have exposed patient information.

Artesia General Hospital discovered that between June 11-18 an unauthorized third party had
gained access to an employee's email account. The hacker began sending unauthorized emails
from the employee's account.

The hospital is unaware if the hacker viewed or downloaded any patient information that was
stored in the email account. Artesia General Hospital said there has been no evidence that
patient data has been misused.

Patient data that may have been exposed included names, dates of birth, medical record or
account numbers, health insurance information and limited treatment and/or clinical information.
In some instances, patients' Social Security numbers were also stored in the compromised email
account.

"To help prevent something like this from happening in the future, we have reinforced education
with our staff regarding how to identify and avoid suspicious emails and are making additional
security enhancement," the hospital said in a statement.

New Mexico hospital alerts 14,000 patients of 
data breach
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April 24, 2019 

Oregon-based Providence Health Plan has notified 122,000 members that their information may have been
exposed in a data breach at the provider's administrator Dominion National, according to The Oregonian.

Dominion National discovered in April that an unauthorized party may have accessed its computer servers and
personal information. While Dominion National does not know when the hackers gained access to its system,
the company said it may have started in 2010.

Providence has only been using Dominion National as an administrator since 2015. Nationwide, the Dominion
National data breach could affect around 2.9 million people whose insurance plans use the company as an
administrator.

Member information that may have been exposed included names, addresses, dates of birth, Social Security
numbers and insurance information.

Dominion National's Vice President of Marketing Jeff Schwab could not comment on the nature of the breach,
why it may have spanned so long and why it took four months to notify clients, according to The Oregonian.

The administrator is recommending members monitor their insurance statements and explanation of benefits

Dominion National 
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On February 7, 2019, HHS OCR announced that Cottage Health agreed to pay $3,000,000 and submit to a
substantial CAP to settle violations of HIPAA. Cottage Health operates Santa Barbara Cottage Hospital, Santa
Ynez Cottage Hospital, Goleta Valley Cottage Hospital and Cottage Rehabilitation Hospital, in California.
Cottage Health self-reported to HHS OCR two breaches which collectively involved the ePHI of over 62,500
individuals.

The first breach was the result of a server being accessible from the internet. Security configuration settings
permitted access without requiring a user name and password. As a result anyone with access to the server
could access files with ePHI. The second breach occurred when a server was misconfigured after an IT
response to a troubleshooting ticket. The misconfiguration made ePHI available over the internet.

OCR Findings: OCR found that Cottage Health failed to conduct a sufficient Risk Analysis and failed
implement sufficient and reasonable security measures. They also found that Cottage Health failed to perform
periodic technical and non-technical evaluations in response to environmental or operational changes affecting
security. They also failed to obtain a BAA with a contractor that maintained ePHI.

Notable Takeaways: Even though the covered entity self-reported the breaches, OCR's findings on the lack of
corrective action, security processes, and BAA warranted a $3,000,000 fine and robust CAP.

Lessons Learned: Whenever there are environmental and/or operational changes that affect security,
technical and non-technical assessments should be completed to evaluate compliance and risk. Thorough risk
analyses, compliant business associate agreements, and applied security policies and procedures reduce the
risk of OCR fines and CAPs.

Cottage Health
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On May 6, 2019, HHS OCR announced that Touchstone Medical Imaging (“Touchstone”) has agreed to pay
$3,000,000 to settle HIPAA Security and Breach Notification rules. Touchstone provides diagnostic imaging
services in Nebraska, Texas, Colorado, and Arkansas. In addition to monetary penalties, they will undertake
a robust CAP that includes adoption of BAAs, completion of enterprise Risk Analysis, and adoption of
policies and procedures to comply with HIPAA.

In May 2014, the FBI notified Touchstone that one of its FTP servers allowed unauthorized access to PHI.
The access permitted search engines to index the PHI of Touchstone's patients, which remained visible on
the Internet, even after the server was taken offline. Although Touchstone initially claimed that PHI was not
exposed, during OCR investigation, they admitted that information for more than 300,000 patients was
exposed.

OCR Findings: OCR found that Touchstone did not thoroughly investigate the security incident until several
months after being notified of the problem. As a result, breach notification was not timely. Additionally, OCR
found that Touchstone failed to conduct a sufficient Risk Analysis and failed to have appropriate BAAs in
place, including their IT support vendor and a third-party data center.

Notable Takeaways: The lack of a prompt response to reports of the security issue added to the fine and
enforcement action.

Lessons Learned: Prompt response, investigation, and self-correction can reduce exposure to monetary
penalties and CAPs. Thorough risk analyses, compliant business associate agreements, and applied
policies and procedures reduce the risk of OCR and state fines to covered entities and business associates.

Touchstone Medical Imaging
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On May 23, 2019, HHS announced that Medical Informatics Engineering, Inc. ("MIE"), an Indiana-based
medical records service, paid $100,000 to the OCR and will undertake a corrective action plan ("CAP") that
includes a complete, enterprise-wide risk analysis, to settle potential violations of HIPAA. On the same day,
MIE also reached a $900,000 settlement with 16 states in the first multistate lawsuit involving a HIPAA-
related data breach. Pursuant to 42 U.S.C. § 1320d-5(d), states may also enforce HIPAA.

Specifically, the federal court consent judgment resolved a December 2018 lawsuit alleging that MIE, a
business associate, violated HIPAA (and other state laws), when, between May 7, 2015, and May 26, 2015,
hackers infiltrated its WebChart web application and stole the PHI of more than 3.9 million individuals.

OCR Findings: OCR discovered that MIE had failed to conduct an accurate and thorough risk analysis to
identify all potential risks to the confidentiality, integrity and availability of PHI prior to the breach, in violation of
the Security Rule.

Notable Takeaways: In addition to the OCR fine and CAP, this case involves the first multi-state settlement
related to a HIPAA breach. "Entities entrusted with medical records must be on guard against hackers," said
Director Roger Severino. "The failure to identify potential risks and vulnerabilities to ePHI opens the door to
breaches and violates HIPAA."

Lessons Learned: Thorough, documented risk analyses and actionable risk management plans, which
identify potential risks to the confidentiality, integrity and availability of PHI, reduce the risk of OCR and state
fines to covered entities and business associates.

Medical Informatics Engineering
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On September 9, 2019, HHS OCR announced that Bayfront Health St. Petersburg (Bayfront) paid $85,000 to OCR and
has adopted a one-year corrective action plan (CAP) to settle a potential violation of the right of access provision of the
Health Insurance Portability and Accountability Act (HIPAA) Rules after Bayfront failed to provide a mother timely access
to the fetal monitor strips of her unborn child. Bayfront, based in St. Petersburg, Florida, is a Level II trauma and tertiary
care center licensed as a 480-bed hospital with over 550 affiliated physicians.

OCR initiated its investigation based on a complaint from the mother. As a result of the investigation, Bayfront directly
provided the mother with the requested health information more than nine months after the initial request. The HIPAA
Rules generally require covered health care providers to provide medical records within 30 days of the request and
providers can only charge a reasonable cost-based fee. This right to patient records extends to parents who seek
medical information about their minor children, and in this case, a mother who sought prenatal health records about her
child.

OCR Findings: HHS' investigation revealed that the mother submitted a written request on October 18, 2017 for fetal
heart monitor records; Bayfront replied that the records were not found. On January 2, 2018 and February 12, 2018, the
mother's attorney requested the records. Bayfront provided a complete response to the attorney on August 23, 2018,
after providing an incomplete set of the records in March 2018. As a result of OCR’s investigation, on February 7, 2019,
Bayfront provided the mother with the fetal heart monitor records directly. Accordingly, HHS’ investigation indicated that
Bayfront failed to provide access to protected health information about the individual in a designated record set.

Notable Takeaways: This is HHS' first enforcement action and settlement in its Right of Access Initiative. Earlier this
year, OCR announced this initiative promising to vigorously enforce the rights of patients to receive copies of their
medical records promptly and without being overcharged.

Lessons Learned: The right of patients to access their medical records is one of the fundamental principles of HIPAA.
Providing patients with appropriate and timely access to their medical records reduces the risk of OCR fines and CAPs.

Bayfront Health
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