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Welcome to winter!

2013 Annual Meeting Minutes - During September 2013, the IT Law 

Section sponsored the 6th Annual Information Technology Law Seminar, and 

on the same date, the Section’s Annual meeting was held. In this issue of the 

Michigan IT Lawyer, draft minutes from that meeting are presented for Sec-

tion member review. Please review these minutes and send recommended 

changes to michael@gallo.us.com. The final version of these minutes will be 

presented for review and approval at the Section’s Annual meeting to be held 

later this year!

Treasurer Selected! - At the December 2013 IT Law Council meeting, 

Christopher Mourad was selected as Section Treasurer for the 2013-2014 

year! Mr. Mourad has been licensed to practice law in the State of Michigan 

for over eight years, and has significant global corporate experience drafting 

and negotiating complex transnational agreements. Chris has degrees from 

the University of Michigan, the University of San Diego School of Law, and the 

John Marshall Law School. Thanks go to Chris for taking on this role!

New Commissioner Liaison - Joining the IT Law Section this year is Hope 

Shovein, Commissioner Liaison from the State Bar of Michigan. Ms. Shovein 

is a graduate of the University of Detroit Mercy School and Law, and practices 

Intellectual Property and Technology Law at Brooks Kushman P.C., with a 

focus on the procurement and enforcement of trademark rights. In addition to 

her duties on the State Bar of Michigan Board of Commissioners, she is this 

year’s Chair of Young Lawyers Section. The IT Law Section Council welcomes 

Hope to the Section, and looks forward to her insights and participation!

2013Writing Awards - Each year, the Edward F Langs Writing Award 

competition is sponsored by the Information Technology Law Section. David 

Syrowik leads this effort on behalf of the Section, and last year, 27 entries were 

received. After the review, ranking and selection processes was completed, 

By Michael Gallo, 2013-2014 IT Law Section Chairperson-Elect
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the three award winning essays are:

•	 First Place: Shannon K. Murphy, “How Recent Attempts to Expand Eco-

nomic Espionage Protection Will Likely Be Futile in Light of Trade Secret 

Protection Schemes Already Available to U.S. Companies”

•	 Second Place: Patrick Benjamin MacDonald, “Multiplayer Streaming as a 

Career – A New Industry or Copyright Infringement?”

•	 Third Place: Melissa Chan, “Cyberbullying: What Can We Do?”

•	 The first of these essays, on economic espionage protection, is present-

ed in this issue.

If you have contact with law school faculty, especially someone who 

teaches a course related to information technology law, please promote the 

2014 Edward F Langs Writing Award competition, and ask that student essays 

be submitted per the competition rules, which are included in this issue and are 

posted at http://www.michbar.org/it/news.cfm. For the 2014 Edward F. Langs 

Writing Competition, there will be a total award amount of up to $3,000 distrib-

uted to the winners, and there will be up to six total awards. The actual number 

of awards and total award amount distributed shall be dependent on the number 

of submissions deemed worthy of publication in The Michigan IT Lawyer.

Section Member Interaction - The IT Law Section’s Announcement mailing 

list, which corresponds closely to the number of Section members, has about 

800 subscribers. On LinkedIn, the ‘IT Law Section of the State Bar of Michigan’ 

group has about 190 members. If you are not a member of the LinkedIn group, 

please join by visiting http://www.linkedin.com/groups?home=&gid=2993995&t

rk=anet_ug_hm, and use this resource to connect with your peers by posting to 

‘Discussions’ or ‘Jobs’, by initiating a ‘Poll’ or by requesting creation of a ‘Sub-

group’. Your participation is welcome and desired!

Regards,

Michael Gallo

2013-2014 Section Chairperson-Elect

http://www.michbar.org/it/news.cfm
http://www.linkedin.com/groups?home=&gid=2993995&trk=anet_ug_hm
http://www.linkedin.com/groups?home=&gid=2993995&trk=anet_ug_hm
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On September 25, 2013, during the lunch break at the Information Technology Law Seminar, the Section’s Annual meeting took 

place. Following are the proposed minutes for that meeting, to be presented for review and approval at the next Section Annual meet-

ing, which will be held later this year. Please review the following meeting minutes and send recommended changes to michael@gallo.

us.com

Thank you!

Draft of the 2013 Information Technology Law Section’s 
Annual Meeting Minutes

State Bar of Michigan

Information Technology Law Section

Annual Section Meeting Minutes

September 25, 2013 - DRAFT

The Inn at St. John’s, Plymouth, Michigan

Call to Order

With Karl Hochkammer, Chair, presiding, a quorum of Section 

Members was confirmed and the meeting wall called to order at 

12:45 PM. A list of attendees is attached as ‘Exhibits’.

Approval of September 2012 Annual Section Meeting Min-

utes – Michael Gallo

After a motion to approve the September 27, 2012 Annual 

Section Meeting Minutes was made and seconded from the 

floor, the motion passed unanimously.

Officer Reports

Karl Hochkammer and Michael Gallo reported that to date, 

the Section has a net income of approximately $6,700 for the 

current fiscal year, and a total fund balance of approximately 

$42,000. The exact net income for 2012/2013, and total fund 

balance, will be impacted by the financial results of the 6th 

Annual Information Technology Seminar.

Election of Slate of Council Members

Mr. Hochkammer identified the following nominated slate of 

council members for a three year term beginning in 2013:

•	 Susanna C. Brennan

•	 William Henry Hartwell

•	 Donna K. Malonee

•	 Carla M. Perrota

•	 Robert L. Rothman

•	 Clara Lauren Seymour

•	 Nathan William Steed

•	 David R. Syrowik

After a motion to approve the slate of nominations was sec-

onded from the floor, the motion passed unanimously.

Proposed Changes to the Edward F. Langs Writing Award

For the Section’s approval, Mr. Gallo presented proposed 

changes to the 2014 Edward F. Langs Writing Award. Specifi-

cally, request included increasing the number of total winners be 

increased from three persons to up to six persons, and that the 

total award amount be increased from $1,500 to up to $3,000. 

After a motion to approve changes to the Edward F. Langs Writ-

ing Award, the motion was seconded from the floor, and the 

Section voted unanimously to approve the changes.

New Business

None.

Adjournment

The meeting was adjourned at 12:50 PM following a motion 

made and seconded from the floor. 
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Introduction

The FBI estimates that billions of dollars are stolen from 

U.S. companies every year as a result of foreign and do-

mestic organizations misappropriating trade secrets and 

other proprietary information.1 For example, from the middle 

of February 2013 until the end of March 2013, a short six 

weeks, U.S. bank websites were offline for 249 hours, a 

much greater duration than usual.2 National security officials 

suspect that the Iranian government may be promulgat-

ing these cyber attacks, which have been steadily assault-

ing U.S. financial institutions since the middle of 2012.3 

The threat to companies is even more pervasive given the 

amount of data and information that is now digitally stored 

and thus much more susceptible to cyber attack. In 2009, an 

estimated 81% of the market value of S&P 500 companies 

was derived from the value of their intangible assets, includ-

ing trade secrets, proprietary data, marketing plans, business 

processes and source code.4 Given the drastic increase in 

globalization that has occurred in the past few decades, it is 

possible for one cyber attack to impact a company’s bottom 

line, share price, and customer confidence on an immense 

scale in a mere instant.5

The actual damage resulting from cyber attacks can be 

extremely challenging to evaluate, as demonstrated by the 

variable estimates of yearly losses resulting from such at-

tacks, ranging anywhere between $2 billion to $400 billion 

or more a year.6 This may be a result of the diverse wisdom 

and know-how that is represented in the stolen intellectual 

property. For example, it may be difficult to assess the value 

of the theft of business strategies that 

were discussed at a meeting. Howev-

er, it may be easier to assess the value 

of certain other information, such as 

certain proprietary Valspar paint for-

mulas that were valued at about $20 

million, about one-eighth of Valspar’s 

reported profits in 2009, which were 

misappropriated and almost divulged 

to a competing Chinese company.7

Regardless of the various difficulties that may arise from 

regulating such an immense array of information, trade secret 

protection should be, and often is, a primary goal of U.S. and 

foreign companies. 8 Accordingly, on January 14, 2013, Con-

gress enacted the Foreign and Economic Espionage Penalty 

Enhancement Act of 2012,9 amending the Economic Espio-

nage Act of 1996 to provide increased penalties for foreign 

and economic espionage. 10 The Executive Branch also took 

action on February 12, 2013 when President Obama signed 

an executive order titled “Improving Critical Infrastructure Cy-

bersecurity” which seeks to establish a partnership between 

the government and private infrastructure operators “to 

improve cybersecurity information sharing and collaboratively 

develop and implement risk-based standards.”11 This article 

will first provide a review of economic espionage related leg-

islation and review recent jurisprudence under the Economic 

Espionage Act.12 The article will then analyze the practical 

implications of the recent government action to stem the tide 

of economic espionage.

The Michigan IT Lawyer is pleased to present “How Recent Attempts to Expand Economic Espionage 
Protection Will Likely Be Futile in Light of Trade Secret Protection Schemes Already Available to U.S. 
Companies” by Shannon Murphy, the first-place winner of the 2013 Edward F. Langs Writing Award 
competition. Ms. Murphy has a B.S. in Neuroscience from the University of Michigan-Ann Arbor and 
graduated from the University of Detroit Mercy School of Law in December 2013. Ms. Murphy is a full-time 
intern with Reising Ethington, P.C., an intellectual property law firm in Troy, Michigan, and has accepted a 
position as an associate attorney with Reising Ethington pending the February 2014 bar examination results.

The statements made and opinions expressed in this essay are strictly those of the author, and not the 
State Bar of Michigan or the Information Technology Law Section. Comments regarding this article can be 
forwarded to the Michigan IT Lawyer, care of michael@gallo.us.com. Enjoy!

How Recent Attempts to Expand Economic Espionage 
Protection Will Likely Be Futile in Light of Trade Secret 
Protection Schemes Already Available to U.S. Companies

By Shannon Murphy

Shannon Murphy

mailto:michael%40gallo.us.com?subject=
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I. Economic Espionage Legislation

Prior to the criminalization of trade secret misappropria-

tion, the only recourse for companies was civil litigation.13 

Now, if a company’s trade secrets are misappropriated the 

company may bring a civil cause of action under state law 

and/or report it to the FBI for investigation.14 Companies 

should still take proper precautions to establish the proper 

infrastructure required to protect itself from trade secret 

misappropriation, such as the government purports to do 

under the recent directives of the executive order issued by 

President Obama.15

A. Trade Secret Misappropriation
In a purely economical sense, trade secrets can provide 

companies a way to protect the value of information.16 State 

trade secret and unfair competition laws give companies 

a civil cause of action when their trade secrets are misap-

propriated.17 A typical trade secret claim involves three basic 

elements: (1) the allegedly misappropriated information must 

be a trade secret, something not generally known to others in 

the same industry, and it must provide value to the entity that 

holds the secret; (2) the trade secret holder must have taken 

reasonable precautions to prevent disclosure; and (3) the 

trade secret holder must show that the defendant wrongfully 

acquired, or misappropriated, the trade secret.18 

A trade secret is defined in the Uniform Trade Secrets Act, 

a model statutory scheme that serves as the basis of many 

states’ trade secret legislation,19 as:

[I]nformation, including a formula, pattern, compilation, 

program, device, method, technique, or process, that: 

(i) derives independent economic value, actual or 

potential, from not being generally known to, and 

not being readily ascertainable by proper means 

by, other persons who can obtain economic val-

ue from its disclosure or use, and 

(ii) is the subject of efforts that are reasonable un-

der the circumstances to maintain its secrecy.20

Put simply, “a trade secret must be secret, and must not 

be of public knowledge or of a general knowledge in the 

trade or business.”21 Trade secrets more at risk for economic 

espionage include technical information relating to military 

technologies, particularly marine systems and aerospace/

aeronautics; information and communications technology; 

clean energy-generating technologies; as well as healthcare, 

agricultural, and advanced materials and manufacturing 

techniques.22 

Besides showing the existence of a trade secret, plaintiffs 

alleging trade secret misappropriation must ultimately prove 

that they took reasonable efforts to maintain the secret.23 “If 

an individual discloses his trade secret to others who are un-

der no obligation to protect the confidentiality of the informa-

tion, or otherwise publicly discloses the secret, his property 

right is extinguished.”24 To determine whether such efforts 

are reasonable, the trade secret owner should consider the 

following guidelines: “(1) the efforts to maintain secrecy need 

not prevent improper means of discovery; (2) the efforts must 

be actual; (3) the trade secret must be treated as a secret; 

and (4) the efforts must be directed at the trade secrets.”25 

The reasonable effort involved in maintaining trade secrets 

will grow exceedingly as the interconnectedness of people, 

organizations, the nation, and the world sprawls. A Cisco 

Systems study estimated that the number of wireless devices 

in the world is expected to increase from 12.5 billion in 2010 

to 25 billion in 2015.26 Each link in that chain provides a point 

of susceptibility for trade secret information, particularly in 

an age when employers are expecting their employees to be 

instantly accessible.27 

Finally, the trade secret holder must show that the de-

fendant wrongfully acquired, or misappropriated, the trade 

secret.28 According to the Uniform Trade Secrets Act, “misap-

propriation” means:

(i) acquisition of a trade secret of another by a person 

who knows or has reason to know that the trade secret 

was acquired by improper means; or 

(ii) disclosure or use of a trade secret of another without 

express or implied consent by a person who 

(A) used improper means to acquire knowledge 

of the trade secret; or 

(B) at the time of disclosure or use knew or had 

reason to know that his knowledge of the trade 

secret was 

(I) derived from or through a person who has 

utilized improper means to acquire it; 

(II) acquired under circumstances giving rise 

to a duty to maintain its secrecy or limit its  

use; or

(III) derived from or through a person who 

owed a duty to the person seeking relief to 

maintain its secrecy or limit its use; or 
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(C) before a material change of his position, knew 

or had reason to know that it was a trade secret 

and that knowledge of it had been acquired by 

accident or mistake.29

The underlying theme of trade secret misappropriation is 

acquisition by “improper means.”30 A trade secret owner can 

establish a prima facie misappropriation case if the owner 

“has evidence that the employee acted willfully and knew 

that the taking of the trade secret was improper.”31 Without 

such evidence, the trade secret owner must show “that the 

employee should have known she had a duty not to disclose 

the trade secret to others” by proffering evidence that the 

employee was on reasonable notice that the information 

(1) was a trade secret and (2) that the employee had a duty 

to keep the information confidential.32 Common methods 

of misappropriation involved in economic espionage cases 

involve employees taking information from an employer33 and 

the interception of confidential or proprietary information by 

third parties such as hackers.34 

B. The Economic Espionage Act
1. Enactment of the Economic Espionage Act

The Economic Espionage Act was passed in 1996 in 

response to difficulties that the FBI was experiencing in pros-

ecuting economic espionage cases.35 According to the FBI 

Director at the time, Louis Freesh, existing legislation did not 

“specifically cover the theft or improper transfer of proprie-

tary information and . . . [was] insufficient to protect this type 

of information.”36 Furthermore, many companies failed to 

bring civil trade secret suits against alleged misappropriators 

because of the difficulties involved in enforcing a monetary 

judgment.37 The Economic Espionage Act, providing criminal 

liability for economic espionage, was designed to “fill the 

gaps” left by state and federal laws.38 

The Economic Espionage Act of 1996 provides for ex-

traterritorial jurisdictional reach, applying to conduct outside 

of the U.S. if the offender is a citizen or permanent resident 

alien in the U.S. or a U.S. organization, or if “an act in further-

ance of the offense was committed in the United States.”39 

The Court of Appeals for the Federal Circuit recognized 

Congress’ concerns about the application of the Economic 

Espionage Act to extraterritorial based conduct, emphasizing 

“that it is appropriate to remedy that overseas misappropria-

tion when it has a domestic nexus.”40

The Act consists of two main causes of action.41 First, un-

der 18 U.S.C. § 1831, a defendant will be subject to criminal 

liability if he or she knowingly misappropriates a trade secret 

“intending or knowing that the offense will benefit any foreign 

government, foreign instrumentality, or foreign agent.”42 This 

cause of action “is designed to apply only when there is 

‘evidence of foreign government sponsored or coordinated 

intelligence activity.’”43 A second cause of action is available 

under 18 U.S.C. § 1832, and is broader in the sense that a 

defendant need not intend for the misappropriation to benefit 

a foreign entity.44 However, the trade secret must be “related 

to a product or service used in or intended for use in inter-

state or foreign government” and the defendant must intend 

or know “that the offense will, injure any owner of that trade 

secret.”45 In response to a very narrow judicial construction 

of a trade secret that is “related to a product or service used 

in or intended for use in interstate or foreign government,”46 

Congress amended the Economic Espionage Act,47 as will be 

discussed further in Section I. B. 3., infra.

2. Judicial Interpretation of the Economic Espionage Act

The following Section is not intended to be a compre-

hensive review of past adjudications under Section 1830 et 

seq. Rather, this Section is meant to give a jurisprudential 

overview and provide the reader with the proper foundation 

for understanding key ways the statutory scheme has been 

interpreted, particularly by various Circuit courts, and how 

these interpretations may have prompted Congress to take 

action to amend the Economic Espionage Act.

a. Prosecutions under 18 U.S.C. §§ 1831 and 1832

Under 18 U.S.C. § 1831, if the alleged misappropriator 

intends or knows “that the offense will benefit any foreign 

government, foreign instrumentality, or foreign agent,”48 he or 

she may be found guilty of economic espionage. The statute 

also provides for attempt and conspiracy charges.49 During 

the course of one economic espionage investigation,50 fed-

eral agents came across the name of Dongfan “Greg” Chung, 

an employee of Boeing since the 1960s.51 In 2006, federal 

agents discovered approximately 300,000 Boeing documents 

at Chung’s house, 6 pages of which had information pertain-

ing to classified trade secrets relating to the U.S. military’s 

Delta IV space shuttle.52 The U.S. government was able 

to prove that Chung had been in contact numerous times 

with the China Aviation Corporation, owned by the Chinese 

government, and thus guilty of conspiracy and intending to 

benefit China under Section 1831.53 

Under Section 1832, a defendant need not intend to 

benefit a foreign agent or government.54 In U.S. v. Krumrei, 

for example, the defendant employee approached a com-
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petitor telling them he would be a consultant for them in the 

development of a similar product.55 The competitor contacted 

the defendant’s employer and told them of the defendant’s 

plan.56 The defendant ended up selling trade secret informa-

tion to a private investigator posed as an agent for the com-

petitor and was accordingly found guilty under Section 1832 

of the Economic Espionage Act.57 

b. Defenses to Economic Espionage

The most common defenses include (1) that there were 

no trade secrets and (2) that the government failed to proffer 

sufficient evidence to support a conviction.58 Some circuits 

have failed to recognize an impossibility defense to attempt 

or conspiracy under Section 1832.59 Entrapment was also 

not recognized as a defense to the Economic Espionage Act, 

particularly in circumstances where the government estab-

lishes a controlled setting for offering the trade secret infor-

mation to the alleged defendant.60 Finally, Section 1832 has 

survived many challenges that it is unconstitutionally vague.61

c. Valuation of Trade Secrets and Adequate Sentencing

In U.S. v. Howley, two employees of a Goodyear supplier 

were convicted by a jury of misappropriating Goodyear’s 

trade secrets under 18 U.S.C. § 1832.62 The District Court 

sentenced each defendant to four months of home confine-

ment, 150 hours of community service, and four years of pro-

bation.63 On appeal, the Sixth Circuit upheld their conviction, 

but vacated and remanded the case for resentencing.64 The 

court noted the difficulties in the valuation of trade secret in-

formation, but emphasized that even the lowest estimate that 

the government proffered, $305,000, would have resulted in a 

guidelines range of 37 to 46 months in prison.65 

d. Limiting Constructions of the Statutory Provisions

Perhaps the most controversial holding under 
the Economic Espionage Act is the Second Circuit’s opinion 

in U.S. v. Aleynikov.66 The defendant was a computer pro-

grammer for Goldman Sachs from May 2007 to June 2009, 

developing source code for a proprietary high-frequency 

trading system.67 He then accepted a position as the execu-

tive vice president of a startup company, Teza Technologies, 

which sought to develop its own high-frequency trading 

system.68 On his last night of work at Goldman Sachs, right 

before heading down to his going away party, the defendant 

encrypted and uploaded more than 500,000 lines of source 

code from Goldman’s system to a server in Germany.69 He 

later downloaded the code to his home computer and was 

carrying it on a thumb drive and laptop while at meetings 

with Teza Technologies.70 

In district court, the defendant was convicted by a jury of 

violating the Economic Espionage Act.71 The Second Circuit 

reversed on principles of statutory construction, holding that 

the source code was not “related to a product or service 

used in or intended for use in interstate or foreign commerce” 

and thus was not a protectable trade secret under the stat-

ute.72 The court claimed that the proprietary source code 

was not sufficiently related to a product used in interstate or 

foreign commerce because “Goldman had no intention of 

selling its HFT system or licensing it to anyone.”73 Follow-

ing the decision, concern arose among Wall Street and the 

technology industry that such a narrow statutory construction 

would encourage misappropriation of valuable trade secret 

information.74

3. Foreign and Economic Espionage Penalty 

Enhancement Act of 2012

The concurring opinion in U.S. v. Aleynikov closes with 

a plea “that Congress will return to the issue and state, in 

appropriate language, what I believe they meant to make 

criminal in the EEA.”75 Congress undertook the challenge, 

amending the Economic Espionage Act of 1996 through the 

Foreign and Economic Espionage Penalty Enhancement Act 

of 2012. The legislation was promulgated in response “to 

reports of increased foreign predatory action and of ‘sensi-

tive US economic information and technology ... targeted by 

the intelligence services, private sector companies, academic 

and research institutions, and citizens of dozens of coun-

tries.’”76

Despite the pleas for clarity, Congress did not suggest 

any resolution to the narrow construction issues that arose 

in U.S. v. Aleynikov, but rather was focused on addressing 

some of the sentencing problems that the court dealt with in 

U.S. v. Howley.77 Instead of delineating clearer boundaries for 

the law’s application, the Foreign and Economic Espionage 

Penalty Enhancement Act merely increases the penalties for 

individuals from $500,000 to $5 million and from $10 million 

for organizations to the greater of $10 million or 3 times the 

value of the stolen trade secret.78 The Act also provides that 

the United States Sentencing Commission will review punish-

ment sentences issued under the statute.79 

C. Executive Order
On February 12, 2013, President Obama signed an 

executive order titled “Improving Critical Infrastructure 

Cybersecurity”80 which he emphasized in his State of the 
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Union Address.81 One of the goals of the order is to prevent 

cyber attacks, “through a partnership with the owners and 

operators of critical infrastructure to improve cybersecurity 

information sharing and collaboratively develop and imple-

ment risk-based standards.”82 The order calls for the devel-

opment of a “Cybersecurity Framework” for the development 

of “standards, methodologies, procedures, and processes 

that align policy, business, and technological approaches to 

address cyber risks,”83 with provisions to have a final version 

published by February 12, 2014.84 After another two years, the 

Department of Homeland Security, the Office of Management 

and Budget and the National Security Agency, along with the 

owners and operators of critical infrastructure must report 

“any critical infrastructure subject to ineffective, conflicting, or 

excessively burdensome cybersecurity requirements.”85 

Supporters of the President’s order tout the government’s 

efforts to work toward increased protection against cybersecu-

rity, particularly in light of the congressional failure to enact more 

comprehensive cybersecurity legislation.86 Critics of the order 

tend to focus on privacy concerns and have even described the 

order as a “‘negligence bar for cybersecurity’” because allowing 

voluntary participation in the sharing of cybersecurity regula-

tion may lead to “‘quasi-mandatory’” standards and “‘compa-

nies that don’t meet them could face lawsuits after suffering a 

breach.’”87 The U.S. Chamber of Commerce criticized the order, 

believing “‘that the executive action is unnecessary and op-

poses the expansion or creation of new regulatory regimes.’”88 

The President’s actions, along with the Congressional 

amendments to the Economic Espionage Act, make up a 

legislative regime that may be better classified as information 

gathering instead of providing substantive protection to U.S. 

companies’ trade secrets, as will be discussed further below.

II. Practical Implications of Economic Espionage 
Legislation

The federal government’s plan to develop a “comprehen-

sive framework” may be a mere gesture and result in a body 

of law that is years behind technological development. This 

is not meant to impart in any way on the importance of the 

assembly of cybercrime-related data and the dissemination 

of knowledge resulting therefrom. The government’s role in 

this particular realm may be better for merely assembling 

information and not enacting laws that seem superficially 

sufficient yet are practically inadequate. Corporate manag-

ers must take it on themselves to adequately protect their 

valuable trade secret information. As such, the remainder of 

the section addresses potential risk factors for cyber-related 

economic espionage and ways those risks may be abated. 

A. Susceptibly to Economic Espionage
There are three main ways in which criminals obtain eco-

nomic intelligence.89 First, criminals accomplish espionage 

through the aggressive targeting and recruitment of insiders 

at U.S. companies and research institutions, often who are 

of the same national background.90 Second, they conduct 

operations such as “bribery, cyber intrusions, theft, dumpster 

diving (in search of discarded intellectual property or proto-

types), and wiretapping.”91 Finally, criminals may “establish 

seemingly innocent business relationships between foreign 

companies and U.S. industries to gather economic intelli-

gence.”92 For example, in light of increased cooperation with 

China, including the employment of Chinese national experts 

at U.S. research facilities and the rapid increase in the past 

few years of off-shoring U.S. production and R&D operations 

to Chinese facilities, it is expected that Chinese government 

agencies and business will have more opportunities to obtain 

sensitive U.S. economic trade secret information.93 It has also 

been reported that Russia’s increased economic involvement 

in American markets will likely increase the number of Rus-

sian companies affiliated with the intelligence services, and 

that many Russian immigrants with advanced technical skills 

will be heavily targeted by the Russian intelligence services.94

B. Abating the Risk of Economic Espionage
1. Implementing Procedures to Protect Trade Secret Information

As described above, to maintain a trade secret, a com-

pany must make reasonable efforts to maintain its secrecy.95 

These efforts must be reasonable under the circumstances 

and “do not require that extreme and unduly expensive 

procedures be taken to protect trade secrets against fla-

grant industrial espionage.”96 Reasonable measures typically 

include standard security measures “such as locked rooms, 

security guards, and document destruction methods, in ad-

dition to confidentiality procedures, such as confidentiality 

agreements and document labeling, are often considered 

reasonable measures.”97 More generally, reasonable efforts 

are usually sufficient if employees are advised as to the ex-

istence of a trade secret, keeping access to the trade secret 

limited to a “need to know basis,” and controlling access to 

operating facilities.98 

2. Promoting a Widespread Dissemination of Information 

Regarding Already Available Tools

Promulgating information about the potential ways 

companies can protect trade secret information helps in the 

development of corporate policies that can (1) adequately 

stand up to a court challenge that reasonable efforts were not 
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employed to maintain the trade secret as a secret, and (2) pro-

vide employees with a disincentive to misappropriate, possibly 

quashing potential misappropriation before it occurs. 

Companies may not be aware of the criminal penalties 

available for trade secret misappropriation, and may fail to 

report an incident or an attempted incident. Because of the 

naturally more sympathetic nature of a crime victim, as op-

posed to a “greedy corporation” going after a “poor ex-em-

ployee” in a civil action, courts may be more likely to protect 

the secret nature of the proprietary information, for example 

by issuing an order to preserve confidentiality.99 Even broader 

protection may be available in the Third Circuit, where the 

Economic Espionage Act charge of attempt was held to ap-

ply in circumstances where a trade secret is not necessarily 

even involved, but rather in circumstances where “the defen-

dant sought to acquire information which he or she believed 

to be a trade secret, regardless of whether the information 

actually qualified as such.”100

Certain procedural advantages may be more accessible now 

as well. For the first five years after the Economic Espionage Act 

was passed, prosecution of economic espionage and trade se-

cret violations required approval from senior Justice Department 

officials; now, prosecutors must still gain approval for economic 

espionage charges, but approval is not required for a theft of 

trade secrets claim under 18 U.S.C. § 1832.101 Furthermore, 

no disclosure of trade secret may be required if the defendant 

is charged with attempt or conspiracy.102 And even where the 

trade secret information must be presented to a court, a trial 

court must preserve the confidentiality of the trade secret pursu-

ant to 18 U.S.C. § 1835.103 This section “further encourages 

enforcement actions by protecting owners who might otherwise 

‘be reluctant to cooperate in prosecutions for fear of further ex-

posing their trade secrets to public view, thus further devaluing 

or even destroying their worth.’”104

If companies were aware of the previously described 

mechanisms by which trade secret information may be 

protected, it is more likely that suspected trade secret theft 

would be reported. And even further, with an increase in re-

porting, there would be a corresponding increase in available 

data that could be used to develop more targeted means of 

stopping cyber crime before it happens. 

3. Encouraging Congress to Enact a More Definite Anti-

Cybercrime Statute Instead of Settling for Congress’s Misplaced 

Reliance on an Overly Deterrence Focused Amendment to the 

Economic Espionage Act.

The punitively focused amendments to the Economic Es-

pionage Act clearly stem from underlying roots of deterrence 

theory, “a fundamentally Utilitarian approach to controlling 

forbidden acts, as it accepts the suffering inflicted on the 

convicted person as the price for the prevention of future 

forbidden acts for the greater general benefit of society.”105 

Professor Fellmeth eloquently describes the conflicting ap-

proaches to underlying criminal theory, “that the intentional 

design of a legal system to achieve general deterrence 

offends Kantian ethics by treating human beings as mere 

means to achieve social goals of preventing undesirable 

behavior.” Due to the admonition of human dignity and liberty 

of the alleged criminal under a purely Utilitarian scheme, one 

innocent individual that is wrongfully subjected to punish-

ment could result in an “ethical tragedy.”106 

Employees run the risk of being charged with trade 

secret misappropriation should they use information that 

they obtained from their previous employers at new jobs, 

particularly at competing companies. Some cases involv-

ing such a factual scenario clearly fall within the bounds of 

the law.107 However, if a software engineer leaves his job to 

start his own company, developing source code on his own 

initiative without the assistance of any proprietary information 

obtained from his old job, he may be criminally sanctioned if 

he unknowingly is in possession of a flash drive, for example, 

that contained a part of his old employer’s proprietary source 

code. Despite the Kantian-offensive nature of subjecting the 

arguably innocent software engineer to months or years of 

federal imprisonment,108 supporters of the Economic Espio-

nage Act amendments continue to praise this Congressio-

nal strategy of abating cyber-attacks and trade secret theft 

through increased punishment. 109 

It must be recognized “that the liberal democratic adher-

ence to a generally Kantian-type morality mingles with a 

contrary Utilitarian strain of thought in the United States.”110 

And accordingly, Congress should be more focused on 

adequately defining the scope of the law and clarifying the 

statutory language so as to avoid a purely Utilitarian ap-

proach to controlling cyber-related trade secret misappropri-

ation. With a more definite body of law and jurisprudence, we 

could be better placed to avoid anti-Kantian potential “ethical 

tragedies,” especially in light of the heavy-handed statutory 

sentencing recommendations. If the Senate revives recon-

sideration of the Cyber Intelligence Sharing and Protection 

Act (CISPA) or drafts substantively related legislation,111 they 

should take particular care to adequately balance Utilitarian 

goals with the promotion of Kantian-type morality by ensur-

ing the statutory language is as clear and unambiguous as 

possible in order to avoid potential judicial interpretations 

such as the Second Circuit’s opinion in U.S. v. Aleynikov.112 It 

is not a shock that courts may narrowly construe a statutory 
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requirement in order to avoid the infliction of an overly harsh 

punishment. Therefore, the balance between these compet-

ing goals is key, and despite enactment of legislation that 

leans too far one way or the other, which will likely be the 

result, one can only hope that societal and moral tendencies 

will force the practical application of the policy to a more bal-

anced medium. 

Conclusion

The government’s role in the encouragement of trade se-

cret protection is omnipresent; however, the practical effect 

of recent attempts to amend economic espionage legislation 

may be futile. A company must, and should, take it upon 

itself to adequately protect its trade secret information even 

in light of the recent government action. A more practical 

method of increasing trade secret protection would result if 

Congress promoted the dissemination of information relating 

to the current trade secret enforcement regime and drafted 

more comprehensive conduct-focused economic espionage 

legislation. 
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Information Technology Law Section, State Bar of Michigan Mission Statement



The purposes of the Section are to review, comment upon, and appraise members of the State Bar of Michigan 
and others of developments in the law relating to information technology, including:

(a.)  the protection of intellectual and other proprietary rights;

(b.)  sale, leasing, distribution, provision, and use of, hardware, software, services, and technology, including computer 
and data processing equipment, computer software and services, games and gaming, information processing, 
programming, and computer networks;

(c.)  electronic commerce

(d.)  electronic implementation of governmental and other non-commercial functions;

(e.)  the Internet and other networks; and

(f.)  associated contract and tort liabilities, and related civil and criminal legal consequences.

The Information Technology Law Section’s bylaws can be viewed by accessing http://www.michbar.org/it/councilinfo.cfm and 

clicking the ‘Bylaws’ link.

Essay Competition Rules

1.  Awards will be given to up to six student essays, which in the opinion of the judges make the most significant contribution 
to the knowledge and understanding of information technology law. Factors to be taken into consideration include: 
originality; timeliness of the subject; depth of research; accuracy; readability; and the potential for impact on the law.

2. Essay must be original, deemed to be of publishing quality, and must not have been submitted to any other contest 
within the previous 12 months.

3. Essay must be typed, double spaced, at least ten pages in length, must contain proper citations listed as either 
endnotes or footnotes, and must have left, right, top, and bottom margins of one inch.

4. Essay must include the submitter’s name, email address, mailing address, telephone number, and school attended.

5. A total of up to $3,000 in US dollars shall be divided between the award winning essays, and all rights to award winning 
essays shall become the property of the State Bar of Michigan.

6. The Information Technology Section of the State Bar of Michigan reserves the right to make editorial changes, and to 
publish award winning essays in the Section’s newsletter, the Michigan IT Lawyer. (Previous issues of the Michigan IT 
Lawyer can be accessed at http://www.michbar.org/it/newsletters.cfm.)

7. Essay must be submitted as a Microsoft Word document, postmarked by June 30, 2014, and emailed to dsyrowik@
brookskushman.com.	

2014 Edward F. Langs Writing Award

http://www.michbar.org/it/councilinfo.cfm
http://www.michbar.org/it/newsletters.cfm
mailto:dsyrowik@brookskushman.com
mailto:dsyrowik@brookskushman.com
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