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Happy new year to everyone!  As we begin 2012, I am pleased to report 

that the IT Law Section is looking forward to an action-packed slate of events 

this year.  In addition to our flagship event, the annual IT Law seminar that we 

hold every fall conjunction with ICLE, we are planning a number of meetings 

that will feature enriching discussion as well as the opportunity for us all to 

socialize with one another.

 Our first meeting of the year will begin at 6:30 pm on Thursday, January 

26, 2012, at Sweet Lorraine’s Cafe and Bar in Southfield (a Section Council 

meeting, which all are welcome to attend, will begin at 5:45 pm).  Local attor-

ney Steven Hanson will discuss “Determining the Scope of Software Copy-

right Protection.”  A buffet of heavy appetizers and drinks will be provided by 

the Section.  There is no charge to attend.  However, I do need to obtain a 

head count, so please RSVP to me at cab@raderfishman.com.

 Next, please set aside the evening of March 29, 2012, for a presentation 

by Ward Classen, Deputy General Council of Computer Sciences Corpora-

tion.  Ward gave a great presentation at our annual seminar a few years ago, 

and is coming back to give us some good practical tips on “Responding to 

Vendor Strategies in IT Contracts.”  We will be announcing the location of 

this event soon.

 Our Spring Networking Event is scheduled for the evening of May 17, 

2012.  We are tentatively planning to once again hold this event in conjunc-

tion with Detroitnet.org, the local IT networking organization.  The venue is the 

Black Finn Saloon in Royal Oak.  This is a great opportunity for our members 

to intermingle with the IT community that we serve.  I can personally tell you 

that I attended a Detroitnet.org event just before the holidays, and chatted 

with a lot of interesting people.  Please be watching for further announce-

ments about this event.



Michigan IT Lawyer 

2  	Vol. 29, Issue 1   	January 2012

   
2011-2012 

Information Technology Section Council

Chairperson 		Charles A. Bieneman 
Chairperson-elect 	 Karl A. Hochkammer
Secretary 	 Ronald S. Nixon
Treasurer 	Michael Gallo
CounCil MeMbers

Charles A. Bieneman
Susanna C. Brennan
William Cosnowski, Jr.
Nilay Sharad Davé
Jeanne M. Dunk
Michael Gallo
Brian A. Hall
Daniel J. Henry
Karl A. Hochkammer
William J. Lamping, Jr.
Tatiana Melnik
Jeanne M. Moloney
Ronald S. Nixon
Carla M. Perrota
Vincent I. Polley
Claudia Rast
Isaac T. Slutsky
David R. Syrowik

Immediate Past Chair
    Mark G. Malven

Ex-Officio 

Claudia V. Babiarz 
Jeremy D. Bisdorf 
Thomas Costello, Jr.
Kathy H. Damian

    Christopher J. Falkowski
Robert A. Feldman
Sandra Jo Franklin
Mitchell A. Goodkin
William H. Horton
Lawrence R. Jordan
Charles P. Kaltenbach
Michael S. Khoury
J. Michael Kinney
Edward F. Langs*
Thomas L. Lockhart
Janet L. Neary
Kimberly A. Paulson
Paul J. Raine*
Jeffrey G. Raphelson
Frederick E. Schuchman III
Steven L. Schwartz
Carol R. Shepard
David Sinclair*
Anthony A. Targan
Stephen L. Tupper

Commissioner Liaison
Richard J. Siriani

Newsletter Editor
Michael Gallo

*denotes deceased member 

 

Finally, we will begin planning soon for the Annual Seminar to be held in 

September at the St. John’s Inn in Plymouth.  Karl Hockhammer is chairing the 

seminar committee this year.  If you have ideas for topics or speakers you would 

like to see, please let Karl know.

 Again, best wishes to everyone for the new year, and I hope to see all of you 

at one of our meetings soon!

 

Charlie Bieneman

2011-2012 Section Chair



Essay Competition Rules

1. Awards will be given to up to three student essays, which in the opinion 

of the judges make the most significant contribution to the knowledge 

and understanding of information technology law.  Factors to be taken 

into consideration include:  originality; timeliness of the subject; depth of 

research; accuracy; readability; and the potential for impact on the law.

2. Essay must be original, deemed to be of publishing quality, and must not 

have been submitted to any other contest within the previous 12 months.

3. Essay must be typed, double spaced, at least ten pages in length, must 

contain proper citations listed as either endnotes or footnotes, and must 

have left, right, top, and bottom margins of one inch.

4. Essay must include the submitter’s name, email address, mailing 

address, telephone number, and school attended.

5. A total of $1,500 in US dollars shall be divided between the award 

winning essays, and all rights to award winning essays shall become the 

property of the State Bar of Michigan.

6. The Information Technology Section of the State Bar of Michigan reserves 

the right to make editorial changes, and to publish award winning essays 

in the Section’s newsletter, the Michigan IT Lawyer.

7. Essay must be submitted as a Microsoft Word document, postmarked 

by June 30, 2012, and emailed to dsyrowik@brookskushman.com. 

2012 Edward F. Langs Writing Award
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Introduction

Imagine for one moment you are representing a plaintiff 

faced with the following real life service of process situation:

[The] defendant worked and lived full-time in a high 

security company compound where armed guards 

were under orders not to allow a process server ac-

cess. Thus, unless the plaintiff retained the services of 

a James Bond or a Chuck Norris to infiltrate the com-

pound, she would be unable to serve the divorce pa-

pers on her husband.1

Now imagine that James Bond and Chuck Norris are 

unavailable or the mission is too risky for either of them to 

complete service of process. Who or what would you turn 

to? Cue the Rocky theme music…“Facebook” enters the 

room. Who is this hero you may ask? Facebook has more 

than 500 million active users.2 About 70% of Facebook users 

are outside the United States.3 50% of active users log on to 

Facebook in any given day.4 People spend over 700 billion 

minutes per month on Facebook.5 In addition, there are more 

than 200 million active users currently accessing Facebook 

through their mobile devices.6 Since its inception in 2004, 

Facebook has been hailed by younger generations as the 

premier social media network for connecting with friends, 

family, and coworkers. Among other things, it is been used 

as a tool for communicating, sharing pictures, and provid-

ing content (e.g., web links, news stories, blog posts, notes, 

etc.). However, Facebook is no longer the exclusive domain 

of technophiles and college students. In fact, the fastest 

growing demographic for Facebook and other social media 

networks are those over the age of 50.7 While Facebook has 

served the interest of those wishing to stay “connected,” it 

has also been a catalyst for entrepreneurs, software develop-

ers, and companies wishing to reach out to customers.8 Yet, 

the legal utility of Facebook is currently untapped in many 

respects. This paper will advocate for the use of Facebook as 

a service of process agent. The term “agent” is used loosely 

in the present context and is merely meant to convey the 

idea that Facebook is a viable means of completing service 

of process upon someone. Because service of process on 

organizational entities may in many cases be accomplished 

by delivering process to an authorized corporate officer or 

agent of the defendant,9 using Facebook to complete service 

of process becomes especially useful when dealing with indi-

viduals or online businesses that lack such formal “authorized 

agents.” Thus, service of process via Facebook might be 

more properly termed a “quasi-agent” in this sense.

For purposes of analysis, this paper will mainly focus 

on the Federal Rules of Civil Procedure rather than state 

procedural rules which vary and are inconsistent with other 

jurisdictions. This paper will not focused on a linguistic analy-

sis on how the proposed amendment for allowing service of 

process via Facebook should be written—merely that one 

should be adopted.10 Because Facebook is currently the 

premier social media network it was chosen to be used as a 

conduit to examine the issues surrounding service of process 

on the internet and more specifically social media networks. 

However, it is notable that much of the analysis is applicable 

to other social media networks such as Twitter11, LinkedIn12, 

MySpace13, etc. Upon completion of this paper, readers will 

be left wondering why the legal community is stubbornly at-

tached to antiquated service of process methods.

I. Service of Process

In General
The notice function of service of process protects an 

individual’s Fifth and Fourteenth Amendment rights not to 

The Michigan IT Lawyer is pleased to present “Facebook: The New Service of Process Agent” 
by Darrin Dimoff, J.D. 2011, University of Detroit Mercy School of Law; B.A., magna cum laude, 
2007, Kent State University. The author wishes to thank his family for their support all through his 
years and those professors who have had a profound impact on his life.

The statements made and opinions expressed in this essay are strictly those of the author, 
and not the State Bar of Michigan or the Information Technology Law Section. Comments regarding 
this article can be forwarded to the Michigan IT Lawyer, care of michael@gallo.us.com. Enjoy!

Facebook: The New Service of Process Agent
By Darrin Dimoff
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be deprived of life, liberty, or property without due process of 

law.14 “The fundamental requisite of due process of law is the 

opportunity to be heard.”15 “[T]he core function of service is to 

supply notice of the pendency of a legal action, in a manner 

and at a time that affords the defendant a fair opportunity to 

answer the complaint and present defenses and objections.”16

Service of process is usually completed by a process 

server. The term “process server” refers to any person autho-

rized by the federal rules or state statutes to perform service 

of process. Fed. R. Civ. P. 4 states that service of process 

may be effected by “[a]ny person who is at least 18 years old 

and not a party….[T]he the court may order that service be 

made by a United States marshal or deputy marshal or by a 

person specially appointed by the court.”17

Case Law History
The United States Supreme Court in Pennoyer v. Neff 

gave rise to the rule that a court’s jurisdiction could be estab-

lished by service of process on a defendant only within the 

forum state.18 This territorial concept of jurisdiction greatly 

restricted the use of service by publication. In fact, according 

to the Court in Pennoyer service by publication was always 

invalid where the defendant was a nonresident and the cause 

of action did not involve property within the state.19 As a de-

fendant’s absence from the forum state became more preva-

lent, this rigid ruled proved to be unworkable and outdated. 

The U.S. Supreme Court later relaxed the requirements of 

personal jurisdiction. In International Shoe Co. v. State of 

Washington the Court required an analysis of the defendant’s 

minimum contacts within the state, rather than domiciliary 

status alone.20 Despite the Court’s expansion of the rule, the 

requirements for affecting substituted service remained rela-

tively unchanged. The Court merely stated that the standard 

of a particular form of substitute service is adequate where it 

“gives assurance that the notice will be actual.” 21

In 1950, the standard for publication was challenged in 

Mullane v. Central Hanover Bank and Trust.22 In Mullane the 

United States Supreme Court held that notice is sufficient 

under due process requirements when individuals whose 

interests are at stake in legal proceedings are provided with 

notice reasonably calculated to apprise them of an action 

and afford them an opportunity to present their objections.23 

The notice must be of such nature as to reasonably convey 

the required information, and it must afford a reasonable time 

for those interested to make their appearance.24 Ultimately, 

this “reasonably calculated” language became the heart of 

the constitutional standard at which service of process is 

judged by today.

Other cases, guided by the constitutional standard out-

lined in Mullane, have slowly expanded acceptable service of 

process methods. For example, in New England Merchants 

National Bank v. Iran Power Generation and Transmission 

Co., a group of American plaintiffs were unable to serve 

process on Iranian defendants as a result of the diplomatic 

breakdown between the United States and Iran.25 The district 

court allowed service of process via telex, a form of electron-

ic communication now obsolete.26 Yet in another international 

service of process case, the court approved the use of televi-

sion as an alternative method of process.27 More recently 

in 2000, the United States Bankruptcy Court expanded the 

use of electronic service by authorizing international service 

of process via mail, email and facsimile in the case of In re 

International Telemedia Associates, Inc.28

The Constitutional Standard that Governs                   
Service of Process

The constitutional standard which continues to control to-

day for adjudging the adequacy of alternative means of ser-

vice was outlined by the court in Mullane. The court stated:

“An elementary and fundamental requirement of due 

process in any proceeding which is to be accorded fi-

nality is notice reasonably calculated, under all the cir-

cumstances, to apprise interested parties of the pen-

dency of the action and afford them an opportunity to 

present their objections. The notice must be of such 

nature as reasonably to convey the required informa-

tion, and it must afford a reasonable time for those in-

terested to make their appearance.”29

The Mullane court went one step further, providing that 

“where conditions do not reasonably permit such notice…

the form chosen is not substantially less likely to bring home 

notice than other…feasible and customary substitutes.”30 

Typically, personal service has been the preferred method 

of choice because it easily satisfies both procedural and 

constitutional standards.31 However, where personal service 

is impractical, substitute service is allowed to bring finality to 

the action.32 The court in Rio Properties, Inc. v. Rio Interna-

tional Interlink reaffirmed this same idea when it stated that, 

“this broad constitutional principle unshackles the federal 

courts from anachronistic methods of service and permits 

them entry into the technological renaissance.”33

II. The Benefits of Using Facebook Over Other 
    Acceptable Service of Process Methods

Between case law and Fed. R. Civ. P. 4, effective service 
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of process has been primarily allowed in the following ways: 

personal service, service by U.S. mail, service by publication, 

substitute service,34 and more recently service of process 

via email.35 While service of process via Facebook is not 

included in this list, it provides multiple benefits over these 

acceptable methods.

General Benefits of Using Facebook Over Other 
Methods of Process

Service of process via the Facebook interface can con-

ceivably be achieved two ways: (1) private message; or (2) 

wall post. Facebook’s private message communication fea-

ture is basically an internal email system for private commu-

nications between Facebook users. Alternatively, Facebook’s 

wall post feature is essentially a communication on a virtual 

bulletin board (known as a Facebook “wall”) that may be 

public, semi-public, or viewable only by “Facebook friends” 

depending upon a user’s privacy settings. Each Facebook 

user profile has his or her own Facebook wall separate and 

distinct from other Facebook users. In the simplest of terms, 

the difference between a private message and a wall post is 

that the latter is typically accessible to a broader audience. 

While these Facebook communication features may have 

different benefits as compared to each individual service of 

process method, generally service of process via Facebook 

has the following benefits over all traditional methods of 

process:36 (1) transmission and receipt is instantaneous; and 

(2) cost savings.

Transmission and Receipt is Instantaneous

With a click of the button service of process via Face-

book can be completed. Service of process via Facebook is 

instantaneous. “Instantaneous” is not an overstatement in 

the least bit. Because more than 200 million active users cur-

rently access Facebook through their mobile devices, notice 

to a defendant is instantaneous wherever he or she may be.

Cost Savings

Service of process via Facebook is virtually costless. A 

user need not pay to obtain or open an account on Face-

book.37 In fact, all that is necessary is an internet connection 

which may require a monthly charge for its service, but its use 

is not solely for Facebook access. Nonetheless, service of 

process via Facebook is cheaper than first class mail, certi-

fied mail, registered mail,38 notice by publication, or using a 

process server. Costs and resources associated with locating 

a defendant’s physical location are avoided as well.39 Gone are 

the days of a process server searching to physically locate a 

defendant or his residence. A simple search on the Facebook 

interface or a third party search engine40 from the conve-

nience of a computer chair may uncover the defendant.41 

These cost savings become even greater when examining 

service of process in other contexts. For example, service of 

process typically involves handing printed documents to the 

defendant(s). While these printing and process server service 

costs are in most cases minimal in the individual sense, such 

costs become more onerous when numerous defendants are 

involved. Because electronic documents are used in conjunc-

tion with service of process via Facebook, the cost savings 

become apparent. Thus, service of process via Facebook is a 

viable means of promoting the intent of the Federal Rules of 

Civil Procedures to limit the overall costs of service.42

The Benefits of Using Facebook Over Personal 
Service of Process

“Personal service of written notice within the jurisdic-

tion is the classic form of notice [that is] always adequate 

in any type of proceeding.”43 In general, courts prefer per-

sonal service, whereby the defendant is handed a copy of 

the summons and the complaint,44 because it “guarantees 

actual notice of the pendency of a legal action.”45 However, 

paper-based service of process is conducive to a defendant 

wishing to evade a process server. This is not the case when 

performing service of process via Facebook. A Facebook 

account is static, in the sense that it does not move. In fact, 

because Facebook has launch applications enabling us-

ers to access their accounts from portable devices such as 

iPhones, Androids, BlackBerrys, and other smartphones, fig-

uratively speaking a defendant is provided with an electronic 

copy of the complaint and summons in hand.46 Furthermore, 

the only chance of evasion that a defendant might have is 

adjusting his or her privacy settings in such a way to prevent 

communications47 or deactivation of the Facebook account 

itself.48 While such action is plausible, there is a disincentive 

since such actions will limit a Facebook user from fully enjoy-

ing the benefits of having an account.

The Benefits of Using Facebook Over Service of 
Process by U.S. Mail

The United States Supreme Court has deemed service 

of process by registered or certified mail to be constitution-

ally sufficient in providing notice to a defendant under certain 

circumstances,49 and it is widely permitted under both federal 

and state court rules of civil procedure. In addition, Fed. R. 

Civ. P. 4(d)(1)(G) allows a plaintiff to serve a defendant via 

first-class mail if the defendant agrees to waiver of formal 
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service of process. Collectively, this dependence on U.S. 

mail for service of process is being threatened. Most recently, 

post offices across the nation have been closing and propos-

als for a 5-day delivery schedule have been on the table for 

a while now.50 While no changes have been made as of the 

date of this paper, a scaled-back U.S. Postal Service is immi-

nent. When such reduced delivery schedule becomes active, 

plaintiffs will need to find other service of process methods 

to meet time constraints and possible statute of limitation is-

sues. Facebook is one such option since it is effectively open 

for use 24 hours a day, 7 days a week, and 365 days a year.

Service of process by U.S. Mail has other major draw-

backs as well. Primarily, the plaintiff must find a physical ad-

dress that is “reasonably calculated” to provide notice to the 

defendant. Given the mobility of our current society, arguably 

people have a more consistent online presence (e.g., email 

address, blog account, Facebook account, etc.) than they do 

a physical address. Secondly, even assuming this can be ac-

complished, a defendant may easily avoid service of process 

at a physical address by moving or claiming ignorance. Third-

ly, in the context of first class mail, a mailbox or mailroom 

may serve a number of individuals aside from the defendant 

thus increasing the risk that the notice is lost or misplaced 

through post arrival physical movement. None of these is-

sues are inherent with Facebook. Unlike a physical address, 

a Facebook account typically serves and is accessed by 

only one individual—the defendant. Thus, a plaintiff can be 

reasonably assured that only the owner of the account will 

receive the service of process.

The Benefits of Using Facebook Over Service of 
Process by Publication Notice

The Mullane court articulates the tension between pro-

tecting notions of due process and the allowance of service 

by publication: “Chance alone brings to the attention of even 

a local resident an advertisement in small type inserted in the 

back pages of a newspaper, and if he makes his home out-

side the area of the newspaper’s normal circulation the odds 

that the information will never reach him are large indeed.”51 

The Court seems to recognize that a defendant is likely to 

be unaware of a pending action that involves his interests 

when implementing the use of notice by publication. More-

over, service by publication is detrimentally flawed because 

it is limited by a newspaper’s circulation area. This problem 

is further compounded in cases where the defendant might 

not even subscribe to the publication used for notice. Thus, 

Mullane ruled that service by publication is sufficient when it 

is the only method of notice available to plaintiff.52

Service of process via Facebook avoids these problems. 

Facebook wall postings and private messages offer far more 

direct methods of providing notice to a defendant. Assum-

ing a wall posting on user’s Facebook page was ordered, the 

defendant would become aware of it as would others with 

access to his or her page. In fact, in the proposed example 

describing the use a wall post, it is likely that “Facebook 

friends”53 of the defendant might alert him or her to the wall 

post containing the notice. Arguably, a notice on the defen-

dant’s main Facebook page is more likely to put a defendant 

on notice than some small type buried in the back of a classi-

fied section.54 Alternatively, if service of process is completed 

via Facebook’s private message55 feature, a defendant would 

be directly and solely notified without others knowing. Both 

Facebook messages and wall posts would trigger a notifica-

tion upon login that the user-defendant would see. Thus, the 

forgoing provides stronger assurance that the defendant will 

receive and become aware of notice as compared to service 

by publication.

The Benefits of Using Facebook Over Substituted 
Service of Process

The Supreme Court in McDonald v. Mabee ruled that “a 

summons left at [the defendant’s] last and usual place of 

abode would have been enough” to satisfy constitutional due 

process requirements in that circumstance.56 This continues 

to be the commonly used method of substituted service. 

Specifically, the federal rules require that the summons be 

left at the defendant’s “dwelling or usual place of abode 

with someone of suitable age and discretion then residing 

therein.” 57 In addition to the cost savings already mention, 

service of process via Facebook provides greater assurance 

that the defendant will actually receive notice in comparison 

to substituted service. Unlike documents delivered by substi-

tuted service of process to someone other than the defen-

dant, notice sent to a defendant’s Facebook account has no 

potential for post arrival physical movement and will remain 

in the defendant’s Facebook account until deletion, thereby 

eliminating the risk of misplacement.

The Benefits of Using Facebook Over Service of 
Process by Email

Much like email, service of process via Facebook can 

be achieved for little or no cost and can reach a defendant 

instantaneous. Secondly, Facebook and email are similar in 

the sense that both continue to be accessed remotely58 by 

their respective users. Thirdly, both Facebook messaging and 

email allow for attachments of electronic documents (i.e., 
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the summons, complaint, etc.) and the use of hyperlinks. 

Lastly, Facebook’s user-to-user interface much like email, 

allows messages to be sent to a single recipient or several 

recipients. Email and Facebook’s private messaging feature 

are virtually synonymous system types. In fact, Facebook’s 

private message feature is merely an internal email system 

for Facebook users. This is further supported by the fact that 

Facebook users now have an option of creating a ________@

Facebook.com email address.59 For example, defendant 

John Doe, would be able to claim the email address John_

Doe@Facebook.com or another similar name. Thus, anyone 

rather than a registered Facebook account holder could ef-

fectively email John_Doe@Facebook.com, and this message 

would be routed to the defendant’s private message inbox 

feature within his or her Facebook.

So what are the benefits of performing service of process 

via Facebook over email? For an elusive defendant with an 

unknown e-mail address, Facebook might prove useful. Not 

only could it be the only means by which to notify the defen-

dant of an action who has an unknown email address, but 

it might be the best form of process to satisfy the constitu-

tional due process threshold. Secondly, service of process 

via Facebook is more likely to provide notice to the right 

defendant. The world is an imperfect place and attempts at 

serving the right defendant often fail for numerous reasons 

(e.g., bad information, change of residence, etc.). Facebook 

account users provide copious amounts of personal infor-

mation on their profiles.60 Depending on the Facebook user’s 

privacy settings, some if not all of this personal information 

may be accessible to others on the outside or a potential 

plaintiff.61 Even with the strictest privacy settings on Face-

book, a plaintiff at a minimum will be provided with a name 

and photo of the potential defendant attempting to be 

served.62 Thus, a potential plaintiff with knowledge of certain 

attributes of the defendant could conceivably match known 

information with information contained on the user-defen-

dant’s Facebook profile to verify that the correct defendant is 

being served notice.

Another strong argument for use of Facebook over 

traditional email for service of process is that a defendant is 

more likely to receive notice via Facebook. Defendants may 

have or maintain multiple email addresses. Some of these 

email addresses may or may not be checked or used more 

than others. The use of email is also compounded by spam 

problems. Conversely, a Facebook user has one account,63 

and the Facebook messaging system does not currently suf-

fer from junk mail issues closely related to traditional email. 

Thus, a defendant is more likely to receive notice and less 

likely to claim non-receipt.

III. Addressing Concerns and Resistance of Using 
Facebook Over Other Traditional Means of 
Service of Process

Although service of process via Facebook is not a per-

fect, airtight method, it does not have to be.

[T]he Due Process Clause has never been construed to 

require that the procedures used to guard against an 

erroneous deprivation of a protectable [sic] “property” 

or “liberty” interest be so comprehensive as to pre-

clude any possibility of error. The Due Process Clause 

simply does not mandate that all governmental deci-

sionmaking [sic] comply with standards that assure 

perfect, error-free determinations.64

Nonetheless, it is worth noting that flaws and limitations 

are not unique to Facebook. Other more traditional means of 

service certainly have their flaws as well. The United States 

Postal Service is vulnerable to human error, resulting in lost 

mail and misdeliveries to wrong addresses.65 Notice by 

publication can be misprinted, and courts have consistently 

noted the slim chances that modern day defendants will ever 

actually receive notice by publication.66

Addressing Specific Concern #1 – Verifying the 
Defendant Received Noticed

There is some concern that service of process via Face-

book is an unreliable form of serving a defendant because 

there is no way to verify that the defendant received and read 

the notice. This argument is misguided. Due process requires 

only that notice is delivered in a form that it is “reasonably 

calculated” to appraise him of the action against him so that 

he may defend it.67 Due Process does not require confirmation 

that the defendant read the notice served upon him. More-

over, other constitutionally accepted methods such as service 

by publication and methods allowed under substitute service68 

provide no confirmation that the defendant himself actually 

received notice, or even read it for that matter.

Even putting aside this constitutional argument, proof of 

receipt can be indirectly confirmed through a multitude of 

ways by showing evidence of a defendant-user’s Facebook 

account activity. The Facebook user interface provides vari-

ous ways for people to interact and communicate. For ex-

ample, a Facebook user might post a link, comment, or sta-

tus on his own Facebook wall for others to see. Alternatively, 

a Facebook user might post a link, comment, or provide a 

response on a friend’s Facebook wall for others see. Yet, 

another Facebook user might prefer to use Facebook’s pri-

vate message feature when communicating with a friend. All 
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these methods of communication provide an ancillary benefit 

for evidence purposes. This benefit is a visible electronic 

timestamp. A defendant’s argument that he never or rarely 

uses his Facebook account, and thus was not served prop-

erly, would have no weight. A plaintiff could merely provide 

the court with a record of the defendant’s frequent postings, 

comments, responses, etc. with their respective timestamps 

showing Facebook account activity to the contrary.

 There are other ways to verify receipt of notice. If 

a plaintiff completes service of process via “wall posting” 

on the defendant’s Facebook profile, it is unlikely that 

defendant could claim ignorance. Most users have their 

accounts set up to provide notifications to their handheld 

devices. Thus, Facebook would notify the user of the 

posting and include a portion of the posted text. Even 

assuming this is not the case, the defendant would likely 

become aware of the notice through other “Facebook 

friends” who might alert the defendant or inquire through 

Facebook or other communication means as to the subject 

matter of the legal action. This is a likely scenario since wall 

postings are traditionally visible for all Facebook friends to 

see and because human nature has shown us that people 

(especially those on Facebook!) tend to pry in the lives of 

others. Furthermore, it is likely that user-defendant would 

delete such notice to avoid comments from other Facebook 

Friends, embarrassment, and clutter on his or her Facebook 

page. The act of deletion would verify that the defendant 

received notice.

In the event that a wall posting of notice is not feasible 

due to restrictive privacy settings, service of process via 

Facebook could still be achieved through a private mes-

sage.69 Facebook messages allow a user to send messages 

with attachments and hyperlinks. A plaintiff could send a 

defendant a message with the complaint and summons as an 

attachment or a plaintiff could send a private message con-

taining a password with a link to a secured web site hosting 

the complaint and summons documents. If a plaintiff chose 

the latter method, this password-protected website could be 

set-up in such a way to provide a plaintiff with an access log 

for evidence purposes.

Plaintiffs dealing with an evasive, adversarial type defen-

dant possibly have another tool in their arsenal for proving 

receipt. Facebook maintains in its privacy policy that it “may 

disclose information pursuant to subpoenas, court orders, 

or other requests (including criminal and civil matters) if…the 

response is required by law.”70 Assuming a court order can 

be had, it is plausible that Facebook might provide an access 

log71 to a court detailing when a served defendant accessed 

his or her account through Facebook computer servers.

Addressing Specific Concern #2 – Verifying the 
Authenticity of the Defendant’s Facebook Account

Another point of concern is that there is no way of verify-

ing the authenticity of defendant when performing service of 

process via Facebook. Arguably service of process via U.S. 

mail, service by publication, substitute service, and service 

by email lack similar control features in some sense. None-

theless, a Facebook profile should, in theory, actually be that 

of the registrant because the Terms of Use require users to:

“(1) You will not provide any false personal information 

on Facebook, or create an account for anyone other 

than yourself without permission; (2) You will not create 

more than one personal profile...(7) You will keep your 

contact information accurate and up-to-date; (8)You 

will not share your password…let anyone else access 

your account, or do anything else that might jeopardize 

the security of your account..”72

In addition, there are ways to ensure authenticity of the 

defendant’s Facebook account. A fully filled-out Facebook 

profile contains a treasure trove of personal information, 

including: a user’s name; birthday; profile photo; gender; 

sexual preference; relationship status; list of friends; current 

city; hometown; languages; employment history; education 

(e.g., college/university and high school); contact information 

(e.g., phone number, address, city, zip, etc.); religion; politi-

cal views; website; email; activities; interests; people who 

inspire you; favorite quotations; music; books; movies; televi-

sion; games; sports you play; favorite sports teams; favorite 

athletes. Depending on a Facebook user’s privacy settings, 

all or some of this information may be available for a plaintiff 

to see. A plaintiff could conceivably cross reference known 

information with accessible information contained on a Face-

book profile. For example, a plaintiff might know the identity 

of the defendant’s significant other or friends of the defen-

dant. These two pieces of information would be contained 

in the Defendant’s relationship status category and friend 

lists on Facebook. Both pieces of information coupled with 

matching birthday, profile picture, etc. would make it unlikely 

that the Facebook account lacks authenticity.

IV. Reasons to Support the Use of Facebook as a 
Traditional Means of Service of Process

The due process concerns for service of process via 

Facebook mirror those of other service of process methods. 

The central issue is whether a court finds that a Facebook 

message or wall posting is reasonably calculated, under all 

the circumstances, to apprise interested parties of the pen-

dency of the action and afford them an opportunity to pres-
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ent their objections. In many cases, a Facebook message 

or wall posting would pass muster.73 Nevertheless, there are 

other multiple reasons that provide support for the use of 

Facebook as service of process method.

Federal Law Currently Allows It in the Context of 
International Service of Process

Pursuant to Fed. R. Civ. P. 4(f)(3), a plaintiff may serve an 

individual in a foreign country “by other means not prohibited 

by international agreement, as the court orders.”74 Arguably 

this catchall provision effectively provides a court with the 

flexibility to allow service of process via Facebook or other 

electronic means in the context of serving an individual in a 

foreign country.75 However, in order for courts to allow elec-

tronic service on a domestic defendant, there would need to 

be a statutory extension of the rule designating its allowance.

Other Countries Have Allowed Social Media Networks 
for Service of Process

While no reported decision has been found from a court 

in the United States allowing service of process using Face-

book, a growing number of jurisdictions outside the United 

States are allowing parties to be served via popular social 

networking sites. These countries include: Australia76, New 

Zealand77, Canada78, and the United Kingdom79.

Electronic Means are Used in Other Areas of the 
Legal Framework

Service of process via Facebook should be allowed since 

it would create conformity with other sections of the Fed-

eral Rules of Civil Procedure that allow electronic means to 

be used in various contexts. In 2006 electronically stored 

information, or ESI, became a distinct category of discover-

able information under Rule 34.80 ESI has included content 

contained on Facebook profiles and other social media net-

works. Furthermore, electronic filing systems are currently “in 

use in 99% of the federal courts. Millions of cases and tens 

of millions of documents are on [these]… systems and more 

than 320,000 attorneys across the country are filing docu-

ments electronically.”81 Thus, the allowance of Facebook 

or any other method of electronic service of process would 

likely continue to foster goals of judicial efficiency and stay 

current with trends in technology.82

Waiver of service of process can “be sent by first-class 

mail or other reliable means.”83 A court would likely determine 

“other reliable means” to include Facebook. This is further 

supported by the fact that someone replying to a waiver of 

process via Facebook, could respond without incurring costs. 

Therefore, the waiver request would also comply with the 

requirement of providing a defendant with a “prepaid means 

of compliance in writing.”84 While the means to achieve 

waiver of service of process are not technically service of 

process methods since the defendant is waiving his right to 

formal service of process in exchange for an extended time 

to answer the complaint,85 the end result is the same—the 

defendant is put on notice.

Conclusion

As the forgoing analysis and rationales included herein 

show, service of process via Facebook is superior to many 

forms of traditional service. The strongest criticism against 

electronic service of process is that it lacks the ritual function 

that only paper-based, in-hand service can provide86—which 

is not a valid reason to prohibit the use of Facebook as a 

service of process method. The pervasive impact of social 

media networks such as Facebook on modern society has 

indisputably changed how people interact and communicate. 

In many cases traditional methods for providing notice do 

not conform to actual behavior. Due process has become a 

loophole, rather than a safeguard, for defendants to evade 

service.87 Professional process servers soon may no longer 

be required to play cat-and-mouse games in the physical 

world to personally serve individuals. The customary means 

for communication has shifted from face-to-face interactions 

to electronically-mediated interactions that involve private 

messages, comments, wall posts, etc. Yet, the legal com-

munity in particular is sluggish in responding to this chang-

ing world. It is stubbornly attached to the antiquated and 

ritualistic service of process methods of physically handing 

a defendant a printed piece of paper. This requirement of a 

physical connection is arbitrary and unnecessary. Service of 

process via Facebook avoids the inherent physical limitations 

of the present scheme. A United States District Court sum-

marized it best when it foreshadowed the incorporation of 

modern technology into service of process, stating that:

[Courts] cannot be blind to changes and advances in 

technology. No longer do we live in a world where com-

munications are conducted solely by mail carried by fast 

sailing clipper or steam ships… No longer must process 

be mailed to a defendant’s door when he can receive 

complete notice at an electronic terminal inside his very 

office, even when the door is steel and bolted shut.88

The constitutional standard outlined in Mullane is a 

catalyst for change when rules become outdated and anti-
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quated. When the methods available are no longer reason-

ably calculated to reach the defendant, the courts must, 

in turn, make the changes necessary to comply with the 

standard.89 Notions of due process demand that the courts 

authorize the means necessary for a plaintiff to best afford 

notice reasonably calculated to reach the defendant. There 

are many instances in which service of process via Facebook 

is constitutionally sufficient, other instances in which service 

of process via Facebook is superior to traditional forms of 

service, and even some instances in which service of process 

via Facebook is constitutionally required.

It is worth noting, that when the Federal Rules of Civil 

Procedure were first drafted, the typewriter and telephone 

were on the cutting edge of communications technology.90 

Personal computers, email, smartphones, and social net-

works such as Facebook did not exist. The trend toward 

using social media networks such as Facebook for electronic 

service of process91 is “a logical step forward in the evolu-

tion of civil procedure and reflects the popular use of new 

technologies in common communication.”92 
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criminal legal consequences.

Mission Statement Information Technology Law Section, State Bar of Michigan

Following are some publicly available websites relating 

to varying aspects of information technology law practice. 

Some of these websites may require payment for certain 

services. Neither the State Bar of Michigan nor the IT Law 

Section endorses these websites, the providers of the web-

site, or the goods or services offered in connection therewith. 

Rather these websites are provided for information purposes 

only and as possible useful tools for your law practice.

Please provide any feedback or recommendations for ad-

ditional websites to michael@gallo.us.com.

Legal Blogs

• http://taxprof.typepad.com – Entertaining tax law 

blog.

• http://feministlawprofessors.com – Promotes zero 

tolerance for discrimination at work, at school or in 

pop culture.

• http://abnormaluse.com - Informal products liability 

posts and occasional ‘Abnormal Interviews’ featuring 

Q&As with law professors.

• http://www.marlerblog.com – Commentary on Food 

poising outbreaks and litigation.

• http://www.consumerclassactionsmasstorts.com - 

Comedy and tragedy in appellate products-liability 

litigation.

• http://www.texaslawyer.typepad.com/work_matters - 

Employment and labor law. 

Save the Date!!!

Information Technology Law 
Section Events!

An Information Technology Law Section Meeting 

will begin at 6:30 pm on Thursday, January 26, 2012, at 

Sweet Lorraine’s Cafe and Bar in Southfield.  Local 

attorney Steven Hanson will discuss “Determining the 

Scope of Software Copyright Protection.”  A buffet 

of heavy appetizers and drinks will be provided by the 

Section.  There is no charge to attend, but an estimate 

number of attendees is needed, so please RSVP to Char-

lie Bieneman at cab@raderfishman.com.

 Please set aside the evening of Thursday, March 29, 

2012, for a presentation by Ward Classen, Deputy Gen-

eral Council of Computer Sciences Corporation.  Ward 

gave a great presentation at the annual IT Law Seminar a 

few years ago, and is coming back to share practical tips 

on “Responding to Vendor Strategies in IT Contracts.” 

The location for this event will be announced soon.

The Section’s Spring Networking Event is sched-

uled for the evening of Thursday, May 17, 2012.  The 

Section plans to once again hold this event in conjunc-

tion with Detroitnet.org, the local IT networking organiza-

tion.  The venue will be the Black Finn Saloon in Royal 

Oak.  This is a great opportunity for Section members 

to mingle with the Detroit area IT community. Watch for 

further announcements about this event! 
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