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Happy New Year!

Over the course of the past month we have been planning activi-
ties for our February 18, 2010 Section Council Meeting at Cooley 
Law School’s new Ann Arbor campus.  In addition to being able to 
introduce our Section to a new group of law students, we will also 
be hearing a presentation on “Technology Escrow – Then and Now.”  
This presentation will show us some unique contract provisions, 
applications and ways to advocate on behalf of our clients on either 
side of a software related transaction.

Pizza will be served beginning at 5:30 p.m. and the presentation 
will begin at 6:00 p.m.  The Section Council meeting will immedi-
ately follow the presentation.

During the Council meeting we will hear a report from Ron Nixon 
on the status of our Section’s HB 5468 Analysis Committee.  There 
will also be discussions on the progress of our Spring Networking 
Event and our 2010 ICLE Seminar/Annual Meeting.

Be sure to be there early before the law students get to all the 
food!

Also, please note that IT Law with be the theme for the Decem-
ber 2010 Michigan Bar Journal.  If you have an interest in including 
an article in that issue, please contact Mark Malven at MMalven@
dykema.com.

We are looking forward to a great 2010 and seeing you on 
February 18!

Jeremy D. Bisdorf

mailto:MMalven@dykema.com
mailto:MMalven@dykema.com
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The Michigan IT Lawyer is pleased to present "Personal Health Records 
May Not Be So Personal: How to Resolve the Privacy and Security Issues in 
Personal Health Records" by David Schneider. Mr. Schneider is one of three 
student authors to receive a 2009 Edward F. Langs Writing Award from the 
State Bar of Michigan's Information Technology Law Section. The statements 
made and opinions expressed in this essay are strictly those of the author, 
and not the State Bar of Michigan or the  Information Technology Law 
Section. Comments regarding this article can be forwarded to the Michigan IT 
Lawyer, care of  brianhall@traverselegal.com or michael@gallo.us.com. Enjoy! 

Personal Health Records May Not 
Be So Personal: How to Resolve         
the Privacy and Security Issues         
in Personal Health Records

By David Schneider*

“To improve the quality of our health care while lowering its cost, we 
will make the immediate investments necessary to ensure that within 
five years, all of America’s medical records are computerized. This will 
cut waste, eliminate red tape, and reduce the need to repeat expensive 
medical tests. But it just won’t save billions of dollars and thousands of 
jobs—it will save lives by reducing the deadly but preventable medical 
errors that pervade our health care system.”1

Introduction

When Susan went in for her annual mammogram, the radiologist de-
tected an abnormal mass, but the radiologist was unable to compare this 
current mammogram to previous mammograms because Susan changed 
radiology providers when she moved to a new city.2 The radiologist referred 
Susan to a general surgeon, who took a biopsy and sent the sample to a 
clinical laboratory. When the test revealed that Susan had a malignant tumor, 
Susan’s general practitioner referred her to an oncologist.

Before her first appointment with the oncologist, the onus was on Susan 
to collect all of her previous medical records, which were scattered across 
multiple providers in different cities. After she collected her medical records, 
Susan and her oncologist decided that her treatment plan would entail a 
combination of radiation therapy, chemotherapy, and surgery, each requir-
ing a separate physician. Susan assumed that they were communicating 
with each other to achieve the best outcome, but usually they were not. As 
a result, her physicians often made health care decisions with incomplete 
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information and ordered duplicate or unnecessary tests.

During her first week of chemotherapy, Susan had to 
be suddenly hospitalized when she experienced an ad-
verse drug interaction between her chemotherapy medi-
cations and an over-the-counter drug. The hospital had 
no access to Susan’s medical records and because she 
was unconscious the hospital had no means to determine 
what conditions she had, what medications she was tak-
ing, and whether she had any allergies.

During the periods between her physician visits, Susan 
felt distanced from her physicians. They were difficult to 
reach when she had questions and unresponsive to her 
often fluctuating health condition. Meanwhile, Susan’s 
general practitioner was unable to follow-up on her prog-
ress or access her other physicians’ records. Despite the 
obstacles she faced during her treatment, Susan success-
fully combated her cancer.

Susan’s experience did not have to be so complicated, 
but she was forced to navigate a world of fragmented health 
care—one in which providers, consumers, and payers are 
constantly struggling to communicate and coordinate with 
each other and medical records are scattered across mul-
tiple providers.3 Transitioning from a paper-based medical 
records system to one that utilizes electronic-based medical 
records may help close the communication gaps between 
providers, consumers, and payers.

Despite steps to move towards an electronic-based 
medical records system,4 most providers still use paper-
based medical records.5 Some providers, in contrast, 
have adopted electronic medical records (“EMRs”)6 and 
electronic health records (“EHRs”)7 to better manage their 
consumers’ health care data and enable information shar-
ing between providers. The potential benefits of EMRs 
and EHRs are decreasing health care costs and improving 
the quality of health care.8

The downside of EMRs and EHRs, however, is that 
they are not designed to establish a communication link 
to consumers. First, consumers still lack the ability to 
conveniently access, centralize, and control their medical 
records. Second, consumers are unable to supplement 
EMRs or EHRs with important health information. Third, 
consumers are unable to harness the internet to com-
municate with their physicians or enhance their quality of 
health care. Unless consumers are empowered to become 
active participants in their own health care, the U.S. health 
care system cannot maximize the potential benefits that 
electronic-based medical records offer.9

Personal health records (“PHRs”), on the other hand, 
promise to truly integrate the U.S. health care system—
syncing providers, consumers, and payers in one central 
location.10 Unlike EMRs and EHRs, PHRs empower con-
sumers to become active participants in their own health 
care because PHRs allow consumers to conveniently ac-
cess, centralize, and control their medical records through 
a user-friendly, internet-based platform. A PHR is essen-
tially “[a]n electronic record of health-related information 
on an individual that conforms to nationally recognized 
interoperability standards and that can be drawn from 
multiple sources while being managed, shared, and con-
trolled by the individual.”11 PHR system providers are the 
entities that provide or offer PHRs to consumers.12

Using the hypothetical above, Susan would have had a 
dramatically different health care experience if she had the 
opportunity to utilize PHRs. Instead of physically collect-
ing all of her medical records, PHRs could have allowed 
Susan to electronically store her medical records and in-
stantly transmit them to her oncologist. Susan’s providers 
could have made more informed and accurate health care 
decisions because Susan or her providers can electroni-
cally share her medical records with each other. Because 
of increased inter-provider coordination, Susan and her 
providers could have realized that they were creating 
unnecessary costs because they were ordering duplicate 
clinical tests. In addition, Susan could have avoided a 
costly hospitalization because her PHR could have alerted 
her to the adverse drug interaction between her chemo-
therapy medications and over-the-counter drugs. In an 
emergency, Susan could have been able to designate 
someone the authority to give the hospital access to her 
medical records maintained on her PHR platform. When 
Susan was home feeling isolated and helpless, PHRs 
could have empowered Susan to communicate with her 
providers over the internet, consult medical information 
resources, make physician appointments and set remind-
ers, and use applications to track her progress. There-
fore, PHRs are capable of dramatically changing the U.S. 
health care system both on the individual level and the 
system-wide-level.

Overview of Key Issues Affecting PHRs

Although PHRs have the potential to decrease health 
care costs, improve health care quality, and empower 
consumers with convenient access to and control over 
their medical records, there is a tradeoff with privacy and 
security.13 Because PHRs introduce a new party—the 
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PHR system provider—into the health care equation, 
the privacy and security of consumer’s protected health 
information (“PHI”)14 is exposed to an increased risk of 
improper use and disclosure. These risks are exacerbated 
by the fact that many PHR system providers are under no 
legal obligation to comply with minimum federal privacy 
and security standards that protect against the use and 
disclosure of an individual’s PHI.15

Some entities, however, are under a legal obligation to 
comply with minimum federal privacy and security stan-
dards. The Health Insurance Portability and Accountabil-
ity Act of 1996 (“HIPAA”)16 mandates that any (1) health 
plan, (2) health care clearinghouse, and (3) health care 
provider who transmit any health information in electronic 
form—collectively called “covered entities”17—comply 
with minimum privacy and security standards.18 HIPAA 
authorized the United States Department of Health and 
Human Services (“HHS”) to promulgate the regulations 
that establish the minimum privacy and security stan-
dards.19 Under this authority, HHS has promulgated the 
Privacy Rule,20 the Security Rule,21 and the Enforcement 
Rule22 to prevent a covered entity from improperly using or 
disclosing an individual’s PHI. In general, the Privacy Rule 
restricts the ability of covered entities to use and disclose 
PHI, the Security Rule requires covered entities to protect 
electronic PHI from disclosure, and the Enforcement Rule 
punishes covered entities that do not comply with the 
Privacy and Security Rules.23

The scope of HIPAA’s privacy and security require-
ments are not universal—only “covered entities” are 
obligated to comply with these requirements. Some PHR 
system providers fall within the definition of a covered 
entity (“covered PHR system providers”). Most covered 
PHR system providers are operated or managed by cov-
ered entities, such as hospitals and insurance companies. 
Other PHR system providers, however, do not fall within 
HIPAA’s definition of a covered entity (“uncovered PHR 
system providers”).24 Most uncovered PHR system provid-
ers are operated or managed by commercial companies 
that are not covered entities, such as Google or Microsoft.

Because HIPAA’s privacy and security requirements 
apply to covered PHR system providers, but do not apply 
to uncovered PHR system providers, this inconsistency 
threatens the success of the entire PHR industry.25 Con-

sumers are unconvinced that PHRs will protect their PHI 
from improper use and disclosure.26 Similarly, providers 
are uncertain whether PHR system providers can keep 
their patients’ PHI private and secure.27 If PHRs are unde-
rutilized by both consumers and providers, the potential 
benefits of PHRs will be diminished. Therefore, to foster 
trust in the privacy and security of PHRs and to maximize 
the potential benefits of PHRs, all PHR system providers, 
both covered and uncovered, should be required to com-
ply with HIPAA’s privacy and security requirements.

This Article advocates that HIPAA should be amend-
ed to require all PHR system providers to comply with 
HIPAA’s privacy and security standards. Part I of this 
Article discusses the definition of PHRs and PHR system 
providers, weighs the advantages and disadvantages of 
integrating PHRs into the U.S. health system, and con-
cludes that the benefits of PHRs outweigh their costs. 
Part II explains the HIPAA legal framework, including the 
Privacy Rule, the Security Rule, the Enforcement Rule, the 
2008 Office for Civil Rights Guidance, and the modifica-
tions made to HIPAA under the American Recovery and 
Reinvestment Act of 2009 (“ARRA”). Part III advocates 
that Congress amends HIPAA to include all PHR system 
providers under the definition of covered entities and pro-
vides model legislation to achieve this goal. If Congress 
chooses not to amend HIPAA, however, Part IV explores 
alternatives that Congress and other policymakers should 
consider.

The Rise of Personal Health Records

Personal Health Records and                                            

Personal Health Record System Providers

What Is a Personal Health Record?
Types of Personal Health Records. The earliest PHRs 

were paper-based records that allowed an individual to 
compile their basic health care information, such as past 
or current illnesses, surgeries, hospitalizations, medica-
tions, and allergies. For example, diabetics may record 
their glucose levels throughout the day, persons with high 
blood pressure may track their blood pressure over a year, 
and family members may compile a family health history 
to provide insight into medical predispositions.28 Although 
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paper-based PHRs are inexpensive to maintain and they 
centralize a consumer’s health information, they suffer 
from four main weaknesses. First, they lack the ability 
to perform complex tasks because they cannot consult 
external medical resources. For example, paper-based 
PHRs are unable to alert the consumer of an adverse drug 
interaction or allow a consumer to research a medication’s 
side effects. Second, their utility is limited to the consum-
er’s perseverance because the onus is on the consumer 
to compile and organize their medical records. Third, pro-
viders may have difficulty accessing paper-based PHRs, 
especially in emergency situations when the consumer 
is unlikely to have the PHR on-hand.29 Fourth, providers 
may doubt the reliability and accuracy of patient-created 
information contained in PHRs.30

Some of the weaknesses inherent in paper-based 
PHRs were eliminated when computers enabled PHRs to 
become software-based. Software-based PHRs provide 
users with the ability to organize multiple individuals’ 
health care data and perform complex tasks, such as 
alerting the user of an adverse drug interaction or calcu-
lating the users risk for diabetes and heart-disease using 
medically-proven formulas.31 Even software-based PHRs, 
however, have weaknesses. Convenience and accessibil-
ity are limited because software-based PHRs are usually 
bound to one physical location. For example, a family on 
vacation would not be able to access a software-based 
PHR contained on their home desktop computer.32 To 
increase accessibility, some software-based PHRs can 
transfer health care data onto portable information de-
vices (“PIDs”), such as CD-ROMs, USB flash drives, or 
PDAs.33 Even with PIDs, however, PHRs are still anchored 
to a physical location and PIDs are not always interoper-
able with the provider’s information system. Like their 
paper-based predecessors, software-based PHRs are 
effective at centralizing a consumer’s health care data, but 
they still lack the ability to provide a convenient, acces-
sible, and up-to-date link between consumers and their 
providers.

Finally, the Internet Age revolutionized PHRs because 
it enabled so-called “cloud computing,” where internet-
based software is accessible from any computer that can 
connect to the internet.34 In addition to increased acces-
sibility, internet-based PHRs enhance convenience and 
efficiency because there is often a real-time link between 
consumers and their providers. For example, PHRs enable 
clinical results to be sent almost instantly to the provider 
that ordered the test, the consumer, and any other pro-
vider selected by the consumer. Since the first internet-

based PHR appeared in 1999,35 over 200 PHR system 
providers have entered this market, including two informa-
tion technology behemoths Google and Microsoft.36

One downside of internet-based PHRs is that they 
implicate additional privacy and security concerns.37 While 
locked file cabinets and password protections may have 
been adequate for paper- and software-based PHRs be-
cause they were in the consumer’s physical possession, 
internet-based PHRs may require additional privacy and 
security protections because the information is within the 
possession of a third party—the PHR system provider.

Defining Personal Health Records. Before health 
information contained in PHRs can be protected, PHRs 
must be defined. Defining PHRs is difficult because as 
technology continues to change, PHRs continue to evolve 
with it.38 Although there is no universal definition,39 Con-
gress adopted the first statutory definition of PHRs under 
ARRA in 2009. ARRA defines PHRs as “an electronic 
record of PHR identifiable health information . . . on an 
individual that can be drawn from multiple sources and 
that is managed, shared, and controlled by or primarily for 
the individual.”40

The central characteristic of a PHR is that “[p]atients 
are the dominant managers and custodians of their 
[PHRs].”41 Beyond this central characteristic, PHRs di-
verge along a vast spectrum. On one end of the spectrum, 
the consumer has the power to create and maintain all of 
the data in the PHR.42 On the other end of the spectrum, 
the consumer has the power to only import and view 
physician-created EHRs.43 To strike a balance between 
accessibility and privacy, the modern trend in the PHR 
industry is to take a hybrid approach: the consumer can 
both (1) create, maintain, and sometimes export consum-
er-provided health data,44 and (2) import and view certain 
physician-created EHRs.45 In addition, most PHR systems 
perform other functions in addition to centralizing health 
care data, such as alerting consumers to adverse drug 
interactions, reminding consumers of physician appoint-
ments, and providing access to medical information and 
expert advice.46

What Is a Personal Health Record System Provider?
A PHR system “refers to the internet-based tools that 

help an individual understand and manage the information 
contained in a PHR.”47 A PHR system provider is an entity 
that creates, maintains, and operates the PHR system.48

Covered PHR system providers, such as health insur-
ance companies and hospital systems, must comply with 
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HIPAA’s privacy and security standards.49 In most cases, 
covered PHR system providers offer PHRs as a free ad-
ditional service to complement the medical services that 
they provide to consumers. In contrast, uncovered PHR 
system providers, such as Google and Microsoft,50 are 
not required to comply with HIPAA’s privacy and security 
standards.51 Because uncovered PHR system providers do 
not provide medical services to consumers, the motives 
behind offering consumers free access to a PHR system is 
less clear. Although some uncovered PHR system provid-
ers charge health care providers who want to use their PHR 
platform, other uncovered PHR system providers could sell 
the information contained in a consumer’s PHR or use the 
information to sell advertisements targeted at the consumer. 
The World Privacy Forum, a non-profit interest group that fo-
cuses on privacy issues, argues that uncovered PHR system 
providers with access to PHI have an incentive to exploit an 
individual’s information because they have duties to share-
holders to earn a profit and HIPAA does not prevent them 
from using the health information.52

Google Health, which does not charge users, doctors’ 
offices, hospitals, pharmacies, and other companies that 
partner with Google Health, or post advertisements, con-
tends that the company is providing the free service because 
Google’s “primary focus is providing a good user experience 
and meeting our users’ needs.”53 In the future, however, 
Google may decide to use a consumer’s information to direct 
targeted advertisements at the consumer.54 Although this is 
currently prohibited under Google’s privacy policy, the policy 
reserves Google’s right to make changes to the privacy pol-
icy in the future.55 In addition, Google Health has a “search 
the web” toolbar within the platform that contains sponsored 
links within the search results.56

Uncovered PHR system providers are still searching 
for a balance between profits and privacy. On one hand, 
uncovered PHR system providers need to earn a profit on 
their investment. On the other hand, violating their users’ 
trust that their personal information will be kept private 
and secure could undermine their business.

Advantages of Personal Health Records

PHR advocates contend that PHRs are uniquely con-
figured to combat the twin evils that are weakening the 
U.S. health care system—increasing health care costs and 

decreasing quality of health care.57 Because PHRs allow 
health care information to become more accessible to 
consumers and providers, the U.S. health care system will 
operate more efficiently and effectively.

Personal Health Records Decrease Health Care Costs
Many observers contend that U.S. health care costs 

are rising at an unsustainable trajectory.58 In 2007, far 
outpacing peer OECD countries, U.S. health care spend-
ing reached $2.2 trillion, or about $7,421 per resident, 
and accounted for 16.2% of the nation’s GDP.59 The issue 
continues to worsen. In 2006, total health expenditures in-
creased 6.7% from the previous year and increased again 
in 2007 by 6.1%.60 Unless the U.S. health care system 
adopts drastic cost-saving measures, health care costs 
will continue to increase.61

The spillover effects of increasing health care costs can 
have devastating effects on the general public. As a result 
of increasing costs:

many Americans struggl[e] to pay their medical 
bills. Workers complain that they cannot afford high 
premiums for health insurance. Patients forgo rec-
ommended care rather than pay the out-of-pocket 
costs. Employers are cutting back or eliminating 
health benefits, forcing millions more people into the 
ranks of the uninsured. And state and federal gov-
ernments strain to meet the expanding costs of pub-
lic programs like Medicaid and Medicare.62

The U.S. health care system has three main options: 
(1) allow costs to continue to increase, shifting more of 
the cost burden onto the consumer and making health 
insurance unaffordable to more consumers;63 (2) decrease 
costs by decreasing the amount and range of services 
provided to consumers and discouraging the develop-
ment and use of expensive technological advances, or (3) 
decrease costs without sacrificing quality of health care 
by operating the health care system more efficiently. The 
first two options, while less costly in the short-term, could 
have dire long-term consequences on both the economy 
and public health. The third option, in contrast, entails 
incurring short-term costs for long-term benefits.

One reason that U.S. health care costs are rising is 
because the “U.S. health care system is highly fragmented 
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Continued from page 5
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among multiple payers, hundreds of thousands of provid-
ers often functioning in isolation, and patients with differ-
ent levels of private and public coverage or no coverage 
at all.”64 Such fragmentation, which is exacerbated by 
the use of paper-based medical records, increases costs 
for two reasons. First, there are high administrative costs 
because providers must physically store medical records, 
incur duplication costs, and employ staff to act as the 
intermediary between consumers, providers, and payers.65

Second, there are high costs of care because provid-
ers often have an incomplete picture of the consumer’s 
health profile when the provider makes a health care 
decision because the paper-based system scatters a 
consumer’s medical records across providers. The Center 
for Information Technology Leadership (“CITL”), a research 
organization focusing on health information technology, 
conservatively estimated that PHRs could save the U.S. 
health system between $13 billion to $21 billion annually, 
or about 1% of the U.S.’s total health care expenditures in 
2007.66 CITL’s report, however, failed to account for other 
cost-saving spillover benefits. PHRs could reduce the 
approximately $300 billion dollars a year that are spent on 
duplicative or ineffective treatment that does not improve 
patient outcomes.67 In addition, PHRs could reduce the 
cost of medical errors estimated between $17 billion and 
$29 billion annually and medication errors estimated be-
tween $1.56 and $5.6 billion annually.68

PHRs would allow the U.S. health care system to real-
ize efficiencies because “widespread computerization 
could greatly reduce the paperwork burden on doctors 
and hospitals, head off medication errors, and reduce the 
costly repetition of diagnostic tests as consumers move 
from one doctor to another.”69 Therefore, PHRs have the 
potential to be a potent weapon in the struggle to reduce 
costs in the U.S. health care system.

Personal Health Records Improve Health Care Quality
Despite spending more on health as a percentage of 

GDP than any other OECD country,70 the World Health Orga-
nization ranked the U.S. 37th out of 191 countries in terms of 
quality of health care in its 2000 World Health Report.71 In the 
years following, the Institute of Medicine, a non-profit organi-
zation that provides science-based advice on health matters, 
has released several reports that expose the prevalence and 
costs of medical errors in the U.S. health care system,72 and 
criticize the U.S. health care system’s decreasing quality of 
health care,73 and depict the prevalence and costs of medi-
cation errors in the U.S. health care system.74

PHRs would improve the quality of health care for two 
reasons. First, on the consumer side, PHRs empower con-
sumers to become active participants in their health care 
rather than passive bystanders. PHRs provide consumers 
with easier access to their EHRs, and an opportunity to re-
view the EHRs for errors.75 PHRs also allow consumers to 
supplement their medical records with personal informa-
tion, such as allergies and current medications that may 
not be included in their EHRs. To combat the U.S. health 
systems weakness in preventative medicine, PHRs allow 
consumers “to manage their own health care through 
alerts and reminders76 that help to improve medication 
adherence;77 or make appointments to receive recom-
mended screening (e.g., cancer) and immunizations (e.g., 
flu shots);” or track important diagnostic information (e.g., 
glucose levels, blood pressure).78

Second, on the provider side, PHRs provide physicians 
with information and tools that enable them deliver higher 
quality care. When providers have more information about 
a consumer’s health profile, they reduce the likelihood 
of medical errors and adverse drug events, make more 
accurate diagnoses, and prescribe more effective treat-
ments.79 In addition, providers are also able to give pa-
tients customized content to help them manage their own 
care80 and achieve additional administrative benefits by 
being able to electronically handle referrals to specialists.81 
Third, PHRs can help providers monitor a patient’s prog-
ress and prescribe treatment and medications instantly 
over the internet.

Disadvantages of Personal Health Records

PHRs’ greatest strength—accessibility—is also its 
greatest weakness. Although PHRs may decrease health 
care costs and improve health care quality because con-
sumers and providers have more access to information, 
these benefits come at a cost. First, PHRs expose con-
sumers to more risk that their PHI will be wrongly used or 
disclosed. Second, building the infrastructure needed to 
integrate PHRs into the U.S. health care system is a costly 
and risky venture.

Personal Health Records Increase                                           
the Risks to Consumer Privacy and Security

Senator Leahy stated that “[i]n America today, if you 
have a health record, you have a health privacy problem. . 
. . The ability to easily access this information electronical-
ly . . . can be useful in providing more cost-effective health 
care, but it can also lead to a loss of personal privacy.”82 
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Many consumers agree with Senator Leahy. In a recent 
survey, although 79% or more of the public believe using 
an online PHR provides major benefits, 87% to 92% said 
that privacy practices would be essential or significant in 
their decision to sign up for a PHR and 56.8% cited pri-
vacy concerns as the reason for not utilizing PHRs.83

The WPF believes it is both rational and accurate for 
the public to perceive PHRs as a privacy threat for the fol-
lowing reasons:

• Health records in a PHR may lose their privileged 
status.84

• PHR records can be more easily subpoenaed by 
a third party than health records covered under 
HIPAA.85

• Identifiable health information may leak out of a 
PHR into the marketing system or to commercial 
data brokers.

• In some cases, the information in a non-HIPAA 
covered PHR may be sold, rented, or otherwise 
shared.

• It may be easier for consumers to accidentally or 
casually authorize the sharing of records in a PHR.

• Consumers may think they have more control over 
the disclosure of PHR records than they actually 
do.

• The linkage of PHR records from different sources 
may be embarrassing, cause family problems, or 
have other unexpected consequences.

• Privacy protections offered by PHR vendors may 
be weaker than consumers expect and may be 
subject to change without notice or consumer 
consent.86

To alleviate consumers’ privacy concerns, most un-
covered PHR system providers have adopted their own 
internal privacy policies. Under Section 5 of the Federal 
Trade Commission Act, the Federal Trade Commission 
may bring enforcement actions against companies that 
do not adhere to their privacy policies.87 The Altarum 
Institute examined the privacy policies and procedures 
of thirty uncovered PHR system providers and found a 
“wide variation in understanding and implementation.”88 

Altarum concluded that:

• Existing privacy policies are incomplete;

• Consensus requirements for the contents of a PHR 
privacy policy do not yet exist, and many vendors 
appear to have focused instead on security proce-
dures and Internet privacy descriptions;

• Transparency of secondary use of data could be 
greatly improved;

• The majority of vendors reviewed did not reference 
HIPAA;

• Data disposal rules and regulations are ill-defined, 
especially for closed accounts and vendors that go 
out of business; and

• Many specific terms including ‘personal health 
information’ are not defined in the privacy policy or 
related documentation.89

To overcome these flaws, HHS proposed a model PHR 
privacy policy.90 But even if effective privacy policies were 
adopted, uncovered PHR system providers could modify 
their privacy policies without notice and are still not re-
quired by law to adhere to minimum privacy and security 
standards.91 Without such legal baseline, many privacy 
organizations fear that “relying entirely on market forces to 
determine the nature and direction of PHR systems could 
cause personal health information to be exploited for its 
economic value without adequate consumer controls.”92 
Even if an entity is not affirmatively selling health informa-
tion or using it to direct advertisements at the consumer, 
the lack of economic incentives to provide privacy and se-
curity safeguards could allow computer hackers and other 
third parties to illegally obtain personal health information 
and use it for fraudulent purposes, such as medical iden-
tity theft.93 Unless privacy protections are mandated under 
the law, the incentives to use personal health information 
to earn a profit are far stronger than voluntary privacy 
protections.

Setting baseline standards are particularly important 
to the PHR industry because they build trust between the 
consumer and PHR system providers. If there are dispari-
ties between the privacy and security standards of PHR 
system providers and no assurances that PHR system 
providers are bound to provide a minimum standard of 
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privacy and security, consumers may not trust their per-
sonal health information with PHRs.

HIPAA is one such Act that sets baseline security and 
privacy standards on protected health information created 
or maintained by “covered entities,” but many PHR sys-
tem providers are not subject to the security and privacy 
requirements under HIPAA because they are not consid-
ered “covered entities” under HIPAA.94

Transitioning from a Paper-based Medical Records System 
to an Electronic-based Medical Records System Is Costly 

and Risky
Building the infrastructure to transition from a paper-

based medical records system to an electronic-based 
medical records system has high upfront costs. Even if the 
infrastructure is built, the outcome is uncertain whether 
the benefits of decreased health care costs and improved 
health care quality can be realized because the system’s 
success depends on provider adoption and consumer 
utilization rates.

Interoperability means the ability to exchange infor-
mation between consumers, health care providers, and 
public health organizations.95 In other words, all three 
groups have the ability to access the same patient data. 
Although the hope is to use PHR systems as the focal 
point for exchanging patient information, today’s reality 
consists of narrow one-way transactions. For example, 
some health care providers have agreements with PHR 
system providers that limit consumers to only that PHR 
system.96 Not only does this limit the consumer’s choice 
of PHR systems, but also providers may not be able to 
communicate with each other because the information 
contained on many PHR systems are incompatible with 
other PHR systems.97

The cost of making PHR systems interoperable in-
cludes building infrastructure and creating applications 
that provide consumers with the services that they need.98 
PHR infrastructure consists of functions that allow con-
sumers to store and view their health information (e.g., 
data centers, user interfaces, user support, data storage, 
secure messaging).99 PHR applications are any func-
tion within a PHR system that allows consumers to learn 
about, monitor, manage their own health and the health of 
others, and to exchange data with others regarding their 
health and well-being (e.g., smoking cessation manage-
ment, appointment scheduling, and e-visits.).100

Depending on the PHR architectural model,101 the 
acquisition costs could range between $3.7 and $134 

billion dollars and it could take years to realize a posi-
tive net value.102 Even if the infrastructure was built, the 
effectiveness of the system depends on provider adoption 
and consumer utilization rates. Providers may not adopt 
PHRs because they may not have the resources to take 
advantage of the infrastructure and their legal duties on 
using and disclosing information contained in PHRs are 
uncertain.103 Consumers may not utilize PHRs because 
they may not trust their sensitive health information will be 
kept private and secure.104 Therefore, transitioning to an 
electronic-based medical records system that will maxi-
mize the benefits of PHRs is both costly to implement and 
carries an uncertain outcome.

Cost-Benefit Analysis

PHRs are a good fit for the U.S. health care system be-
cause the benefits outweigh the risks.105 First, the advan-
tages of PHRs match the weaknesses currently afflicting 
the U.S. health system, maximizing their potential impact. 
PHRs are promising tools to both (1) decrease costs and 
allow the health system to function more efficiently and 
(2) improve the quality of care. Both of these advantages 
form a symbiotic relationship—as the quality of care 
improves, costs decrease and vice versa. For example, 
higher quality care will resolve issues before they become 
expensive issues or require fewer resources to diagnose. 
As health care costs decrease, the size of the population 
that can afford health care or health care insurance will 
increase and, as a result, they will receive higher quality 
health care.

Second, the disadvantages of PHRs can be resolved 
with federal legislation. For example, the lack of privacy 
and security can be resolved if the federal government 
mandates minimum privacy and security standards. 
Furthermore, once privacy and security was assured, in-
teroperability could be facilitated because medical records 
would be safe.

To overcome these disadvantages, this Article ad-
vocates that Congress amend HIPAA to define all PHR 
system providers as covered entities. Thus, all PHR sys-
tem providers would be required to comply with HIPAA’s 
baseline security and privacy standards. HIPAA would be 
the ideal vehicle to ensure that all PHR system provid-
ers comply with minimum privacy and security standards 
because there are already well-tested regulations and en-
forcement mechanisms in place. The next Part discusses 
the HIPAA framework.
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The Health Insurance Portability and Accountability 
Act Framework

An Overview of HIPAA

On August 21, 1996, Congress enacted the Health 
Insurance Portability and Accountability Act (HIPAA)106 to 
“combat waste, fraud, and abuse in health insurance and 
health care delivery . . . .”107 In furtherance of this purpose, 
HIPAA contained administrative simplification provisions108 
that were intended to promote the “efficiency and effec-
tiveness of the health care system, by encouraging the 
development of a health information system through the 
establishment of standards and requirements for the elec-
tronic transmission of certain health information.”109 Such 
a system envisioned by Congress depends on trust—con-
sumers had to trust that those with access to their per-
sonal health information would keep it private and secure. 
To ensure that those with access to personal health 
information did not violate this trust, HIPAA required the 
HHS Secretary to promulgate privacy and security stan-
dards for “protected health information”110 and also gave 
the Secretary the authority to enforce these standards.111 
Fulfilling this obligation, the Secretary promulgated the 
Privacy Rule, the Security Rule, and the Enforcement Rule 
(collectively, the “Rules”).112

Applicability

Generally speaking, HIPAA imposes strict limitations 
on the disclosure of PHI and requires those with access to 
PHI to adhere to stringent security safeguards to prevent 
disclosure of PHI. However, HIPAA does not apply to 
every person with access to PHI. HIPAA applies only to 
“covered entities.” Covered entity means any (1) health 
plan;113 (2) health care clearinghouse;114 and (3) health care 
provider who transmits health information in connection 
with a transaction covered under HIPAA.115 Because some 
PHR system providers do not fall within the definition of 
a covered entity, they are not obligated to comply with 
HIPAA’s privacy and security requirements.116 Therefore, if 
a consumer discloses PHI to an uncovered PHR system 
provider, the PHR system provider is not required to ad-
here to HIPAA’s privacy and security requirements.

The Privacy Rule

HIPAA authorized HHS to promulgate standards for 
the privacy of PHI if Congress did not enact health care 
privacy legislation by August 21, 1999.117 Despite making 
recommendations to Congress in consultation with the 
National Committee on Vital and Health Statistics and the 
Attorney General.118 Congress failed to pass such legisla-
tion by its self-imposed deadline.119

As a result, in 2000, the HHS issued the first version 
of the HIPAA Privacy Rule.120 For the first time, a floor of 
national protections for the privacy of health information 
was established.121 Shortly after the rule became effective, 
however, HHS was inundated with complaints because 
the Privacy Rule “required covered entities to seek indi-
vidual consent before using or disclosing protected health 
information for routine uses.”122 The prior consent require-
ment created administrative burdens and had unintended 
negative effects on health care quality and access to 
health care.123 For example, the prior consent requirement 
barred pharmacists from filling prescriptions and search-
ing for potential drug interactions before patients arrived 
at the pharmacy.124 In 2002, the Privacy Rule was modified 
to allow uses and disclosures without an individual’s con-
sent for routine uses such as “treatment, payment, and 
health care operations” while “maintain[ing] strong pro-
tections for the privacy of individually identifiable health 
information . . . .”125

Under the HIPAA Privacy Rule, “[a] covered entity may 
not use or disclose [PHI], except as permitted or required” 
by the Privacy Rule.126 The Privacy Rule permits covered 
entities to use or disclose PHI in a few enumerated cir-
cumstances, such as: (1) to the individual;127 (2) for treat-
ment, payment, or health care operations;128 (3) the health 
information is de-identified protected health information;129 
(4) to business associates;130 (5) by law, court order, or for 
public health research;131 and (6) other approved transac-
tions.132 In other circumstances, the individual’s authoriza-
tion is required or the individual must be given an oppor-
tunity to agree or reject the disclosure before the covered 
entity may use or disclose the PHI.133 The Privacy Rule 
requires covered entities to use or disclose PHI under two 
main circumstances: (1) to the individual after a request 
has been made pursuant to HIPAA’s right to access provi-
sions;134 and (2) to investigate or determine the covered 
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entity’s compliance with the Privacy Rule.135 In most 
cases, the disclosure must be limited to the extent neces-
sary to achieve the intended purpose.136

Notably, covered entities may disclose PHI to busi-
ness associates137 and allow a business associate to 
create or receive PHI on its behalf.138 To use a business 
associate, the covered entity must (1) “obtain[] satisfac-
tory assurance[s] that the business associate will appro-
priately safeguard the information” and (2) “document the 
satisfactory assurances . . . through a written contract or 
other written agreement or arrangement with the business 
associate” that satisfied certain requirements under the 
Privacy Rule.139

A HIPAA Privacy Rule violation occurs when a covered 
entity uses or discloses PHI that does not satisfy any of 
the exceptions permitting disclosure. For example, a viola-
tion can be as minimal as discussing an individual’s PHI in 
a hospital elevator or as drastic as allowing backup tapes, 
optical disks, and laptops containing over 386,000 indi-
vidual’s unencrypted electronic PHI to be lost or stolen.141 

The Privacy Rule is not only limited to use and disclosure 
requirements, but also includes administrative require-
ments. Among the administrative requirements, a covered 
entity must: (1) train all members of its workforce on the 
policies and procedures with respect to protected health 
information;141 (2) have in place appropriate administra-
tive, technical, and physical safeguards to protect the 
privacy of protected health information;142 and (3) have 
and apply appropriate sanctions against members of its 
workforce who fail to comply with the privacy policies 
and procedures of the covered entity or the requirements 
of the Privacy Rule.143 For example, in 2009 settlement 
agreement, CVS agreed to pay $2.25 million because the 
pharmacy had violated the administrative requirements of 
the Privacy Rule violations by improperly disposing of PHI, 
failing to train employees how to properly dispose of PHI, 
and failing to maintain and implement a sanction policy for 
employees who did not properly dispose of PHI.144

The Security Rule

HIPAA required HHS to adopt standards to protect 
information while in the custody of covered entities and in 
transit between covered entities and from covered enti-
ties to others.145 In 2003, the HHS Secretary issued the 
final HIPAA Security Rule.146 Similar to the Privacy Rule, 
the Security Rule requires covered entities to protect and 
safeguard PHI.147 The Security Rule, however, applies a 
more comprehensive set of safeguards to only electronic 

PHI, while the Privacy Rule applies a less comprehensive 
set of safeguards to all electronic, oral, or written PHI.148 
Under the Security Rule, covered entities must:

(1)  Ensure the confidentiality, integrity, and availability 
of all electronic protected health information the 
covered entity creates, receives, maintains, or 
transmits;

(2)  Protect against any reasonably anticipated threats 
or hazards to the security or integrity of such 
information;

(3)  Protect against any reasonably anticipated uses 
or disclosures of such information that are not 
permitted or required under [the Privacy Rule; and]

(4)  Ensure compliance with [the Security Rule] by its 
workforce.149

Recognizing that covered entities had varying degrees 
of resources and exposure to security risks, HHS granted 
covered entities flexibility when determining how to imple-
ment the standards under Security Rule.150 The factors are: 
(1) the size, complexity, and capabilities of the covered entity; 
(2) the covered entity’s technical infrastructure, hardware, 
and software security capabilities; (3) the costs of security 
measures; and (4) the probability and criticality of potential 
risks to electronic protected health information.151

To satisfy the four elements under the Security Rule, 
covered entities, taking into account the four factors for 
implementation, have to comply with three main safe-
guards—administrative, physical, and technical.152 To 
satisfy each safeguard, there are standards under each 
safeguard with required or addressable implementation 
specifications to provide guidance to the covered entities.

Administrative Safeguards
The Security Rule defines administrative safeguards as 

“administrative actions, and policies and procedures, to 
manage the selection, development, implementation, and 
maintenance of security measures to protect electronic 
protected health information and to manage the conduct 
of the covered entity’s workforce in relation to the protec-
tion of that information.”153 The administrative safeguards 
provision contains eight standards. The first standard 
under administrative safeguards is that the covered entity 
must “[i]mplement policies and procedures to prevent, de-
tect, contain, and correct security violations.”154 To satisfy 
this standard, a covered entity is required to (1) conduct 
an accurate and thorough risk analysis; (2) implement 
security measures sufficient to reduce risks and vulner-



Michigan IT Lawyer 

12  	Vol. 27, Issue 1   	January 2010

abilities; (3) apply appropriate sanctions against workforce 
members who fail to comply with the security policies and 
procedures; and (4) implement procedures to regularly 
review records of information system activity.155 The other 
standards include identifying the security official who is 
responsible for the development and implementation of 
the policies and procedures;156 implementing policies and 
procedures to ensure that all members of its workforce 
have appropriate access to electronic protected health 
information;157 and others.158

Like the Privacy Rule, the Security Rule contains an 
exception for the business associates of covered enti-
ties.159 The Security Rule “permit[s] a business associate 
to create, receive, maintain, or transmit electronic [PHI] 
on the covered entity’s behalf.”160 To use a business as-
sociate, the covered entity must (1) “obtain[] satisfactory 
assurance[s] that the business associate will appropriately 
safeguard the information” and (2) “document the satis-
factory assurances . . . through a written contract or other 
written agreement or arrangement with  the business 
associate” that satisfied certain requirements under the 
Privacy Rule.161

Physical Safeguards
The Security Rule defines physical safeguards as “physi-

cal measures, policies, and procedures to protect a covered 
entity’s electronic information systems and related buildings 
and equipment, from natural and environmental hazards, and 
unauthorized intrusion.”162 The physical safeguards provision 
contains four standards. Covered entities are required to: (1) 
implement policies and procedures for access to facilities 
that house its electronic information systems;163 (2) imple-
ment policies and procedures for workstation use;164 (3) 
implement physical safeguards for all workstations;165 and (4) 
implement policies and procedures that govern the receipt 
and removal of hardware and electronic media that contain 
electronic PHI.166

Technical Safeguards
The Security Rule defines technical safeguards as 

“the technology and the policy and procedures for its use 
that protect electronic protected health information and 
control access to it.”167 The technical safeguards provision 

contains five standards. Covered entities are required to: 
(1) control access to electronic information systems that 
maintain electronic PHI;168 (2) implement audit controls 
that record and examine activity in information systems 
that contain or use electronic protected health information;169 
(3) implement policies and procedures to protect electronic 
protected health information from improper alteration or 
destruction;170 (4) authenticate the person or entity seeking 
access to electronic PHI;171 and (5) guard against unauthor-
ized access to electronic PHI that is being transmitted over 
an electronic communications network.172

The Enforcement Rule

HIPAA established civil money penalties and criminal 
penalties when a covered entity violates a provision 
in the Act.173 HIPAA delegated HHS to enforce the 
civil money penalties and the U.S. Department of 
Justice to enforce the criminal penalties.174 In 2000, 
HHS further delegated the authority to administer 
and enforce compliance with the Privacy Rule to 
the Office for Civil Rights (“OCR”).175 In 2003, HHS 
delegated the authority to administer and enforce 
compliance with the Security Rule to the Centers 
for Medicare and Medicaid Services (“CMS”).176 The 
public must make complaints to either OCR or CMS, 
or both,177 because “HIPAA itself and the regulations 
adopted to implement its privacy protection contain 
no explicit private right of action, and courts have re-
fused to infer a private cause of action under HIPAA 
for privacy violations.”178 In 2006, the HHS Secretary 
issued the final HIPAA Enforcement Rule to guide 
OCR and CMS in their compliance and enforcement 
activities.179

The Enforcement Rule outlines the process for im-
posing civil money penalties on a covered entity that 
violates HIPAA. First, the Enforcement Rule states 
that OCR and CMS will “seek the cooperation of 
covered entities in obtaining compliance with the ap-
plicable administrative simplification provisions” and 
authorizes them to “provide technical assistance to 
covered entities to help them comply voluntarily with 
the applicable administrative simplification provi-
sions.”180 Second, if a person believes that a covered 
entity has violated a HIPAA provision or rule, a per-
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son may file a complaint with OCR or CMS, who will 
then investigate the complaint.181 Third, even if there 
is no public complaint, OCR and CMS may conduct 
compliance reviews to determine whether a covered 
entity is complying with HIPAA.182 During complaint 
investigations or compliance reviews, covered en-
tities are required to cooperate with investigators, 
provide records and compliance reports, and permit 
access to information needed by investigators.183

If an investigation or compliance review shows a 
HIPAA violation, then OCR and CMS has the discretion to 
resolve the matter through informal means (e.g., demon-
strated compliance, completed corrective action plan, or 
resolution agreements) or formal means (e.g., civil money 
penalties, referral to DOJ for criminal charges).184 Although 
the civil penalties used to be relatively small,185 the Ameri-
can Recovery and Reinvestment Act of 2009186 drastically 
increased the civil money penalties as high as $50,000 per 
violation, not exceeding $1,500,000 annually for identical 
violations.187 The criminal penalties, depending on the se-
verity of the violation, are between $50,000 and $250,000 
or up to 10 years in prison, or both.188

2008 HHS Guidance on Personal Health Records

Uncovered PHR system providers want their users 
to have access to EHRs held by covered entities, but 
HIPAA prohibits covered entities from sharing this infor-
mation with uncovered PHR system providers. One way 
to circumvent this barrier is for covered entities to sign a 
formal agreement with uncovered PHR system providers 
that makes them the covered entities’ “business associ-
ates” as defined under HIPAA regulations.189 Such busi-
ness associations allow covered entities to share EHRs 
with uncovered entities as long as they receive adequate 
assurances in writing that they will comply with HIPAA.190 
For example, the Cleveland Clinic and Google Health have 
signed an agreement that allows the clinic’s EHRs to be 
accessed through Google Health.191

On December 15, 2008, the OCR issued a guidance 
confirming that covered entities could hire an uncovered 
PHR system provider as a business associate to administer 
a PHR or perform other PHR-related services or functions.192 
HHS’s rationale was that “the Privacy Rule supports individu-
als’ use of PHRs as a mechanism to facilitate access to, and 
control over, their health information.”193

American Recovery and Reinvestment Act of 2009

On February 17, 2009, Congress passed the Ameri-
can Recovery and Reinvestment Act of 2009 to revitalize 
the American economy. Title XIII of ARRA promotes the 
use of health information technology to decrease the health 
care costs that is both crippling the government’s medical 
services (Medicare and Medicaid) and making health care 
unaffordable to many Americans. Because health information 
technology utilizes EHRs and PHRs, ARRA seeks to improve 
and clarify HIPAA’s privacy and security provisions.

ARRA can be organized into two parts. The first part 
applies to covered entities and their business associates. 
ARRA provides that HIPAA’s privacy and security stan-
dards apply equally to both covered entities and business 
associates.194 The new privacy and security safeguards 
are: (1) covered entities must notify individuals of PHI 
breaches (business associates must notify covered enti-
ties);195 (2) individuals are allowed to restrict a covered 
entity from disclosing PHI;196 (3) covered entities and 
business associates are required to provide a record of all 
PHI disclosures;197 (4) covered entity or business associate 
are prohibited from selling EHRs or PHI;198 and (5) covered 
entities and business associates are limited in their ability 
to provide marketing services based on their PHI.199

The second part applies to uncovered PHR sys-
tem providers, or “vendors of PHRs” as defined under 
ARRA.200 ARRA provides that vendors of PHRs and other 
non-HIPAA-covered entities are required to notify individu-
als when there has been a breach of their PHR identifiable 
health information.201

Revising HIPAA to Cover Personal Health Records

Problems with the Current HIPAA Framework

Despite ARRA’s attempt to improve privacy and se-
curity safeguards, the Act failed to address all of HIPAA’s 
privacy and security weaknesses, and may have undercut 
the viability of the commercial PHR industry. There are 
four major problems with the current HIPAA framework. 
First, some uncovered PHR system providers may still be 
able to avoid HIPAA’s privacy and security standards. Al-
though crafters of HIPAA, enacted in 1996, likely could not 
have foreseen the proliferation of PHRs by uncovered enti-
ties through the internet, which first appeared in 1999, the 
crafters of ARRA knew the extent and potential of PHRs. 
Despite this knowledge, uncovered PHR system providers 
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can still avoid the definition of PHR because it must be 
primarily managed, shared, or controlled by or for the indi-
vidual.202 This definition could be circumvented when, for 
instance, an individual’s personally identifiable information 
is maintained electronically by someone else, such as a 
family member who is compiling a family health history.

Second, even if an uncovered PHR system provider 
is deemed to be a “vendor of PHRs” under ARRA, the 
uncovered PHR system provider is still not subject to 
HIPAA’s minimum privacy and security safeguards, but 
only must provide notification to the individual of a breach 
after the harm has already occurred.203 Instead, all PHR 
system providers, whether uncovered or covered, should 
comply with HIPAA’s privacy and security safeguards.

Third, ARRA provides statutory confirmation that cov-
ered entities can hire uncovered PHR system providers 
as business associates and disclose a consumer’s PHI 
to the business associate, as long as business associ-
ates agree to comply with HIPAA’s privacy and security 
standards.204 Congress’s acceptance of the ability of 
covered entities form business associate relationships 
with uncovered PHR system providers, however, may 
stifle competition and innovation in the PHR industry. 
The use of business associations causes division within 
the PHR industry because PHR system providers com-
pete for contracts by offering the most beneficial terms 
to covered entities, rather than competing by allowing 
consumers to choose the PHR system provider that of-
fers the best product.

Furthermore, Congress’ reliance on business associ-
ate relationships will inhibit interoperability within the 
U.S. health care system because it promotes the use of 
system-specific representations of medical information 
that are incompatible with other PHR systems.205 For 
example, because the Mayo Clinic and the Cleveland 
Clinic have business associate relationships with differ-
ent PHR system providers, a consumer who has EHRs 
at both clinics may not be able to access their EHRs 
through the same PHR system provider and may not be 
able to transfer their records between the two provid-
ers. Due to the lack of interoperability, once a busi-
ness associate relationship is formed, the relationship 
is difficult to unwind because EHRs would have to be 
transferred between two incompatible systems.206

Instead of limiting a consumer’s access to their health 
information based on a business associate relationship, all 
PHR system providers should be deemed covered enti-
ties. This would allow covered entities to share an indi-
vidual’s PHI, upon consent, with the now-covered PHR 
system provider that the consumer chooses, not the PHR 
system provider selected by their health care provider.

Fourth, ARRA’s increased civil money penalties for 
HIPAA violations,207 clarification of the criminal penal-
ties,208 accounting rules that require covered entities and 
business associates to maintain a record of all uses and 
disclosures of an individual’s PHI,209 and patient controls 
over the extent of the data that may be used or dis-
closed,210 may have a chilling effect on the portability of 
PHR industry. The severity, complexity, and inflexibility of 
some ARRA provisions may “cause many physicians, hos-
pitals, laboratories, and other parties to reevaluate their 
participation in fledgling [regional health information orga-
nizations] and health information exchange efforts, leaving 
them dependent on exchange of paper records.”211

The current HIPAA framework fails to strike a balance 
between accessibility, privacy, and innovation. The next 
section seeks to correct the imbalance and proposes that 
Congress should amend HIPAA to require all PHR system 
providers to comply with HIPAA.

Model Legislation

Kirk J. Nahra, an attorney who specializes in privacy 
and information security litigation and counseling, con-
cluded that: “[t]he market for health information technol-
ogy is not waiting for final rules to develop [and] most of 
the relevant questions will need to be resolved through 
legislation, as there is no obvious regulatory vehicle to 
institute broad changes.”212 In other words, Congress 
should act diligently to bring all PHRs within government 
regulation before the infrastructure of PHR systems is 
solidified. If Congress waits until PHR system providers 
are anchored in their ways, Congress will create unneces-
sary costs and further disrupt consumer confidence in the 
stability of PHRs. Worse, if Congress waits to react to a 
major PHR privacy or security breach, consumer trust in 
the PHR industry could be irreparably damaged.

This Article proposes model legislation that Congress 
should adopt to require all PHR system providers to 
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comply with HIPAA. The purpose of the model legislation 
is to allow the U.S. health care system to fully exploit the 
benefits offered by PHRs, while facilitating trust between 
PHRs and consumers by establishing minimum privacy 
and security standards.

The model legislation contains two primary compo-
nents—(1) redefining “personal health record” and “elec-
tronic health record,” and adding the definition “personal 
health record system provider,” and (2) adding “personal 
health record system provider” to HIPAA’s list of entities 
that are defined as “covered entities.”

First, Congress or HHS should redefine “personal 
health record,” “electronic health record,” and add the 
definition of a “personal health record system provider.” 
HHS may be a more effective author of the definitions 
because it is more adept at collaborating with the PHR 
industry and consumer groups and the definition is easier 
to amend in light of the ever-evolving characteristics of 
PHRs. When drafting the definition, lawmakers should 
adopt a broad definition because it will ensure that all 
PHR system providers will fall under HIPAA. Too narrow or 
vague of a definition, like the one adopted by Congress, 
could create loopholes in which PHR system providers try 
to avoid falling under HIPAA. Allowing some PHR system 
providers to fall outside HIPAA could have negative con-
sequences on the entire PHR industry because it creates 
consumer confusion and mistrust. Therefore, the following 
definitions should be added to HIPAA:

The term “personal health record” means any elec-
tronic record, other than an “electronic health re-
cord,” that allows an individual to view one or more 
of the following:

(1) Individually identifiable health information213 
created or maintained by a covered entity; or

(2) Individually identifiable health information cre-
ated or maintained by any individual.

The term “electronic health record” means any elec-
tronic record created or maintained by any health 
care provider.

The term “personal health record system provider” 
means any entity, other than (1) a health plan; (2) a 
health care clearinghouse; or (3) a health care pro-
vider who transmits any health information in elec-
tronic form in connection with a transaction covered 
under the Privacy Rule (as defined under 45 C.F.R. § 

160.103), that provides individuals the ability to  ac-
cess “personal health records.”

Second, Congress should amend HIPAA to add “per-
sonal health record system providers” to the list of entities 
that are defined as “covered entities.”214 Because all PHR 
system providers are considered covered entities, this would 
eliminate the need to rely on business associates to interface 
with consumers. Eliminating business associates would al-
low consumers more freedom and flexibility to choose their 
PHR system providers because covered entities are not 
forced into contracts with business associates.

If this model legislation is enacted, all PHR system 
providers that satisfy the broad definitions of PHRs would 
be required to comply with HIPAA’s privacy and security 
safeguards. This would allow the U.S. health system to 
exploit the advantages of PHRs by making PHRs acces-
sible, interoperable, and portable, while minimizing their 
potential adverse impacts on an individual’s privacy.

Weaknesses in the Model Legislation:                                  

Is Expanding HIPAA Coverage a Good Idea?

This Article proposes to expand the scope of HIPAA 
to regulate all PHR system providers. Expanding HIPAA’s 
scope, however, may not be prudent because the agen-
cies in charge of enforcement, OCR and CMS, are already 
overburdened, and in some cases, ineffective in their abil-
ity to deter and detect HIPAA violations.

In 2008, the Office of the Inspector General reported 
that CMS, the agency in charge of enforcing the Secu-
rity Rule,215 was failing to satisfy its duties. First, “CMS 
had taken limited actions to ensure that covered entities 
adequately implement the HIPAA Security Rule. These 
actions had not provided effective oversight or encour-
aged enforcement of the HIPAA Security Rule by covered 
entities.”216 Second, “CMS had not conducted any HIPAA 
Security Rule compliance reviews of covered entities. To 
fulfill its oversight responsibilities, CMS relied on com-
plaints to identify any noncompliant covered entities that 
it might investigate.”217 Third, “CMS had not implemented 
proactive compliance reviews and therefore had no ef-
fective way to determine whether covered entities were 
complying with HIPAA Security Rule provisions . . . [n]or 
did CMS know how vulnerable protected health informa-
tion was to attack by individuals intent on accessing and 
misusing protected health information.”218 Because CMS’s 
enforcement mechanisms are inadequate, an expansion 
of HIPAA’s scope may not be a prudent action.
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OCR, the agency in charge of enforcing the Privacy 
Rule,219 also may not be in a position increase the number 
of entities that it must regulate. Although the OIG has not 
investigated OCR’s enforcement of the Privacy Rule, several 
statistics indicate that the OCR could not handle an increase 
in the number of cases. For example, the number of com-
plaints has increased from 6,534 in 2004 to 8,142 in 2007;220 
the total number of resolutions has drastically increased from 
1,516 in 2003 to 9,280 in 2008;221 and 14% of all complaints 
remain open.222 Expanding the number of entities that must 
be regulated by both CMS and OCR may dilute their ability 
to detect and deter HIPAA violations.

Alternatives to Amending HIPAA to Regulate          
Personal Health Records

If Congress decides not to amend HIPAA to cover all 
PHR system providers, there are several other alternatives 
that strike a balance between accessibility and privacy.

Administrative-led Solutions

Although HIPAA may need to be amended, the Cen-
ter for Democracy and Technology (“CDT”), a non-profit 
organization that promotes internet openness, warns that 
Congress should not have a dominant role in regulating 
PHRs because PHRs are continually evolving and innovat-
ing.223 If Congress enacted broad legislation that brings 
all PHRs under HIPAA, it could exacerbate privacy and 
security concerns because it can not flexibly respond to 
new PHR industry developments.224

Rather than Congress dictating “one size fits all” 
terms, CDT proposed that government agencies be 
tasked with the responsibility to implement “precisely 
tailored policy solutions that are context and role-based 
and flexible enough to both encourage and respond to 
innovation.”225 For example, HIPAA was intended to apply 
to EHRs, “which are created and controlled by health care 
providers for purposes of treatment and care manage-
ment.”226 As a result, HIPAA may not be effective in regu-
lating PHRs “which are often created by and controlled by 
consumers and held by third party data stewards outside 
the health care system.”227

To achieve this, Congress could enact legislation 
that gives a broad mandate to agencies to promulgate 
privacy and security regulations for different “technol-
ogy platforms and business models.”228 For example, 
Congress could delegate HHS to strengthen the privacy 
and security regulations that apply to covered entities as 
defined under HIPAA, while the Federal Trade Commission 
could set the privacy and security regulations that govern 
internet-based PHR system providers.229

Self-Regulatory Organizations or Certification

Uncovered PHR system providers currently regulate 
themselves using their internally-adopted privacy poli-
cies. The problem is that these privacy policies can be 
easily modified to suit their means. Two alternatives that 
provide more accountability than self-regulation, but are 
less intrusive than government regulation is for uncovered 
PHR system providers to either establish a self-regulatory 
organization (“SRO”) or a certification process.

First, PHR system providers could establish an SRO 
that requires its members to comply with standards that 
are identical or similar to HIPAA.230 The ideal SRO would 
also have teeth. Like the federal government’s civil and 
criminal penalties, the SRO must have the ability to 
impose corrective actions, money sanctions, suspen-
sion orders, or expulsion orders on members who do not 
comply with the SRO’s standards. The benefits of an SRO 
are that it reduces government regulatory costs, uses 
regulators that are more familiar with industry practices, 
and provides more flexible regulation. On the other hand, 
there is a risk that an SRO will cater to the PHR industry’s 
interests and provide lax regulations.

Second, similar to creating an SRO, an independent 
organization could certify PHR system providers that 
comply with certain standards that are similar or identical 
to HIPAA.231 For example, the certifying organization could 
require that the PHR system providers adopt a privacy 
policy that parallels HIPAA’s standards to receive certifi-
cation.232 The certifying organization should also have an 
audit and inspection function to ensure that PHR system 
providers are complying in practice and not just on-paper. 
As long as there is a continuous audit and inspection 
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function, consumers and providers would be able to trust 
the PHR system providers that satisfied the requirements 
for certification.

The Certification Commission for Healthcare Informa-
tion Technology, a non-profit organization that already 
certifies EHR systems used by providers, has developed 
draft criteria to certify PHRs.233 The criteria for certification 
has not been finalized, but would most likely have to meet 
seven privacy safeguards (consent, controlling access to 
your information, conditions of use, amending the record, 
account management, document import, and data avail-
ability) and standards in three other categories (security, 
interoperability, and functionality).”234

On one hand, certification may provide consumers 
with the assurances that they need to overcome their pri-
vacy and security fears about PHRs.235 In addition, certifi-
cation may promote certain industry-wide goals, such as 
interoperability.236 On the other hand, certification may not 
be a good idea for two main reasons. First, certification 
might “stifle innovation” because it would narrowly define 
the essential characteristics of a certified PHR.237 Second, 
certification is a costly process that may create high barri-
ers of entry, especially for small start-ups.238

State Law Preemption

If Congress fails to act, states have the authority to 
set privacy and security standards that are more strin-
gent than the minimum federal standards under HIPAA.239 
States have used their right to enact more stringent 
standards to fill in HIPAA’s gaps in other places, such as 
prohibiting the use and disclosure of PHI pertaining to 
HIV/AIDs, mental health, and genetic information, and 
could use it again to prohibit the disclosure of PHI held by 
third parties.240

Two states, Arkansas and California, have enacted 
legislation that protects the information contained on 
PHRs.241 In 2007, California enacted legislation that pro-
hibits third parties from using or disclosing health informa-
tion without the individual’s consent.242 Specifically, under 
California’s Confidentiality of Medical Information Act:243

[a]ny business organized for the purpose of main-
taining medical information in order to make the in-
formation available to an individual or to a provider 
of health care at the request of the individual or a 
provider of health care, for purposes of allowing the 
individual to manage his or her information, or for 
the diagnosis and treatment of the individual, shall 

be deemed to be a provider of health care subject to 
the requirements of [the Act].244

At first glance, some PHR system providers that are 
considered noncovered entities under HIPAA may fall 
within this definition and would be subject to the confi-
dentiality and enforcement provisions under the Act.245 
If the PHR provider does not comply, California also 
prescribes civil and criminal penalties.246 However, the 
California HealthCare Foundation pointed out that the 
Act applies only to entities “organized for the purpose of 
maintaining medical information” which means “[i]n the 
context of personal health information custodians, this 
means it is possible—even likely—that some custodian 
models would fall wholly outside of existing regulatory 
authority.”247 In sum, if Congress is unwilling, states could 
take legislative action to bring PHR system providers 
under state privacy and security regulations.

Health Record Banking

Another emerging approach to consumer-oriented 
health record management is health record banking.248 
Health record banking is when a consumer selects an 
organization to serve as the custodian for a consumer’s 
health records EHRs.249 The consumer elects the personal 
health information that the provider may transmit into 
the account.250 The consumer has a right to access the 
consumer’s account anytime and anywhere, in addition 
to determining which providers may access all or part of 
their records.251

Because health record banking uses a trustee-based 
model, the consumer is given stronger privacy assur-
ances.252 Like PHRs, health record banking gives the 
consumer control over their personal health informa-
tion—consumers can choose which medical records are 
deposited in their account and which medical records a 
certain provider may view. Unlike PHRs, however, health 
record banking presents less privacy concerns because 
“[c]onfidentiality is protected by a trust agreement that 
governs further distribution of data, but is assured only to 
the extent that the trustee lives up to its fiduciary respon-
sibilities.”253 Security issues, however, remain because 
“trustees of large data sets may be attractive targets for 
hackers.”254

Given the amount of money that the PHR system 
providers have invested, PHR systems are likely here to 
stay. The best solution is to provide consumers with the 
most options and allow commercial Darwinism to choose 
the victor. Increased competition may force PHR system 
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providers and health record banks to engage in a race-
to-the-top for offering privacy and security protections to 
consumers.

Conclusion

The U.S. health care system presents an interest-
ing dichotomy: it uses some of the most state-of-the-art 
technology and equipment, yet its medical records system 
is still paper-based. Although PHRs can both increase the 
health care system’s efficiency and empower consumers, 
they also expose consumers to the risk of privacy breach-
es. In 2009, Congress finally recognized that health care 
privacy and security needed to be strengthened, but failed 
to provide the full privacy and security protections needed 
by consumers. To adequately combat privacy and security 
threats, Congress should amend HIPAA to extend to all 
PHR system providers. 

* J.D. Candidate, 2009, The George Washington University 
Law School; B.A., 2006, The George Washington Univer-
sity.
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C.F.R. § 160.103 (defining “health plan”).

114  Health care clearinghouse means a public or private 
entity, including a billing service, repricing company, 
community health management information system 
or community health information system, and 
“value-added” networks and switches, that does 
either of the following functions: (1) Processes or 
facilitates the processing of health information 
received from another entity in a nonstandard 
format or containing nonstandard data content into 
standard data elements or a standard transaction; 
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115 42 U.S.C. § 1320d-1(a) (discussing HIPAA’s 
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com (last visited Jan. 16, 2009) (health record bank).

250 williaM a. yasnoff, HealtH reCord banKing allianCe 
1–3 (2006), link at http://www.louhie.org/Downloads/
HRBA%20Principles%20Final%20Draft%20May%20
07.pdf; see generally William A. Yasnoff, Electronic 
Records Are Key to Health-Care Reform, bus. wK., 
Dec. 19, 2008; Health Record Banking Alliance, http://
www.healthbanking.org (last visited Jan. 16, 2009).

251 yasnoff, supra note 250, at 1–3.

252 Terry & Francis, supra note 30, at 723.

253  Id.; Paul T. Kostyack, Note, The Emergence of the 
Healthcare Information Trust, 12 HealtH Matrix 393, 
435–47 (2002) (“The concept of fiduciary is central 
to the concept of a Healthcare Information Trust [(i.e. 
health record bank)] and is its major advantage over 
other market players that might play this role. The 
trustee, when assigned the assets of the trust (i.e., 
individually identifiable healthcare information) would 
be obligated to make the trust property productive 
for the benefit of the trust beneficiary. The trustee’s 
obligation . . . is oriented only toward the interests of 
the beneficiary.”).

254 Terry & Francis, supra note 30, at 723.
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Unfortunately, it is difficult to find laws supporting the 
proposition that ideas, in and of themselves, deserve pro-
tection. It appears even more difficult to find mechanisms 
for enforcement of an idea. Although difficult, it is not 
impossible, and it may be time to enact further protec-
tions for ideas and more stringent causes of action to 
enforce them. In order to do so, however, a question must 
be answered – what’s in an idea?

Traditionalists may agree with Arnold H. Glasgow, who 
said: “An idea not coupled with action will never get any 
bigger than the brain cell it occupied.” Copyright law’s 
requirement that there be an expression of the idea in a 
tangible form seems to support such a view. However, 
let’s face it – we are an idea economy. As such, I tend to 
agree with Owen Laughlin, who said: “Money never starts 
an idea. It is always the idea that starts the money.” To 
this end, every aspiring artist fears that his or her creative 
idea will be stolen. Often, aspiring artists will submit their 
ideas to established television studios, authors, or musi-
cians without fully developing the idea into a completed 
form, whether that form is a screenplay, novel, or demo 
tape. While media companies often state that they do not 
accept unsolicited ideas, artists often later notice, to their 
horror, that their idea has been used to create a profitable 
television show, book, or song. Since the idea has yet to 
be fully realized into a tangible form, the idea is not pro-
tected by common law copyright, sometimes known as a 
“poor man’s copyright.”

Clients often ask me whether copyright law protects 
against the misappropriation of their ideas. Unfortunately, 
and often to their dismay, I must explain that copyright 
law does not protect against the theft of ideas, but rather 
only the theft of the expression of those ideas. Many 
states, however, have tort or contract causes of action 
that can help protect a creative artist against the theft of 
an idea that has been sufficiently developed and present-
ed to a producer or company for sale. These causes of 
action include misappropriation, implied-in-fact contracts, 
and breach of confidence or confidentiality.

The first of these causes of action is the tort of misap-
propriation. A claim for misappropriation typically exists 

where a defendant takes an original or novel idea from 
another. The idea must be original or novel because non-
novel or unoriginal ideas are not considered protectable 
as “property.” See Nadel v. Play-By-Play Toys & Novel-
ties, Inc., 208 F.3d 368, 378 (2d Cir. 2000). Additionally, 
there must be a legal relationship between the parties, 
in essence, a fiduciary relationship of trust or a relation-
ship based on an express or implied-in-fact contract. 
See McGhan v. Ebersol, 608 F. Supp. 277, 284 (S.D.N.Y. 
1985), citing Vantage Point, Inc. v. Parker Bros., 529 F. 
Supp. 1204, 1216-1217 (E.D.N.Y. 1981), aff’d mem. sub 
nom., Vantage Point, Inc. v. Milton Bradley, 697 F.2d 
301 (2d Cir. 1982). As New York courts have recognized, 
the states will “afford protection to persons who… have 
disclosed their ideas to others in the expectation that the 
idea would be used, and the use compensated.” Vantage 
Point, Inc. v. Parker Brother, Inc., 529 F. Supp. 1204, 1216 
(E.D.N.Y. 1981), aff’d without op. sub. nom. Vantage Point, 
Inc. v. Milton Bradley, 697 F.2d 301 (2d Cir. 1982). Since 
a misappropriation claim requires a relationship between 
the parties, it is unclear what benefit, if any, this separate 
cause of action presents outside of a typical implied-in-
fact contact claim.

A number of cases have also found protection 
for ideas through contract law. Most notably, Justice 
Traynor’s dissent in Stanley v. Columbia Broadcasting 
System stated that “[t]he policy that precludes protec-
tion of an abstract idea by copyright does not prevent its 
protection by contract.” The California Supreme Court in 
Desny v. Wilder later adopted Traynor’s Stanley dissent as 
law. Subsequent case law iterations of the law of con-
tracts as applied to ideas have limited the protection of 
ideas to implied-in-fact contracts and not implied-in-law 
contracts. This distinction exists because implied-in-fact 
contracts are actual agreements between two parties that 
are established by looking to the conduct of the parties, 
as opposed to implied-in-law contracts that are simply 
imposed to prevent the unjust enrichment of a party. 

Wrench, LLC v. Taco Bell is one such implied-in-fact 
contract case. In Wrench, Thomas Rinks and Joseph 
Shields, members of Wrench, created a cartoon char-
acter named “Psycho Chihuahua.” This character was 
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described as a “clever feisty dog with an attitude.” Rinks 
and Shields attended a licensing trade show in 1996 
where two Taco Bell employees approached them and 
expressed an interest in the character.

After the trade show, the Taco Bell employees began 
promoting the Psycho Chihuahua character within Taco 
Bell. Rinks and Shields sent a number of promotional 
items to the company, including t-shirts, hats, stick-
ers, and art boards. The two Taco Bell employees soon 
decided that it would be better to use a live dog that 
would be manipulated by computer graphics, instead of 
the cartoon character, and they discussed what it would 
cost Taco Bell to license and use the character. Wrench 
eventually sent a licensing proposal to Taco Bell, which 
was ultimately rejected.

In 1997, Taco Bell hired a new advertising agency, 
which presented an idea for a new commercial in which 
a male Chihuahua would pass up a female for a burrito 
from Taco Bell. The agency said that it had conceived of 
the idea when a few of its employees were eating Mexican 
food at a café and saw a Chihuahua walk by. Taco Bell ul-
timately aired its commercials containing the now famous 
Chihuahua in the United States in 1997, and Wrench 
brought suit against Taco Bell in Michigan shortly thereaf-
ter, alleging an implied contact in fact.

The decision in this case hinged upon whether 
Wrench’s idea could properly be considered “property.” 
The 6th Circuit Court of Appeals found that the Copyright 
Act did not preempt Wrench’s state law claims. More im-
portantly, the court found that an implied contact claim for 
the theft of an idea does not require the plaintiff to prove 
the novelty of the idea. Prior to this decision and as stated 
above, cases from other circuits had held that a plaintiff 
must prove the novelty of his idea because there can be 
no consideration for an implied promise to pay if the idea 
is not, in fact, “property.” The 6th Circuit Court of Appeals 
found that an idea does not have to be novel or unique 
in order to constitute consideration for an implied-in-fact 
contract and, therefore, the trial court erred in dismissing 
the suit on the grounds that the plaintiff’s idea was not 
novel.

Additionally, courts have recognized a cause of action 
for a breach of confidentiality to protect ideas. The prin-
ciple case that established this doctrine is Thompson v. 

California Brewing Co. 150 Cal. App. 2d 469, 310 P.2d 436 
(1957). In Thompson, the plaintiff submitted a letter to the 
California Brewing Company that recommended that they 
market beer under two different labels to two different au-
diences: one for men and the other for women. The court 
held that while the letter did not create a fiduciary rela-
tionship between the two parties, a fiduciary relationship 
is not necessary to assert a cause of action for a breach 
of confidence. Under Thompson’s reasoning, a cause of 
action for a breach of confidentiality can be established 
by showing (1) that the idea was disclosed in confidence 
under circumstances that show that the recipient of the 
idea knew that it was intended to be confidential, (2) that 
the recipient of the idea accepted the idea on the basis 
that it was confidential and consented to keep it confiden-
tial, and (3) that the recipient violated that confidence. See 
4-19D Nimmer on Copyright § 19D.05. As with misap-
propriation law, some commentators have argued that a 
cause of action for breach of confidentiality or confidence 
is unnecessary because the situations to which this cause 
of action would be applicable also support a claim for an 
implied-in-fact contact. Regardless, the breach of confi-
dentiality cause of action is another method by which indi-
viduals can protect their ideas outside of copyright law.

Even though copyright law cannot protect ideas, 
plaintiffs can still seek redress for the theft of their ideas 
under state tort or contract law. Whether through theories 
of misappropriation, implied-in-fact contracts, or breach 
of confidentiality, plaintiffs may have a remedy that lies 
outside of the traditional intellectual property realms of 
trademark law, copyright law, trade secret law, and patent 
law. While I remain of the belief that these traditional laws 
and the benefits they provide should remain, I want you to 
be aware of the protections available to ideas under the 
right circumstances. 

Brian Hall is a Partner at Traverse Legal, PLC in Tra-
verse City, MI, and John Di Giacomo is an Associate with 
Traverse Legal, PLC. Mr. Hall and Mr. Di Giacomo practice 
in the areas of trademark, copyright, trade secret, and 
Internet law. Mr. Hall and Mr. Di Giacomo can be reached 
at (231) 932-0411, or by email at brianhall@traverselegal.
com and john@traverselegal.com respectively. 
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Counsel
Health Alliance Plan
2850 W Grand Blvd
Detroit, MI  48202

P: (313) 664-8106
E: jdunk@hap.org

 

	What is the name of your firm/corporation/employer? Health Alliance Plan of 
Michigan

	What is your area of practice? Corporate and regulatory health care; insurance; 
information technology

	When did you first become involved with the Section? 2009

	Where did you grow up? Brighton, MI when Brighton was a very small town.

	Where else have you lived? Detroit and Steubenville, Ohio (home of Dean Martin 
for those of you who went to grade school with the dinosaurs).

	Where did you attend undergraduate and law school? Undergrad – Michigan 
State; law school – MSU Law School (when it was called Detroit College of Law).

	What was your undergraduate major? Accounting and Finance

	What are your hobbies, other interests? Running, golf, reading, and cross stitch

	Favorite restaurant?  Carrabba’s

	Last vacation? Trinidad, Colorado

	Who is your hero? (a parent, a celebrity, an influential person in one’s life) My 
brother Bill who passed away in 2008

	If you had to describe yourself using four words, they would be… determined 
to be happy!

	What is your favorite movie of the past ten years? Love Actually

	What do you like to do most with a free hour? Run or read

	What e-mail can Section members use to contact you? jdunk@hap.org

	A short comment on why you became involved with the Information Law 
Technology Section:  Information Technology work is my favorite part of my 
practice.  I enjoy the complexity of the technology, using my knowledge to help 
clients through complex contract development and post contract issues.  The section 
offers support to my practice and it’s nice to know there are other “geeks” out there 
like me who enjoy the work.
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Publicly Available Websites 
for IT Lawyers

Following are some publicly available websites relating 
to varying aspects of information technology law prac-
tice. Some of these websites require payment for certain 
services.  Neither the State Bar of Michigan nor the IT Law 
Section endorses these websites, the providers of the 
website, or the goods or services offered in connection 
therewith.  Rather these websites are provided for infor-
mation purposes only and as possible useful tools for your 
law practice.

Please provide any feedback or recommendations for 
additional websites to brianhall@traverselegal.com or 
michael@gallo.us.com.  

Copyright Resources

• http://www.copyright.gov/ - Provides access to 
the United States Copyright Office and includes 
information relating to copyright law, access to 
registration services, and other information

• http://copyright.cornell.edu/resources/public-
domain.cfm - Offers a table outlining they type of 
copyright, the copyright term, and what is in the 
public domain

• http://www.utsystem.edu/ogc/intellectualProperty/
dmcaisp.htm - Provides instructions regarding 
compliance with the Digital Millennium Copyright 
Act

• http://www.copyscape.com/ - Allows a user to 
search for copies of a web page and plagiarism of 
the same

• http://www.tineye.com/ - Allows a user to submit 
an image and learn information relating to it, in-
cluding where it might be used on the Internet

• http://fairuse.stanford.edu/ - Contains information 
relating to copyright fair use law, especially as it 
pertains to the educational and library services

2010 Edward F. Langs 
Writing Award

Essay Competition Rules

1. Awards will be given to up to three student es-
says, which in the opinion of the judges make 
the most significant contribution to the knowl-
edge and understanding of information technol-
ogy law.  Factors to be taken into consideration 
include:  originality; timeliness of the subject; 
depth of research; accuracy; readability; and the 
potential for impact on the law.

2. Essay must be original, deemed to be of pub-
lishing quality, and must not have been submit-
ted to any other contest within the previous 12 
months.

3. Essay must be typed, double spaced, at least 
ten pages in length, must contain proper cita-
tions listed as either endnotes or footnotes, and 
must have left, right, top, and bottom margins of 
one inch.

4. Essay must include the submitter’s name, e-mail 
address, mailing address, telephone number, 
and school attended.

5. A total of $1,500 in US dollars shall be divided 
between the award winning essays, and all 
rights to award winning essays shall become the 
property of the State Bar of Michigan.

6. The Information Technology Section of the State 
Bar of Michigan reserves the right to make 
editorial changes, and to publish award winning 
essays in the Section’s newsletter, the Michigan 
IT Lawyer.

7. Essay must be submitted as a Microsoft Word 
document, postmarked by June 30, 2010, and 
emailed to dsyrowik@brookskushman.com.
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