
This is Fred Schuchman, recently elected Chair of 
the Computer Law Section. I am excited about the op-
portunity to work with, and for, all of you and wanted 
to share my goals for the coming year. 

I am looking to increase Section membership, es-
pecially targeting recently admitted attorneys for mem-
bership in the Section. I would like to formalize a pro-
cess for electronic networking that will connect Section 
members who have questions or concerns related to the 
practice and business of law, and I pledge to continue 
the practice of past Chairs by combining educational 
and business agendas at our meetings.

Computer Law is hot and topical, and our Section, 
and the practice of law, will benefi t from an infl ux of 
attorneys willing to keep pace with the constant 
changes in this evolving area of law. 
Many section members, myself includ-
ed, learned the value of a computer, and 
later the Internet, while already practic-
ing law. However, there is a new genera-
tion of attorneys with a different view of 
computers and the Internet, as they were 
educated with computers and the Internet as 
an integral part of their lives.

Our Section, and the practice of law, 
needs to attract these attorneys and learn from 
their views as Computer Law develops both 
substantively, with the recent issues on privacy, 
electronic contracting, e-commerce and fi le-
sharing, and procedurally, with electronic fi ling 
and cyber courts. That will be a priority for me 
during the coming year.

Similarly, I would like to increase our networking 
of members by setting up a process for communicating 
through our section and council listservs. The practice, 
and business, of law often leaves us with questions that 
other members of the Section could readily answer. 
I would like to encourage communication and net-
working between and among section members, while 
not overburdening us with too many unreasonable 
requests. 

Finally, I would like to follow the work of our pre-
ceding chairs in having a speaker at most section meet-
ings. Our section members have always been generous 
with their time and talents in sharing their insights into 

new and topical areas of law. I hope to continue 
upon that tradition. 

I am excited about the 
upcoming year 

and look 

for-
ward 
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Introduction
This document looks at the evolution of Peer-to-

Peer (“P2P”)1 technology to compare and contrast three 
consecutively developed business/network models based 
on P2P technology. Additionally, it applies, where pos-
sible, the copyright principles established in Napster2 to 
each one of these P2P models. The fi rst section presents 
the legal issues that are at the core of copyright litigation 
involving P2P systems. The fi rst of the P2P copyright 
infringement cases, Napster, is discussed in detail in the 
next section. Following Napster is a discussion of the fun-
damental aspects of the P2P model and a discussion of the 
application of the legal principles established in Napster to 
P2P applications. Specifi cally, this section presents three 
consecutively developed P2P systems: Gnutella, KaZaA, 
a “FastTrack” based system, and the Freenet model, that 
represents the potential future of P2P systems. Included is 
a brief discussion of the copyright infringement potential 
that is inherent to each application or system. In closing, 
the document discusses the various defenses that are avail-
able to P2P developers and also identifi es specifi c system 
features that P2P developers could implement to avoid 
future copyright liability.

Background
“[T]o be successful in maintaining the integrity 

of copyright law, [one] must become familiar with the 
structure of the systems to ascertain ways in which the 
copyright law can be adapted to fi t these uses.”3 Histori-
cally, there has been a lag between new technology and 
copyright law.4 While apparently insurmountable at fi rst, 
copyright law has managed to adjust to the new technol-
ogy.5 Although this is likely to be the case with P2P based 
systems, copyright law has not caught up with technology 
yet.6 Consequently, future potential defendants must de-
sign their P2P based systems with a well-defi ned, up-front, 
legal strategy that supports their technical design.7

The Legal Issues 
The legal issues raised in cases involving P2P fi le 

sharing are not complex, but the analysis and application 

of the rules is as complex as the system or application in-
volved in the litigation.8 Two fundamental premises must 
be established before discussing copyright issues associat-
ed with digital fi le sharing: 1) the digital fi les being shared 
qualify as copyrighted works because “every digital fi le is 
‘fi xed’ for purposes of copyright law (whether on a hard 
drive, CD or merely in RAM),” and 2) “the transmission of 
a digital fi le from one person to another results in a repro-
duction, a distribution, and possibly a public performance” 
that “requires an explanation.”9

The issues of copyright infringement associated with 
fi le sharing in a P2P environment rarely concern direct in-
fringement of a copyright owners’ exclusive rights.10 Typi-
cally, the P2P application owner, while not the direct in-
fringer, is indirectly involved in the fi le transfer and has the 
deepest fi nancial pockets.11 Copyright plaintiffs will argue 
two kinds of copyright liability: contributory infringement 
and vicarious infringement.12 These are reviewed in more 
detail in the Napster analysis section of this document. 

To establish contributory infringement, a copyright 
plaintiff must “prove each of the following elements: 1) 
there [was] direct infringement by someone, 2) the ac-
cused contributory infringer knew of the underlying direct 
infringement,13 and 3) the accused contributory infringer 
induced, caused, or materially contributed to the underly-
ing direct infringement.”14

To establish vicarious infringement,15 a plaintiff must 
“prove each of the following [elements]: 1) there [was] 
direct infringement by someone, 2) the accused vicarious 
infringer had the right and ability to control or supervise 
the underlying direct infringement,16 and 3) the accused 
vicarious infringer derived a ‘direct fi nancial benefi t’ from 
the underlying direct infringement.17 

Defendants have relied on defenses that include: 1) no 
direct user infringement, 2) substantial non-infringing use, 
and 3) DMCA §512(d) safe harbors.18 All the arguments 
discussed above were raised in Napster and are likely to 
be raised in future P2P fi le sharing litigation.19 Hence, 
these themes will be recurring in the analysis of the fi le 
sharing20 aspects of each of the technologies reviewed in 
this paper.

 Napster and its Impact on Subsequent and 
Future File Sharing on the Internet

By JoAnne P. Williams, Second Place Winner, Ed Langs Writing Competition 2003

P2P Models:
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The Story of Napster
It could be said the fi rst battle of the war between the 

users of P2P technology and the content owners – those 
who own copyrighted works that are shared using P2P 
technology – was Napster.21 The copyright owners won 
it.22 Napster marks the beginning of an ongoing battle be-
tween the owners of content and the users of content that is 
shared using P2P based applications.23

Napster represents many things: an application, a tech-
nology, a system, and a company.24 It started out as Shawn 
Fanning’s small project designed to help his friends locate 
and share each others’ MP3 fi les.25 He jokingly called his 
program “Napster,” which was also his childhood nick-
name.26 The idea was to have users list, in a central index 
facilitated by Napster, the fi les they were willing to share 
with others such that other interested parties would always 
know what music was “available” for sharing.27 

The application spread like wild fi re.28 Fanning, who 
started at eighteen years old, backed by his uncle and other 
investors, left college and founded the company, which 
was headquartered in San Mateo, California.29 From the 
time it was introduced in November 1999, until February 
2000, the company boasted 5 million users.30 A&M Re-
cords and seventeen other record companies (Recording 
Industry Association of America or “RIAA”) brought the 
fi rst complaint against Napster in December 1999.31 That 
was just the beginning of Napster’s problems.32 The in-
creasing popularity of the Napster application with college 
students was causing the networks of universities across 
the country to become clogged with MP3 fi le downloads.33 
While universities were banning use of the software, the 
popularity continued to rise and Napster boasted 10 mil-
lion users by the Spring of 2000.34 But there were more 
lawsuits.35 On July 26, 2000, United States District Court 
Judge Marilyn Hall Patel, in a decision that surprised the 
Napster user community, ordered Napster to “stop the 
downloading of songs owned by the record companies that 
fi led the lawsuit.”36 Napster appealed to the United States 
Court of Appeals for the Ninth Circuit in San Francisco, 
and the court quickly blocked the order, allowing Napster 
to continue operating and providing it with the time to pro-
ceed with a full appeal.37 

Napster kept growing and, by October 
2000, the number of users was at thirty-two 
million.38 In February, 2001, the Court again 
ruled that “Napster users infringe at least two 
of the copyright holders’ exclusive rights: the rights of 
reproduction and distribution.”39 Napster tried to recover 
by offering the RIAA plaintiffs the sum of one million 
dollars, paid over an agreed to timeframe, in exchange for 
the rights to license the music and termination of the law-

suit.40 The RIAA did not accept the offer.41 The case was 
remanded to Judge Patel, who required that the plaintiffs 
provide Napster with certain information about the songs 
so that Napster could develop fi lters to block the infring-
ing fi les.42 The record industry responded promptly, with 
a list of 135,000 songs.43 Napster spent the next months 
investing money on fi lters.44 However, the fi rst fi lters only 
blocked the fi lenames and subsequent fi lters were equally 
un-compliant with the Court’s 100% effectiveness require-
ment.45 By July 2, 2001, Napster had closed its website for 
“database upgrades.” 

That was not the end of Napster. Although its website 
is still under construction, as of the date of this document, 
the company was purchased by Roxio, Inc. in November 
2002.46 Roxio, Inc., has not announced what it anticipates 
to do with Napster, or how it plans to use the Napster as-
sets to serve the public.47 There are many other systems that 
have adopted some modifi cation of the P2P technology and 
continued the pursuit of “the right to share fi les.”48

The Napster Technology
As a P2P based application, Napster did not “post, 

host, or serve MP3 fi les.49 Any fi les accessed through Nap-
ster were the result of communications between member 
peers.50 However, unlike some of the newer networks, 
Napster was a “brokered network” that brokered certain 
information, such as user directories, and certain functions 
like browsing and searching, through a series of centrally 
networked servers.51

As shown in Figure 1.0, a central hub of fi le servers 
held an index of the songs available on each of the net-
work’s computers.52 This index was updated in real time 
when a user logged into the network,53 and again when the 
user logged out of the network.54 Although searching for 
specifi c songs and indexing the content of the user’s hard 
drives was a centralized function, the Napster network fa-
cilitated direct P2P connections for the fi le transmission.55 
File swapping occurred directly between the various peers 
on the network.56 

   Figure 1.0. Napster Network57.

Peers post their “inventory” on 
server and share their fi les directly 
– P2P .

Central servers store “Allowable
Upload” user directories and index 
of fi les. Updated when users log in or out.
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Napster users were initially required to download, 
at no software license charge, Napster’s proprietary soft-
ware, MusicShare, to connect to the Napster P2P network 
via one of Napster’s central fi le servers.58 Users would 
register and establish an account with an associated user 
name and password.59 Napster users who were looking 
for music fi les would be able to search other Napster 
user’s computers, or “locations,” using either the Napster 
software search engine or the hotlist tool.60 The Napster 
software had several features, including a browser, search 
engine, chat functions, a “hotlist” tool and means to “play 
and categorize” audio fi les – but its purpose was to share 
MP3 fi les.61 

The Napster Legal Battle
The United States District Court for the Northern 

District of California described the nature of the issues in 
Napster as “concern[ing] the boundary between sharing 
and theft, personal use and the unauthorized worldwide 
distribution of copyrighted music and sound record-
ings.”62 The RIAA accused Napster of engaging in unfair 
competition, contributory copyright infringement, and 
vicarious copyright infringement.63 The plaintiffs claimed 
that Napster had a negative impact on its music sales by 
allowing users to “burn CDs comprised of unauthorized 
downloads.”64 Napster, relying on the Sony65 decision, 
argued that its actions qualifi ed as fair use, substan-
tial non-infringing use, and also under the safe harbor 
§512(d) provisions of the Digital Millenium Copyright 
Act (“DMCA”).66 Napster also raised a misuse of copy-
right defense and presented a “waiver by plaintiffs” argu-
ment, both of which were dismissed by the lower court. 
Finally, Napster presented a First Amendment challenge 
and an unfair competition challenge, neither of which are 
addressed in this document.67 

Direct Copyright Infringement.As noted above, to 
prove contributory copyright infringement, a plaintiff 
must fi rst show there was direct copyright infringe-
ment.68 The lower court held that the plaintiffs presented 
suffi cient prima facie evidence of direct infringement 
because ”virtually all Napster users engage[d] in the 
unauthorized downloading or uploading of copyrighted 
music; [because] as much as eighty-seven percent of the 
fi les available on Napster [could] be copyrighted, and 
[because] more than seventy percent [could] be owned or 
administered by plaintiff.”69 

Fair Use. As an affi rmative defense, Napster argued 
fair use.70 The Court evaluated the four factors consid-
ered under the fair use defense71 and concluded that, 1) 
under the fi rst factor, the uploading and downloading of 
MP3 fi les did not constitute personal use because a large 
number of users were exchanging fi les with “anonymous 

users;”72 2) under the second factor, the copyrighted fi les 
were “creative in nature”73 and therefore not subject to fair 
use; 3) under the third factor, the copied amount was the 
entirety of the work – not just a portion of the work; and, 
4) under the fourth factor, “Napster[’s] use harm[ed] the 
market for their copyrighted musical compositions and 
sound recordings in at least two ways. First, it reduce[d] 
CD sales among college students. Second, it raise[d] bar-
riers to plaintiff’s entry into the market for the digital 
downloading of music.”74

Substantial Non-infringing use. Napster also argued 
that it was engaged in several non-substantially infring-
ing uses.75 One was that users were merely “sampling 
the music.”76 The court rejected this argument because 1) 
Napster users had the option to keep all the music they 
downloaded; 2) because sampling deprived plaintiffs 
from royalties for songs; and 3) because unauthorized 
downloading, however positive to plaintiffs, constituted 
unauthorized use.77 Additionally, Napster argued that its 
activity constituted space-shifting.78 However, Napster 
failed to show that “space-shifting constituted a com-
mercially signifi cant use of Napster.”79 The court noted 
that the increased network traffi c resulting from the use 
of Napster was not indicative of a desire to space–shift 
the use of personal fi les but more indicative of the 
availability of free software and of the number of users 
trying to get at that software.80 Finally, Napster argued 
that, through its New Artist Program, it had engaged in 
“the authorized promotion of independent artists” and 
that the majority were not represented by the RIAA.81 
However, the court concluded that the majority of these 
artists were unknown and the available promotional 
material was not signifi cant.82

Contributory Copyright Infringement.83 Plaintiffs 
also had to prove that Napster, had both knowledge and 
actual notice of the infringement.84 The lower court held 
that they did.85 There was documentation written by a 
Napster executive that mentioned “the need to remain ig-
norant of users real names and IP addresses ‘since they are 
exchanging pirated music.’”86 The document contained 
information supporting the lower court’s conclusion that 
“facilitating the unauthorized exchange of copyrighted 
music was a central part of [Napster’s] business strategy 
from the inception.”87 In addition to the document that 
accounted for the knowledge requirement, Napster also 
received an actual notice of infringement.88 The RIAA 
provided Napster with information concerning 12,000 
infringing fi les that Napster, while canceling the infring-
ing user’s accounts, continued to make available to other 
Napster users.89
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Napster argued that it did not have knowledge 
because it could not differentiate infringing from non-
infringing titles in its directory; hence, could also not 
associate infringing users with copyrighted fi les.90 But, 
the lower court held that Napster did not function only 
as a service provider that merely transferred fi les; it also 
materially contributed to and facilitated the locating, se-
lecting and exchanging of specifi c fi les.91 Furthermore, 
Napster was sophisticated enough to have “constructive 
knowledge of its users’ illegal conduct.”92 The fi nding of 
constructive knowledge led to the lower court’s exclusion 
of Napster’s defense under § 512(d) of the Digital Mil-
lenium Copyright Act (“DMCA”). 93 The court concluded 
that §512(d) of the DMCA did not provide Napster with a 
safe harbor because the statutory language did not protect 
defendants that had actual knowledge or awareness of the 
infringing activity.94 

Vicarious Copyright Infringement.95 To establish vi-
carious liability, the plaintiffs needed to show that Napster 
could supervise its users and also had a fi nancial interest 
in their activities.96 Napster argued that it did not have 
a direct interest in the infringing downloading of fi les 
by their users.97 The lower court, while acknowledging 
Napster’s claim that is was diffi cult to distinguish be-
tween the legal and illegal conducts of its users, found 
that Napster was vicariously liable because it did not need 
to “exercise its supervisory powers to be deemed capable 
of doing so,”98 and because “an enterprise is considered 
to be ‘profi t-making’ even if it never actually yields a 
profi t.”99 Evidence revealed internal Napster documents 
where Napster executives stated that Napster “[would] 
drive [sic] revenues directly from increases in user base,”100 
and that Napster would “attract more users by offering 
more free music” thereby “'monetiz[ing]’ its user base 
through one of several generation revenue models.”101 
This evidence supported the court’s fi nding of a direct 
fi nancial interest.102 The lower court issued a shut down 
order, requiring the plaintiffs to submit a written plan with 
their requirements for compliance with copyright laws by 
September 5, 2000.103 

The initial appeal104 resulted in a modifi ed injunc-
tion requiring Napster to remove the infringing fi les and 
engage in ongoing monitoring to fi nd infringing fi les.105 
Plaintiffs were required to provide Napster with notice 
of specifi c information concerning the infringing fi les.106 
Napster subsequently appealed, arguing that modifying 
the injunction to require zero tolerance for any fi les that 
the plaintiff had identifi ed to Napster as infringing repre-
sented an improper use of the district court’s authority.107 
However, the United States Court of Appeals for the Ninth 
District affi rmed both the lower court’s injunction and the 

shut down order.108 It also affi rmed Napster’s duty to block 
infringing fi les and continuously monitor for illegal use; 
and the plaintiffs’ duty to provide Napster ongoing notice 
of infringing fi les.109 

P2P Technology
Napster and other P2P systems can trace their origin 

back to the initial conception of the Internet.110 The In-
ternet started as a decentralized network designed by the 
military to prevent total system failure, even if a portion 
of the Internet did fail.111 As the Internet became more 
commercialized, it moved from a decentralized system to 
a system of spokes and hubs (Napster’s fi rst mistake was 
the use of these centralized servers).112 P2P systems return 
to the initial concept of a decentralized system where each 
user’s computer is both a server hub and a spoke at the 
same time.113 P2P technology allows users to upload infor-
mation to another user’s computer while simultaneously 
downloading information from the other users’ computers 
that are connected to the system at the same time.114 In a 
true P2P network that is dedicated to fi le sharing, there are 
no central servers that perform indexing functions.115 

New P2P fi le-sharing applications rely on P2P dis-
tributed searches to facilitate the location and sharing of 
fi les.116 P2P applications are designed to perform one or 
many of the following: distributed computing, fi le shar-
ing, group collaboration and conferencing, instant mes-
saging, and Internet telephony. Other common on-line 
activities such as email, chatting, FTP, newsgroups and 
web browsing are not considered P2P applications even 
though some may exhibit P2P characteristics.117 This 
document only focuses on the fi le sharing aspect of some 
P2P applications.

P2P Systems – Today’s Models
Not all the fi les that are shared by applications built 

on a P2P environment are copyrighted and infringing MP3 
fi les.118 To engage in fi le sharing, a form of proprietary 
software and protocols (Napster used MusicShare) is re-
quired to enable the initial location of another computer 
or fi le. In a pure P2P application, the peer computers are 
connected to one another and the fi le goes from the hard 
drive of one computer to the hard drive of the other.119 
While Napster has been out of circulation since it was 
ordered to shut down, there are still several companies 
engaged in the pursuit of P2P fi le sharing and they in-
clude, among others: 1) Gnutella, the successor to Napster 
and other “Napster-like” applications such as Aimster; 2) 
KaZaA and MusicCity (some of the largest fi le sharing 
services based on the same technology – although both are 
not open-sourced); 3) Audiogalaxy; 4) Pointera; 5) Mojo 
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Nation; 6) Filetopia; 7) Freenet, and others.120 Appendix A 
lists the websites and a brief description of each. 

Gnutella 
A new technology, FastTrack, was developed on the 

heels of Napster and was shared by several other systems, 
including, “StreamCast,” “KazaA,” “Grokster,” and oth-
ers.121 Gnutella was built on FastTrack technology.122 
When written, one of Gnutella’s key goals was to make it 
very diffi cult for network system administrators to block 
corporate users from using the application.123 Gnutella is 
another example of a P2P system but, unlike Napster, it 
does not use a centralized server.124 It connects its users 
with each other without the use of an intervening server.125 
Justin Frankel, creator of Winamp, wrote the applica-
tion when he was still an employee of America Online 
(“AOL”).126 The software was posted on the AOL website 
and, while it was promptly removed, it was downloaded 
by many.127 After being reverse-engineered, it was posted 
again as an open source project and it has continued to 
grow – but not as fast as KaZaA or Morpheus, two appli-
cations that were built using the same technology.128 

The core of the Gnutella application is strictly dedi-
cated to allowing users to search for any type of fi le – not 
just MP3 fi les – by connecting peers to other peers.129 
Gnutella does not require central servers and is a “true 
P2P ” network.130 It is similar to Napster and other P2P 
networks in that the content available on the network 
is entirely dependent on the willingness of each user to 
share the contents of their node with others on the net-
work.131 The connection between peers only occurs when 
the requested fi le is located.132 (See Figure 2).133 One of 
the problems experienced by this type of application is 
the presence of “freeloaders” who log into the network to 
“take” but do not contribute.”134  

 Figure 2. The Gnutella Network.135

 

Concerning the copyright challenges faced by 
Gnutella, “no two ways about it, Gnutella most defi nitely 
aids and abets the illegal copying of copyrighted fi les.”136 

Like Napster, Gnutella’s fi le sharing services are legally 
“questionable.”137 However, although Gnutella users are 
required to establish and log into a user account, doing 
so does not reveal information concerning themselves or 
their computer.138 Their search cannot be traced back to any 
user.139 The IP address of a user is only visible at the point 
of connection for purposes of fi le sharing.140 Unless an indi-
vidual were to collect all the IP addresses of other Gnutella 
users, anonymity is likely.141 Arguably, Gnutella is de-
signed to make monitoring illegal use almost impossible.142 
While some nodes may be blocked or could drop from the 
network, the lack of a central server makes it practically 
impossible to track individual transactions.143 This makes 
Gnutella almost “copyright-infringement-proof.” 

Additionally, unlike Napster, Gnutella does not just 
offer sharing of MP3 fi les. In Gnutella, a user can fi nd 
“any type of fi le, including word processing documents, 
movies, and other documents.144 This feature, combined 
with the fact that Gnutella is an open source program, 
makes it more diffi cult for a plaintiff to fi nd a single party 
to “shut down.”145 In summary, if a plaintiff were to target 
Gnutella for a copyright infringement suit, the biggest 
challenge would be fi nding the entity against whom it 
should bring a lawsuit.146 Napster, on the other hand, had 
a party that could be brought to trial.147 To be successful a 
plaintiff would have to overcome signifi cant jurisdictional 
issues and the potential for recovery would be minimal 
because a plaintiff would have to recover damages from 
each individual user.148

KaZaA
Although originating from FastTrack technology, Ka-

ZaA is different from Gnutella and others in that it is not 
open source software. KaZaA is similar to Napster in that 
it uses a central server for purposes of user login and dif-
ferent in that it does not use it for indexing or fi le sharing. 
KaZaA is technologically unique in that it introduced the 
concept of “SuperNodes,” a feature that makes it a more 
scalable system than Gnutella.149

Figure 3. The KaZaA SuperNodes150.
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As shown in Figure 3, SuperNodes have greater pro-
cessing power than regular nodes.151 The only requirement 
to be a SuperNode, in addition to the qualifying bandwidth 
and latency, is that a SuperNode must have an “always on” 
Internet connection.152 Although a computer may qualify 
as a SuperNode one day, its designation as a SuperNode 
the next time the user logs on varies in accordance with 
the “instant” design of the system at the time, i.e., it de-
pends “on the capacity of the other computers currently 
connected to the network.”153

Like Napster and Gnutella, the legality of KaZaA’s 
fi le sharing practices copyright is also legally question-
able.154 Like Napster, KazaA’s use of a centralized sever, 
coupled with the fact that it is not open source software, 
give copyright plaintiffs a target system that they can shut 
down.155 P2P systems with a centralized login feature, 
such as Napster, Gnutella and KaZaA have the capability 
of implementing paid subscription services as a means of 
subsidizing the application.156 This very feature increases 
the risk of being charged with vicarious copyright in-
fringement because control over the users and a direct 
fi nancial benefi t from their activities could be attributed 
directly to the central login feature.157 

The Supernode feature of KaZaA is decentralizing 
in nature.158 While SuperNodes are benefi cial to the users 
because of the improved effi ciency in communications, if 
any or all of these SuperNodes were to be shut down, the 
network would experience partial to total failure because 
of its dependency on the SuperNodes and not just on the 
peers. Unlike Napster, and to KaZaa’s advantage, the 
jurisdictional issues associated with bringing a copyright 
suit against KaZaA are signifi cant, as seen in the results of 
the recent litigation.159 The unique twist provided by the 
jurisdictional issues cloud the litigation around this P2P 
software application.160

The Future Models: Freenet – 
A Cause or Just a System?

“Freenet has been described as a free-speech tool 
designed by libertarian hackers.”161 Freenet is a decen-
tralized network developed by a man who views himself 
as a “free-speech visionary with the mission of ridding 
the world of the concept of intellectual property.”162 Ian 
Clarke, the developer, claims to have been inspired by 
Stephen King’s idea of offering services on the honor 
system.163 His goal, as applied to the music industry, is to 
assist artists in cutting out the middlemen.164 

The Freenet infrastructure165 is not at all like Napster’s 
or KaZaA’s.166 It is a decentralized system consisting of 
nodes called “Freesites”167 that store and receive fi les that 
are encrypted with keys composed of text strings.”168 The 

keys are not published anywhere and must be found in 
links to other Freenet documents, communicated by one 
user to the other, or learned by word of mouth.169 Freenet 
is unique in that the content moves around the network 
constantly from one computer or node to the other.170 
Each node is only aware of the information it has and the 
information contained on the neighboring nodes.171 The 
movement of the fi les takes place transparently to the user 
or owner of the computer."172 

Figure 4. The Freenet Model

Freenet is almost “censorship proof.”173 In study-
ing the application of copyright law to Freenet, it is 
noteworthy that the system was designed to incorporate 
features that other systems, seeking to avoid copyright li-
ability, should consider during the upfront design process. 
Specfi cally, when he designed Freenet, Clarke identifi ed 
fi ve goals: 

1) Anonymity for both sources and consumers of  
 information, 
2) Deniability for those who store information,
3) Resistance to attempts by third parties to prevent  
 or limit access to information,
4) Effi cient dynamic storage and routing of informa- 
       tion, and
5) Decentralization of all network functions.174

Freenet’s features are unlike Napster in that it is per-
haps the only system that might qualify under the safe har-
bor and other provisions of the DMCA.175 Unlike Napster 
users, Freenet users are extremely diffi cult to identify.176 
The reason for this is not just that Freenet does not use 
a centralized server; it is that Freenet was designed to 
make it impossible for “a law enforcement authority to 
trace the source of [a] fi le more than one or two links up 
the chain.”177 Copyright owners would not be able to de-
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termine either the identity or the physical location of the 
alleged infringers.178 

In addition to providing users with anonymity, 
Freenet developers built plausible deniability into the 
system. They did this by making it impossible for users 
to know with any degree of certainty what fi les are stored 
on their computers at any given time. Thus, it would also 
be “diffi cult or impossible for law enforcement authori-
ties to determine whether a user has illegal fi les on her 
hard drive.”179 Not only do users not know the contents 
of their hard drives, but the contents are also encrypted. 
If the users were to be required to police their systems, 
they would have the additional defense of being unable 
to easily decrypt the fi les.180 The ability to deny knowl-
edge of the contents of their machines qualifi es Freenet 
users for the safe harbor defenses under §512(d) of the 
DMCA.181 Furthermore, because the users of Freenet are 
not necessarily accessing the information on their systems 
– it is merely being made available to other users – they 
also might qualify for the “system caching” provision of 
§512(b) of the DMCA.182

If all of Ian Clarke’s fi ve goals are successfully imple-
mented, it is unlikely that Freenet will be faced with any 
suits for copyright infringement. Like Gnutella, Freenet is 
the sum of each one of its nodes, and for that reason, copy-
right plaintiffs would fi rst have to obtain jurisdiction over 
and then shut down each individual user on the network – a 
very steep challenge.183 On an interesting note, the Freenet 
project, while seemingly unsupportive of the rights of art-
ists, collects donations to pass along to artists.184

P2P Future Challenges
“The basic intellectual property issue can be posed 

via a simple question. When content is swapped or down-
loaded, should the content’s creators be compensated?”185 
Once a copyright protected fi le has been illegally down-
loaded, the copyright owner should be compensated; but 
the key question at that point is whom will the plaintiffs 
go after? Plaintiffs will usually claim that the P2P appli-
cation, system or network developer contributorily and 
vicariously infringes on the plaintiff’s copyright rights. 
There are several defenses available to P2P application 
developers, most were discussed in Napster, and not all 
have been successful. Unless all applications follow the 
Freenet model, when faced with copyright infringement 
charges, P2P developers have a limited number of de-
fenses available to them. 

Contributory Copyright Infringement. Because it is 
likely that future P2P fi le sharing service providers or ap-
plications will be given notice of the copyright infringing 
actions of their users, designers and developers of P2P 

applications are challenged with the task of designing 
systems that deal with the issues of knowledge of and 
material contribution.186 Under the Napster precedents, 
future P2P systems must be designed to survive the charge 
of contributory copyright infringement 1) by satisfactorily 
addressing the four factors of fair use under the Copy-
right Act; 2) by meeting the requirements for substantial 
non-infringing use established in Sony v. Universal City 
Studios; and 3) by qualifying for the §512(d) safe harbor 
provisions of the DMCA. 

Unfortunately, it appears that the protections under 
§512 of the DMCA do not offer P2P application own-
ers the protection anticipated by Congress because only 
eBay has been able to qualify for these safe harbors. 187 To 
improve their chances for qualifying under some of the 
available defenses, designers might consider either em-
bedding a sophisticated monitoring system to enable them 
to meet the zero tolerance fi ltering required by the court in 
Napster or, at the other extreme, designing the system to 
make any type of monitoring impossible.188 

Vicarious Copyright Infringement. 
It is this writer’s opinion that vicarious contributory 

infringement poses the greatest challenge to future de-
velopers of P2P applications, particularly as it relates to 
the element of direct fi nancial benefi t. As in contributory 
infringement, the designers and developers of P2P fi le 
sharing applications would benefi t from embedding either 
“total anarchy” or “total control” into their applications in 
order to meet or avoid the question of control over their 
infringing users.189 Most P2P based applications with a 
centralized login format would likely be deemed capable 
of exercising control over their users.190

Additionally, there is the requirement of showing 
that the P2P application owner does not derive a direct 
fi nancial benefi t from the infringing actions of its users. 
As discussed in Napster, one of the elements required 
to prove vicarious copyright infringement is that the ap-
plication owner derives a direct fi nancial interest from 
the infringing use.191 The concept of how a fi le sharing 
P2P based application generates revenue is important in 
this analysis. Before analyzing how revenue might be 
generated, it is critical to note that fi nancial interests do 
not drive all who are engaged in the development of P2P 
applications.192 Some P2P proponents view P2P as an in-
strument to help them achieve their cause of “liberat[ing] 
intellectual property from corporate control and to dis-
tribute it freely to the masses.”193 Others, like cancer re-
search organizations, want to make information readily 
available for the common good, and yet others develop 
P2P applications as open source, to promote technology 
and facilitate communication. 
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P2P fi le-sharing applications can rely on at least seven 
possible revenue models, including: advertising, software 
sales, transaction or subscription fees, e-commerce fees, 
and ancillary hardware sales – particularly with the 
advent of new technology compliance standards.194 Not-
withstanding the type of revenue model selected, two 
questions are likely to arise: 1) If no revenue is gener-
ated and there is no fi nancial interest on any part, how is 
the application funded and maintained? 2) If revenue is 
generated and there are direct fi nancial interests, will an 
altruistic motive contribute suffi ciently towards avoiding 
vicarious copyright liability?195

The Defenses Against Contributory and 
Vicarious Copyright Infringement

No Direct Infringement. This defense would require 
designers and developers of P2P fi le sharing applications 
to demonstrate that every user is authorized under the fair 
use provisions of the Copyright Act, to share the allegedly 
infringing fi les.196 While not impossible, this defense is 
likely to work only in specialized P2P networks where 
certain protocols, such as secure fi le transfers, facilitate a 
showing that all users are in compliance.197 

Capable of Substantial Non-Infringing Uses. The issue 
of non-infringing uses came up for the fi rst time in the Sony 
case.198 When applied to avoid future liability involving 
P2P applications, aside from re-designing their technolo-
gies after being put on notice, there may not be much that 
P2P developers can do to prevent the infringing actions of 
their users.199 This defense has not been successful for P2P 
applications because, as the court in Napster concluded, 
the only requirements for vicarious liability are that the 
application owner “have control over and derive a fi nancial 
benefi t from” the directly infringing actions of the users.200 
Whether there are other substantial non-infringing uses, the 
court concluded, was irrelevant.201

The DMCA Section 512 Safe Harbors. Congress cre-
ated several statutory safe harbors to address the potential 
liability of Internet Service Providers in the following 
areas: “transitory network transmissions, caching, storage 
of materials on behalf of the users . . ., and the provision of 
information location tools.”202 The majority of P2P applica-
tions, like Napster, do not qualify for these safe harbors.203 
In designing a system, developers of P2P applications who 
intend to rely on these safe harbors would also be required 
to build into the system the necessary functionality to com-
ply with the narrow statutory requirements.”204

The DMCA Section 1201 Ban on Circumvention. Sec-
tion 1201 prohibits the circumvention of any technology 
“aimed at protecting a copyrighted work.”205 While P2P 

networks typically only facilitate fi le sharing, the fact that 
the fi les may or may not be encrypted does not currently 
impact the liability of P2P application developers.206

Future Designs and Conclusion
This paper concludes by identifying certain “pre-

cautions” that developers of future P2P systems should 
consider when designing fi le-sharing systems intended to 
avoid copyright litigation.207 After careful review of the 
issues in Napster and an understanding of the more recent 
technological changes in current P2P based applications, 
developers should consider the following when designing 
future P2P fi le sharing applications: 

1) ”Make and store no copies.”208 This is based on 
the copyright law fundamental that if an unauthor-
ized user makes or stores copies, “even if only in 
RAM,”209 he or she is a direct infringer.210

2.) “Total control or total anarchy.”211 Either develop 
a sophisticated system that enables precise tracking 
of possible infringing activity, or create a “Freenet-
like” network that is impossible to monitor.212 Any 
intermediate situation exposes the potential appli-
cation to contributory infringement through knowl-
edge of and material contribution to the potential 
infringing actions of the users.213   

3.) Sell software, not services.214 If the P2P application 
is sold, the transaction is completed and, like in the 
Sony case, a court requirement to monitor the use 
of the product becomes less feasible than a require-
ment to monitor the use of ongoing services.215 

4.) Deniability.216 Design the application such that the 
application owners do not know what the users are 
sharing and such that the users don’t know whose 
fi les they are transmitting.217 “Build in plausible de-
niability . . . software that sends back usage reports 
may lead to more knowledge than you want.”218 

5.) Know and market the non-infringing uses.219 If the 
application has non-infringing uses, these should be 
highlighted and should also be the focus of market-
ing efforts.220 Promoting uses that are known to be 
infringing or have the possibility of infringing on 
an author’s copyright rights are an invitation for 
questioning.221 

6.) Identify and segregate the various system func-
tions.222 While some uses may be infringing, if 
applications also perform functions that do not 
infringe, and could even qualify for any of the 
defenses and safe harbor, these should be segre-
gated from the potentially infringing functions.223 
7.) “Don’t make your money from the infringing 
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activities of your users.”224 Where there is control 
and a direct fi nancial benefi t, vicarious infringment 
is likely to be proved. A revenue generation model 
based, for example, on users paying for each down-
load transaction would likely be found to violate 
copyright law.225 

8.) Don’t rely on End User License Agreements.226 
P2P plaintiffs use these agreements to establish the 
required element of control in vicarious copyright 
infringement because these contracts allow the ap-
plication owner a certain level of legal control over 
the user.227 

9.) Don’t offer automatic software updates.228 Software 
updates that occur without any user involvement 
are indicative of a certain level of control over the 
user.229 This again would support the element of 
control required for vicarious liability because it 
would give the P2P application owner the control 
required to block infringing uses.230 Authors have 
recommended giving the users a clear opportunity 
to reject an update.231 

10.) Don’t offer customer support.232 Interacting with 
customer/user callers to resolve a software problem 
could indicate a knowing and material contribution 
to the directly infringing activities of the users; thus 
leaving the P2P application owner open to contribu-
tory copyright infringement.233

Closing Remarks
A review of P2P applications indicates that the issues 

facing P2P developers are the same, with only slight varia-
tions. It is clear that those with central fi le servers are more 
prone to be attacked by copyright owners if the central 
server is a material part of the application itself. Even when 
the server is used primarily to provide access to a P2P net-
work, the owner of a centralized P2P application has more 
information about its users than the owner of a distributed 
P2P application that does not use a central server as part 
of the design. Therefore, the former is at less risk of being 
sued for copyright infringement.

Until the lag between copyright law and technology 
is closed, developers will likely implement as many pro-
tective mechanisms, as soon as possible, into their P2P 
designs. It is this writer’s opinion that the recent develop-
ments in the area of terrorism against the United States will 
bring about legislation to address the security of both gov-
ernment and private networks sooner than anticipated by 
copyright owners. It is possible that copyright owners may 
benefi t by this predicted legislation. Only time will tell. 

Appendix A234

“Napster was the big dog of fi le sharing, recently re-
duced to an ineffectual puppy by court rulings that restrict-
ed what fi les its members could distribute. Several newer 
(and less centralized) services have moved in to fi ll the 
vacuum; other services have been launched that specialize 
in more general fi le sharing beyond basic MP3 swapping. 
These services include:

 Napster (www.napster.com) The fi rst major fi le-sharing 
service, specializing in MP3 audio fi les. It was forced 
to change to a subscription model (and fi lter out all il-
legal content) when the major record companies took 
it to court for copyright infringement.

 Gnutella (gnutella.wego.com) The logical successor to 
Napster, relying on third-party clients (from Bear-
Share, LimeWire, and others) to connect to their 
fi le-sharing network.

 Aimster (www.aimster.com) A Napster-like fi le-sharing 
service that uses AOL Instant Messenger as its base 
client.

 KaZaA (www.kazaa.com) One of  today’s larger fi le-
sharing networks, offering MP3, video, and other 
types of  fi les from more than 3 million users.

 MusicCity (www.musiccity.com) The MusicCity fi le-
sharing service (and its Morpheus client) is based on 
the same technology used by KaZaA.

 Audiogalaxy (www.audiogalaxy.com) An extremely 
popular fi le-sharing service specializing in MP3 and 
other digital audio fi les.

 Pointera (www.pointera.com) A fi le-sharing engine that 
lets portals and content site users share legitimate 
fi les with strict copyright enforcement.

 Mojo Nation (www.mojonation.net) A new fi le-sharing 
service that uses “distributed load balancing” tech-
nology to enable high-speed downloads of  large 
fi les from multiple peers in parallel.

 Filetopia (www.fi letopia.org) Goes beyond basic fi le 
sharing to offer instant messaging, chat, a distributed 
search engine, and other services integrated into a 
single client.

 Freenet (www.freenetproject.org) An open-source 
P2P network dedicated to the uncensorable dis-
semination of  controversial information, through 
the sharing/swapping of  user-published fi les.”
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As a teacher, I have long been interested in learning 
what factors contribute, positively or negatively, to student 
performance. Trying to go beyond anecdotal evidence and 
hallway wisdom, I have read a number of empirical studies 
and conducted a few of my own.

Previous Study
The subject of this study is the correlation (if any) be-

tween TWEN use and student performance. TWEN (The 
West Education Network) is a platform that hosts pre-for-
matted course websites where students and their professor 
can communicate with one another and access course-re-
lated resources on line. I was prompted by the results of 
a recent study undertaken by Professor Andrew Field of 
Monash University, Australia’s largest university. 

Professor Field, who teaches in the Department of 
Business Law and Taxation, examined whether any cor-
relation existed between the grades received by students 
in his Commercial Law course and the frequency of their 
visits to a WebCT website he established. WebCT (Web 
Course Tools) is a popular course-management software 
package that, like TWEN, allows faculty members to 
supplement in-class discussion with online content.

Professor Field’s results showed that up and down the 
grading scale, the better-performing students accessed the 
website with greater frequency:

Grade Range    Average Visits
High Distinction (80-100)   90
Distinction (70-79)    84
Credit (60-69)    76
Pass (50-59)    75
Fail (40-49)    61

Source: Australia Study of Student Use of Course Web 
Site, The Law Teacher (Spring 2003).

This Study
Could Professor Field’s results be replicated here? 

I decided to fi nd out. Based on his methodology, I com-
pared the grades received by the students enrolled in my 
Contracts II course in Michaelmas (Fall) Term 2002 with 
the number of times they accessed a feature of the course’s 
TWEN site. (That is the only course, as of this writing, for 

    Link Between Course Website Use and 
Law School Grades Confi rmed

By Professor N. O. Stockmeyer*

which I have both TWEN usage data and student grades. 
As more data become available I hope to conduct a more 
comprehensive study.) 

By way of background, my TWEN site’s features 
included an on-going discussion forum, down-loadable 
classroom overheads, announcements, links to course-
related CALI (Computer Assisted Legal Instruction) les-
sons, advice on exam writing, and review quizzes with 
instant feedback. Although all students were required to 
register for the TWEN site, I did not require them to actu-
ally access it. But I expended considerable effort on the 
site, believing it to be a helpful resource, and I let the class 
know that on several occasions.

Results
When the average TWEN use of students in various 

grade ranges was computed, my study confi rmed the 
Australian results, with even greater accentuation between 
grade ranges:

 Grade Range    Average Use
Highest (A)     94
Honors Level (B or better)   36
Mid-range (B-/C)    21
A.P. Level (below C)   16
Failing (F)      8

Of course there were other variables at work. Indeed, 
the fi gures may prove no more than that the better the stu-
dent, the more likely he or she is to follow the professor’s 
advice (Brief every case, make your own outline, and visit 
TWEN often). However, another study strongly suggests 
that active participation in online learning signifi cantly in-
creases student grades independently of other variables.

The study is by Professor Charles G. Geiss of the De-
partment of Economics at University of Missouri-Colum-
bia. He used WebCT in his Principles of Microeconomics 
course. Online participation varied widely; 12% of his 
students participated in nearly every activity, but 7% did 
not participate at all. Using regression analysis to remove 
other measurable variables -- ACT score, high school rank, 
and university grade point average -- Professor Geiss 
found that the fi nal grade of an actively-participating stu-
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dent was three-quarters of a letter grade higher than that of 
an otherwise comparable student who did not take part. 

Source: Participation and Benefi ts of Computer-Assisted 
Learning: Results from a Pilot Class < https://courses.-
missouri.edu/info/student-benefi ts.shtml> (accessed Sep-
tember 7, 2003). 

Don't forget to join the Computer Law 
Section listserv! 

Sign up at 
www.michbar.org/computer/signup.html

Conclusion

A strong positive correlation exists between course 
website use and student grades. Whether a student is 
shooting for an A, or just trying to keep off academic pro-
bation, frequent visits to the professor’s website are likely 
to increase academic performance. 

Professor Stockmeyer has taught at Thomas M. Cooley Law School since 1977. He has also taught as a visiting pro-
fessor at California Western School of Law and Mercer University Law School.
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