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“As it happened, the lightning struck early. The public got a taste of interactivity on the
 Internet’s World Wide Web and said, ‘We’re not waiting for a better solution! Let’s go’.”

— Bill Gates
(cofounder and chairman of Microsoft Corporation)

Web Entanglements: A Copyrights Analysis of Linking on the World Wide Web

By Mario J. Fiorucci

Part I: Introduction

In June 1998, Matrix Information and Directory Ser-
vices reported that there were 102 million people access-
ing the Internet in the world. They estimate this number
will increase to 707 million by the year 2001.1 There is no
doubt this astonishing growth is due in large part to the
World Wide Web (‘WWW’ or ‘Web’). The dramatic
growth the Web has experienced in recent years has
transformed the Internet from a primarily passive envi-
ronment used for email, newsgroups and mailing lists, to
an interactive, user-enabled universe filled with vast
amounts of information.2 But, there is no doubt that of all
the protocols, languages, and programs that comprise the
WWW, the essential element is the ‘link.’

The ability to transcend physical space is one of
the core features of Cyberspace-based science fic-
tion. With hypermedia links, the World Wide Web
begins to make these fantasies real. Sometimes in
the midst of a Web browsing session, I sit back
and think about all the physical places I have been
to with my links. Geographical distance is made
irrelevant. It is awe-inspiring. Even more remark-
able is the elegant simplicity...of the HTML
hyperlink system.3

Unauthorized
Dissemination of

Celebrity
20 37

This excerpt by author Stephen Wilson encapsulates the
power of the Web. It is linking that makes the WWW web-
like, with documents seamlessly referencing and cross-refer-
encing each other. The result is that browsing the WWW dif-
fers fundamentally from traditional means of research, in that
it is inherently non-linear. Users can jump from one document
to another, following a unique course on an indirect pathway
through cyberspace.4 However, WWW linking raises some in-
teresting legal questions. Does the provision of a link impli-
cate intellectual property rights? Is there potential liability for
unauthorized linking? Some commentators believe that a
wrongly decided precedent could mean the “death of the
Web.”5 By addressing these and related questions, this article
will prove that links may purport to a copyright infringement,
however, the analysis strongly depends on the type of linking
invoked by the web page author.

Part II provides a technological foundation necessary to
understand the legal implications surrounding links. Part III
enhances the technological foundation with the addition of le-
gal principles essential to the analysis of the legality of linking.
The in-depth analysis of linking that starts from the most basic
type of link and evolves to more complicated types of links are
explained in Part IV. Finally, Part V concludes the paper with a
proposal of a list of issues that may act as a guide for judges
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and legislators when creating the law for this new area of in-
formation technology.

Part II: Technology Primer
The World Wide Web is so often used as a way of interact-

ing with the Internet that many people mistakenly confuse the
two, referring to the Internet as the “Web” and vice versa. Of
course, the Internet and its native applications predate the de-
velopment of the WWW protocols6 by decades.7 The Internet
is a term that refers to both the hardware that connects thou-
sands of computer networks worldwide,8 and the protocols
that allow these networks to communicate with each other.9 In
simpler terms, the Internet is a network of networks that al-
lows the use of e-mail, discussion groups, chat groups, and
the WWW. Still, given the overwhelming amount of available
Internet bandwidth now devoted to the transmission of web
pages, there is no doubt that the WWW is the interface of
choice for most users of the world’s most pervasive computer
network.10 The WWW is not the Internet, but there can be no
doubt that it is the Internet’s first “killer app.”11

Each individual network connected to the Internet usually
consists of a host computer (the server) and a number of re-
mote computers or terminals (the clients). For example, most
universities have computer networks whereby hundreds of
personal computers (clients) are connected to a large main-
frame computer (the server). Users often can connect to the
server from a remote location using a modem and a telephone
line.12 Each file or document on a server has its own “address”
on the server, similar to the way files on a personal computer
are stored in different directories. Furthermore, each server
can be identified on the Internet using a unique Internet Proto-
col (IP) address. Hence, a user connected to the Internet can
access any file or document by specifying its complete ad-
dress, which is known as its Uniform Resource Locator
(URL).13

There are a variety of protocols, such as ftp, telnet and
gopher, that allow a client to search for, and request docu-
ments from a server. The WWW is a newer set of protocols
that utilizes HyperText Transmission Protocol (HTTP) for
communication between the server and the client.14 Client pro-
grams called web browsers, such as Netscape’s Navigator
and Microsoft’s Internet Explorer, request a web page from a
server using HTTP, read and interpret the web page, and then
systematically request and retrieve other documents as speci-
fied in the web page.

Web pages are written in a programming language called
the HyperText Markup Language (“HTML”). The power of
HTML is that it allows the combination of text, graphics, audio
and video. Furthermore, HTML facilitates the “linking” of
documents with two types of links: HREF and IMG. From the
user’s perspective, an HREF link usually consists of an image,
word, or phrase, often identified by special formatting that
distinguishes it from the body of the page;15 for ease of refer-

ence, this image, word or phrase is commonly referred to as
the “link descriptor.” The user can select the link by position-
ing the cursor over the link descriptor and clicking the mouse.
When the link is selected, the user’s browser transports the
user to the targeted location, so the targeted site’s URL ap-
pears in the browser’s address line and its content in the
browser’s window. However, it is important to note that the
web page author may also specify an HREF link to be an
“auto-loading” link, in which case the link is activated once a
specified amount of time elapses.16

On the other hand, an IMG link is always automatically
activated when the web page is first loaded. Typically, IMG
links are used by the author of the web page to display a
graphic image on the web page that is stored in a separate
file.17 In other words, when the user enters a URL to retrieve a
web page, the graphic is automatically loaded and displayed
with the rest of the web page.18 Each of these two types of
links (HREF and IMG) may reference parts of the same web
page, files on the same server, or files on an outside server;
these different types of links are called intra-page, intra-sys-
tem, and inter-system links. For example, a long web page
may have an intra-page HREF link at the end of the document
that brings the user to the beginning of the document. On the
other hand, a web page may have an inter-system IMG link
specified such that a graphic file is retrieved from another
server and displayed on the current web page. Hence, an im-
age from the Globe and Mail’s web site may be viewed on the
web page belonging to John Smith—yet no copy of the image
file is kept on John Smith’s server.19

Web sites do not have any standard form. They range from
single pages containing only text and few links, to elaborate
multi-page documents with audio and video components, and
hundreds of links. Regardless, linking is “the Web’s most fun-
damental and revolutionary feature,”20 “one of the Internet’s
greatest attributes,”21 and “the raison d’être of the World Wide
Web,” without which ‘the web as we know it would not ex-
ist.”22

Before exploring the copyright issues involved in creating
links, a few other important technical aspects of links need to
be noted. First, HTML documents are strictly limited to plain
(ASCII) text. They do not contain images, sounds or other
non-textual elements. In order for an image to be displayed
concurrently with the document, a link to the image element
(either local or remote) is necessary. Even somewhat simple
web pages, then, might contain a large number of links to ele-
ments that make up the page’s formatting. Second, links only
identify the location of a target element, such as an HTML
document or an image, and are not the element themselves.
Embedding a link in an HTML document is not the same as
actually placing the element itself in the document. Third, it is
the user’s browser that interprets the HTML instruction iden-
tified by the link. So, when the browser encounters a link, it
initiates the network connection to the referenced server, re-
quests the transmission of a copy of the element, and then
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processes the element so that it can be appropriately displayed
(or, in the case of an audio file, heard).23 Fourth, Document A
can be linked to Document B without the author of B’s knowl-
edge or consent. Fifth, the link is a one way street. Someone
browsing through A can follow A’s link to B. That user can
backtrack from B to A because her Web browser records the
path that was taken. However, a user who starts at B does not
necessarily have a link to connect to A. Finally, in order for a
user to “view” a document, a “copy” of that document must
be loaded into the random access memory (RAM) of the
user’s computer. Whether this temporary copy in RAM
(“RAM copy”) should constitute a reproduction under the Ca-
nadian Copyright Act24 is currently the subject of heated de-
bate.25

Part III: Building the Legal Web
Copyright Basics: Canada v. U.S.

Copyright in Canada is entirely a creature of statute. It
is neither tort law nor property law in classification. It
simply creates rights and obligations upon the terms
and in the circumstances set out in the statute. In deter-
mining whether an activity infringes copyright, the
defendant’s actions have to be measured according to
the terms of the statute.26 Accordingly, however great
the desire to protect the labours of creators, the Act
cannot be construed to provide a remedy for all matters
which may appear to be a new form of piracy or unfair
trading.27

The above quote goes to the heart of copyright law in
Canada and is essential to the application of copyright law to
new areas of technology such as the WWW. Since copyright
law is based solely on statute, the analysis of the legality of
linking begins with the applicable parts of the Canadian Copy-
right Act. Section 3 states:

(1) For the purposes of this Act, “copyright,” in rela-
tion to a work, means the sole right to produce or re-
produce the work or any substantial part thereof in any
material form whatever, to perform the work or any
substantial part thereof in public or, if the work is un-
published, to publish the work or any substantial part
thereof, and includes the sole right
(a) to produce, reproduce, perform or publish any
translation of the work,
(e) in the case of any literary, dramatic, musical or ar-
tistic work, to reproduce, adapt and publicly present
the work as a cinematographic work,
(f) in the case of any literary, dramatic, musical or ar-
tistic work, to communicate the work to the public by
telecommunication,
(h) in the case of a computer program that can be re-
produced in the ordinary course of its use, other than
by a reproduction during its execution in conjunction
with a machine, device or computer, to rent out the

computer program, and to authorize any such acts.28

The Copyright Act was amended in 1988 to expand the
definition of the term “literary work” to expressly include
computer programs as works protected by copyright.29 The
amendments to the Act were made to clarify that both source
and object code of computer programs are protected by copy-
right.30 The amendments as far as the protection for source
and object code were concerned largely incorporated into the
statute the previous decisions of several courts.31 For the pur-
poses of this paper, HTML documents are a form of source
code and therefore fall under the category of “literary
works.”32

It is often difficult to apply traditional copyright principles
to works involving new and complex technologies because the
complexity of the technology makes it difficult to understand
and crystallize the issues to be decided.33 The difficulty in ap-
plying traditional copyright principles to new and complex
technology can sometimes also lead to uncertainty as to how
the technology in issue is to be approached for copyright pur-
poses.34 It is also not surprising that the U.S. has the first liti-
gation in new areas of law and therefore must be relied upon
heavily.35 It is for this reason that, although there exist many
underlying similarities between Canadian and U.S. copyright
law, it is necessary to bring to the forefront the key differ-
ences between the two countries.

Copyright law in the U.S. confers five exclusive rights
upon the owner of a copyrighted work: (1) the right to repro-
duce the copyrighted work; (2) the right to prepare derivative
works based on the copyrighted work; (3) the right to distrib-
ute copies or phonorecords of the copyrighted work to the
public; (4) the right to perform the work publicly; and (5) the
right to display the copyrighted work publicly.36 The violation
of any of these rights may constitute an actionable infringe-
ment. How works are categorized under the Canadian and
U.S. statutes has a great deal of significance for the rights of
the creators of the works. Under the legislation of Canada and
the U.S. the sole rights conferred by the respective legislation
often depend on how the work is classified for copyright pur-
poses. Some rights exist for some works, but not for others.
This can result in significant practical consequences for the
creators of works and can lead to owners having certain rights
in one country, but not in another, depending on how the work
is classified and what rights correspond to that classification.
Modern technology is blurring the distinction between the tra-
ditional categories of works making an assessment of the
rights of creators more difficult.37 Moreover, for the discus-
sion of copyright infringement with respect to linking and
framing, it is necessary to compare and contrast the U.S. con-
cept of contributory infringement with the Canadian concept
of authorization as well as compare the U.S. concept of “fair
use” with the Canadian concept of “fair dealing.”

Contributory Infringement v. Authorization
To be held liable under copyright principles in the U.S., the
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party creating a link to the copyrighted material must qualify
as either a “direct infringer” or some sort of “contributory
infringer.”38 The Act provides that “[a]nyone who violates any
of the exclusive rights of the copyright owner is an in-
fringer.”39 Two elements must be established to prove in-
fringement: (1) ownership of a valid copyright, and (2) copy-
ing of constituent elements of the work that are original.40 Im-
portantly, the Act does not require intent on the infringer’s
part.41 If a party’s acts are sufficient to satisfy these two ele-
ments, then that party is considered a “direct infringer” and is
subject to liability.42 Unlike the U.S. patent law, the U.S. Copy-
right Act “does not expressly render anyone liable for infringe-
ment committed by another.”43 The absence of such express
language in the copyright statute does not, however, preclude
the imposition of liability.44 As defined by the Second Circuit,
“[o]ne who, with knowledge of the infringing activity, in-
duces, causes, or materially contributes to the infringing con-
duct of another, may be held liable as a ‘contributory’ in-
fringer.”45 Importantly, there can be no contributory infringe-
ment unless there is an actual direct infringement by a third
party.46

Courts have recognized two types of contributory infring-
ers: those who provide the means (usually a product) to in-
fringe, and those whose physical conduct participates in or
furthers the infringement.47 One type of contributory infringe-
ment is “means to infringe” liability. For a means to infringe
cause of action to occur, the plaintiff must show (1) that the
defendant knowingly created an instrumentality for infringing
one or more of the owner’s exclusive rights which (2) had no
substantial non-infringing use, and (3) the existence of direct
infringement.48 If these elements are established, liability at-
taches regardless of either the amount of control the defendant
has over the direct infringer or whether he or she has an eco-
nomic interest in the infringing activity.49 Another form of con-
tributory infringement is often called “participatory” infringe-
ment. For a participatory infringement cause of action to oc-
cur, a plaintiff must show the defendant had (1) knowledge of
a direct infringement by another, and (2) induced, caused, or
materially contributed to that infringing activity.50

In Canada, there is no recognized doctrine of contributory
infringement. However, the Canadian Copyright Act has rec-
ognized a right of authorization. The Canadian Copyright Act
defines the exclusive rights belonging to copyright owners and
grants the owner the sole right “to authorize any such act.”
Authorization, like contributory infringement, requires that
there be direct infringement by a third party.51 Furthermore,
the grantor must have some degree of control over the actions
of the grantee to amount to authorization.52 The added require-
ment of control may draw a parallel between authorization and
the participatory infringement form of contributory infringe-
ment. However, it is unknown whether the courts will accept
Canadian authorization as an equivalent argument to the U.S.
contributory infringement. Some U.S. courts have determined
that “authorization” invokes the doctrine of contributory in-

fringement.53 However, these decisions have not been well re-
ceived by all commentators.54 Nonetheless, contributory in-
fringement and authorization are sufficiently similar for the
discussion in this paper since they both require direct infringe-
ment by a third party.55

Fair Dealing v. Fair Use
Although the defenses of “fair dealing” in Canada and “fair

use” in the U.S. will be discussed below in more detail with
respect to linking, it is helpful to begin with a general founda-
tion of these defenses and note the specific differences be-
tween “fair dealing” and “fair use.” The doctrine of “fair use”
in the U.S. is a far broader defense than the “fair dealing” ex-
emption under the Canadian Copyright Act. Accordingly, any
U.S. decision on this issue must be considered in light of these
differences.56 Under the Canadian Copyright Act, a fair dealing
with a work for the purpose of private study or research does
not constitute an infringement of copyright.57 It is essential to
understand that for the exemption to apply, the activity must
be associated with either private study, research, criticism,
review or newspaper summary. The U.S. has not taken this
restrictive approach—the legislation in section 107 of the U.S.
Copyright Act states that fair use of a copyrighted work “for
purposes such as criticism, comment, news reporting, teach-
ing, scholarship, or research is not an infringement of copy-
right.” The list, however, is not exhaustive.

The recent Ontario Divisional Court case of Allen v.
Toronto Star Newspapers Ltd. 58 has, however, illustrated a
trend in Canadian copyright cases of turning to U.S. authori-
ties. After considering a leading British authority dealing with
the same “fair dealing” provisions found in the Canadian stat-
ute, the court turned to U.S. caselaw for further authority that
a qualitative rather than a quantitative analysis is appropriate.59

“As a result of the Allen decision, the ‘fair dealing’ exception
will now achieve more prominence. The Canadian courts will
be asked to consider the circumstances of the copying more
forgivingly than they have in the past. It will be interesting to
see how forgiving they will turn out to be.”60

Part IV: An In-depth Analysis of Linking
ISSUES:

1. Does linking to a document constitute copyright
infringement?

2. Are links copyrightable?
There are many aggravating circumstances that arise when

dealing with links. For example, most web sites consisting of
more than one page have a main page, usually referred to as
the “homepage,” intended to be the “front door” to the site.
The homepage often includes the site owner’s name, logo,
advertisements, copyright information and an index of the site.
Often, companies expend considerable resources in order to
obtain the rights to a URL that closely matches their company
name, not to mention the money spent to advertise the URL.
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For example, Ford Motor company advertises “http://
www.ford.com” Toronto Dominion Bank advertises “http://
www.tdbank.com” and Ticketmaster advertises “http://
www.ticketmaster.com.” While the web site’s owner may
want users to access the homepage before viewing other
pages deeper within the site, the nature of the Web makes it
possible for users to bypass the homepage and gain direct ac-
cess to internal pages. This process known as “deep-linking”
raises specific problems and will be dealt with separately along
with other aggravating circumstances. The analysis of the le-
gality of linking begins with “plain linking”—that is, HREF
links from one web page, A, to the “homepage” belonging to
another author, B.61 Although there is no caselaw decided at
this point in time (in any jurisdiction) that deals with linking
specifically, there have been a few actions that were settled
out of court. These actions will provide the basis of the analy-
sis below. On the basis of U.S. or Commonwealth legal prin-
ciples, plain linking cannot result in copyright infringement.
Case on point

In 1996, The Shetland Times, a newspaper in the United
Kingdom that carries local, national and international news,
brought an action against The Shetland News, a news report-
ing service.62 The action was brought because The Shetland
News web site contained a number of headlines copied from
The Shetland Times web site that served as hyperlinks to ar-
ticles on The Shetland Times’ web site. Lord Hamilton granted
an interim interdict to stop The Shetland News from making
free links to The Shetland Times web site. On November 11,
1997, The Shetland Times issued a statement that their interim
interdict dispute with The Shetland News had settled out-of-
court. The terms of the deal were as follows:

(1) The Defenders [Shetland News] shall be entitled to
link to stories on the Pursuers’ [Shetland Times]
website by means of headlines provided that they will
not include in any service operated by them on the
Internet any hyperlink linking to the Pursuers’ website
(www.shetland-times.co.uk) other than as follows:-

(a) each link to any individual story shall be
acknowledged by the legend ‘A Shetland Times
Story’ appearing underneath each headline and of
the same or similar size as the headline;

(b) adjacent to any such headline or headlines
there shall appear a button showing legibly The
Shetland Times masthead logo; and

(c) the legend and the button shall each be
hypertext links to the Shetland Times online
headline page.

(2) The action will be dismissed on the basis of no ex-
penses due to or by either party.63

Although this case was settled out-of-court, there was
nonetheless an interim judgement where, on a balance of con-
venience, it was held prima facie arguable that the Internet
was a cable broadcast system for the purposes of copyright

law, and that the reproduction of certain headlines from The
Shetland Times’ web site as links to those stories could be a
breach of copyright.64 While this decision has to be viewed in
perspective (as an interim order granted by only one judge,
based on limited argument by counsel), it was nevertheless
given by a Court of Session judge and commented upon
around the world. It remains as an example of what the courts
might do, at least at an interim stage. One can only speculate
as to whether the settlement agreement suggests that Counsel
for The Shetland Times did not expect to succeed at a full
hearing, particularly as each side bore their own legal ex-
penses.65 Was the reproduction of certain headlines from The
Shetland Times’ web site as links to those stories a breach of
copyright? Moreover, was a new literary work created? Is
creating a hypertext link fair dealing? Is reproducing news
headlines itself fair dealing? And, might producing a freely ac-
cessible web page itself be conduct that amounts to an implied
license to copy some or all of its content, or at least acquies-
cence for the purposes of making hypertext links?
Direct Infringement in Shetland

The most apparent argument that can be advanced by a
plaintiff such as The Shetland Times is that republishing the
URL without authorization or making the URL available with-
out consent, is an infringement of copyright.66 However,
URLs are simply IP addresses, analogous to street addresses
and telephone numbers. Because such facts are in the public
domain and are available to every person, they cannot be pro-
tected by copyright law.67 Instead, a stronger argument is that
copyright exists in The Shetland Times headlines themselves.
In this case, it would be argued the writing of headlines “Bid to
save centre after council funding cock up,” “Forum to moni-
tor west oil effect on fishing,” “Name change is put on ice,”
and “Go ahead granted” are a form of literary work.

Mere recording of a writing is not enough to constitute a
literary work. Even if considerable effort, skill and labour is
involved in selecting a particular word, for example, the word
“Exxon” for a business entity, copyright law will not protect
its use as a literary work.68 The advertising phrase “Beauty is a
social necessity, not a luxury” was not infringed by a similar
advertising phrase: “A youthful appearance is a social neces-
sity.”69 Neither was the name of the fictional detective
“Kojak” 70 copyrightable; nor the title of the song “The Man
who Broke the Bank at Monte Carlo.”71 A diary for lawyers
called “The Lawyers Diary” similarly did not attract copy-
right.72 However, in an interlocutory hearing, the use by one
newspaper of the logo of another newspaper (The Sun) in its
advertisements was held to be an arguable case of infringe-
ment.73 The Shetland Times case did not however involve the
use of a logo. Indeed the settlement expressly provided that
their logo was to be used for any future links.74

The concept of originality in a literary work may cross
over with the notion of considerable effort or labour only—the
so called “sweat of the brow” test. This test would not, of
itself, be enough to justify copyright, particularly in the U.S.
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where even the immense labour of producing a telephone di-
rectory does not qualify as being an original work.75 In the
U.K. however, there is a tradition that relatively common items
such as football coupons,76 and television programme listings
in the TV Times are copyrightable.77 The European Court of
Justice has also referred to the essential function of an intel-
lectual property right which, in the case of copyright, is to
protect the moral rights in the work and ensure a reward for
creative effort.78 The question might then legitimately arise as
to what creative effort was involved in a selection of head-
lines. The author submits that none of the headlines in this
case would attract copyright with particular reference to the
“Man who broke The Bank at Mount Carlo” principle.79 His
Lordship in Francis Day thought that it was arguable that
“eight or so words designedly put together for the purpose of
imparting information” as a headline could be protected from
infringement, but it would appear to be stretching matters too
far for the four headlines in this case.80

Even if the headlines themselves were deemed to be copy-
rightable, there remains the defense of fair dealing. The phrase
itself is not defined in the U.K. Copyright, Designs and Patents
Act 1988,81 but s. 30(2) provides that:

“Fair dealing with a work (other than a photograph) for
the purpose of reporting current events does not in-
fringe any copyright in the work provided that (subject
to subsection (3)) it is accompanied by a sufficient
acknowledgement.” And subsection (3) provides that:
“no acknowledgement is required in connection with
the reporting of current events by means of
a...broadcast or cable programme.”

Hence, the fair dealing provision in the U.K., parallel to s.
29.2 of the Canadian Copyright Act, would appear to be a vi-
able argument.82 Surprisingly, the fair dealing argument was
not argued at the interim interdict stage of Shetland. The text
of The Shetland Times stories did not appear on The Shetland
News’ page - merely certain headlines with the purpose that
The Shetland Times pages would be accessed directly. Fur-
ther, full acknowledgement was given to The Shetland Times
in three ways: at the link descriptor, on the address line of the
web browser once The Shetland Times’ URL was activated,
and on The Shetland Times’ web pages which displayed a ban-
ner across the top of each page clearly identifying it as belong-
ing to The Shetland Times. It might be argued that the regular
listing of headlines went beyond fair dealing, and that once a
linked page was read, the browser could easily use the ‘back’
button to return to The Shetland News’ web page, thereby
avoiding The Shetland Times’ homepage and any advertise-
ments it may have. However the “web surfer” was just as
easily one click of a mouse away from The Shetland Times’
home page.83

Finally, it could be argued by the defense that producing a
freely accessible web page is conduct that amounts to an im-
plied license to copy some or all of its content, or at least
acquiescence for the purposes of making hypertext links. A

web page author likely understands that the Web not only per-
mits, but depends on, the ability to link from one site to an-
other and that any given site is accessible from any other point
on the Web. In the absence of clear legal guidelines as to what
constitutes an implied license to link, it is helpful to turn to the
established rules of the web community. According to Prosser
and Keeton on The Law of Torts, the defendant may “infer
consent as a matter of usage or custom” or from “the general
habit of the community.”84 The Web has been referred to as a
virtual community, consisting of individuals in all walks of life
from all corners of the earth.85 This virtual community has
developed a distinct set of customs, rules, and standards, col-
lectively referred to as netiquette.86 Commentators have long
argued that the standards of the virtual community should be
recognized by the courts.87 At least one U.S. court has ruled
that, where the law requires the application of community
standards, it may be possible to apply the standards of a vir-
tual, rather than geographical, community.88 If the web site
owner does not wish such linking to occur, he or she may
adopt technological measures to control access to that par-
ticular site.89 In the absence of such measures, a defendant
should be able to rely on this “general habit” to infer the exist-
ence of an implied license to link.90

A perfect demonstration of the virtual community’s accep-
tance of linking and enforcement of this accepted practice is
another U.K. case where the U.K.’s High Court of Justice is-
sued an injunction against three defendants requiring them,
among other things, to remove hypertext links to other web
sites containing a controversial report.91 The order was in re-
sponse to the Nottingham County Council’s efforts to sup-
press the publication of a controversial report that criticised
the Council’s handling of an alleged satanic ritual abuse case.
Following the order, dozens of mirror sites contained the re-
port and dozens of others contained links to the reports. The
County was forced to cease its efforts to curtail the report’s
distribution on the Web. This example makes clear the ac-
cepted principle of linking and supports the doctrine that it is
unconscionable for a plaintiff to be permitted to deny that
which they had allowed or encouraged the defendant to as-
sume to their detriment.92

Regardless, whether there would be no direct copyright
infringement found on the basis that copyright cannot exist in
neither an URL nor the headlines that were copied, on the basis
of fair dealing, or on the basis of an implied license, it remains
clear that a plain link cannot purport to be a direct form of
copyright infringement by the author of the linking web page
(“linking party”).

Contributory Infringement or Authorization in Shet-
land

The possibility arises in Shetland that the “linking party”—
The Shetland News—is guilty of contributory infringement or
authorization. An analogy that a link is in essence an automated
version of a scholarly footnote or bibliographic reference is
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helpful in this case. The link, like a footnote, tells the reader
where to find the referenced material. In the case of hypertext,
the user’s browser or other application can then retrieve the
material from its location, a process that is not only hidden
from the user, but far more convenient than physically ventur-
ing into library stacks to retrieve hardcopy referenced in a
plain footnote. Thus, if linking in such a way is a copyright
infringement by way of either contributory infringement or
authorization, there would be broad ramifications for scholarly
citation, bibliographic indexing, and information cataloging.
Hence, the author submits on this basis alone, that a contribu-
tory or authorization form of infringement is not possible.
Nonetheless, a legal analysis yields the same result. Assuming
all other requirements of contributory infringement and autho-
rization have been met, including some degree of control over
the actions of the end user with respect to authorization,93 both
contributory infringement and authorization immediately face
a debilitating requirement—that of direct infringement of
copyright by the end user. In other words, if it cannot be
found that the person who activated the link and views the
subsequent web page directly infringed the copyrights of the
author whose web page is being viewed, then there is no pos-
sibility of either contributory infringement or authorization.
The determination of whether the end user does, indeed, di-
rectly infringe the copyright of the web page owner, is based
on the determination of whether the temporary copying of the
web page into memory is a reproduction of the work.94

A number of U.S. cases, most notably MAI v. Peak,95 have
either held or implied that the first step, bringing the instruc-
tion from a disk of some kind into RAM memory, constitutes
the making of a “copy” of the program for copyright pur-
poses. That is, the process results in the creation of a copy
and is an infringing violation of the copyright owner’s rights.96

The “RAM copy” doctrine has been severely criticized by a
wide variety of commentators.97 Aside from the possibly sti-
fling effect that this doctrine could have on the growth of digi-
tal media, these critics point out that some U.S. courts have
reached a contrary conclusion—that RAM copies of programs
are too transitory or ephemeral to be infringing—and that
courts holding RAM copies to be infringing appear to directly
contradict the language that the U.S. Congress included in its
explanation of the current copyright statute. The U.S. Con-
gress appears to have contemplated that the creation of transi-
tory, ephemeral, or incidental copies in computers would not
be an infringement.98 Under this theory, the normal operation
of computers and computer networks should not constitute
copyright infringement.99 Currently, a piece of U.S. legislation
entitled the Digital Era Copyright Enhancement Act is awaiting
House approval. The act explicitly states that copies made in-
cidental to the operation of a computer or similar device are
not infringements.100 In Canada, s.3(1)(h) of the Canadian
Copyright Act similarly suggests that reproduction of a com-
puter program “other than by a reproduction during its execu-
tion in conjunction with a machine, device or computer” is

protected by copyright.

Two further arguments support the contention that RAM
copies do not amount to direct infringement by the end user.
First, RAM copies are likely to be protected by the defenses of
implied license or fair dealing (or use). The Supreme Court of
Canada has recognized the creation of an implied license
where the nature of the transaction makes it necessary to do
so.101 A person placing content on a web site is presumably
familiar enough with the medium to know that accessing the
site requires that a RAM copy be made.102 In addition, RAM
copies are likely to be considered fair dealings for the purposes
of private study or research. Of course, some difficulty may
arise in attempting to characterize the use as “private study” or
“research.”103 In the U.S., where this categorization is not nec-
essary, the case of Religious Technology Center v. Netcom
On-Line Communications Services Inc. held that absent a
commercial or profit depriving use, digital browsing is prob-
ably a fair use.104

Second, the end user is technically not the party making the
reproduction. So, even if the courts’ interpretation of RAM
copies is that they are a reproduction, direct infringement by
the end user does not exist since the end user is not the party
that reproduced the web page. For example, suppose an au-
thor places the document B on a server. When a user who is
viewing another web page, A, that contains a link to B, selects
the link to B, the user’s Web browser requests the document
from B’s server. It is B’s server that actually generates the
“copy” which is sent to the user, not the end user.105 The lead-
ing U.S. Supreme Court case of Sony Corporation of America
v. Universal City Studios, Inc.106 offers insight into this notion.
The issue in Sony was whether Betamax videotape recorders
sold to consumers by Sony were being illegally used to record
broadcasted television programs. Universal argued that Sony
was knowingly supplying the means by which consumers
were committing copyright infringement, and therefore Sony
should be liable for contributory infringement. The court re-
jected this argument and stated “Sony in the instant case does
not supply Betamax consumers with respondents’ works; re-
spondents do.”  As in Sony, it is B’s author who is supplying
the user with the work. A is simply providing the user with an
alternative method for viewing B (just as time-shifting in Sony
provided the viewer with an alternative method for viewing
Universal’s programs). Instead, the Sony case turned on
whether or not there were “substantial, non-infringing uses”
for a Betamax videocassette recorder. Clearly, there are sub-
stantial, non-infringing uses of linking technology in general.108

In Shetland, the terms of the interim interdict against The
Shetland News prevents “the defenders, their employees,
agents or anyone acting on their behalf or with their authority
from 1) storing in any medium by electronic means or other-
wise copying or 2) including in any service operated by the
defender on the Internet any headline, text or photographs
from any edition of The Shetland Times newspaper or the
Pursuer’s Internet web site <http://www.Shetland-
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Times.co.uk/>.” This could be regarded as interdicting access
to The Shetland Times’ web site completely, as access will
inevitably involve copying by some means, however tempo-
rary by the viewer; indeed it may also involve copying by the
service provider who may “cache” the file and transmit it di-
rectly to the user where a web page is busy. In a sense if
copying is outlawed on the Internet, the Internet ceases to
exist. Unfortunately, this fundamental problem was not con-
sidered at the interim interdict stage of Shetland.109 RAM cop-
ies do not infringe copyright. If there is no direct infringement
by the end user, plain linking by a web page author cannot
possibly amount to contributory infringement or authorization.

Further Analysis: The Adaptation Right and The
Public Communication Right

Thus far, the determination of whether plain linking consti-
tuted an infringement of copyright revolved around the enu-
merated right of reproduction. Is it possible that plain linking
infringes on either the enumerated rights of Adaptation or Pub-
lic Communication?

Does the creation of a link constitute an adaptation?
The right to adapt a work, that is, to create derivative

works based on the copyrighted work, is one of the exclusive
rights of a Canadian, U.S., or U.K. copyright holder. Even if
there exists an implied right to access material openly posted
on a network, that implied right might not extend to the adap-
tation of the accessed material, or incorporation of the material
into new works.110 According to the U.S. Copyright Act, a
derivative work is “a work based upon one or more preexist-
ing works, such as a translation, musical arrangement, drama-
tization, fictionalization, motion picture version, sound record-
ing, art reproduction, abridgment, condensation, or any other
form in which [the preexisting] work may be recast, trans-
formed, or adapted.”111 The purpose of the adaptation right is
to allow the copyright owner to control more than simply ver-
batim forms of copying.112

Generally, to violate the derivative right, the infringing
work must copy part of the underlying work.113 As discussed
in the previous section, a link from A to B does not incorporate
or copy any portion of B. Thus, a link does not create a deriva-
tive work. One commentator has suggested that linking docu-
ments may create a derivative work by creating a “literary
‘add-on.’”114 An add-on modifies an existing work and is used
in conjunction with that work. If A contains links to specific
sections of B, one could argue that A modifies the way a user
views B.115 In effect, A is creating an abridged version of B.
With printed texts, A would need to copy the desired sections
of B to be an abridgment and hence a derivative work. But
with links on the World Wide Web, A can create an abridged
version of B without copying. Thus, the notion is that A is an
add-on (i.e., a supplementary work). The “add-on” concept
has appeared in recent court cases involving computer pro-
grams.

In the U.S. case of Midway Manufacturing Co. v. Arctic
International, Inc.,116 the Court of Appeals for the Seventh
Circuit ruled that a computer chip manufactured by Arctic to
speed up a Galaxian video game manufactured by Midway in-
fringed on Midway’s copyright. The court ruled that the sped
up version of the video game constituted a derivative work.
Arctic argued that speeding up the video game was like speed-
ing up a phonograph record and so should not be considered a
derivative work. The court rejected this argument based on
the fact that there is a market for sped up video games while
there is no market for sped up phonograph records.117

Almost a decade later, a similar case was heard in the Ninth
Circuit of the U.S. In Lewis Galoob Toys, Inc. v. Nintendo of
America, Inc.,118 Galoob manufactured a device, a “Game Ge-
nie,” to be inserted between a Nintendo home video game car-
tridge and the Nintendo home video game control unit. The
device could be programmed to change certain characteristics
of Nintendo video games. The court ruled this was not a de-
rivative work and distinguished it from Midway by pointing
out that the earlier case involved substantial copying of a ROM
chip while Galoob’s device involved no direct copying. The
court also noted that the device manufactured by Arctic was
used in the commercial setting of a video arcade, while
Galoob’s device was used in a noncommercial home setting.119

The Galoob court stated in dicta that derivative works should
not encompass works whose purpose is to enhance the under-
lying work. Neither a spellchecking program used in conjunc-
tion with a word processor, nor a kaleidoscope that allows one
to view a work in a new way should be considered a derivative
work. The court said, “The Game Genie is useless by itself, it
can only enhance, and cannot duplicate or recast, a Nintendo
game’s output....Such innovations rarely constitute infringing
derivative works under the [U.S.] Copyright Act.”120 The
Galoob court went on to state that even if the Game Genie
were a derivative work, its use should be considered a fair
use.121

The Galoob court ruled that a computer add-on that does
not incorporate any part of the underlying work is not a de-
rivative work. Under the same reasoning, a “literary add-on”
such as a series of links, should not be considered a derivative
work either.122 The links from A to B cannot exist indepen-
dently of B. Unlike a printed abridgment or adaptation of a
work, the links do not duplicate the original work or act as a
substitute for it.123

Does the creation of a link constitute a communica-
tion by telecommunication?

It is infringement of copyright to communicate any literary,
dramatic, musical, or artistic work to the public by telecom-
munication without the permission of the owner of the copy-
right in the copyright work.124 Indeed, the judge in Shetland
held there was a prima facie case that the Internet is a “cable
programme service” under the U.K. Copyright Act. This hold-
ing arose from a reading of the U.K. Copyright Act, which
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defines a cable program service as one that “consists wholly
or mainly in sending visual images, sounds, or other informa-
tion by means of a telecommunications system, other than by
wireless telegraphy, for reception at two or more places...or
for presentation of the subject.” Although the World Wide Web
was likely not contemplated by the legislators who enacted
this definition, the language is broad enough to encompass a
web page.125

This situation is by no means unique to the Common-
wealth; a similar argument might be asserted under the U.S.
copyright statute, that accessing digital material constitutes a
public performance or a public display, which are among the
exclusive rights of the copyright owner. Generally, these
rights are linked to broadcast of copyrighted material, and it
may not be immediately obvious how one would “publicly per-
form” something like text by retrieving it over a computer net-
work. But the statutory language is broad enough to encom-
pass such use of digitized works, defining performance as
rendering a work directly or by means of any device or pro-
cess. Similarly, to display a work is to show a copy of it, either
directly or by any device or process.126

Thus, accessing materials via computer network appears
to comprise acts that fall within the exclusive public perfor-
mance and display rights of the copyright owner. However,
even if such access occurs without the explicit permission of
the copyright owner, such access does not necessarily consti-
tute infringement. As with the creation of RAM copies, we
may infer from the placement of the materials on an open net-
work that the owner must have known, and certainly in-
tended, that the materials would be publicly performed and
displayed. It may therefore be inferred that such perfor-
mances and displays are part of an implied license, or are a fair
dealing (or use) of the work.127 In the U.S. case of Frena, the
court held that the public display right was implicated.128 The
court stated that “[T]he display right precludes unauthorized
transmission of the display from one place to another, for ex-
ample, by a computer system.”129 It is unlikely a plain link will
be determined to be an infringement of the author’s public
communication right.

I SSUE 3:
Is there a difference between linking to another
site’s homepage and linking directly to a page
deeper within that site?

The defenses of fair dealing and implied license used exten-
sively in the above arguments encounter problems when ap-
plied to deep linking. Indeed, although Shetland was used as
basis for the analysis of plain linking, part of the actual com-
plaint in Shetland focused on the deep-links that The Shetland
News created to specific pages in The Shetland Times. A more
recent case on point is the U.S. case of Ticketmaster v.
Microsoft.130 Ticketmaster was in negotiations with Microsoft

about linking pages from Microsoft’s city-specific Sidewalk
sites to the Ticketmaster page where the tickets were sold for
the events described on the Sidewalk site.131 Negotiations
broke down and Microsoft decided to link to the Ticketmaster
pages within the Ticketmaster website for each particular
event (i.e., deep-linking) without an agreement. Ticketmaster
sued Microsoft for deep-linking and invoked a programming
solution to block any access to the Ticketmaster site originat-
ing from links within a Microsoft site.132 In a counterclaim
filed by Microsoft, a request was made for a declaratory judg-
ment pendant upon the legality of hyperlinking. Microsoft
stated that a judicial determination that it legally used
Ticketmaster’s URLs is needed in order to “remove any chill
from the free-workings of the Internet.”133 This counterclaim
placed a large burden on the court since, according to the
counterclaim, failing to recognize Microsoft’s use of
hyperlinks as lawful would tend to place a stigma on
hyperlinks in general and on their legality.134 Although
Microsoft attempted to blur the distinction between plain link-
ing and deep-linking for the purposes of their defense, the dis-
tinction is key to the determination of whether or not there has
been an infringement of copyright. The author submits that a
copyright action against deep-linking can be successful, how-
ever, is better addressed by forms of unfair competition.135

The discussions above on plain linking by an end-user con-
cluded that an implied license to link would shield the linking
parties from copyright infringement claims. The relatively few
commentators who have analyzed the applicability of the im-
plied license doctrine to on-line materials have recognized that
it must have wide reaching consequences. One commentator
concludes that much of the material distributed over the
Internet is made available for free, and that accessing, and
even storing it can come within the scope of creator’s implicit
or explicit license to the reader.136 Others contend that the doc-
trine of implied consent as applied to on-line materials would
“appropriately allow the transmission and copying necessary
to facilitate their use within the electronic realm.”137 Barry
Sookman goes as far as to state that:

[c]learly, where a work is made available over a public
network such as on a Gopher server or a World Wide
Web server with the intention that it may be accessed
by all who visit the site, absent an agreement or an ex-
press notice to the contrary, users will have a license of
some sort with respect to any such works. Invariably,
the question will not be whether a license exists, but
rather what is the scope of the license.138

Of course, there are important questions remaining on the
exact scope of the implied license that might be involved here,
and the analysis is a fact intensive one.139 The author submits
that if a web site clearly implicates that all access should be
through their homepage, then it is unlikely an implied license
defense will be successful. Of course, the following question
remains: What is a clear implication that all access should be
through the homepage? Is a mere statement to that effect at
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the bottom of the homepage sufficient? Are copyright state-
ments necessary not only on the homepage, but on all deep
web pages as well? Until the virtual community develops a
standard, clear guidelines will not be available.

The fair dealing defense also faces problems when the al-
leged infringing action is deep-linking. In determining whether
there has been infringement of copyright, the Canadian courts
frequently have looked to see if the allegedly infringing activity
had the effect of lessening, or would, if repeated on a wide
scale, lessen the value of copyright owner’s statutory mo-
nopoly, such as by reducing the demand for the work or the
performance thereof or the profit which the owner of the
copyright could expect to earn from the work.140 The U.S.
Copyright Act specifies four basic statutory elements to a fair
use defense: (1) the purpose and character of the use (includ-
ing whether the use is commercial or noncommercial in na-
ture); (2) the nature of the copyrighted (original) work; (3) the
amount or proportion that was taken or copied; and (4) the
economic impact of the use on the copyright owner of the
original work.141 As one U.S. court has already observed, “ab-
sent a commercial or profit-depriving use, digital browsing is
probably a fair-use.”142 In fact, there are strong policy argu-
ments to support the conclusion that the determining factor of
whether a use is “fair” is the determination of whether or not
the use has a profit-depriving aspect.143

Deep-linking may not conform with the intended rev-
enue generation scheme that the author of the original work
had in mind. For instance, one could imagine the publisher
of a WWW-based newspaper placing advertising material
on the “front page” but not on the subsequent articles. This
is a viable revenue generator only if the users peruse the
pages in order (they at least need to see the first page to see
the ads). An unauthorized link directly to a subsequent ar-
ticle, however, would display the content without the user
having been exposed to the front page’s advertisements.144

Since the price charged for advertisements on the
homepage would be based on the number of viewers (re-
ferred to as “hits”) to that page, deep-linking can easily re-
sult in the deprivation of profit. In Ticketmaster,
Ticketmaster alleged that by linking to the Ticketmaster
web site, Microsoft had “utilized...the name and marks of
Ticketmaster and Ticketmaster’s web site notwithstanding
Ticketmaster’s protestation against such use and
Microsoft’s implicit recognition that, absent an agreement
with the owner for use of a web site, web sites are for
personal non-commercial use”145 and that Microsoft had
thereby “enhanced the value of Microsoft’s web site and
business and diluted and diminished the value of
Ticketmaster’s web site and business...[by] depriving
Ticketmaster of favorable advertising business and oppor-
tunities.”146 In Shetland, The Shetland Times had a similar
concern—by bypassing the homepage, there was a possi-
bility of the loss of advertising revenue.

It becomes clear that deep-linking is a significant aggravat-

ing factor to linking. The defenses of implied license and fair
dealing (“or use”) may no longer be successful in such a
copyright action, Furthermore, a defendant who uses deep-
links may face actions respecting passing off, misappropria-
tion or other forms of unfair competition.

ISSUE 4:
Do links pages and search engines invoke other
copyrights?

It was determined above that links alone (i.e., URL ad-
dresses), do not invoke copyright. Deep-linking may be an
aggravating factor that makes the reproduction of the web
page or the communication by telecommunication of the web
page a copyright infringement, but the principle remains that
links themselves are facts in the public domain not eligible for
copyright protection. Compilations of mere facts do, how-
ever, invoke copyrights in certain circumstances. Indeed,
compilation pages of links have become common on the
WWW. Many organizations offer links to related resources on
the web. For example, “Judith Bower’s Law Links” is a com-
pilation of law-related links.147 Many of the most common web
pages in the world—Search Engines—are mere compilations
of links. Web users utilize search engines such as Yahoo!,148

Webcrawler,149 HotBot,150 Alta Vista,151 Infoseek,152 and
Lycos,153 to locate web sites that match their particular inter-
est. The user merely enters “keywords” and the search en-
gines are programmed to return all the links that match the
criteria. Of course, the immense databases and search mecha-
nisms to search those databases can become extremely com-
plicated. Hence, although the criteria to determine whether a
compilation satisfies the requirements necessary to invoke
copyright differs between the Commonwealth and the U.S.,
copyright does exist for links pages.

In the U.S., the leading case for the protection of compila-
tions is the Supreme Court case of Feist Publications Inc. v.
Rural Telephone Services Co.154 In this case, the test was “if
the selection and arrangement are original, these elements of
the work are eligible for copyright protection.155...A factual
compilation is eligible for copyright if it features an original
selection or arrangement of facts....”156 The Feist Court re-
jected the opinions that an “industrious collection” or “sweat
of the brow” alone are sufficient to render a compilation origi-
nal for copyright purposes. Furthermore, subsequent compil-
ers can use facts contained in another’s compilation in pro-
ducing a subsequent compilation as long as the selection and
arrangement of the compilation is not copied. This is because
the basis for protecting the compilation is the selection, co-
ordination or arrangement of pre-existing information and not
because the facts themselves are entitled to protection.157

In Canada, the United Kingdom, and elsewhere in the Com-
monwealth the case law fails on any consistent basis to distin-
guish between skill and judgement on the one hand and the
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labour and capital necessary to bring a compilation into exist-
ence for the purpose of determining whether a compilation is
“original.” In some cases the term “original” as applied to the
making of a compilation has been described as the exercise of
skill and discretion in the selection, arrangement, and combi-
nation of information to produce something that is new and
useful.158 But the overwhelming weight of judicial authority to
date in Canada and the United Kingdom has been to confer
protection on compilations based upon either the skill, time,
ingenuity, selection, labour, or mental effort expended in the
production of the work.159 Note that on the basis of labour, a
subsequent compiler may be prevented from using the same
sources and making a similar compilation of links unlike the
principle in the U.S. making labour an insufficient factor in
determining copyright.160

In January 1994, the amendments to the Canadian Copyright
Act made as part of the legislation to implement the North
American Free Trade Agreement, introduced for the first time a
definition of the term “compilation”. Under the Act, a “compila-
tion” is defined to mean “(a) work resulting from the selection
or arrangement of literary, dramatic, musical or artistic works
or parts thereof, or (b) a work resulting from the selection or
arrangement of data.”161 The definition follows rather closely
the definition of the term “compilation” under the U.S. Act. The
term “compilation” is defined there as a work that is “formed by
the collection and assembly of pre-existing materials or of data
that are selected, coordinated, or arranged in such a way that
the resulting work as a whole constitutes an original work of
authorship.”162 In the 1997 Canadian case of Teledirect (Publi-
cations) Inc. v. American Business Information Inc.,163 the test
adopted was “sufficient skill” as in the U.S. However, the court
declined to mention whether Feist should be adopted, but in-
stead only referred to the NAFTA provisions.

The criteria to determine whether a compilation satisfies
the requirements necessary to invoke copyright differs be-
tween the Commonwealth and the U.S., but a compilation of
links may nonetheless invoke copyright protection.

I SSUE 5:
Do association and the use of IMG links amount to
copyright infringement?

On the surface, a link asking users to “click here to read
some excellent poems by John Smith” seems perfectly harm-
less. While there might be nothing wrong with linking to a
work by a favorite poet, revealing the name of the poet when
he wishes to remain anonymous could infringe the poet’s
moral rights.164 Similarly, a link encouraging users to “read
some great poems by our own John Smith” implies an asso-
ciation between the poem and the party providing the link. Im-
plying an association where, in fact, there is none could in-
fringe a creator’s moral rights if it is prejudicial to the
creator’s honour or reputation.165 In certain contexts, a link

that falsely implies endorsement, support or association could
violate statutory or common law prohibitions against false ad-
vertising, misrepresentation, or passing off.166

Perhaps the most tenuous issue is unwelcome association.
A mother who created a web page commemorating her de-
ceased daughter was distressed to learn that her daughter’s
page was linked from a site called “Babes on the Net.”167 Simi-
larly, pedophile organizations are known to link to organiza-
tions, such as Big Brothers, that provide opportunities for in-
volvement with children. Although links in these examples
may or may not violate copyright principles depending on the
type of link.168 A link that falsely suggests an association that
could be damaging to the plaintiff’s reputation or business
could conceivably amount to injurious falsehood, defamation,
or commercial disparagement.169 One such case does exist
where the owners of the “official” James Dean page sued the
owners of the “American Legends” homepage, alleging that
the link to their site was accompanied by disparaging com-
ments.170

One form of “associative” link may be more likely to in-
voke copyright—IMG links. As explained in the Technological
Primer section above, IMG links are used by the author of the
web page to display a graphic image on the web page that is
stored in a separate file. In other words, when the user enters
a URL to retrieve a Web page, the image file that is specified in
the HTML document is automatically loaded and displayed
with the rest of the web page. New issues arise when such a
link is used to retrieve an image file belonging to another web
site—a process known as “mirroring.”171 As was discussed
above, the defenses of implied license to view web pages or
the defense of fair dealing may render ineffective any action
for copyright infringement. However, if an author places a
document on the web, and in so doing, grants web users per-
mission to view that document, has the author also impliedly
granted permission to link to and view individual elements of
that document? Similarly, is the fair dealing (or use) of that
document context dependent?

United Feature Syndicate, Inc. (UM), copyright owners of
the popular Dilbert comic strip, maintain an Internet website
where users can view recent Dilbert cartoons, purchase
Dilbert related products, and contact either UM or the comic’s
author, Scott Adams.172 In January 1996, a Princeton Univer-
sity graduate student173 created a WWW site he called the
Dilbert Hack Page174 (DHP), which allowed users to view re-
cent Dilbert comics in a context different from that provided
by UM. The DHP used IMG links such that individual images
were loaded directly from the UM’s Dilbert server when the
DHP HTML document was interpreted by the user’s browser.
In July 1996, UM contacted the DHP’s author informing him
that Dilbert comic strips were the intellectual property of UM
and could not be used without their express written consent.175

A subsequent letter by UM’s legal counsel alleged the DHP
was a clear copyright violation and threatened legal action.176

In the face of an uncertain liability, the DHP was removed
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from active service in August 1996.177 Since IMG links are
automatically loaded and access is not determined by the end
user, the author contends that “mirroring” by the linking party
may violate the public communication right of the author.

It will be interesting to see how legislatures will attempt to
deal with such issues as mirroring. In an attempt to pass legis-
lation dealing with such matters, the state of Georgia in the
U.S. blatantly failed to pass effective legislation. The
Georgia’s “Internet Police” Law stated:

(a) It shall be unlawful for any person, any organiza-
tion, or any representative of any organization know-
ingly to transmit any data through a computer network
or over the transmission facilities or through the net-
work facilities of a local telephone network for the pur-
pose of setting up, maintaining, operating, or exchang-
ing data with an electronic mailbox, home page, or any
other electronic information storage bank or point of
access to electronic information if such data uses any
individual name, trade name, registered trademark,
logo, legal or official seal, or copyrighted symbol to
falsely identify the person, organization, or representa-
tive transmitting such data or which would falsely state
or imply that such person, organization, or representa-
tive has permission or is legally authorized to use such
trade name, registered trademark, logo, legal or official
seal, or copyrighted symbol for such purpose when
such permission or authorization has not been obtained;
provided, however, that no telecommunications com-
pany or Internet access provider shall violate this Code
section solely as a result of carrying or transmitting
such data for its customers.

(b) Any person violating subsection (a) of this Code
section shall be guilty of a misdemeanor.

(c) Nothing in this Code section shall be construed to
limit an aggrieved party’s right to pursue a civil action
for equitable or monetary relief, or both for actions
which violate this code section.178

In September 1996, a coalition of plaintiffs—including The
American Civil Liberties Union of Georgia, The AIDS Survival
Project, and the Electronic Frontier Foundation—filed a con-
stitutional challenge in the district court for the Northern Dis-
trict of Georgia.179 The plaintiffs argued that “[t]he critical
linking feature is the defining characteristic of the Web,”180 and
raised the objections that the legislation did not:

1) define the phrase “uses” or “to use”181

2) require, as did other federal and Georgia trademark
and trade name statutes, “that the prohibited ‘use’ cre-
ate any likelihood of confusion as to the identity of the
user

3) require that the use in any way dilute the value of a
famous and distinctive mark,

4) require that the ‘use’ be in the context of a commer-
cial transaction for the sale of goods and services”

5) require “that the user have any intent to deceive the
public by this ‘use.’”182

More specifically, the plaintiffs asserted that the statute
provided no method to determine “whether a web page that
provides a link to a page containing a registered trade name or
logo is a prohibited ‘use’ of the logo under the Act.”183 Nor did
it define the phrase “falsely implies” to indicate “whether any
particular ‘use’ of a trade name or logo in a web page would
‘falsely imply’ that the user had obtained prior permission to
link to the owner’s web page or to use the trade name or logo
in some other way.”184 Such indeterminacy would clearly pose
a challenge to many of the plaintiffs.185 They argued that the
statute violated their state constitutional rights to free expres-
sion, association, access to information, and privacy; was un-
constitutionally overbroad and impermissibly vague; and im-
posed a burden on interstate commerce in violation of the U.S.
Constitution.186 The state argued that:

[d]uring the legislative process, the sponsor of the Bill
consistently explained that the Bill did not address, and
was not intended to address, the links between web
sites or the addresses that are set up on homepages or
electronic mailboxes, but only to prevent people from
misidentifying themselves or misrepresenting that their
home page is the home page of another person or orga-
nization when it is not.187

On June 20, 1997, the court granted a preliminary injunc-
tion enjoining the enforcement of the Act.188 Agreeing with the
plaintiffs that the statute as written was unconstitutionally
overbroad and vague and that the state’s efforts to rehabilitate
it were tangled, the court found that even if the statute could
constitutionally be used to prosecute persons who intention-
ally “falsely identify” themselves in order to deceive or de-
fraud the public, or to persons whose commercial use of trade
names and logos creates a substantial likelihood of confusion
or the dilution of a famous mark, the statute is nevertheless
overbroad because it operates unconstitutionally for a sub-
stantial category of the speakers it covers.189

  [a] fair reading of the clause, as written, is that it pro-
hibits the current use of web page links. The linking
function requires publishers of web pages to include
symbols designating other web pages which may be of
interest to a user. This means that an entity or person’s
seal may appear on hundreds or thousands of other
web pages, just for the purpose of enabling the linking
system. The appearance of the seal, although com-
pletely innocuous, would definitely “imply” to many
users that permission for use had been obtained. De-
fendants have articulated no compelling state interest
that would be furthered by restricting the linking func-
tion in this way.190

On August 7, 1997, the court entered an order permanently
enjoining the state from enforcing the Act.191

Legislatures face huge difficulties in enforcing laws dealing
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with links. Links that inappropriately endorse or associate one
author to another raise many issues, as do the use of IMG
links. The author contends that copyright infringement is pos-
sible in many circumstances involving association, however,
decisions in such areas must always be resolved around the
specific facts.

Part V: Conclusion—The Missing Link
To understand the legal implications of links, one must ap-

preciate both the technical processes involved and the current
interpretations of copyright law. However, it is essential to
understand that the phenomenal growth of the Internet is due
in large part to the free flow of information through the World
Wide Web. Web authors who place their documents on the
Web know full well that others may link to the document and
download it for viewing. Plain links, as described in this paper
do not amount to copyright infringement. Whether there
would be no direct copyright infringement found on the basis
that copyright cannot exist in neither an URL nor the headlines,
titles or phrases that were copied, on the basis of fair dealing,
or on the basis of an implied license, it remains clear that a
plain link cannot purport to be a direct form of copyright in-
fringement either through the author’s reproduction, adapta-
tion or public communication rights. Similarly, the author
firmly contends that RAM copies do not amount to direct in-
fringement by the end user. If there is no direct infringement
by the end user, plain linking by a web page author cannot
possibly amount to contributory infringement or authorization.

Deep-linking, however, is a significant aggravating factor.
The defenses of implied license and fair dealing (or use) may
no longer be viable. A copyright action based on the copyright
holder’s right to public communication may be successful, as
well as non-copyright forms of action based on passing off,
misappropriation or other forms of unfair competition. Links
pages are a form of compilation and do invoke copyright pro-
tection once a threshold has been passed. The threshold dif-
fers between regions but it is undoubtedly some combination
of skill, time, ingenuity, selection, labour, and mental effort.

Other aggravating circumstances such as association may
amount to copyright infringement depending on the circum-
stances of the case. IMG links are one specific kind of link
that may lead to an infringement of an author’s reproduction
right, adaptation right or public communication right. All in all,
several factors must be taken into consideration. For the pur-
poses of a legal analysis with respect to linking cases, the au-
thor submits the following questions should be asked:

Caught in the Web: Trapping the Legal Issues

1) What is the type of link?

n A plain link - that is, a textual HREF link from one web page
to the homepage of another usually does not constitute
copyright infringement.

n Deep-links and IMG links may be aggravating circum-
stances and other factors must be considered in light of the
specific facts of each case. Of course, profit depriving
links will be dealt with more stringently.

n IMG links that copy certain elements of another web page
can be used to “adapt” the web page into another form—
clearly, this type of web page design can invoke copyright
infringement.

2) Why is the action being brought?

n Does it lead to a situation where someone else is taking
credit for the work of another? For example, “See how pro-
lific we are? We wrote all this!”

n Does the link cast the linked organization in a bad light? For
example, “Click here to reach a site of chronic liars.”

3) How is the link described?

n Is the link descriptor a copyrighted IMG or a trademark?
n Does the link descriptor explain the relationship between the

linking and linked parties?

4) Where does the link point?

n If the linked site clearly contains copyright notices, and no-
tices to the effect that the author must be informed of any
links and linking must be done to the homepage, then the
linking party has greater chances of being liable for in-
fringement.

n If the linked page contains infringing material, copyright in-
fringement by the “linking party” is possible. For example, a
link to a site which contains copyrighted audio files for free
download may be a form of contributory infringement or
authorization.

n While linking does not actually forward or distribute the in-
fringing material to a broader audience, it does help to bring
a broader audience to the infringing material. While it is pre-
mature to make any conclusions, a court could conceivably
disregard the technical difference—particularly where there
is evidence of active encouragement—and hold that a per-
son who links to infringing material “induces, causes or ac-
tively contributes” to the infringement.192 Of course, active
encouragement can arise from the “link descriptor.” For ex-
ample, “Click here to get all the songs you want for FREE!”

n To extend the argument further, links to illegal material such
as hate literature and pornography raise new questions: Do
web site owners have an obligation to monitor the contents
of the sites to which they link? If so, how often? Would
search engines attract a higher standard? Clearly, the an-
swers to these questions are not known, nor do they neces-
sarily deal with copyright issues alone.193

5) Has plaintiff taken steps to mitigate?

n If the plaintiff has informed the defendant of the alleged
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infringement and requested that the link be removed, the
plaintiff has a greater chance of being successful in court.

n Also, has the plaintiff attempted to initiate any technological
solutions such as password protection, and IP address limi-
tations (see Appendix A)?

This paper has raised some significant issues respecting
the legalities of linking and has attempted to resolve many of
those issues. However, the use of links and the World Wide
Web raise countless other difficult issues. For example, how
are rules to be enforced? What restrictions or standards must
the virtual community impose on web users and on server
owners?194 “Despite the technological ease with which links
can be created, their use is precipitating a complex contro-
versy in the law and culture of the Web.”195

Ultimately, every eeb site operator is likely to be both a
“linker” and a “linkee” and will hope for a legal system that
fairly balances the interests of free linking with site control.
One might argue that technical barricades, rather than reliance
on legal principles, should be the primary means of exercising
site control. But technical barricades will only be viable until
some clever developer discovers how to circumvent them. In
the long run, web site operators will need to rely on a range of
copyright, trademark and other forms of legal enforcement.

The Internet is a global medium of communication that
links people, institutions, corporations and governments
around the world. Aptly stated, “[n]o other medium in history
has so empowered individuals in their ability to communicate
with one another on virtually an ‘all-to-all’ basis.”196 Hence, if
the legal structure that will eventually be developed to deal
with this new medium does not adequately deal with the is-
sues, huge ramifications will result. As a result, every judge-
ment made and every piece of legislation written at all levels of
government and courts must have these ramifications in mind
and proceed with the greatest of caution.
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In Ticketmaster Corp. v. Microsoft Corp., Ticketmaster in-
voked a technical solution to stopping users from visiting deep-
links in the Ticketmaster cite from a Microsoft web page. Of
course, this is only one method to blocking a link. And, in the world
of computer programming, a programmer with enough creativity
can always find methods to circumvent an implemented solution.
Nonetheless, relatively simple technical solutions may be imple-
mented by any web page author and probably would be sufficient
to deter a huge majority of “linking parties” from linking to
another’s web site. Legal measures should always be the final step.

An example to the method of blocking implemented by
Ticketmaster is the freely distributed “Bozo Filter” implemented by
Alistair B. Fraser (available at <http://fraser.cc/utilities/Bozo/
Bozo.html>. The program, written in Java requires the user to
change the variable number (var numb=X) to the number of web
sites the user wishes to block as well as a list of those specific
URLs which represent the web sites the user wishes to block. The
program is then inserted between the </title> tag and the </head>
tag. Any subsequent link from an unwanted web page will be de-
nied.

The script is as follows:

<script language=”JavaScript”>
// this BOZO filter was created by Alistair B. Fraser:
abf1@psu.edu
// Copyright is retained by Alistair B. Fraser, but you are free to
use it to repel predators
var caller = document.referrer // this discovers the calling page
var msg1 = “The BOZO FILTER intercepted a request from\n\n” //
these form the
var msg2 = “\n\nand DENIED ACCESS.” // message in the
// alert window

188Order, ACLU (No. 1:96-CV-2475-MHS).
189Ibid. at 4.
190Ibid. at 4 n.5.
191W.A. Effross, “Withdrawal of the Reference: Rights, Rules, and Rem-

edies for Unwelcomed Web-Linking” at <http://www.law.sc.edu/sclr/
EFFROSS.HTM> [hereinafter Effross].

192Stangret, supra note 3 at 209.
193Ibid.
194See: D.R. Johnson & D.G. Post, “And How Shall the Net Be Governed”

(1996) at <http://www.cli.org/emdraft.html>; D.R. Johnson, “Lawmak-
ing And Law Enforcement in Cyberspace” (1996) at <http://
www.cli.org/DRJ/make.html>.

195Effross, supra note 189.
196Sookman Superhighway, supra note 25 at 137.

if (caller==””) {
msg1 = “The BOZO FILTER intercepted a request which did not
come from a recognized page, “
msg2 = “and DENIED ACCESS. \n\nYou must branch to here from
a recognizable page.”
}
var numb =5 // set value to the number of bozos listed below
function Bozo(numb) {
for (var i =1; i <= numb; i++) {
this[i] = i
}
}
bozo = new Bozo(numb)
// List the URLs of as many bozos as you wish following
// the format of those shown immediately below.
// The (1st) empty URL blocks attempts to circumvent the filter by
// accessing the page through the Open Location dialogue box.
bozo[1] =””;
bozo[2] = “http://mirsky.turnpike.net/wow/1996/Jan/
Jan1296.html”;
bozo[3] = “http://metro.turnpike.net/mirsky/1996/Jan/
Jan1296.html”;
bozo[4] = “http://mirsky.com/wow/1996/Jan/Jan1296.html”;
bozo[5] = “http://www.primus.com/staff/paulp/useless/
music.html”;
for (var i in bozo) {
if (bozo[i] == caller){
alert(“\n”+msg1 + bozo[i] + msg2); //delete line to remove alert
dialogue
history.back();
break;}
}
</script>

Appendix A: Technological Solutions
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INTRODUCTION

The technological revolution that the Internet has pro-
vided the world in the 1990s continually challenges established
principles of intellectual property law entrenched over this
century. In addition to trademark and patent law, an evolving
area in which the Internet poses pertinent questions to is the
issue of copyright infringement of images from film and tele-
vision celebrities within the entertainment industry. More spe-
cifically, the problem is with the unauthorized dissemination
and distribution of a celebrity’s image(s) over the Internet,
which is directly copied from registered copyright holders. A
classic example of one such case is of actress fame, Alyssa
Milano, who has appeared in television shows such as Who’s
the Boss (ABC, Embassy Television), Melrose Place (Fox),
and most recently Charmed (Warner Brothers). In her films
Poison Ivy II: Lily (1995 New Line Cinema/Time Warner),
Embrace of the Vampire (1995 New Line Cinema/Time
Warner) and Fear (1997 Universal Studios) the actress had
portrayed numerous explicit nude scenes.1 By ways of the
World Wide Web (WWW), Milano’s nude images have fre-
quently appeared on Internet “cyberpornography” sites,
whereby “webmasters [those who run the web sites, analo-
gous to SYSOPS (System Operators) who run Bulletin Board
Services (BBSs)] are charging $10, $20, or even $30 dollars
(US) a month for a peek at them” without the copyright con-
sent of the celebrity or the film/television company.2 As is
readily apparent, the “growing ease of digitally reproduced
images...[translates into] fan sites [web pages devoted to a
specific topic(s) of interest, i.e., celebrities] which are often
‘decorated’ with unauthorized copies of the intellectual prop-
erty they praise.”3

This paper will explore and critically analyze the issue of
the unauthorized use and dissemination of celebrity images
over the Internet as a violation of copyright from either the
celebrity themselves or the cinematographic4 rights of the film
production studio(s) involved. The analysis will focus on the
Copyright Act5 of both the Canada and the United States, and
will be covered in three parts. Part I will include the basic
nomenclature of Internet, and the applicability of copyright to
the Internet. Part II will focus on methods in which the celeb-
rity and film studio can protect their copyright ‘on-line’ by
ways of the American defined notion of the ‘right of publicity’
and through traditional copyright infringement as it pertains to
cinematographic rights. Last, in Part III, there will be discus-

sion on the existing solutions to the unauthorized dissemina-
tion issue on the Internet. As well, the author’s advances his
own method to alleviate cinematographic copyright misuse on
the Internet through the use of official web site digital authen-
ticated ‘signature images.’

PART I—I NTERNET TERMINOLOGY  AND APPLICABILITY  OF

COPYRIGHT  LAW TO THE INTERNET

A. Internet Overview, Definitions & Concepts
The Internet was established in the late 1950s and early

1960s by the Rand Corporation, commissioned by the U.S.
Pentagon to develop a computer network that was decentral-
ized.6 During the era of the Cold War, the U.S. Department of
Defense believed that such a telecommunication system
should be able to survive a military attack, and furthermore
allow for faster data transfer between the various branches of
the military and other federal bodies. Hence, the Pentagon be-
gan to network computers at different locations to share data
and allow access from remote positions. The first military
computer network was known as ARPNET.7 Today, the
Internet is a world-wide communication system serving indi-
viduals, government, academic institutions, and businesses.
The independent networks which form the Internet contain
millions of ‘host’ computers which serve millions of other
computers all over the world.

The following terms and concepts will enable the reader
to follow through some of technical language that this paper
will utilize:

World Wide Web (WWW):  the interconnected link of com-
puter networks around the world.

Web Page: “A computer data file on a host operating a web
server within a given domain name. When the web server re-
ceives an inquiry from the Internet, it returns the web page
data in the file to the computer making the inquiry. The web
page may comprise a single line or multiple pages of informa-
tion and may include any message, name, word, sound or pic-
ture, or combination of such elements.”8 A “webmaster” is the
one who updates and runs the web site/page.

Web Site: An electronic ‘cybergeographic” location on the
WWW that may contain images, sounds, and graphics.9 web
sites are created using HTML (hypertext markup language).10
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A large number of personal web sites are created by individual
fans who dedicate their pages towards their favorite interests,
including celebrities, sports teams and players, and musical
artists.11

BBS: Bulletin Board Service. The predecessor of the Internet,
which essentially allows users to upload (allowing the user to
transmit information to a BBS/Internet) and download (allow-
ing the BBS/Internet to transmit information to the user) pro-
grams.12

USENET: Distributed message databases that are organized
into “Newsgroups” where individual users can post and read
messages and download files, including “.PICT,” “.JPEG,”
“.GIF” (image file types) files.13

Pasties: “pictures that have been digitally altered by pasting a
celebrity’s head [or any other body part] onto someone else’s
body.”14

Moving Picture Experts Groups (MPEG): a standard used
on World Wide Web for video and audio files to be transposed
to movie files on browser software (i.e., Netscape).15

Digital Video Disk (DVD): DVDs can hold over 4 Gigabytes
of information, thus providing for full length motion pictures
to be played off this form of compact disc.

Scanner: a peripheral (i.e. modem, printer) device that is used
to transfer a picture, photograph, image into a file on the com-
puter.16

Internet Service Provider (ISP): those corporations that
provide access to individual users to connect to the Internet.
Examples include: American On-line, Compuserve, and
Netcom.

For the purposes and the focus of this paper, the methods
of communication on the Internet that are most vulnerable to
copyright infringement of celebrity images are: (1) the World
Wide Web, (2) E-Mail (one-to-one messaging) and (3)
Newsgroups.17 Still images of celebrities, taken from cin-
ematographic works, are one of the most common types of
copyright infringement occurring on the Internet.

B. Copyright Overview & the Applicability of The Copyright Act
to the Internet: A Canadian and U.S. Perspective

1. Basic Tenets of Copyright Law
In order to understand how Copyright applies to the Inter-

net, specifically cinematographic works such as motion pic-
tures, it is fundamental that one have a basic understanding of
the Copyright Act of both Canada and the United States. Gen-
erally, both Acts contain the same essential copyright prin-
ciples, despite minor nuances in wording. The primary basis
for granting copyright in both countries is to provide an “eco-

nomic incentive to authors to create and disseminate their
works for the benefit of the public.”18 In Canada, copyright is
a federal right19 which provides the copyright owner “the sole
right to produce or reproduce the work or any substantial part
thereof.”20 In the United States, copyright is also a federal
right21 which gives every author of a work the right to exclude
others from doing any of the following 5 activities related to
the copyrighted work: (1) reproduction; (2) adaptation; (3)
distribution; (4) performance in public; or (5) display in pub-
lic.22

Copyright protects original expression with a modicum of
creativity and not abstract ideas.23 According to the landmark
U.S. decision of Feist, a small amount or skill and labour will
satisfy the requirement of the originality (creative) require-
ment.24 Copyright subsists in every original (1) literary, (2)
dramatic, (3) musical or (4) artistic work in Canada,25 and in
every (1) literary, (2) musical, (3) dramatic, (4) pantomimes
and choreographic, (5) pictorial, graphic, and sculptural, (6)
motion pictures and audiovisual work and (7) sound record-
ings work in the United States.26 The U.S. Copyright Act is
much more narrower in terms of its categories of copyrighted
works, however many of these categories easily fit into the
four broader Canadian classifications.

Copyright automatically subsists upon the work’s creation
without the requirement of registerability, and the work must
be in a “material” and “fixed” form which should have a per-
manent character.27 Both Canada and the United States are
members of the Berne Convention, which provides for inter-
national copyright protection in respective member countries.
Hence, the copyright of a U.S. author subsists in Canada and
vice versa.28 The term of copyright protection subsists in a
work for the life of the author plus the next 50 years.29 For the
purposes of this paper, copyright in a cinematographic work
subsists for 50 years from the end of the calendar year of the
first publication of the cinematograph.30

2. Copyright Protection for Cinematographic Works (Check
This Out At Work)

In Canada, a cinematographic work “includes any work
expressed by any process analogous to cinematography,
whether or not accompanied by a soundtrack.”31 The Copy-
right Act of Canada classifies cinematographic works under
the rubric of either the (1) dramatic or (2) artistic category of
protected works.32 Dramatic works include works that evi-
dence a story line, and artistic works include such works as
still photographs, where there is no element of drama.33 The
U.S. Copyright Act has a separate category for motion pic-
tures as an audiovisual protected work, and defines motion
pictures as “audiovisual works consisting of a series of related
images which, when shown in succession, impart an impres-
sion of motion, together with accompanying sounds, if any.”34

As with the other categories of protected works, the copyright
owner has the exclusive right (other than by license) to repro-
duce, adapt and publicly present the work by cinematograph.35
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As will be further discussed in Part II, infra, those who
literally copy and reproduce copyrighted cinematographic im-
ages onto the Internet are clearly infringing the rights of regis-
tered copyright holders, namely film studios.

3. Applicability of the Copyright & Cinematographic Works
to Internet Content

The governments of both Canada36 the United States37

have delved into the debate of whether the Internet can be
governed by existing respective Copyright Law.38 The consen-
sus view suggests that existing copyright law can fully ac-
commodate the issues and concerns presented by the
Internet.39 According to the academic and practitioner Sheldon
Burshtein, the two major reports done by both the Canadian
and U.S. government do not warrant a major reconstruction
of current copyright principles.40 However, the Internet poses
a new threat for copyright holders in which technology seems
to have outpaced current copyright laws. The innovative art of
duplication and reproduction of original authored works on the
Internet is vast and expansive. No jurisdiction has produced
under a viable solution to control or legislate the Internet en-
tirely, and those countries that have, enforcement mechanisms
have been very slow to implement.

Whenever a copyrighted work, such as a cinemato-
graphic work, has been copied without authorization, either
through reproduction or duplication, an infringement occurs.41

This applies equally to copied images on the Internet. The
Internet cannot shield itself behind its assumed portrayal as a
“Wild West” copying culture.42 Any time a user uploads or
downloads information from or to a web page or BBS, such as
an image file that is copied from a registered copyright holder,
a possible violation of copyright can occur.43 Similarly, ac-
cording to a Florida district court, when a user of the Internet
scans a nude picture(s) from Playboy magazine into their
computer and places that picture(s) onto their web page or
BBS for public display, a violation of copyright has occurred
from the registered copyright holder of that image.44 Copy-
right infringement occurs because the people who choose to
download and upload such images do so without the express
written authorization from the creator.

Most Internet web sites that are dedicated to celebrities
and motion pictures, will contain information (text, sound, or
images) that is copyrightable.45 When ISPs or BBSs provide
the forum for uploading and downloading information, they
may well have communicated that information to the public by
telecommunication and have violated copyright.46 One of the
“bundle of rights” offered to copyright holders is that of “pub-
lic display” under both the Canadian and U.S. Copyright Act.47

Hence, for a presentation of a cinematographic work to violate
the rights of a copyright holder on the Internet, the presenta-
tion must be done “publicly.”48 According to Burshtein, a per-
formance of work will not be constituted as infringement un-
less the performance was to be made public. The test that is
required to determine whether or not a performance consti-

tutes a work in public is the “character of the audience.”49 It
can be argued that the Internet by its nature is a publicly ac-
cessed network of computers that is available to all. Although,
privately, one can access the Internet through the comforts of
their own home, the information that one can access is clearly
within the public domain. Furthermore, it can be contested
that the Internet is a public networking system in which it
could be easily classified under the “telecommunication” defi-
nition under the Canadian Copyright Act.50 Although no case
law has decided the issue on the definition of “public” as it
applies to the Internet in Canada,51 the Playboy 52 decision in
the U.S. has made it clear that any reproduced or duplicated
image from a registered copyright holder that is made available
on the Internet is considered to be a presentation for public
display under the Copyright Act.

PART II—P ROTECTION  OF CELEBRITY  IMAGES OVER THE

INTERNET: THE RIGHT  OF “PUBLICITY ” AND COPYRIGHT

INFRINGEMENT

According to some commentators, copying of intellectual
property is not a modern phenomenon.53 “Piracy” of works
can be traced back to the inception of the Statute of Anne, in
which the publishers of London applied for government pro-
tection against the illegal copying of books and manuscripts.54

Copying in the digital age of the Internet has come a long way
from traditional paper methods and how the copyright holder
(celebrity or film studio) can enforce its copyright on-line
through the analysis of relevant jurisprudence.

A. Celebrity Or Film Studio? Who Owns The Copyright To A
Celebrity’s Image On The Internet?

Before one can appropriately analyze the unauthorized dis-
semination and copyright infringement of a celebrity’s image
through cinematographic works over the Internet, one must
discern whether the celebrity or the film studio owns the ex-
clusive right to copyright. In Canada, the Copyright Act pro-
vides that the “author of a work shall be the first owner of the
copyright” with the exception of those works made in the
course of employment.55 Therefore, where the author/actor of
the cinematographic work was employed under a contract to
perform in a motion picture, then the employer is the first
owner of the copyright.56 For example, if Arnold
Schwarzenegger is under contract with Paramount Pictures to
perform in the upcoming film, Terminator III, the film studio
will be the first owner of copyright of his image(s) within the
film itself, absent any agreement to the contrary. Nonetheless,
section 15 of the Copyright Act of Canada allows for copy-
right in performer’s performances. Therefore the celebrity
actor may have copyright protection in the form of his acting
work, however once again, contractual arrangements with the
film studio may preclude the celebrity from claiming any
copyright in their performance. The same holds true under the
Copyright Act and the “work-for-hire” doctrine in the United
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States.57 A “work made for hire” constitutes a “work prepared
by an employee within the scope of his or her employment.”58

Therefore, whenever a claim for copyright issue arises in
a cinematographic work, it is most likely that the film studio,
rather than the celebrity, has the decision making power to
decide whether or not to pursue an infringement claim.59 Ac-
cording to the learned academic Matthew J. McDonough,
American [and Canadian] copyright law provides little protec-
tion for the rights of individual directors, screenwriters and
actor/celebrities, since the copyright subsists with the em-
ployer film studio. “Should harm befall a motion picture, such
as a copyright infringement, film-makers [and celebrity’s]
lack the power to seek redress for an infringement because the
decision to pursue a copyright infringement claim rests with
the [film] studio.”60 However, if the celebrity has an agreement
with the film studio that purports to protect the “likeness and
image” of him or herself on the screen, this could preclude the
film studio from claiming any copyright for that celebrity’s
image on the Internet.61 Furthermore, this could allow the ce-
lebrity to bring legal action through many different channels.
One such method, outside the copyright realm, is through the
American defined notion of a celebrity’s “right of publicity.”

1. The Celebrity’s Right of Publicity “On-line”
The right of publicity is the inherent right of every

human being to control the commercial value of their image,
likeness, persona, or identity.62 The right was recognized in
America about forty years ago, out of the right of privacy.63

For the most part, it seems that famous persons, namely, film
stars and professional athletes, generate the most economic
value out of this right.64 The right of publicity is violated
whereby one appropriates one’s name or likeness without their
consent for the purpose of economic benefit.65 There is no
federal law concerning the right of publicity, however four-
teen states have codified some form of publicity right under its
state legislatures.66

In relation to cinematographic works or works inex-
tricably linked to a celebrity in which the celebrity’s image or
likeness is transposed onto the Internet, a celebrity can possi-
bly enforce his or her right of publicity when harm is likely or
already has occurred. For example, Alyssa Milano has filed
lawsuits against two companies for selling nude images of her
on the Internet, claiming, among other things, misappropria-
tion of her right of publicity and copyright infringement.67 In
the Machinenet action, Milano claims that the defendant com-
pany are in the business of the creation and maintenance of
pornographic websites on the Internet, and that they know-
ingly exploit Milano’s “identity, mark, reputation and other in-
dicia closely related to her...for commercial benefit.”68 In her
statement of claim, Milano, refers to all of her television, film
and musical performances in which the defendant has willfully
misappropriated her identity, including nude still photographs
taken from her numerous motion pictures.

Another incident revolving around a celebrity and

their right of publicity is the case of William Bradley Pitt v.
Playgirl, Inc., BC 178 503 (Cal.Sup.Ct.La. Co. 1997). In this
case, involving celebrities Brad Pitt and Gwyeneth Paltrow, a
California judge issued a temporary restraining order barring
Playgirl magazine from distributing its August 1996 edition.69

That particular edition contained nude photographs of the
former couple which were surreptitiously taken by an un-
known photographer while the two vacationed in the West
Indies.70 Although that particular edition had reached the
newsstands before the order could be enforced, Pitt’s nude
image “seemed to zip simultaneously across the Internet at
warp speed.”71 The damage was already done by ways of un-
authorized dissemination of his image. The commercial exploi-
tation of Pitt’s persona was clearly violated without his con-
sent, notwithstanding the privacy issue of the photographs.
Invoking Pitt’s right of publicity would be clearly an option for
the celebrity, however, the celebrity and the court did not take
this route.

The Oscar Award winning actor Dustin Hoffman is
the latest celebrity in Hollywood to obtain a judgment in his
favour for the unauthorized dissemination of his famous im-
age. In Hoffman,72 Dustin Hoffman was awarded more than
$3 million dollars in a right of publicity lawsuit against Los
Angeles Magazine. In the 1982 motion picture Tootsie,
Hoffman posed as a female dressed in women’s clothing to
lure an acting position in a soap opera. Los Angeles Magazin,
obtained a photograph of Hoffman as he appeared in the film
and, without his consent, created a computer generated com-
posite (pastie) of his face and head from that photograph and
superimposed it over the body of a model who had been pho-
tographed for the magazine article wearing designer clothing
never worn by the actor in the motion picture.73 Judge
Tevrizian held that the unauthorized use of Hoffman’s com-
puter manipulated image violated the actor’s California com-
mon law and statutory right of publicity74, and, inter alia,
Hoffman’s right to control the use of his own likeness was not
equivalent to the rights protected by the copyrights in the two
photographs.75

Conversely, there are arguments flowing the other
way in which US courts have found it hard to actually recog-
nize a “Digital Right of Publicity.”76 The reason relates to the
court’s unwillingness to admit that a persona can actually be
owned and controlled, and furthermore that a celebrity’s im-
age results from a “collective meaning.”77 Additionally, Univer-
sity of Detroit Mercy law professor Lee Goldman argues that
the right of publicity should be abolished, and should be pro-
tected by state unfair competition laws (or section 43 of the
Lanham Act),78 the tort of misappropriation79 and alternatively
the right of privacy.80

In Canada, there is no such inherent federal codified
“right of publicity,” however there is a Federal Privacy Act81

which regulates the access and use of information There are
four common law provinces (excluding Ontario and Quebec)
which have privacy statutes.82 In Ontario, the exact param-
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eters of a civil tort of invasion of privacy are still developing,
however it is suffice to say that the courts are prepared to: (1)
protect individuals from the unjustified intrusions on their pri-
vacy; (2) protect the individual’s entitlement to be left alone,
(3) and to ensure that an individual is free of publicity offen-
sive to his or her private life.
(a)Misappropriation of Personality

In the alternative, there is a tort of appropriation of
personality in Canada. This tort protects two interests, the
right of the person who desires privacy not to be the object of
publicity for another’s benefit without consent, and the exclu-
sive right to the publicity value of one’s own persona.83 In
1973 the Ontario Court of Appeal in Krouse v. Chrysler Canada
Ltd.84 recognized that there is a tort of “wrongfully appropriat-
ing another’s personality.” In that case a professional football
player learned that his photograph appeared without his con-
sent in connection with the promotion of the defendant’s auto-
mobiles. At trial, Haines, J. held that (a) there was an “unau-
thorized use of [Krouse’s] name to the injury of his rights of
property;”85 (b) that there was, in fact, a passing-off and (c)
and that the reasoning in Henderson v. Radio Corporation
Property Ltd.86 applies. The Henderson case stood for the
proposition that “without the permission of the respondents,
and without any right or justification, the appellant has appro-
priated the professional reputation of the respondents for its
own commercial ends.”87 The Ontario Court of Appeal re-
versed the High Court decision, rejecting passing off as a basis
for a misappropriation of Krouse’s personality. Specifically,
Estey, J.Q., held, inter alia, that there was no intent to misap-
propriate Krouse’s personality, Krouse had no endorsement
value, and Krouse did not, in the advertisement, expressly or
impliedly endorse Chrysler’s products.

In a recent case involving the case of Gould Estate v.
Stoddart Publishing Co.,88 the Ontario Court of Appeal estab-
lished that a distinction may be drawn between cases in which
a person is represented as endorsing some activity or product
of the defendant, and cases in which the person is the actual
subject of the work, such as a biography. In Gould, the Court
held that there was no appropriation of personality on those
particular facts where a journalist published a book of photo-
graphs in interviews with a world famous Canadian pianist af-
ter the pianist’s death. The reasoning of the Court was that the
public had an interest in knowing more about the pianist and
the journalist added to his own creativity. Furthermore, the
subject of the photographs and written material had no propri-
etary interest unless there was express interest through a con-
tract or express agreement with the author.89

In Canada the implications of the right of publicity or
privacy remain sporadic depending on what jurisdiction the
issue arises. However, the tort of appropriation of personality
could be another mechanism for the celebrity to pursue those
who disseminate their image without their consent.90 The U.S.
view of the right appears to be more developed, however there
are prevailing arguments against the right itself. In a more tra-

ditional sense, copyright infringement seems to lend more
plausible explanations and analysis for the unauthorized dis-
semination of a celebrity’s image over the Internet.

B. Copyright Infringement and the Internet
In Canada, the owner of copyright has the exclusive

rights as set out in s. 3 of the Copyright Act. Infringement of
copyright occurs where any person does anything that only
the owner of copyright has the right to do.91 To be successful
on a claim of copyright infringement in Canada, four require-
ments are generally followed by the courts.92 Similarly, in the
United States, the copyright holder enjoys their exclusive
rights as set out in § 106 - § 118 of the Copyright Act. Under
the American Act, any violation of these exclusive rights is
copyright infringement, except where there is express consent
given by the copyright holder.93 To prevail on a claim of direct
infringement, a plaintiff must show two things: (1) ownership
of the copyrighted work and (2) “copying” by the defendant.94

In the domain of the Internet, there are numerous causes of
action for copyright infringement that one can easily identify.
Whether it be digital duplication of sound recordings or direct
infringement of cinematographic works, the Internet provides
for the same, if not more, violations of copyright as compared
to traditional methods of copyright infringement. In a majority
of cases, as shall be further explained, one can infringe copy-
right without intending it.95 Innocent, accidental or ignorant
copyright infringement is actionable on the Internet.96

Mitchell D. Kamarck, an expert in the field of intellectual
property liability on the Internet, has pointed out that three
groups are susceptible to copyright infringement: (1) the
SYSOPS or webmasters of individuals bulletin boards, (2) the
ISPs and (3) the individual user.97 In the NII Report, it stated
that the roles for those who provide for Internet access,
namely ISPs and SYSOPS, are continually changing and liabil-
ity will depend on a “wait and see” basis. The report states
that: “SYSOPS, and to a lesser degree ISPs, must be aware
that a court could hold them liable simply due to the repeated
copying of a copyrighted work from their BBS or com-
puter.”98 As a result of the attitude adopted by the report, it
advocates that traditional methods of copyright infringement
liability apply in situations involving ISPs and SYSOPS. These
traditional methods include (1) direct infringement liability, (2)
vicarious infringement liability and (3) contributory infringe-
ment liability.99 The U.S. Copyright Act only provides for li-
ability based on direct copyright infringement.100 It does not
provide for liability by acts done by third parties.101 Case law,
drawing from patent law and tort legal theories have provided
the basis for contributory and vicarious liability.102 In Canada
there is no cause of action for contributory or vicarious in-
fringement, only primary and secondary infringement.103

Therefore, celebrities and film studios who may each hold
copyright in their particular works that appear over the
Internet are best suited at pursing infringers through these tra-
ditional methods of copyright infringement liability developed
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by statute and by common law.

As there are relatively few of American cases on copy-
right infringement on the Internet, and even fewer cases of
copyright infringement pertaining to dramatic works, this part
will explore the court’s role in finding violations of copyright
of literary and artistic work over the Internet and suggest how
they may apply to violations of copyright of cinematographic
(dramatic) works.

1. Direct, Vicarious and Contributory Infringement
Liability

As explained above, a direct (primary) infringer is anyone
who violates the exclusive rights within §106-§118 of the U.S.
Copyright Act,104 and s. 3 of the Canadian Copyright Act. In
the U.S., to establish direct copyright infringement, a plaintiff
bears the onus to prove ownership of a valid copyright, and
“copying” of the essential elements of the original work(s) by
the defendant.105 A copyright registration certificate consti-
tutes prima facie evidence of the validity of a copyright.106

Regardless of intent or knowledge, the standard set by the
U.S. courts for direct infringement is strict liability.107

(a) Cinematographic Works
Most of the incidents involving copyrighted cin-

ematographic works appearing without consent on the
Internet have not always been dealt with in a legal capacity.
The first situation involved Paramount Pictures Corporation, a
unit of Viacom Inc., and Jeffrey Arind’s Star Trek, “Loskene’s
Tholian” web page.108 The film production company sent a
cease and desist letter through its lawyers to prevent the web
site from displaying various copyrighted sound and image files
related to Star Trek television series and its films.109 “Although
Paramount did not object to general discussions of Star Trek
over the Internet...posting of copyrighted material such as
photographs...sound files, video clips, books or excerpts
therefrom were considered [to be] infringement.”110

The second incident involves the Walt Disney Co. and
American On-Line and various other ISPs.111 Disney charged
that the Internet Service Providers, such as American On-Line
and their individual users were illegally scanning unauthorized
images of their films Aladdin and Beauty and the Beast on to
their web pages.112 Disney also claimed a direct copyright vio-
lation. A third incident involves the film actress, Alyssa Milano.
In her statement of claim against Eightball Inc.,113 the actress
and her official photographer, Michael O’Connor, argue that
the defendant company produced, sold and marketed porno-
graphic CD-ROMS which included copyrighted images of
Milano without their consent on their pay adult-oriented web
pages. The California District Court has yet to decided on the
case.114

Applying the test for direct infringement of Canada
and the U.S., it is evident that there has been a copyright viola-
tion. Under the Canadian test,115 the substantive material of
Disney, Paramount and Milano was directly copied (“substan-
tially similar”) and posted onto the Internet without consent of

the copyright holder(s). There was no alteration to the Disney
and Paramount images, however there were significant alter-
ations to some of Milano’s images, also referred to as
“pasties.” Furthermore, the images were wholly copied. Sec-
ond, since these images came from cinematographic works
(including the Paramount Star Trek television series) which
held copyright, all of the material was relevant to copyright.
Third, although the infringer may not have had a willful inten-
tion to copy the work in question, there are persuasive argu-
ments that claim even innocent infringement may be a cause
for copyright infringement.116 And fourth, it is clear that
Disney, Paramount and Milano and the ISPs and webmasters
are not in direct competition with each other since they pro-
vide different services.

Applying the U.S. test for copyright infringement117 to
the above noted incidents, it is also clear that a violation of
copyright has occurred. “Since direct evidence of copying is
usually unavailable in most cases, a plaintiff may prove ‘copy-
ing’ by inferences, by showing that the defendant had access
to the copyrighted work and that the allegedly infringing work
is substantially similar to the copyrighted work.”118 Obtaining
access to copyrighted cinematographic works is not difficult
at all, and copying images from those works perhaps is easier
than one might think. One can visit a local corner store and
rent a film and easily convert and transpose the film images
from VHS format to “GIF” or “JPEG” computer image files or
even “MPEGs” on their personal computers (PCs).119 There is
software available on the Internet which allows for the such
innocent copyright infringement to occur.120 With the advent
of DVD technology, the relative ease with which one can re-
produce and duplicate copyrighted images is alarming. Sub-
stantial similarity of works would be easy to prove in a court
of law. As for the second requirement, courts consider “copy-
ing” to be any violation of the exclusive rights granted under
§106-§118 of the Copyright Act to the copyright holder, and
not merely the reproduction right.121 Of the “bundle of rights”
provided under the Act, it is self evident that the individual
copyright infringer has violated the “derivative works” (§106
(2)) aspect to copying and the part of “[unauthorized] distri-
bution of copies...of copyrighted work to the public by
sale...transfer...rental...lease or lending” (§106 (3)).

(b) Artistic and Literary Works
Artistic works,122 specifically copyrighted photo-

graphs, have also been subject to Internet copyright infringe-
ment violations. As photographs are synonymous with ‘still
images’ taken from cinematographic works, one can draw
analogies between the two types of protected works in in-
fringement analysis. Perhaps the most famous case dealing
with artistic copyright infringement and the Internet is the de-
cision of Playboy Enterprises Inc. v. Frena.123 In that case
defendant George Frena operated a subscription computer
BBS that displayed unauthorized copied images of Playboy’s
copyrighted photographs.124 As part of its subscription ser-
vice, individual users of the BBS could upload and download
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images, which included those of Playboy. At some point dur-
ing the upload/download process, the PLAYBOY and PLAY-
MATE trademarks attached to Playboy’s copyrighted photo-
graphs were altered and replaced with Frena’s name, BBS
name and telephone number. These alterations served as iden-
tification marks of Frena’s BBS image files. At least 170 im-
ages that were available on Frena’s BBS were taken from 50 of
Playboy’s copyrighted magazines.125

In granting Playboy’s motion for summary judgment
on liability issues and applying the direct copyright infringe-
ment test, the district court held that Frena had directly in-
fringed the magazine’s copyright.126 The court noted that al-
lowing copyrighted photographs to be stored within his BBS
for subscribed users to download constituted unauthorized
distribution of the copyrighted works in violation of Playboy’s
rights.127 Furthermore, the court found that Frena’s display of
the copyrighted photographs constituted a “public display,”
and thus violated one of the exclusive rights granted to the
copyright holder.128 In responding to Frena’s defense, the
court stated that “[i]intent or knowledge is not an element of
[direct] infringement.”129

In another subsequent case, Playboy Enterprises, Inc.
v. Webbworld, Inc.,130 the defendant owned and operated a
sexually-oriented web site and offered to its subscribers, at a
rate of $11.95 per month, access to sexually explicit photo-
graphs and images obtained from USENET postings. Included
in those images were those of the copyright holder, Playboy.
Although, none of the defendants themselves posted any im-
ages onto their web page, one of the defendants created a
computer program which searched predetermined adult
“newsgroups” on the WWW and downloaded the sexually ex-
plicit images onto the Webbworld home page for subscriber
viewing. Judge Barefoot Sanders found direct liability on the
parts of the defendants, and advocated that “Webbworld func-
tioned primarily like a store...,” rather than “as a passive con-
duit of unaltered information.” The court rejected the
defendant’s argument that their web page was a mere conduit
of information, and also found them liable of vicarious in-
fringement.131 The court stated that “Webbworld exercised to-
tal dominion over the content of its site and the product it of-
fered its clientele” and it could not evade liability by claiming
helplessness in the face of its “automatic” violation.

ISPs and BBS SYSOPS can also be held contributory
liable for copyright infringement for providing a forum for
computer video games, in the copyright form of literary
works,132 on their respective web pages or BBSs. Contributory
liability requires two elements: (1) knowledge of the infringing
activity and (2) substantial participation in the infringing con-
duct.133 In Sega Enterprises Ltd. v MAPHIA,134 a California
district court granted a preliminary injunction against the De-
fendant BBS operator who provided unauthorized copies of
the plaintiff’s copyrighted video games on his BBS to be up-
loaded and download by subscribers.135 The district court
found that MAPHIA advertised its availability of Sega’s video

games on its BBS, solicited subscribers to download the video
games for a nominal fee, and sold equipment necessary to
copy the games.136 The court concluded that the defendants
were contributory infringers based on these facts and based
on their “provision of facilities, direction, knowledge and en-
couragement...”137

These three cases provide the necessary precedent
and arsenal for a celebrity or film studio to pursue copyright
infringement action against those violations that occur on-line.
These cases are also illustrative of how ISPs and BBSs are
held directly, vicariously, and contributory liable for providing
copyrighted images for download and uploading. Although
copyright owners may have powerful legal arguments against
individual users who post unauthorized copyrighted images on
the Internet, locating them within the world of “cyberspace”
would seem to be impossible.138 “Anonymity is a common and
often treasured attribute of life on the Internet.”139 Hence, the
only viable solution for celebrities and film studios would be to
go after the “deep pockets” of the individual ISP and or BBS
owners.140

Conversely, in defense of an individual BBS or net-
work operators, holding them liable for the actions of its sub-
scribers can be a debatable issue. This is especially true when
one considers the BBS/ISP to be a “passive carrier” rather than
an “active carrier” of information, similar to a telephone com-
pany.141 In the United States, legislation has been enacted that
shields on-line access providers from transmitting “obscene
materials” if they provide good faith, due diligence to rid their
network of the offending material.142

2. Fair Dealing (Canada) and Fair Use (U.S.)
Defenses

In Canada, an action that would otherwise be a copyright
infringement will be permissible if the action falls within the
defense or exception of “fair dealing.”143 In order for the ex-
ception to apply it must be considered “fair” and it must be for
one of five specific purposes: (1) private study or research (s.
29), (2) criticism or review (s. 29.1), (3) newspaper reporting
(s. 29.2), (4) without motive of gain (s. 29.3), and (5) repro-
duction for instruction (including performances) (s. 29.4 and
s. 29.5).144 The test of fair dealing is purposive, is not a simply
a “mechanical test of measurement of the extent of copying
involved.” 145 Although the underlying purpose of Fair Dealing
and the equivalent U.S. Fair Use doctrine146 are the same, there
are important differences.147 The fair use defense applies
where a work is used “for purposes such as criticism, com-
ment, news reporting, teaching...scholarship or research...”148

There are four statutory factors in which the courts must as-
certain whether a use of copyrighted work is considered to be
“fair use”: (1) the purpose and character of the accused use,
(2) the nature of the copyrighted work, (3) the importance of
the portion used in relation to the copyrighted work as a
whole, and (4) the effect of the accused use upon the potential
market for or value of the copyrighted work.149
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In the context of unauthorized cinematographic works
appearing on the Internet, it would be difficult for an infringer
to fall under one of the permitted heads established under the
fair dealing and fair use exceptions. The reason is that many of
the cinematographic images that appear are the Internet are
illegitimate and are for commercial benefit. It is rare to notice a
naked image of a celebrity, directly copied from a motion pic-
ture, appearing on the Internet for an educational purpose or
for the public interest. In most instances, the purpose of post-
ing explicit images of celebrities is for “motive of gain.” For
example, in a majority of instances, nude celebrity images are
posted on a web page in the form of “banner” advertise-
ments150 to lure potential customers to join a pay adult-oriented
site, or to generate a substantial volume of visits (also known
as “hits”) to that web page. This is to allow advertisers to
market their product (usually other sexually oriented web
pages) to would-be visitors.

A defense of fair use (and fair dealing) would be difficult
to establish as well for ISPs and BBSs SYSOPS. An example
of this lack of ISP insulation is evident in the Netcom case.151

The Church of Scientology filed an action against a former
member, Dennis Erlich, a BBS and the ISP providing Internet
Access, Netcom, alleging that Erlich posted confidential copy-
righted church information posted onto the BBS through
Netcom.152 The court held that neither the BBS nor Netcom
directly infringed the copyright or were liable for vicarious
infringement, but denied the Defendants motion for summary
judgment on the contributory infringement. As for Erlich, the
court found that because of his extensive copying and the lack
of accompanying criticism, Erlich’s use of copyrighted mate-
rials did not constitute a fair use defense. The court held that is
was a question of fact whether Netcom and the BBS had valid
fair use defenses. Analyzing this case, an argument could be
raised, as it was in Netcom, that if a individual user posts a
unauthorized copyrighted image on the Internet from a cin-
ematographic work, and provides detailed criticism which
serves the “public interest” with regard to that image, it may
possibly be considered a fair use or fair dealing.153

PART III—A LTERNATIVE  SOLUTIONS  TO ALLEVIATE

CELEBRITY  AND CINEMATOGRAPHIC  COPYRIGHT  MISUSE

ON THE INTERNET

A. Existing Solutions: Strengths and Weaknesses
There are many legal arsenals in which a celebrity or film

studio can go after an infringer of their copyright on the
Internet. Using the Copyright Act is just one method. In most
situations, sending a traditional cease and desist letter to the
webmaster or SYSOP of a BBS may do more damage to the
reputation to a celebrity or film studio that what was ex-
pected.154 The Internet community is tight knit, especially
those who have dedicated themselves to specific interests web
pages. Hence, the potential for backlash, through boycotting
and other vocal means on the Internet is a realistic threat, in

which the copyright holder could regret even starting the legal
action in the first place.155 Another method of preventing copy-
right infringement of celebrities on the Internet is through
commercial services which protect the image and persona of
the celebrity. One such service is Cybertrackers, a service cre-
ated by Lin Milano (Alyssa Milano’s mother), which hunts
down offending images of celebrities in cyberspace at a rate of
$600 to $ 2,000 a month.156 Another such service is SAFE
(Security Association for Entertainers), which serves the en-
tertainment industry by “helping celebrities through the most
delicate of circumstances...protecting them from tabloid ter-
rorism and unwanted Internet exposure.”157 However, these
commercial organizations fail to recognize that most of the
nude images that appear on the Internet, which violate a
celebrity’s or film studios copyright, are on the pay, adult-
oriented web pages in which one requires a user identification
and a password to receive access. It is very easy to search the
web for nude images that are free, however, it is within these
pay sites that the true copyright infringement is occurring.158

Case in point are the Playboy cases discussed in Part II. What
is required is an effective method so that all infringers of copy-
right of cinematographic works are identified on the Internet,
including those of pay and non-pay adult oriented web sites.

B. Proposal: Official Web Pages with Digital
‘Signature’ Files

The most effective method of preventing the unauthorized
dissemination of celebrities images on the Internet is for the
copyright holder (celebrity or film studio) celebrity images
that appear on pay and non-pay web sites.163 With the addition
of digitized signature files, this would make the process of
determining whether the image violates copyright.

Clearly the advantage of such a proposal would lessen the
backlash from fans where the film studios have threatened
legal action through “cease and desist” letters.164 Furthermore,
providing official copyrighted images by official web page
sites will avoid unskilled scanning, and a majority of the fake
“pasty” photographs that put celebrities in false and porno-
graphic likenesses. Maintaining a vigorous illegal copyright
pursuit of those who infringe shall not be a problem with the
film studios, since cost would not be a concern. The downfall
to such a proposal is quality and diversity of the images made
available to the Internet community by the official web site
pages. The variety of images provided by the film studio’s
may not be to the preference (style, size, quality, format and
quantity) of each individual webmaster or SYSOP who wishes
to enter into a license arrangement with the studio. This may
even cause further disruptive behaviour and perhaps more
wide spread unauthorized images of celebrities on the Internet.

Conclusion
The persona and image of a celebrity is a valuable com-

mercial commodity and should be protected in the best inter-
ests of the copyright holder when disseminated and misappro-
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priated without authorization. Utilizing the Copyright Act of
both Canada and the United States provides for an effective
mechanism for celebrities and film studios to pursue those
who infringe their copyright on the Internet. The Internet
should not be considered a peculiar technological medium in
which entrenched doctrines of intellectual property are inap-
plicable. Although the volume of jurisprudence has been lim-
ited in Canada, the guiding principles established by the U.S.
courts should provide Canada and other jurisdictions with a
basic foundation on procedural aspects of copyright misuse
on the Internet. Due to the inherent “lawless” nature of the
Internet and its “cyber-geographic” reach, the copyright
holder must be aware that everyone who infringes their copy-
right cannot be held accountable since many of the users re-
main anonymous. However, the copyright owner should also
keep in mind that there is currently no means of compensating
themselves for the use of their works on the Internet. The
digital signature image proposal is just one of many methods in
which copyright holders within the entertainment industry can
protect their intellectual property on-line. Its effectiveness will
depend on cooperation, and a willingness for the Internet
community to adapt to a new method of posting images which
complies with current copyright standards. The evolution of
the Internet will undoubtedly continue to challenge lawmak-
ers, who if unaware of its latest capabilities may find them-
selves trying to cover up more than their legal arguments.
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I. I NTRODUCTION

In March 1995, Utah passed its Digital Signature Act. This
was the first of its kind in the United States. Today all fifty
states and the District of Columbia either have passed legisla-
ture or have legislature pending to regulate the use of digital
and/or electronic signatures.1 It is clear that all of the jurisdic-
tions within the United States place importance on legally ac-
cepting the use of digital and/or electronic signatures, and that
they recognize the future of business: e-commerce.

Despite the obvious trend of the United States’ various
jurisdictions passing legislature, there is no federally spon-
sored statute regulating digital and electronic signatures, and
no model law such as the Uniform Commercial Code. Conti-
nuity is necessary in order to promote smooth business trans-
actions using e-commerce between the various United States
jurisdictions. This paper asserts that a Model Digital Signature
Act is needed and proposes the elements that should be the
basis of that Model Digital Signature Act. The United States
legislature thus far has been often modeled after the Utah Act
by virtue of its first arrival on the scene. This paper proposes
that aspects of the Utah Act,2 as well as aspects of the Califor-
nia Act,3 and Illinois Act4 are necessary to make a Model Law
that will allow business to be done between the jurisdictions of
the United States.

II. T HE TERM “SIGNATURE ”
A. Traditional Signatures

The Uniform Commercial Code defines a traditional ink on
paper signature as, “any symbol executed or adopted by a
party with present intention to authenticate a writing.”5 There
are several purposes to a traditional signature. A signature can
be evidence of the signer’s intent to be represented on the
document where his signature appears.6 A signature is also an
act of ceremony that, enables a signer to avoid entering into an
under considered covenant by calling to a signer’s mind the
legal significance of the signature.7 A signer’s approval or au-
thorization of the writing can be evidenced through the signa-
ture.8 Signatures on a document are efficient in that a signature
lessens future inquiries when a document bearing a signature
changes hands.9 A Model Digital Signature Act will give the
same legal effect to an Electronic or Digital Signature that is
given to a traditional signature.

B. Defining Electronic and Digital Signatures
The terms Electronic Signature and Digital Signature of-

ten are used mistakenly as interchangeable. This mistake
even appears in some legislature.10 Understanding the differ-

ences between the two terms is important when framing leg-
islature or a Model Law governing the use of Electronic and
Digital Signatures. The following two sub-sections define
each term and explain the differences between Electronic
and Digital Signatures.

i. Electronic Signatures
Electronic Signatures can be generally defined as,

“any letters, characters, or symbols manifested by electronic
or similar means and executed or adopted by a party with an
intent to authenticate a writing.”11 An electronic signature can
take the form of a name typed by the sender at the e-mail
message, a digitized image of a handwritten signature attached
to an electronic document, a PIN number, any code that the
sender uses to refer to himself, and a digital signature.12

A specific type of Electronic Signature that can be
verified scientifically is the digitized image of a handwritten

signature attached to
an electronic docu-
ment. The method
used to record the
digitized signature is
called PenOp.13 PenOp
is a software applica-

tion by which a sender of an electronic document manually
signs his name onto a Gravity Prompt on a computer screen
and approves his signature. Once the signature is made and
approved, it is recorded by the Client Application in a manner
that identifies this signature with this electronic document.14

This method allows third parties with questions as to the valid-
ity of the signature and document to verify the validity by
checking the stored record of the signature and document.15

The probable users who would favor Electronic Signa-
tures over Digital Signatures would be individuals and busi-
nesses involved in low-risk transactions. With the exception of
the PenOp process, Electronic Signatures can be of various
forms and require no further investment than the cost of using a
computer and the Internet. The minimal restrictions placed on
users by the majority of Electronic Signature applications
makes this an ideal way to do business for the user who will not
be using the Electronic Signature process often, and the user
who does not have the capital to invest in special software.

ii. Digital Signatures
As mentioned above, a Digital Signature is a sub-set

of the category Electronic Signature. A Digital Signature is,
“the sequence of bits that is created by running an electronic

“A Digital Signature is a
sub-set of the category
Electronic Signature”
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ecommerce

to invest in the encryption software, but any cost involved in
this investment would likely be outweighed by the benefits of
peace of mind in knowing their transactions are secure.

III. C URRENT DIGITAL  SIGNATURE  LEGISLATION

This section is an overview of the legislation, that would
best blend to make a Model Digital Signature Act. The legisla-
ture of the states of Utah, California, and Illinois will be looked
at in some detail pointing out the benefits and drawbacks of
each Act.

A. Utah
The state of Utah passed the Utah Digital Signature Act

into law on March 9, 1995.24 The Utah Act was the first of its
kind in the United States.25 The Utah Act covers the use of
Digital Signatures only in an open Public-key cryptography
environment.26 The Act regulates the use of Digital Signatures
by implementing a system of Certification Authorities.27 The
Certification Authorities, or CA’s, are licensed to distribute the
private and public keys necessary to use Digital Signatures
under the Act.28 The CA’s create a repository for the public
half of the key pair keys, so that they may be retrieved and
verified if the need arises.29 The holder of the key is respon-
sible for making sure the key is not used fraudulently.30

i. Certification Authorities
The Utah Act introduced the idea of the Certification

Authority. This is the first tier in a two-tier system to alleviate
the risk of Digital Signature fraud. “A Certification Authority
would be licensed by state government to ascertain the identi-
ties of people and link them to their key pair.”31 This informa-
tion is put into a database to form the repository of informa-
tion. These steps result in a user being issued a certificate.

A Certification Authority performs several different
functions in maintaining and supervising certificates. For in-
stance, the Certification Authority manages key pairs, and the
issuance, distribution, suspension and revocation of certifi-
cates.32 The Certification Authority is also responsible for
maintaining up-to-date information regarding the expiration or
revocation of any certificate. This process ensures individuals
who rely on another’s Digital Signature that the communica-
tion will in fact be confidential and authentic.33

The Certification Authority is somewhat protected
from liability by the de facto liability cap placed on the Certifi-
cation Authorities.34 The amount of the cap that Utah allows
for the Certification Authority is not necessarily a realistic rep-
resentation of the monetary amounts that could potentially be
lost in a dealing with a fraudulent Digital Signature, or an ex-
pired or revoked Digital Signature that has not been posted by
the Certification Authority.35 This protection of the Certifica-
tion Authority to the detriment of the individuals participating
in the transaction creates a greater burden on those the system

message through a one-way hash function to create a unique
digest (or ‘fingerprint’) of the message and then using public
key encryption to encrypt the resulting message digest with
the sender’s private key.”16 This unique digest is referred to
as a, “hash result.”17 The tangible result of this process is an
unintelligible string of numbers and letters that the software
creating the signature recognizes as the signature of the
sender of that message.18 The actual signature, or alphanu-
meric string, is what will be the private key.19 The private key
makes up half of the encryption process used in Public-key
encryption.

A Digital Signature can be used in an open or closed
network, but the most commonly used network in e-com-
merce is the open network, i.e., the Internet. When a Digital
Signature is used on the open network, Public-key cryptogra-
phy is used to secure the transaction. Public-key cryptogra-
phy works like this:

1) Sender, Sandy, composes a document and runs it
through a one-way hash function.

2) Sandy signs the hash function with her private key
and uses Public-key cryptography software.

3) Sandy combines the newly created Digital Signa-
ture with the document she is sending which cre-
ates a new signed document.

4) Sandy sends the signed document to Robert.20

When Robert receives the message from Sandy he
will do the following:

1) Robert separates the signature from the
document.

2) Robert runs the document through the same
one-way hash function Sandy used.

3) Robert retrieves Sandy’s public key either
from a “key ring” on the Internet, or from a
Certification Authority, which will be dis-
cussed below.

4) Robert uses Sandy’s public key to decrypt
Sandy’s signature.

5) Robert compares the hash results he created
to the hash results Sandy created. If the two
match, Robert can be sure he is looking at an
the unaltered document Sandy sent. If they
do not match, Robert will reject the docu-
ment as fraudulent.21

Digital Signatures lend themselves to a cryptography
system that can be tracked easily. Probable users of the Pub-
lic-key cryptography system would be individuals involved in
business and financial transactions. Digital Signatures using a
Public-key cryptography system provide a security that Elec-
tronic Signatures and traditional signatures cannot. The two
key system provides proof of origin,22 message integrity and
non-repudiation.23 Using this system would require the users
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was originally set up to protect. Consumers and businesses
will be less likely to use the Digital Signature system designed
by the Utah Act to avoid this risk altogether.

ii. Private Key Holder Risk
In the Utah Act scheme, the ultimate responsibility in

using a Digital Signature falls on the shoulders of the private
key holder. “The Utah Act obligates [the private key holder]
not to allow his private key to fall into the hands of someone
else.”36 The result of the key holder falling short of this obliga-
tion is that the key holder will be liable for documents signed
with his key, even if he did not send them. In an ordinary
transaction with a traditional signature, the risk would fall on
the shoulders of the receiving party to prove that the signature
does not belong to the signer of the document. Placing the risk
on the Digital Signature holder could deter individuals from
using the Public-key cryptography process.37

iii. The Utah Act and the Model Digital Signature
Act

As was mentioned above, the Utah Act has often been
emulated as a model when other United States jurisdictions
have enacted their own Digital Signature Acts. In framing a
Model Digital Signature Act, this trend should end. There are
clearly some areas of the Utah legislation that should not be
included in a Model Digital Signature Act. The aspects of the
Utah Act that should not be included in the Model Act are the
technological limitation to Digital Signatures only, the higher
assumption of risk by the private key holder and the de facto
liability caps on the Certification Authorities. The Utah Act
runs the risk of deterring potential Digital Signature users from
participating in e-commerce, and keeping potential business
transactions from taking place in Utah.

B. California
i. Certification Authorities
The California Digital Signature Regulations38 differs

from the Utah Act in that it applies administrative regulation in
the aspect of Certification Authorities.39 The administrative
regulation approach leaves up to an administrative agency,
such as the Secretary of State, the decisions left up to the
legislature in the Utah Act.40 This allows for changes to the
system set up for the use of Digital Signatures to come into
effect without having to pass through the legislature again as
an amendment to the Act.

ii. Allocation of Liability
A key difference between the California and Utah leg-

islation is the fact that the California legislation has opted not
to place a de facto liability cap on the Certification Authority,
and the private key holder does not bear the burden of keeping
his key from individuals who may use the key fraudulently.

The Secretary of State, “chose not to address liability con-
cerns in the regulation, leaving them to be addressed by the
legislature or resolved contractually between the parties.”41

This approach offers the opportunity of fairer allocation of
risk between all of the parties involved in the transaction.

iii. Digital Signature Technology
The California legislation has a relatively open approach

to the types of Digital Signatures given the legal effect of a
manual signature. The legislation puts forth five criteria which
must be met in order for a digital signature to be effective:

1) It is unique to the person using it.

2) It is capable of verification.

3) It is under the sole control of the person using it.

4) It is linked to data in such a manner that if the data
is changed, the digital signature is invalidated.

5) It conforms to regulations adopted by the Secre-
tary of State.42

The Secretary of State has limited the forms of ac-
ceptable Digital Signatures to either public key encryption or
signature dynamics, but has also establishes a procedure
whereby new technologies may be added.43

iv. Cross-jurisdictional Validity
The California legislation provides that a certificate

from another jurisdiction is not given automatic status as a
legal Digital Signature in California. A Certification Authority
from another jurisdiction must be on an approved list in Cali-
fornia. This is done by providing the Department of Informa-
tion Technology with, “proof of accreditation by an interna-
tional accreditation body.”44 The problem with this provision is
determining what is meant my an international accreditation
body. Does this extend to Certificates from countries other
than the United States?

v. The California Digital Signature Regulations
and the Model Digital Signature Act

The administrative regulatory system introduced by
the California Digital Signature Regulations and the five crite-
ria of Digital Signature validity are two aspects of the Califor-
nia legislation that should be included in the Model Digital Sig-
nature Act. Using this aspect of the California legislation along
with the basic Certification Authority in the Utah Act provides
for the wider scope needed in a Model Digital Signature Act
which will be adapted by all of the United States’ jurisdictions.

The California Secretary of State’s approach to the
liability question is a practical solution to the overly strict Utah
approach. However, in a Model Act the question should not be
legislated, but left for each jurisdiction to address administra-
tively as California did. When each jurisdiction drafts its ver-
sion of the Model Act, it will appoint a governmental body to
become the administrative regulator. These bodies will make
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the decisions regarding allocating the risk between Certifica-
tion Authorities, private key holders, and parties carrying out
business with the private key holders.

C. Illinois
i. Digital Signature Technology
As compared to Utah and California, the most unique

aspect of the Illinois Electronic Commerce and Securities Act
is its openness to either Electronic or Digital Signatures. “This
openness is extremely flexible in the sense that any procedure
is acceptable as long as,” it adheres to requirements set out in
the Act.45 The basic idea behind the requirements is that so
long as the Electronic Signature can be traced to an individual
who had intent to use it in the manner ascribed to an Electronic
Signature attached to an electronic document, and the Illinois
Act, a previous agreement between the parties, or certification
from the secretary has deemed an individual capable of being
able to create an electronic signature,46 this Electronic Signa-
ture will be given legal effect and deemed secure.

ii. Cross-jurisdictional Validity
The openness of the Illinois Act ends with foreign se-

cure Electronic Signatures. The Act reduces the acceptable
forms of Electronic Signatures to Digital Signatures when it
addresses foreign digital signatures.47 However, the Illinois Act
does look toward accommodating the digital signatures of
other U.S. jurisdictions, and of other countries, as closely as
they would treat an Illinois Digital Signature as possible.48 In
addition, the Illinois Act calls for a maximization of, “the op-
portunities for uniformity with the laws of other jurisdictions
(both within the United States and internationally.)”49

iii. Illinois Electronic Commerce and Securities
Act and the Model Digital Signature Act

The open format of the Illinois Act will lend itself well
to the needs of a cross-jurisdictional Model Digital Signature
Act. It is key to include both Electronic and Digital Signatures
in the Model Digital Signature Act, and the test for a validly
secure Electronic Signature leaves room for variation in the
form an Electronic Signature will take.

Of course, a Model Digital Signature Act will not im-
pose the stricter regulation of Digital Signatures only when the
signature comes from another Unites States jurisdiction, but
this part of the Illinois Act is appropriate for transactions with
foreign countries.

IV. PROPOSED ELEMENTS FOR THE MODEL DIGITAL  SIGNA-
TURE ACT

A. Allowable forms of Electronic Signatures
The Model Digital Signature Act should not specify one

form of Electronic Signatures only. The Act should follow the
Illinois pattern of allowing all forms of Electronic Signatures
as long as they pass the security test ascribed within the Illi-

nois Act.50 Regarding the allowance Digital Signatures from
outside of the United States, a limitation on form of signature
is recommended. Limiting the foreign digital correspondence
to a Digital Signature, assuming this includes the use of a Pub-
lic-key cryptography system, assures the jurisdictions within
the United States security in their transactions.

Regarding Digital Signatures as a group, the five criteria
from the California Act:

1) It is unique to the person using it.

2) It is capable of verification.

3) It is under the sole control of the person using it.

4) It is linked to data in such a manner that if the data is
changed, the digital signature is invalidated.

5) It conforms to regulations adopted by the Secretary of
State.51 should be adopted to test the security and validity
of any Digital Signature used under the Model Digital Sig-
nature Act.

B. Certification Authorities
The idea of Certification Authorities introduced in the Utah

Act should remain in the Model Digital Signature Act. A central
repository in each jurisdiction is a benefit to all parties involved
in a digital form transaction. It allows for double-checking of
the validity and standing of a public key in a two-key transac-
tion. However, shifting the focus from governmental Certifi-
cation Authorities to private Certification Authorities should be
a priority in the Model Digital Signature Act. These private
Certification Authorities, “may be more focused on critical
tasks because [their] livelihood depends on [their] relationship
with [their] customers.”52 The private Certification Authorities
would need to be licensed by the government in order for their
certificates to be considered valid.53 The standards that would
need to be met in order to be licensed would be determined by
the administrative regulators.

In addition to the system set out above, a system to audit
the Certification Authorities should be set into place by the
Model Digital Signature Act via the administrative regulators.
The audits would reduce the risk of loss due to non-compliant
Certification Authority.54 The audits would be set up through
the administrative regulators as well.

C. Administrative Regulation
Each state and jurisdiction that adopts the Model Digital

Signature Act should have autonomy in deciding the adminis-
trative questions in relation to security of Electronic Signa-
tures. As in the case of the California Act, a government entity
such as the Secretary of State would be given this duty.

D. Allocation of Risk

One of the most important questions to be decided by the
administrative regulator will be the allocation of risk. The model
in the Utah Act should be discouraged in the Model Digital Sig-
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nature Act, but each state and jurisdiction will have autonomy in
making this decision. The de facto liability cap in relation to the
Certification Authority should be considered carefully by the
administrative regulators. No Certification Authority should be
discouraged from participating in this process by the potential
losses, but placing the burden on the holder of the private key
will ultimately discourage inter-state e-commerce with the state
that allows the de facto liability cap.

V. CONCLUSION

Allowing states to adapt these proposed elements of a
Model Digital Signature Act to their needs, while maintaining a
solid basis in continuity between jurisdictions, will promote
interstate e-commerce, and allow anyone from an individual
consumer to a small business owner to a multi-billion dollar
corporation to successfully and securely use Electronic or
Digital Signatures. Business will be carried out anywhere in
the United States with the same effectiveness as a handwritten
signature, but with the time-saving, deal-saving ease of a Digi-
tal Signature.
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U.S. SUPREME COURT

Expert Testimony
As reported at 57 BNA’s PTCJ 440 on March 23, 1999, the U.S.

Supreme Court unanimously held that a trial court’s gatekeeper
duty under Fed. R. Evid. 702 applies not just to testimony based on
“scientific” knowledge, but also to testimony based on “techni-
cal” and “other specialized” knowledge. The court reversed an
Eleventh Circuit decision that limited the analysis in Daubert v.
Merrell Dow Pharmaceuticals, Inc. to scientific expert testimony.
Kumho Tire Co. v. Carmichael.

Appellate Review
As reported at 48 BNA’s PTCJ 172, on June 10, 1999, the U.S.

Supreme Court held 6-3 that the Federal Circuit must apply the
appellate review standards of the Administrative Procedure Act in
reviewing Patent and Trademark Office fact findings supporting
the denial of a patent application. The decision reverses the unani-
mous en banc ruling of the Federal Circuit that it was entitled to
apply the less deferential “clearly erroneous” review standard to
PTO findings of fact based on pre-APA case law. The Supreme
Court was not persuaded that this case law reflected a “recog-
nized” standard that would justify an exception to the APA stan-
dard for court review of agency action. Dickinson v. Zurko.

State Immunity From Suits
As reported in the June 24, 1999, issue of the WALL  STREET

JOURNAL, on June 23rd, the U.S. Supreme Court held 5-4 in two
different cases with the same parties that Congress did not have
the authority to abrogate state 11th Amendment immunity in patent
and trademark infringement cases. The patent case involved a
software patent. College Savings Bank v. Florida Prepaid Post
Secondary Education Expense Board.

U.S. COURT OF APPEALS
Patents

As reported at 57 BNA’s PTCJ 510, on April 14, 1999, the U.S.
Court of Appeals for the Federal Circuit held that process patent
claims containing mathematical algorithms are patentable subject
matter because the claims “apply” the algorithm to produce a use-
ful, concrete, tangible result without preempting other uses. Re-
versing and remanding a summary judgment of invalidity, the court
produced an opinion that attempts to harmonize more than 20
years of case law concerning computer technology and Section
101 of Title 35. The court clarified that the subject matter determi-
nation does not necessarily require showing of “physical transfor-
mation” or physical limitations in the case of process claims. AT&T
Corp. v. Excel Communications, Inc.

Copyrights

As reported at 57 BNA’s PTCJ 395, on March 11, 1999, the U.S.
Court of Appeals for the Federal Circuit held that ownership of a
copy of computer software for purposes of asserting an infringe-
ment defense under 17 U.S.C. § 117 is determined by the restric-
tions on the possession of the copy contained in a software li-
cense. Reversing a judgment that a software licensee was the
owner of its copy, the court found that the ownership determina-
tion should not have been made solely on the basis of the
licensee’s single payment for possession for an unlimited period of
time. The agreement’s limitations on transferring the software
copy and on using of the software in unauthorized hardware dem-
onstrated that the possessor’s right to use the software was
“heavily encumbered” by other restrictions inconsistent with the
status of an owner. DSC Communications Corp. v. Pulse Commu-
nications, Inc.

As reported at 57 BNA’s PTCJ 399, on March 5, 1999, the U.S.
Court of Appeals for the Eleventh Circuit held that a computer
program based on earlier unregistered versions was protectable as
a derivative work because the modifications to the earlier versions
were sufficiently original for separate copyright protection. The
court also held that scope of registered copyright in earlier version
of computer software for viewing images on computer screen ex-
tends to protect later version of program that incorporates over 70
percent of earlier version, even though the later version is not
separately registered. Montgomery v. Noga.

As reported at 58 BNA’s PTCJ 107, on May 19, 1999, the U.S.
Court of Appeals for the Sixth Circuit held that the element of ac-
cess in a copyright infringement case may not be proved by a
speculative chain of inferences drawn by the trial court. Ellis v.
Diffie.

Trademarks
As reported at 58 BNA’s PTCJ 5, on April 22, 1999, the U.S.

Court of Appeals for the Ninth Circuit held that using another’s
trademark in one’s web site “metatag” can cause initial consumer
confusion in violation of the Lanham Act. Reversing a denial of a
preliminary injunction, the court compared the defendant’s
metatags containing the plaintiff’s “MovieBuff” mark to a bill-
board that advertises plaintiff’s services but directs traffic to the
defendant’s business. Brookfield Communications, Inc. v. West
Coast Entertainment Corp.

Free Speech
As reported at 67 BNA’s U.S. Law Week 1682, on May 6, 1999,

the U.S. Court of Appeals for the Ninth Circuit held that the Com-
merce Department’s licensing rules for exports of computer en-
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cryption source code violates the First Amendment’s free speech
clause. Source code is protected expression, the court says, and
the export regulations, which apply to posting of covered data on
the Internet as well as to actual exports, are an illegal prior restraint
on speech. The government argued that the functional aspect of
source code divests it of First Amendment protection. But the
court disagreed, stating that source code “is written in a language
intended . . . for human analysis and understanding” as well as for
computers. It also faults the regulations for vesting “boundless
discretion” in the government without providing for prompt ad-
ministrative review or any judicial review. Bernstein v. Department
of Justice.

U.S. DISTRICT COURT
Patents

As reported at 57 BNA’s PTCJ 361, on February 3, 1999, the
U.S. District Court for the Southern District of New York held that
a company that provided sales literature and computer software
that instructs customers how to use its die casting monitoring
system in practicing a patented method was liable for willfully in-
ducing infringement. Mickowski v. Visi-Trak Corp.

Patents—Personal Jurisdiction
As reported at 49 U.S.P.Q.2d 1822, on January 15, 1999, the

U.S. District Court for South Carolina held that infringement
defendant’s maintenance of an interactive World Wide Web site
that included the accused product did constitute an “offer to
sell” allegedly infringing products in South Carolina under 35
U.S.C. §271(a), in absence of evidence that any South Caroline
resident accessed defendant’s Web page. ESAB Group, Inc. v.
Centricut, L.L.C.

Copyrights
As reported at 57 BNA’s PTCJ 340, on February 2, 1999, the

U.S. District Court for the Southern District of New York held that
fact issues concerning whether differences in the user interfaces
of competing computer programs are more than trivial preclude a
summary judgment of copyright infringement. The court deter-
mined that the protection sought was for a compilation of elements
that are part of the display of the user interface, despite the
plaintiff’s general reference to “look and feel” protection for its
program. Noting that protection for such a work “is thin,” the court
proceeded to analyze the user interface as non-literal elements of
the program under the abstraction-filtration-comparison test of
Computer Assoc. Int’l, Inc. v. Altai, Inc. O.P. Solutions, Inc. v. In-
tellectual Property Network, Ltd.

As reported at 58 BNA’s PTCJ 7, on April 20, 1999, the U.S.
District Court for the Northern District of California held that inter-
mediate copying of computer software is likely infringing and not a
fair use, even where the defendant’s final product contains no
infringing material. Issuing a preliminary injunction against the
maker of software that emulates the Sony PlayStation on a com-
puter, the court distinguished Sega Enterprises, Ltd. v. Accolade,
Inc. where the copying was to study unprotectable ideas rather
than produce a competing product. Sony Computer Entertain-
ment, Inc. v. Connectix Corp.

As reported at 50 U.S.P.Q.2d 1063, on September 29, 1998, the
U.S. District Court for the Central District of California held that
allegations that defendant’s perfume was promoted on World
Wide Web site that was hyperlinked to several others, one of
which contained infringing photograph, fail to state claim for
copyright infringement based on multiple Internet linking.
Bernstein v. JC Penney, Inc.

Copyrights—Personal Jurisdiction
As reported at 50 U.S.P.Q.2d 1341, on November 5, 1998, the

U.S. District Court for the Middle District of Florida held that an
Oregon corporation that sold allegedly infringing copies of com-
puter software to its co-defendant for distribution in Florida is
subject to personal jurisdiction of federal court in Florida infringe-
ment action, since corporation, by its alleged infringement, has
committed tortious act and cased injury to plaintiff’s property in
Florida within the meaning of Florida’s long-arm statute. Precision
Software Services, Inc. v. Fortune Financial Systems, Inc.

Trademarks
As reported at 57 BNA’s PTCJ 343, on February 12, 1999, the

U.S. District Court for the Eastern District of Missouri held that an
Internet website using the domain name “papalvisit.com” and pro-
viding links to adult entertainment sites diluted trademark rights in
the term “Papal Visit,” used in connection with the Pope’s recent
visit to St. Louis. Archdiocese of St. Louis v. Internet Entertain-
ment Group, Inc.

As reported at 50 U.S.P.Q.2d 1317, on February 27, 1999, the
U.S. District Court for the District of Massachusetts held that plain-
tiff alleging infringement of its “Energy Place” mark is granted pre-
liminary injunction prohibiting defendant from using its “eNERGY
place” mark and its “energyplace.com” Internet domain name. Pub-
lic Service Co. of New Mexico v. Nexus Energy Software, Inc.

As reported at 50 U.S.P.Q.2d 1079, on November 6, 1998, the
U.S. District Court for the District of Kansas held that plaintiff is
not likely to prove that its “Internet Telephony” mark, for its World
Wide Web magazine, is entitled to protection as part of family of
“Telephony” marks, or that “Internet Telephony” has acquired
secondary meaning. Primedia Intertec Corp. v. Technology Mar-
keting Corp.

As reported at 49 U.S.P.Q.2d 1957, on June 23, 1998, the U.S.
District Court for the Northern District of Ohio held that
defendant’s unauthorized operation of “Web-A-Sketch” Internet
site, and his use of “Etch-A-Sketch” name, dilutes and infringes
plaintiff’s famous and registered “Etch A Sketch” trademarks for
drawing toy. Ohio Art Co. v. Watts.

As reported at 58 BNA’s PTCJ 151, on May 19, 1999, the U.S.
District Court for the Eastern District of Virginia lifted a stay pend-
ing appeal on an order to surrender an infringing domain name
despite the risk that, in the event of a reversal, the name may have
been registered by a third party. Washington Speakers Bureau,
Inc. v. Leading Authorities, Inc.

Trademarks—Personal Jurisdiction
As reported at 49 U.S.P.Q.2d 1878, on January 4, 1999, the U.S.

District Court for the District of Oregon held that Internet contacts
with the forum that fall within “middle ground” between actively
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conducting business in the forum and passively providing infor-
mation cannot support exercise of personal jurisdiction over a
Web site operator absent additional “deliberate action” by the op-
erator directed to the forum state. Millennium Enterprises, Inc. v.
Millennium Music, L.P.

As reported at 50 U.S.P.Q.2d 1471, on December 24, 1998, the
U.S. District Court for the Northern District of California held that a
Georgia corporation’s conduct in sending letter to registrar of
Internet domain names in Virginia, challenging plaintiff’s use of
“masters.com” domain name, did not create specific personal juris-
diction over corporation for declaratory judgment action brought
in California. Bancroft & Masters, Inc. v. Augusta National, Inc.

Right of Publishing
As reported at 57 BNA’s PTCJ 381, on January 22, 1999, the

U.S. District Court for the Central District of California held that a
magazine’s use of a digitally altered composite photograph of
Dustin Hoffman’s head and a male body wearing a silk gown vio-
lated Hoffman’s right of publicity and Lanham Act rights and is not
protected by “public affairs” or fair use defenses. Hoffman v. Capi-
tal Cities/ABC, Inc.

First Amendment
As reported in the February 1999, issue of THE COMPUTER LAW-

YER, on December 28, 1998 the U.S. District Court for the Eastern
District of Missouri held that a suspension of a high school stu-
dent for a critical web page violated the student’s right of free
speech. Beussink v. Woodland R-IV School District.

Criminal
As reported in the May 1999, issue of THE COMPUTER LAWYER,

on March 26, 1999, Kevin Mitnick, the notorious computer hacker,
pled guilty to charges that he fraudulently carried out a scheme to
obtain proprietary computer software from numerous computer
software manufacturers, including Motorola, Novell, Nokia,
Fujitsu, NEC, and Sun Microsystems. United States of America v.
Kevin David Mitnik, No. CR 96-881-MRP (C.D. CA 03/16/99).

STATE COURT
Trademarks–Bankruptcy

As reported at 57 BNA’s PTCJ 397, on February 3, 1999, the
Virginia Circuit Court, Fairfax County, held that Internet domain
names are property subject to garnishment under Virginia statutes
creating post-judgment creditor remedies. After a default judgment
for trademark infringement, the court entertained a garnishment
action against Network Solutions, Inc. for judicial sale of other
domain names held by the defendant in satisfaction of the judg-
ment. In the court’s view, a “cyber-pirate” found to have violated a
trademark owner’s rights in a domain name dispute could face the
loss of all domain names held by the infringer. Umbro Int’l, Inc. v.
3263851 Canada, Inc.

Misappropriation—Copyright Preemption
As reported at 57 BNA’s PTCJ 358, on January 26, 1999, the

California Court of Appeals held that a state misappropriation
claim over the golf handicapping system and formulas of the
United States Golf Association is not preempted by Section 301 of

the Copyright Act because the formulas are not copyrightable
subject matter. United States Golf Association v. Arroyo Software
Corp.

Trade Secrets
As reported at 58 BNA’s PTCJ 149, on May 19, 1999, the Wis-

consin Court of Appeals held that a computer aided design pro-
gram was unprotectable as a trade secret because the plaintiff
failed to sufficiently describe it as distinct from matters generally
known in the industry. ECT International, Inc. v. Zwerlein.

Software Licensing
As reported in the April 1999, issue of THE COMPUTER LAWYER

and 970 P.2d 803, on February 1, 1999 the Court of Appeals of
Washington found a “pay-now-terms-later” license to be enforce-
able. M.A. Mortenson Company, Inc. v. Timberline Software Cor-
poration and Softworks Data Systems, Inc.

U.S. PATENT AND TRADEMARK OFFICE
Trademarks

As reported at 49 U.S.P.Q. 1955, on January 1, 1999, the Trade-
mark Trial and Appeal Board found that the term
“www.eilberg.com”, as used on applicant’s letterheads and busi-
ness cards, does not function as service mark for legal services in
the field of intellectual property and thus is not registrable, since
asserted mark merely indicates Internet location where applicant’s
web site appears, and does not separately identify applicant’s le-
gal services. In re Eilberg.

AMERICAN LAW INSTITUTE—LICENSING
As reported at 57 BNA’s PTCJ 490, on April 7, 1999, the Na-

tional Conference on Uniform State Laws and the American Law
Institute said they will continue to sponsor the drafting of a new
uniform law on computer software sales and licensing, but the
proposed new law will not be part of the UCC. Instead, drafters are
working on repackaging their proposal as the Uniform Computer
Information Transactions Act.

ABA and OHIO ETHICS PANELS
As reported at 67 BNA’s U.S. Law Week 2645, both the Ameri-

can Bar Association’s and Ohio Supreme Court’s ethics panels
have decided in separate opinions that a lawyer’s transmittal of
confidential information via unencrypted e-mail does not violate
the lawyer’s duty to safeguard confidential client information. Be-
cause there is a reasonable expectation of privacy, a client’s spe-
cific consent to use unencrypted e-mail is not necessary, but the
lawyer should consult with the client before transmitting any
highly sensitive material, the panels recommended.
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