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Purpose 

• Provide a high-level overview of data privacy 
regulation around the world 

• Explain why you should care 

• Address some developing issues and coming 
attractions in regulation 

 

 

 

 

 



Data Privacy 
• Data privacy relates to some level of control of 

personal information 

• What is or is not personal information can 
vary from country to country, from statute to 
statute, and even based on who is holding the 
information 

• Legislation has been spreading rapidly with 
the development of information technology 
 

 

 



Basic Forms of Data Privacy 
Legislation 

• US sectorial approach 

• EU and EU-like omnibus statutes 

 

 
 

 

 



US Approach to Privacy Regulation 
• US generally regulates the misuse of personal 

information, while the rest of the world generally 
regulates the collection, storage and 
transmission of personal information 

• US regulates on a sectorial basis, with different 
laws addressing misuses in different contexts, 
e.g.- 
– Consumer information privacy 
– Financial information privacy 
– Healthcare information privacy 
– Children’s information privacy 

 
 

 



US Approach to Privacy Regulation 

• Privacy legislation exists at both the federal 
and state levels with each statute using 
different terms and definition 

• Result is a hodge-podge of hundreds of 
different individual laws aimed at different 
problems 

• Look at a partial list of laws 
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Examples of Federal Laws 
• Cable Communications Policy Act  
• CAN-SPAM Act 
• Children’s Online Privacy Protection Act 
• Computer Matching and Privacy Protection Act 
• Consumer Credit Reporting Reform Act 
• Driver’s Privacy Protection Act 
• Electronic Communications Privacy Act (ECPA) 
• Electronic Funds Transfer Act 
• Electronic Signatures in Global and National Commerce Act 
• Employee Polygraph Protection Act 
• Fair and Accurate Credit Transaction Act (FACTA) 
• Fair Credit Reporting Act (FCRA) 
• Family Educational Rights and Privacy Act 
• Financial Services Modernization Act (aka Gramm-Leach-Bliley) 
• Foreign Intelligence Surveillance Act 
• Freedom of Information Act 
• Health Insurance Portability and Accountability Act (HIPAA) 
• Identity Theft and Assumption Deterrence Act 
• Privacy Act of 1974 
• Privacy Protection Act of 1980 
• Right to Financial Privacy Act 
• Telecommunications Act 
• Telemarketing and Consumer Fraud Act 
• Video Privacy Protection Act 
• Video Voyeurism Prevention Act 
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Selected Areas of State Legislation 

• Identity theft protection 
• Security breach notification 
• Social security number protection 
• Marketing 
• Spyware and adware 
• Radio frequency identification devices 
• Insurance 
• Vehicle data event recorders 
• Background checks 



EU and EU-like Approach 
• Collecting and transmitting personal information viewed 

as “bad,” to be avoided unless absolutely necessary – 
said to be the result of WWII experience 

• Generally have omnibus privacy legislation applicable to 
“personal information” in whatever context 

• Cannot collect, hold or transfer personal information 
domestically without a legal basis 

• Generally have a national or provincial privacy 
bureaucracy to administer the law 

• Mandatory registration of databases containing personal 
information, some required approvals of transborder 
transfers  

 
 
 



Countries with Sectorial Privacy Laws 

Countries with Omnibus Privacy Laws 

Omnibus & Sectorial Privacy Laws 



Why Should You Care About Privacy 
Laws Outside the US?  

• Domestic compliance obligations in foreign jurisdictions  

• Transferring personal information from the EU or from certain countries 
with EU-type laws to countries that do not have “adequate” privacy laws is 
illegal - US does not have “adequate” privacy laws in view of EU 

• Simply accessing personal information on a server located in one of these 
countries constitutes a transfer 

• Adverse publicity, injunctions, fines & penalties, theoretically even 

criminal liability, for violations 

• Difficult for US multinational management to “take the risk” of non-

compliance when the consequences may be personal liability on the part 

of employees or others in Europe, Asia or Latin America 

 



Examples of How Privacy Issues Arise 
• You are doing an asset acquisition in a privacy-sensitive 

jurisdiction and your client wants certain information as 
part of the due diligence: 
– HR records of the management of the target 
– List of employees making over $X per year 
– Names and contact information for trade union 

representatives and works council representatives 
The client also wants to make certain it gets the 
company’s customer list as part of the asset purchase 
 

• You are doing an FCPA investigation for an American 
client and some of the personnel potentially involved are 
in Europe. You want the info in the US. 

 
 
 
 



Examples of How Privacy Issues Arise 
• Your client is defending a products 

lawsuit in a US court and you have been 
served with discovery demanding the 
name of the engineer in Europe who 
signed-off on the allegedly defective 
product 

• You are putting together a global 
anonymous whistle-blower policy for a 
client to conform to the U.S. SOX 
requirements 

 
 

 



 Scenario 
• Client, ABC Global, Inc. (ABC), comes to you with a contract for 

the leasing of additional server capacity in Michigan.  
• You are told the capacity is required because ABC is putting 

together a global company employee database that each ABC 
employee throughout the world can access to make internal 
communications faster and easier  

• The information will include each employee’s name, title, 
company, business address, business phone number, business e-
mail and business fax, together with a portrait photo 

• In addition to the US, where headquarters is located, ABC has 
operations in 15 of the 27 countries of the EU, as well as 
Argentina, Canada, Australia, and 12 other countries without any 
data protection laws 

• The lease contract looks fine, is any other legal advice required? 
 
 

 



 Analysis Process 

• Is there personal information involved? 
 
• Can it be collected by ABC in the various countries? 
 
• Can the employee personal information be transferred out of the countries 

where ABC has operations to its Michigan headquarters where the database 
is being compiled and will be located? 

 
• If not, what are the available legal bases to make the personal information 

transferable and which would you recommend putting into place? 
 
• Can the foreign data in Michigan subsequently be transferred from Michigan 

to the employees in other ABC operations around the world who want to 
look up a name? On what legal basis? 

 
• In deference to time, will analyze the situation in the EU countries first and 

then say a word or two about the other areas 



Is There Personal Information Involved? 

• EU has a data protection directive that requires the 27 member 
states to pass national laws no less strict than the directive 
(minimum floor) 

• In most EU states “personal data” is ANY information related to 
an identified, or identifiable, natural person 

• Another category of data enjoying greater protection is “sensitive 
personal data” defined as personal data relating to race or 
ethnicity, political opinions, trade union membership, religious 
beliefs, health or sexual orientation.  

• In this case, all the business contact information is “personal 
data” because it relates to identified natural persons. 
Additionally, the photos are probably “sensitive personal data” 
because they reveal at least race. 



Can it be Collected by ABC Operations in the Various Countries? 
 The ABC operations in the EU countries can only collect the business contact 

information of their own employees domestically if the collection falls under at 
least one of the six possible justifications: 

 
• Data subject gives unambiguous consent 
 
• Collection is necessary for performance of contract to which data subject is party 
 
• Collection is necessary for compliance with legal obligation to which controller is 

subject 
 
• Collection is necessary to protect vital interests of data subject 
 
• Collection is necessary for performance of tasks carried out in the public interest or 

by the exercise of official authority 
 
• Collection is necessary for purposes of the legitimate interests pursued by 

controller, except where such interests are overridden by the interest for 
fundamental rights and freedoms on the data subject that require protection 
 

 



Can it be Collected by ABC in the Various Countries? 

  Even when personal data may be collected, there are detailed 
legal criteria applicable to how the data has to be handled: 
• Personal data must be fairly and lawfully collected 

• Collected for limited purposes 

• Adequate, relevant and not excessive 

• Personal data must be accurate  

• Not kept longer than necessary 

• Must be processed in accordance with the data subject’s rights (e.g. right 
to be informed and right of access) 

• Personal data are to be kept secure 

• Personal data may not be transferred to countries without adequate 
privacy laws, as determined by the EU 

 



Can the ABC EU Business Contact Data be Sent to Michigan? 

• Adequacy determinations have been granted only to: 
Switzerland, Argentina, Canada (for customer data 
covered by PIPEDA), Israel, Uruguay, Guernsey, Jersey, 
Isle of Man, Andorra and the non-EU EEA countries 
(Norway, Iceland, Lichtenstein) 

• In the eyes of the EU regulators the US does not have 
adequate data protection laws and therefore baseline is 
the ABC European subs cannot send the employee 
business contact data to Michigan 

 



 Available Legal Bases to Make the Personal Information 
Transferable 

 • Data subject consents 

• Transfer is made pursuant to standard clause contracts drafted 
by the EU  

• Transfer is made pursuant to ad hoc contracts approved by the 
appropriate Data Protection Authority 

• Transfer is made pursuant to “binding corporate rules” approved 
by appropriate Data Protection Authorities 

• Transfer made to the US to a Safe Harbor company (technically 
an adequacy determination and not a derogation) 

• Transfer is necessary for performance of a contract with the data 
subject 

• Transfer is necessary on public interest grounds 

• Transfer is necessary to protect the vital interests of data subject 

• Transfer is made from a public register 

 



Consent 
• Unambiguous informed consent of the data subject to the cross-border 

transfer 
• Lends itself to small groups and situations where the failure to obtain 

consent is not critical 
– In some situations may need a plan B if consent is withheld 
–May also need a plan B if consent is subsequently revoked or 

withdrawn 
–Keeping track of consents may be administratively burdensome 
–Revocation of consent used as a bargaining chip 

• EU in particular dislikes consent 
–Waiver of protection vs. a method of protecting 
–Unequal bargaining power in employment context 
–Sufficiency of consent subject to challenge 

• Each jurisdiction seems to have its own requirements for content of 
consent – see Attachment 4 of Written Materials 

• Conclusion: Possible basis for ABC to transfer personal information, but 
will likely not cover all employees and is burdensome  



Standard Clause Agreements 
• Agreements drafted by the EU that allow only “filling in of blanks” 

–Controller to controller (classic and ICC versions) 
–Controller to processor 
–Processor to processor 
–Each requires privity between the data exporter and the data 

importer 
• Each has its own problems, including 

–The data subject becomes a “third party beneficiary” and generally 
has a cause of action against ABC US and the European ABC entity 
entering the contract 

–Some EU countries require approval of the contract by the DPA, some 
filing of the contract, others no action 

–ABC US has to submit to the jurisdiction of the courts of the exporting 
country 

–Administrative burden of putting these contracts in place and keeping 
them up to date. 
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Approximately 208 contracts required to 
freely move business contact information 
from ABC units in the EU to all companies 
in ABC group 

Standard Clause Agreements 

ABC - Germany 

ABC - UK 

13 Other EU  
Countries 

ABC Brazil ABC –Other non-EU 
Countries 

ABC Canada 

15 non-EEA  
 

countries 

. 

. 
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Standard Clause Agreements 

Conclusion: Possible solution for ABC, but not  
ideal. 



Binding Corporate Rules (BCRs) 
• BCRs are internal rules among an international group of companies that 

specify how personal information acquired by any of the companies have 
to be treated 

• EU contemplates that the substance of the rules will closely resemble the 
EU directive 

• Rules must be approved by the DPA in each European jurisdiction from 
which personal data is exported 
– Obtaining approval is easier then it used to be, but still time-

consuming 
– Labor considerations with works councils, as well as potential labor 

contract changes, required by some DPAs to make rules binding 
– Phillips, GE and Daimler worked many years to obtain necessary 

approvals 

• Remains ideal end point for compliance 
– Wait to see experience of other companies  
– Harmonization of EU and APEC rules would be significant enabler 

• Conclusion: Not the right answer for ABC at this point 
 

 
 

 



Safe Harbor 
• Agreement between EU and US allowing individual US companies to be considered 

“adequate” in terms of data protection  
– Requires annual certification to the Department of Commerce by officer of US 

company that with respect to the certified categories of data the company 
complies with the details of seven Safe Harbor principles: notice, choice, onward 
transfer, security, data integrity, access and enforcement. 

– Certification published on US Commerce Department’s Safe Harbor List website 
and thereafter enforced by FTC under its general section 5 authority with respect 
to unfair or deceptive acts or practices 

– Flexible 
• Freedom to define categories of information for which certification is made 

– e.g. ABC Employee Business Contact Information 
• Self-certifications: no EU or US approvals required 

– Must have annual “objective verification of compliance”  
– For HR data must agree to “cooperate” with the European DPAs in the event of a 

complaint under enforcement principle 
• Allows the EU personal data to be onward transferred to third parties that agree to 

comply with the Safe Harbor principles (although data subjects can object). This 
agreement can be secured in an “onward transfer agreement” between ABC and its 
non-EU subsidiaries around the world 
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Safe Harbor 

 Conclusion: Probably the best solution for ABC to 
transfer business contact information of the 
employees of its European operations to Michigan. 
Employees in ABC Companies around the could 
then access the data base under Safe Harbor 
onward transfer agreements 



Other Counties with Cross-Border Privacy 
Laws 

• ABC’s operations in other countries that 
regulate cross border transfers of personal 
information each have to find a basis under their 
own law to transfer the personal data to Michigan 
and from Michigan to other countries 
• Devices that have to be used vary greatly 
• Important to develop a global cross-border 
compliance strategy and try to leverage same 
devices 



Conclusion 
• Privacy law in the international context is not rocket science, but it 

can get rather complex because the lack of standardization of the 
legal rules pitted against the desire of clients to develop global 
solutions to problems 

• Legal concepts are just being developed and are constantly 
changing chasing technological developments – cloud computing, 
behavioral advertising, BYOD, social media 

• Lack of consistent enforcement has led some companies to take a 
lax attitude 

• Proposal for new EU Regulation to replace the Data Protection 
Directive is pending - significant mandatory penalties up to 2% of 
global turnover 

• It is becoming increasingly important for international lawyers to 
understand the basics of privacy legislation around the world and 
include the subject in your physical or mental check list when doing 
deals. 
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