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LA AMENAZA INTERNA =SeCUTitY. o,

Intencional
*No intencional

*Resultados comparables

*% variable, pero siempre elevado

‘Mayor exposicion de los activos
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LA AMENAZA INTERNA BSCCUTILY. | ssancs

*Ingenieria social
*Mal uso y abuso de privilegios

‘Pérdida (accidental)

*Robo (intencional)
*Pérdida >>> robo

*Errores varios
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PROBLEMAS DE FONDO BSeCUrity. ;.

Las soluciones tecnologicas de seguridad no mitigan
el mayor riesgo, el usuario.

‘Una infraestructura de seguridad robusta y de ultima
generacion puede ser facilmente vulnerada atacando
su componente mas deébil, el humanware.

*Reunir periodicamente a todos los usuarios y hacerles
escuchar una presentacion sobre seguridad de la
informacion, es engorroso, ineficiente y muy poco
efectivo.
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UN EJEMPLO RECIENTE BSeCUrity. ;.
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UN EJEMPLO RECIENTE msecurity.

Get Rich or Die Trying: A Case Study on the Real Identity behind a Wave
of Cyber Attacks on Energy, Mining and Infrastructure Companies

by Check Point Research Team posted 2017/08/15

Over the past 4 months, over 4,000 erganizations globally have
been targeted by cyber attacks which aim to infect their
networks, steal data and commit fraud. Many of these
companies are leading international names in industries such as
oil & gas, manufacturing, banking and construction industries —
and some have had their defenses breached by the attacks.
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Unsophisticated attacks - but effective

It's particularly striking that his techniques display a low level of cyber-skills. His fraudulent emails
are crude and unsophisticated; there is almost no research or social engineering involved in creating
them. The titles of the emails are generic, and phrased as "Dear Sir/Ms.” The same mail is sent to
numerous targets, all in blind carbon copy, urging victims to send back banking details, perhaps for
future scams. The attacks were launched from the email addresses
sale.cement_till_twldyahooldot)com, and cciticarinternational@yahoo(dot]com.

What's more, the malware he uses is old, generic and readily available online; and he uses freeware
to scrape’ email addresses from corporate websites which he then uses as targets for his campaigns.

The fact that the campaign was still effective, despite using only basic cyber-criminal techniques,
highlights just how much of a problem these business email compromise (BEC] attacks have become.

They are big business: the FEl reported a 270% increase in victims since the start of 2016, costing
organisations globally over US $3 billion from 2013 to 2016. The Bureau estimates that victims of BEC
lose between US $25,000 and US $75,000 on average, per attack. But it also raises other serious
questions about the vulnerability of certain organizations.
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Public Service Announcement (“rg:

FEDERAL BUREAU OF INVESTIGATION

May.04, 2014

Alert Number
I-050417-P5SA

lestions regarding this PSA
ould be directed to your local
‘I Field Office.

cal Field Office Locations:
vw.fbi.gov/contact-us/field

BUSINESS E-MAIL COMPROMISE
E-MAIL ACCOUNT COMPROMISE
THE 5 BILLION DOLLAR SCAM

of December 21, 2016.

DEFINITION

targeting businesses working with foreign suppliers and/or businesses that
regularly perform wire transfer payments. The E-mail Account Compromise

2017.
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MAYORES EXPOSICIONES =SeCUTItY. s

*No todo es un accidente
*Activos criticos

*Objetivos primarios habituales

*Informacién financiera

*Informacién personal

-Datos de cuentas y tarjetas de pago
*Registros médicos

*Convertibles en general
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ACCIONES A TOMAR SSECUTILY. s

*Tecnologia
*s0l0 sirve si se usa correctamente
*exceso de confianza
‘resistencia de los usuarios

*Situacion ideal — seguridad gestionada
involucramiento de las autoridades
*madurez organizacional
sistema de gestion
-ciclo de mejora continua
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DEFENSAS FUNDAMENTALES BSECUTitY. | ;1

B advisor

*Necesidad de involucrar al personal
einsuficiencia de la tecnologia
-toma de conciencia
*mayores amenazas
eescenarios dinamicos
simpactos potenciales

*Concientizacion
*métodos tradicionales ineficientes e ineficaces
*modificaciéon de conductas
ecambio de habitos
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ALGUNOS CONTROLES SSECUTILY. s

*Accesos controlados
*Navegacion en red interna
*Edicion/lectura de documentos
*Ejecucion de aplicaciones

*Permisos
*Revision periddica
*Documentacion y aprobacion
*Almacenamientos
*Removibles

*Servicios externos (nube)
DLP
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ALGUNOS CONTROLES SSECUTILY. s

Dispositivos portatiles
*Encriptacion
*Control de acceso
*Cuidado debido

*Clasificacidn de datos

*Control sobre impresiones
*Registro de errores e incidentes
*Eliminacion controlada

www.sadvisor.com



INICIATIVAS RECOMENDABLES  Zsecurity. s

-Concientizar en forma constante (campana) a todos los
actores internos, incluyendo a las autoridades.

*Enfocar acciones de proteccion en las areas mas sensibles
y vulnerables a posibles abusos (sobre el personal).

Buscar soluciones rentables, efectivas y faciles de
implementar.

*Procurar la deteccion temprana de las amenazas; actitud
alerta.
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INICIATIVAS RECOMENDABLES  E$ecurity s

Limitar privilegios elevados a quienes realmente los
necesitan para trabajar, y asegurarse que son
conscientes de sus responsabilidades y de los riesgos.

*Estimular avisos de situaciones sospechosas y extravios
de activos de informacion.

Crear reglas claras y simples para el uso de los activos y
comunicarlas a todo el personal (es preferible que sean
laxas pero de aplicacion estricta, antes que estrictas de
aplicacion laxa)

Encaminar las acciones hacia una cultura corporativa de
seguridad de la informacion.
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CARACTERISTICAS DESEABLES  ssecurity. s,

~ . . o s B advisor
eén una Campana de concientizacion

*Duracion (casi) anual; continuidad

*Recurso tecnoldgico on-premise o en la nube
*Contenidos dinamicos y a medida

*Gestion centralizada, calendarios, resultados
*Induccion periddica, breve, concisa y asincronica

Evaluacion de conductas de los usuarios
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RESULTADOS DESEABLES BSECUILY: 15410

= ° ° o 7 .. adwis
de una campaiia de concientizacion i

*Gestion
*Métricas gerenciales

*Reqistros para cumplimiento

*Usuarios
-Cambio de comportamiento
Desarrollo de habitos seguros

Incorporacion de conductas sanas

www.sadvisor.com
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Security Advisor | Uruguay
Edificio Torre el Gaucho
Constituyente 1467 Piso 17
Montevideo

+598 2400 4378
infouy@sadvisor.com

Security Advisor | Chile
La Concepcidn 65, Of. 903, Piso 9

Providencia, Santiago
+56 22264 0322 \\\\\\\\\\\

infocl@sadvisor.com

Security Advisor | Argentina
Lavalle 1675, Piso 9
CABA (CP 1048)

+5411 5032 2425
infoar@sadvisor.com
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