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ABOUT MYSELF

Lior Mazor

CISSP, CISM

Leading and Managing the S-SDLC and
information product security at Amdocs

B.Sc. Math & Computer Science
Over 15 years of cybersecurity experience

Implementing and promoting Information Security & Cyber
Awareness in various enterprise organizations across the
world

Building Enterprise Cyber Defense Methodologies and
‘Execution Practices’

Expertise in Secure Development, Code Review &
Application Penetration Testing

Certified as ISO 27001 Lead Auditor
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Waterfall Development

- 6-12 Months
Design




WE WANT DEVOPS (AGILE)!!!




The cost of defect Current
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Cost » WHERE IS SECURITY? >1000$
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Secure Software
Development Life
Cycle (S-SDLC)



What is S-SDLC?

The S-SDLC process integrates into
the overall development process
and its objectives are:

e Reduce the number of vulnerabilities
and weaknesses

« Improve the level of information security

 |dentify information security weaknesses
at earlier stages in the development
process

« Define the construction, guidelines,
knowledge, tools, policies and testing
requirements

The results of these goals should
be:

« Reducing / preventing damage
caused by cyber attacks

« Reducing the costs of remediating
information security weaknesses

« Fewer remaining vulnerabilities
before production, therefore
reducing delay due to security




S-SDLC Framework

The S-SDLC activities are organized into a framework and categorized to 5 domains:

Governance Deployment
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Manage and Build Software/ Test artifacts Manage the release
measure the S-SDLC || System security produced throughout | and the maintenance
Process knowledge development

Supporting tools & Utilities

&b
O& J.io Security services that provide assistance
§59%  and support in the S-SDLC Process to

development departments




Secure Development vs Secure By Design
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Goal:

Ensuring that product development will apply security
from early stage to release, allowing the product
posture to be secure from potential vulnerabilities
that can be exploited given wrong development
practices.

How to Obtain ite

S-SDLC

Secure code Automation (Static Code Analysis)
FOSS Scanning

Pen Testing

Bug Bounty

Secure by Design

Goal:

Embedding OOTB security practices to enable
core security controls to minimize gaps from
failed secure development practices & reduction
of potential security threats and stronger
compliance with customer needs

Examples:
« Secure file upload

+ Cryptography

+  Enhanced Logging

+  OOQOTBH Input validation
« ABAC, RBAC...

+  FOSS Policy
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The risk of Open
Source?
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Open Source in Numbers

1998

JR—

10%
Open Source
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2005

20%
Open Source

TODAY

2010

50%
Open Source

Up to 90% <
Open Source

* source: 2020 OSSRA Report, Black Duck by Synopsys
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Open Source by indusiry
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EdTech 79%
Internet of Things 82%
Internet &
Software
Infrastructure 83% Cybersecurity 78% Marketing Tech 78%
Financial Services Energy & Virtual Reality, Gaming,
& FinTech 75% CleanTech 72% Entertainment, Media 70%
Aerospace, Aviation, Automotive, Enterprise Computer Hardware &
Logistics, Transportation 69% Software/SaaS Semiconductors 68%
Healthcare, Big Data, Al,
Internet & Mobile Health Tech, Bl, Machine Retail &
Apps Life Sciences 65% Learning 64% E-Commerce 63%
Manufacturing, Industrials, Robotics 50% Telecommunications & Wireless 46%

* source: 2020 OSSRA Report, Black Duck by Synopsys
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Open Source in Numbers

96% of applications scanned include open source components.
Average is 445 components per application

Average percentage of codebase that is open source is 70%
vs. 60% last year

/8% of codebases contain at least one vulnerabllity with an
average of 82 vulnerabilities per codebase (49% of the
audited codebases contained high-risk vulnerabilities)

14 *source: 2020 OSSRA Report, Black Duck by Synopsys 3'



Evolution of Open Source Adoption in Enterprises
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Risk Evolution

Term Of Use

Lack of support
GPL/GPU/GNU

No warranty
Commercial Use

Quality

Copyrights
Code maturity

OSI| Process
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How to manage the risk
of Open Source?
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Open Source Management

The need to automate open source management

all projects in a systematic way

m the development teams on policy and resolutions

compliance and security, automatically
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Building the Right Processes
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N & SN

Clear policies for license compliance (Legal) and security
vulnerabilities

Ensure all products/distributions are scanned

Scanning as a service across the organization

Ensure all identified issues are handled before distribution
» Open defects for FOSS security vulnerabilities

» FOSS Governance: ‘0’ Critical/High defects before release



Choosing the Right Tool

s

Accuracy of detection

©

Minimize analysis and false positives (Runtime scanning)

Libraries vs. snippets
Suggest remediation opftions for security vulnerabilities

Provide alerts for new vulnerabillities

Integration with CI/CD

LN N Y
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