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I DON’T KNOW HOW SHE DOES IT!

• Only female student in Digital Electronics class

• Charity begins at home; History repeats itself

• Just 144 female QSAs globally: 5% of the total population

• 5th Grade Challenge: Is something wrong with ME or the actual 
problem?

• Job Application/ Interview match

• Gross under representation in STEM, C suite, Boardrooms and 
Politics
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HIDDEN FIGURES; ON THE BASIS OF SEX…
• Success doesn’t want to know your Gender, Nationality, Dress code 

nor Age….

• Success comes with sheer hard work, dedication and talent!

• India's Mars orbiter Mission-MOM-ISRO $74m: Cost of India's 
Mangalyaan mission;$671m: Cost of Nasa's Maven Mars mission

• Celebrating Women’s History Month: NASA and the International 
Space Station celebrated the historic Spacewalk with an all Female 
Astronaut Crew.

• As of March 2019, 64 women have flown in space, including 
cosmonauts, astronauts, payload specialists, and space station 
participants.

• The 2013 astronaut class is the first with equal numbers of women 
and men.
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A D E C A D E  L AT E R … .
WHAT’S CHANGED, WHAT’S NOT?
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WOMEN IN SECURITY: CHANGING PERCEPTIONS 

• From Ada Lovelace to Bletchley Park  & more….

• Infosecurity Europe 2018 Conference: Unconscious bias?

• Dr Anne-Marie Imafidon, MBE founded Stemettes : to inspire the 
next generation of females into STEM via a series of panel 
events, hackathons, exhibitions and mentoring schemes. 

• Dhivya Suryadevara: First Woman CFO of GM was told she wont 
survive Corporate world

• Holly Williams, Senior penetration tester at Sec-1, learnt to code 
in the military

• Rashmi Knowles, field CTO EMEA at RSA Security asked is she 
was at the right conference?

• The list is growing….
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http://stemettes.org/


SO WHAT’S THEIR MANTRA?
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WHY IT’S TIME FOR STEM TO BECOME LESS OF A MAN’S 
WORLD?

• Right to Vote: 100 years ago.. Still 100 years to go to bridge 
the PAY GAP at Boardroom….Follow Iceland

• STEM isn’t a gender specific industry yet only 13% UK Tech 
workforce are women

• How to know when a company is women-in-tech friendly? 
Org chart, Workspace layout, flexi working? Maternity 
leave= Sick leave!!

• Importance of a gender diverse workforce: Industry leaders 
refusing to be part of panels that do not feature female 
speakers. 

• Hollywood & Bollywood connections…
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GEN NEXT: ARE YOU READY?

• Early seed sowing, plenty of sunshine and rain, regular pruning and 
firm rooting! Parents, Teachers and Employers

• Power packed Foundation and ever evolving pace with latest Tech 
Trends and Qualifications

• Sign up to STEM forums, online apps and mags like Whiz Pop Bang, 
TED Talks, Coding clubs

• Importance of Safe Internet Habits, Online Banking and Cyber 
Security. eg. Go Henry/ Digital Eagles

• Verizon WAVE and STEM support, Playbooks and Career fairs, 
Mentoring programs, Dress for Success drives, BYKTW days, KIT 
days
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LEAVE THE CROWN IN THE GARAGE!

• Leave the crown in the garage!

• Don’t be CEO of the household, Switch off/ on

• Get the bread and milk!

• 50/50 Partnership always…

• Quality not Quantity…

• Teach girls about Glass Ceilings instead of Glass Slippers

• You got the POWER ! You are the Wonder Woman !
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V E R I Z O N  A N D  
S E C U R I T Y  L A N D S C A P E :  
D B I R &  P S R
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VERIZON DATA BREACH INVESTIGATIONS REPORT
• For security practitioners. Written by security practitioners.
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12 years

86 countries

73 contributors

41,686 security incidents

2,013 data breaches



KEY FACTS & FIGURES

• Ransomware attacks are still strong, accounting for 24% of 
the malware incidents analyzed; ranking as #2 in the 
malware varieties most used.

• 71% of breaches were financially motivated

• Over a third (34%) of attacks involved insiders

• Senior executives are 12x more likely to be the target of 
social incidents, and 9x more likely to be the target of 
social breaches than in previous years – and financial 
motivation remains the key drive.

• Compromise of web-based email accounts using stolen 
credentials (98 percent) is rising (seen in 60 percent of 
attacks involving hacking a web application
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SECURITY HOTSPOTS 
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Shift in attacker behavior 
towards cloud-based services

Publishing errors in the cloud 
are increasing year-over-year, 
exposing at least 60 million 
records analysed in the DBIR 
dataset. This (misconfiguration) 
accounts for 21% of breaches 
caused by errors. 

Payment card web application 
attacks replace POS 
compromises

Chip and Pin payment 
technology has started 
delivering security dividends -
the number of payment card 
web application compromises is 
close to exceeding the number 
of physical terminal 
compromises in payment card 
related breaches. 

The size of business or 
industry is irrelevant 

43% of organizations reporting 
breaches were categorized as 
small businesses. While 15% 
of breaches affected 
healthcare organizations, 16% 
were of Public Sector entities 
and 10% were in Finance.

Cybercriminals are equal 
opportunity attackers.



WHAT SHOULD YOU DO?
• Be vigilant: Log files and change management systems can give you early 

warning of a security compromise.

• Make people your first line of defense: Get employees on board, and teach them 
how to spot, and react to, the signs of an attack – especially Phishing emails. 

• Only keep data on a need-to-know basis: Limit access to the people who need it 
to do their jobs, and have processes in place to revoke it when they change roles.

• Patch promptly: You can guard against many threats simply by keeping your anti-
virus software up to date.

• Encrypt sensitive data: By encrypting your data you can render it useless if it is 
stolen.

• Use two-factor authentication: Employees make mistakes. Two-factor 
authentication can limit the damage if credentials are lost or stolen.

• Don’t forget physical security: Not all data theft happens online.
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PAYMENT SECURITY REPORT - TIMELINE
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2010: Complexity and uncertainty 
An exploration of the complexity of PCI 
security, the growing pains of the PCI 
compliance regulation, and the need to 
evolve toward a process-driven approach 
for compliance.

2011: Dealing with evolution
A review of the changing compliance 
requirements with insights into the 
importance of sound decision making, and 
how organizations can position themselves 
for success

2014: Simplifying complexity
A review of the value of compliance and 
impact of PCI DSS standard changes, the 
need for sustainability, how to improve 
scope reduction and compliance program 
management.

2015: Achieving sustainability
A focus on improving the sustainability of 
compliance, a review of the state of scope 
reduction, payment security innovation and 
the need to avoid over-reliance on 
technology.

2016: Developing proficiency
The need to develop data protection 
proficiency, necessary skills and  
experience.

2017: Establishing internal control
The importance of establishing and 
maintaining an internal control environment 
and a holistic approach, including security 
control lifecycle management.

A “go to” industry resource for the past eight years. The first and only industry research 
report of its kind to provide a global perspective on the state of payment security.



THE TOP 9 FACTORS

8/17/1917 ® 2018 ISACA. All Rights Reserved.

1. Control Environment
2. Control Design
3. Control Risk
4. Control Robustness
5. Control Resilience
6. Control Lifecycle 

Management
7. Performance Management
8. Maturity Measurement
9. Self-Assessment



INTRODUCTION OF THE “4 C’S MODEL”:
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A I  I N  PAY M E N T S :  T H E  
F U T U R E  I S  E X C I T I N G !
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NEURAL NETWORKS ARE LIKE HUMAN BRAINS: 
EXPERIENCE MAKES THEM WISER
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• How are risk decisions made? 

To decide on acceptance or decline of the payment, many different factors are 

available to be taken into account, for example:

• Time & date – e.g., is a credit card used at normal shopping times?

• Merchant category codes – is it used at a supermarket or for online games?

• IP-addresses – where is the device used for online shopping located?

• Social information – the use of social media data is quite a new application in 

payment risk detection

• By training a neural network with historic risk data, the network will learn and 

improve and therefore be able to better predict risk for future payments



BEYOND FRAUD DETECTION
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• Finding patterns and defining new variables can also be used to spot 
potentially useful or worrying connections and behavior as part of the 
know-your-customer (KYC) process for bank account

• Credit scoring is another area in which the industry is already using 
artificial intelligence to analyse data across millions of accounts to spot 
patterns which correlate strongly with a risk of default. 

• Canadian travel agency Redtag.ca uses Distil Networks which weeds 
out the bad bots that are fraudulently reserving a block of seats on a 
flight to cause the price of the remaining seats to rise dramatically.

• 3-D Secure (newest version) which is playing a key role in new e-
commerce security product powered by AI. It is an additional security 
layer within its e-commerce fraud prevention platform which uses ML 
and AI to flag down the riskiest transactions that should be challenged 
in order to protect merchants from chargebacks and fraud.



“ALEXA, COULD YOU PUT MILK IN MY SHOPPING BASKET?”
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• Chatbots and AI-assisted shopping: Tesco App

• Smart Data for Offers & Advertising

• Facial Recognition Technologies and Biometric Identification

• Sophisticated and seamless  in- store checkout experience: 
Amazon Store

• GoHenry: Parental Control Pocket Money

• RingGO: GPS based Payment App

• ANPR for Speeding Tickets , Smart Motorways and Congestion/ 
ULEZ

• Introducing the World’s First Contactless Payment Ring: KERV



A N D  T H AT ’ S  A  W R A P !  B U T  W H E R E  A R E  
W E  H E A D E D ?

W W W. W I L L  R O B O T S TA K E  M Y  J O B . C O M
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THANK YOU!
priyanka.bhattacharya@
uk.verizon.com
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