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Actors in breaches
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Assets in breaches
* On-premises assets are still 70% in our reported breaches dataset.
* Cloud assets were involved in about 24% of breaches.
* Email or web application server 73% of the time.

a0%

40%
User Dev

205
Kiosk/Term
——————_.______ _‘—’-_’————_——‘\-_—_
Q%
2015 2017 2

Ly

Verizon Data Breach Investigations Report (DBIR) 2020 4

I LpT e ANy
LR 207% s

Web application (Server)

Desktop or laptop (User Dev)

Mail (Server)

Other

Database (Server)

Documents (Media)

End-user (Person)

Other (Person)

ISACA

London Chapter




Action varieties in breaches
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Use of stolen creds «

Misdelivery
(1.4% from last DBIR)

Misconfiguration
(4.9% from last DBIR)

Password dumper
(4.2% from last DBIR)

Trojan

(-15.4% trom last DBIR)

Ransomware
(2.6% from last DBIR)

RAM scraper
(-1.8% from last DBIR)




Examples of Evolving Regulations & " 3% ISACA
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Industry Standards Management ISO/IEC, NIST, ANSI X9,

How, What and Why FFIEC, COBIT, W3C, IETF,
Oasis

Industry
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Data
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Management
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[ Controls
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Emerging Technologies that Increase Risk 25 ISACA
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Cloud 70%

loT 34%

Machine learning and Al 25%

Blockchain (and/or

13%
cryptocurrency)

None of the above 11%

Don’t know 10%
Quantum computing 5%
Source:
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Global Map Of Privacy Rights And Regulations 835 ISACA

CCPA's impact is

expected to impact

12% of
organizations
globally

Most restricted

B Effectively no
restrictions

Sweden, The Data Act, a national data
protection law went into effect in 1974

- - -

1970, Germany passed the first
national data protection law, first
data protection law in the world

The New York Privacy Act
was introduced in 2019

Brazil passing a comprehensive

'EH—E# P . : ?'"_\.f

data protection regulation ' TS ?Il?x-'-'-' 1
similar to GDPR Dl
Japan is ready to
India is in the process of passing a - implement changes to
comprehensive data protection bill that domestic legislation to
would include GDPR-like requirements strengthen privacy
protection

Restricted M Some restrictions [l Minimal restrictions

- No legislation A Government surveillance R ——————
or no information may impact privacy Source: Forrester, PwC



How many privacy laws are you complying with?

By region
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1(eg., GDPR 2-5 6-10 11-49 50+
or CCPA)

General Data Protection Regulation (EU) 2016/679 (GDPR) is a regulation in EU law on data protection and privacy in

the European Union (EU) and the European Economic Area (EEA). It also addresses the transfer of personal data
outside the EU and EEA areas.

California Consumer Privacy Act ( CCPA) is a bill that enhances privacy rights and consumer protection for residents of
California, United States.

https://iapp.org/media/pdf/resource_center/trustarc_survey_iapp.pdf 9
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Legal and regulatory risks are exploding

e

>600 Laws
Globally

80 New Laws

0 in 2019

More Complex
Rules

TrustArc

Category

North Latin
America America

0NC
o¢ ISACA

Asia
Pacific

EMEA

| nndnn Chant

Comprehensive Data Protection 1 4 2 7

GDPR Implementation 9 9

Information Security 9 1 3 13
Health Privacy 4 2 6

Financial Privacy 5 5

Education Privacy 3 3

Breach 11 1 12
Privacy Rights 3 1 1 5

Other 8 1 9 2

Totals for 2019 43 4 25 8
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GDPR Security Requirements — Encryption and Tokenization
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PREPARE:

« Assess security current

state, identify gaps,

benchmark maturity,
establish conformance
roadmaps

Identify vulnerabilities,

supporting Security by

Design

DISCOVER:

« Discover and classify
personal data assets and
affected systems to
design security controls
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ROADMAP:
« Create security

remediation and
implementation plan

SECURITY BY
DESIGN:

« Create security reference

architecture

» Design Technical and

Organizational Measures
(TOMs) appropriate to
risk (such as encryption,
pseudonimization, access
control, monitoring)

Security

Discover
Data Assets

Source: IBM

by Design

PROTECT:
« Implement

privacy-enhancing
controls (for example,
encryption, tokenization,
dynamic masking)

« Implement security

controls; mitigate access
risks and security
vulnerabilities

MANAGE SECURITY DEMONSTRATE:
PROGRAM: « Demonstrate technical and
+ Manage and implement organizational measures to

ensure security appropriate
to processing risk

» Document security program:
ongoing monitoring,
assessment, evaluation and
reporting of security controls
and activities

security program
practices such as risk
assessment, roles and
responsibilities, program
effectiveness

RUN SERVICES:

+ Monitor security

operations and RESPOND:
intelligence: monitor, « Respond to and manage
breaches

detect, respond to and
mitigate threats

« Govern data incident
response and forensics
practices

Encryption and

11
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Data flow mapping under GDPR 3¢ ISACA
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* |f there is not already a documented workflow in place in your organisation, it can be
worthwhile for a team to be sent out to identify how the data is being gathered.
* This will enable you to see how your data flow is different from reality and what needs

to be done to amend this.

If an organisation’s theory about how its data is flowing is different from the reality, you
have a breach and could be fined.

The organisation needs to look at how the
data was captured, who is accountable
for it, where it is located and who has
access.

www.vigilantsoftware.co.uk
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Scan Result = 26.4TK pi records Found ® 59 Query Risk Score bigid
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See security improvement and track sensitive data 525 ISACA

London Chapter

FIELD COUNT OBSERVED INSTANCES ESTIMATED INSTANCES

135K

B mLPT AWS_D1 stmF0 I TDS_SJC DS_LHR aws_p2 I Aaws_m

www.protegrity.com 14
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PCI DSS Compliance Issues with breached organizations and PCI DSS v4 Q3¢ ISACA
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PCI DSS v4 adds a customized approach PCI DSS Requirement 3 is addressing protecting cardholder
* Meeting the security intent of PCI DSS by using security data.
approaches that may be different than traditional PCI DSS PCI DSS Requirement 10 is addressing network security and
requirements. access.
* Compensating controls will be removed

16 Source: Verizon 2019 Payment Security Report




Example of Cross Border Data-centric Security

Data sources

Austrian Data

German Data

—
e

4y 4 3

Other Source - - 8
Data > o -t
iy 1) p |
(&) () 08
v
-~ c 1)
© © > (&
* Protecting Personally Identifiable Information o £ w_
. . . 7, W ——
(PI), including names, addresses, phone, email, 3 Q ()
policy and account numbers < O
* Compliance with EU Cross Border Data @ ® @
Protection Laws iy ol ool o - Lo

Employees Employees Employees

* Utilizing Data Tokenization, and centralized
policy, key management, auditing, and
reporting

832 ISACA
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Complete policy-
enforced de-
identification of
sensitive data across
all bank entities

Data
Warehouse
In Italy




= THE WALL STREET JOURNAL curopean nations montABISACA
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movement by tapping

R
HOW COI’OIlaViI’llS IS ErOding % ¥ telecommunications data that they say

conceals individuals’ identities.

Privacy

Technology to track and monitor individuals aims to slow
pandemic, but raises concerns about government overreach

American officials are drawing cellphone location data from mobile advertising firms to track the presence of crowds—but
not individuals. Apple Inc. and Alphabet Incs Google recently announced plans to launch a voluntary app that health officials
can use to reverse-engineer sickened patients’ recent whereabouts—provided they agree to provide such information.

The extent of tracking hinges on a series of tough choices: Make it voluntary or mandatory? Collect personal or anonymized
data? Disclose information publicly or privately?

In Western Australia, lawmakers approved a bill last month to install surveillance gadgets in people’s homes to monitor those
placed under quarantine. Authorities in Hong Kong and India are using geofencing that draws virtual fences around
guarantine zones. They monitor digital signals from smartphone or wristbands to deter rule breakers and nab offenders, who
can be sent to jail. Japan’s most popular messaging app beams health-status questions to its users on behalf of the
government.

http://dataprotection.link/Zn1Uk#https://www.wsj.com/articles/coronavirus-paves-way-for-new-age-of-digital-surveillance-11586963028 \"
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Example of disk
level encryption

Application

Volume
Encryption

ﬁ Policy Enforcement Point (PEP)

Exposes all
data on the

disk volume

T

Encrypts all
data on the
disk volume

Identifier

Clear

Joe Smith

100 Main Street, Pleasantville, CA

Date of Birth

12/25/1966

Social Security
Number

076-39-2778

Credit Card Number

3678 2289 3907 3378

E-mail Address

joe.smith@surferdude.org

Telephone Number

760-278-3389

Identifier

Date of Birth

Social Security
Number

Credit Card Number

E-mail Address

Telephone Number

—

832 ISACA
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« “All or nothing” approach

* Does NOT secure file contents in use




Example of file
level encryption

Application

Exposes all
data in the
file at use

>\—>-<

—
—_

Encrypts all
data in the
file at rest

(and transit)

ﬁ Policy Enforcement Point (PEP)

Identifier

Clear

Joe Smith

Address

100 Main Street, Pleasantville, CA

Date of Birth

12/25/1966

Social Security
Number

076-39-2778

Credit Card Number

3678 2289 3907 3378

E-mail Address

joe.smith@surferdude.org

Telephone Number

760-278-3389

Identifier

Address

Date of Birth

Social Security
Number

Credit Card Number

E-mail Address

Telephone Number

832 ISACA
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“All or nothing" approach

Does NOT secure file contents in use
OS File System Encryption

HDFS Encryption

Secures data at rest and in transit




Reduce risk by field level protection

File System

ﬂ Application

Example of
what Role 2

Ccan see

A\

J\

Example of
the data
values that

are stored in
the file at rest

a Policy Enforcement Point (PEP)

Identifier Authorized Role 2
* Can see limited data in the
clear
Name Joe Smith
. Address ‘ “No Access”
Date of Birth 01/02/1966
Social Security 0002278
Number
Credit Card Number 3846 2290 3371 3890
‘ E-mail Address joe . smith@surferdude .org
' Telephone Number | 998-389-2289
Identifier Protected
Name CSU Wusoj
Address 476 srta coetse, cysieondusbak, HA
Date of Birth 01/02/1966
Social Security 478-39-8920
Number
Credit Card Number 3846 2290 3371 3890
- E-mail Address eoe.nwuer@beusorpdgo.aku
[ Telephone Number 1 998-389-2289

21

Reduce risk by not exposi%&SACA
full data value to applicationsm"dmCha'mr
and users that only need to
operate on a limited
representation of the data

™

O

At the individual field level

Fine Grained Protection Methods:
« Vaultless Tokenization
« Encryption
+ Format Preserving Encryption
* Masking/Data Obfuscation

Data is protected wherever it goes (even In-Use)

Business intelligence analytics capability retained
(80%-90% of analytics performed on data in protected form)

M




Use-cases of some de-identification techniques 525 ISACA

London Chapter

Format Preserving Encryption (FPE) Vault-less tokenization (VLT)
PI* Data

,I_ _l/ Gateway Salesforce ™ Data J_ l_ | Dev/test

d | warehouse Systems
*

o1* Data PI* Data Eij

Masking

(=)
ol

Security Officer

Tokenization

Call Center

™
\ Application

Policy, tokenization,
encryption
and keys

Differential Privacy (DP), Homomorphic Encryption (HE)
K-anonymity model _—

P t J;b : Voting
aymen B — oo
Data { \ ) Analytics Application
Application Microsoft
Election
fﬂ Payment
- Payment . Guard
N icati Election
kit

*: Pl Data (Personal information) means information that identifies, relates to, describes, is capable of being associated
with, or could reasonably be linked, directly or indirectly, with a consumer or household according to CCPA \"

22




Privacy Standards C
y 11 Published International Privacy Standards (1ISO) 338 ISACA

London Chapter

IS: International Standard

Guidelines to help comply
with ethical standards

TS: Technical Specification

TR: Technical Report .




Privacy Standards 16 International Privacy Standards in development (1SO) G ISACA

NCO
London Chapter
20547 IS Big data reference architecture - Part 4 - Security and privacy

27046 IS Big data security and privacy - Implementation guidelines
27045 IS Big data security and privacy - processes

27559 IS Privacy-enhancing data de-identification framework

27556 IS User-centric framework for the handling of personally identifiable information
(PIl) based on privacy preferences

31700 IS Consumer Protection - Privacy-by-design for consumer goods and services :
IS: International

27557 IS Organizational privacy risk management Standard

27555 IS Guidelines on Personally Identifiable Information Deletion

29184 IS Online privacy notices and consent
27560 TS Privacy technologies — Consent record information structure
27402 IS loT security and privacy - Device baseline requirements

23491 IS Security techniques - loT security and privacy - Guidelines for loT domotics

TS: Technical

27030 IS Security and Privacy for the Internet of Things Specification

27551 IS Requirements for attribute-based unlinkable entity authentication
27570 TS Privacy Guidelines for Smart Cities
27006-2 (formerly 27558 IS) TS Information security, cybersecurity and privacy protection

- Requirements audit and certification of privacy information management systems

24




Data protection techniques: Deployment on-premises, and clouds

35 ISACA
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Privacy enhancing data de-identification
terminology and classification of techniques

Data
Warehouse

Tokenization

Vault-based tokenization

Vault-less tokenization

model

De- Format preserving
. R Cryptographic encryption
identification rypt ogls P P
techniques Homomorphic encryption
Suppression Masking
techniques Hashing
Formal Differential Server model
privacy Privacy Local model
measurement -
models K-anonymity L-diversity

T-closeness

Centralized | Distributed

On-
premises

Public | Private
Cloud Cloud
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ISO Standard for Encryption and Privacy Models D it

* Privacy enhancing data de-identification terminology and classification of techniques

De-identification techniques
(DT)

Cryptographic tools
(CT)

Format
Preserving
Encryption (FPE)

I

L
Encrypted data has
the same format

Homomorphic
Encryption
(HE)

Two values
encrypted can
be combined*

*: Multi Party Computation (MPC)

Source: INTERNATIONAL STANDARD ISO/IEC 20889

Formal privacy measurement models
(PMM)
Differential K-anonymity
Privacy (DP) model
Server model Local model

f \

/ \

/ \ \

Responses to queries The e\ntity Ensures that for

are only able to be
obtained through a
software component
or “middleware”,
known as the
“curator**

receiving the
data is looking
to reduce risk

**: Example Apple and Google

each identifier there
is a corresponding
equivalence class
containing at least K
records




Examples of data de-identification

Source data:

Source data:

Output data:

Pseudonymization

Q36 ISACA

“Diseasen crof

Patient Age Gender | Region
173965429 57 Female |Hamburg| Gastric ulcer
Generalization Generalization
Patient Age Gender | Region Disease
173965429 >50 Female |Germany| Gastric ulcer

]

Last name| Balance Age Gender

Folds 93791 23 m
Output data:

o .. Generalization
Generalization
Rounding

. . . , Variant Twin
Field |Privacy Action (PA)| PA Config Output
Balance | Nearest Unit Value | Thousand 94000

]

Field |Privacy Action (PA)| PA Config Va’(')z'::oz‘t"'"
Aggregation/Binning
Gender Pseudonymise AD-lks75HF9alLKSa
— t
. . . . Variant Twin

Field Privacy Action (PA)| PA Config Output

. Step 10 +
Age Integer Range Bin Pseud. Age_ KXYC

. Custom
Age Integer Range Bin Steps 18-25

Source: INTERNATIONAL STANDARD ISO/IEC 20889, Privitar, Anonos 27

]
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Privacy measurement models R

Differential Privacy

Differential privacy is a model that provides mathematical guarantees that the probability distribution of the
output of this analysis differs by a factor no greater than a specified parameter regardless of whether any data
principal is included in the input dataset.

Protected .l ‘

Curator* ———— Output - =
(Filter)

Protected
Database

Input

J

Cleanser
(Filter)

*: Example: Apple

Source: INTERNATIONAL STANDARD ISO/IEC 20889




Differential privacy model §Sb ISACA

London Chapter
Differential privacy is a formal privacy measurement model that, if incorporated in the design of a particular statistical analysis,
provides mathematical guarantees that the probability distribution of the output of this analysis differs by a factor no greater
than a specified parameter regardless of whether any particular data principal is included in the input dataset.

— a mathematical definition of privacy which posits that, for the outcome of any statistical analysis distribution independent of
whether any given data principal is added to or removed from the dataset; and
— a measure of privacy that enables monitoring of cumulative privacy loss and setting of a “budget” for loss limit.

When adequately implemented and used, provide a mathematically proven guarantee of privacy.

The design and construction of a differentially private algorithm requires appropriate expertise in the field of probability and
statistics, and of the theory of differential privacy.

Differentially private algorithms are built by adding a certain amount of “random noise” that is generated from a carefully
selected probability distribution, such that the desired usefulness of data is preserved.

NOTE For detailed treatment of these and other relevant topics on the subject, see [9], [45] and [15]. And Annex E




Privacy measurement models a3t ISACA

Anonymized text  |don Chepter
data

K-anonymity model

The k-anonymity model that ensures that groups smaller Ifﬁ
than k individuals cannot be identified. Clear text
data

* Queries will return at least k number of records. K-
anonymity is a formal privacy measurement model that
ensures that for each identifier there is a corresponding
equivalence class containing at least K records.

29

Database =0/

Cleanser
Filter

Some of the de-identification techniques can be used either independently or in combination with each other to satisfy the K-
anonymity model.

Suppression techniques, generalization techniques, and microaggregation™* can be applied to different types of attributes in a
dataset to achieve the desired results.

*: Microaggregation replaces all values of continuous attributes with their averages computed in a certain algorithmic way.

M

Source: INTERNATIONAL STANDARD ISO/IEC 20889
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Privacy measurement models 52¢ ISACA
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K-anonymity model
The k-anonymity can thwart the ability to link field-structured databases

Given person-specific field-structured data, produce a release of the data with scientific guarantees that the individuals
who are the subjects of the data cannot be reidentified while the data remain practically useful.

A release provides k-anonymity if the data for each person cannot be distinguished from at least k-1 individuals whose
data also appears in the release

External Information Released Information f '.
——tt—
e R T ETTTTTT TP P Tee 1861 o213 | { -4
F
Jed
Data should be protected i
Wi £
Iy

\
Population Ann | 1w2m1|nz1:m !. .

Private Information

Umiverse

Source: INTERNATIONAL STANDARD ISO/IEC 20889




Risk reduction
and truthfulness
of standardized
de-identification
techniques and
models

Source: INTERNATIONAL
STANDARD ISO/IEC 20889

Data Applicable to 0
. Data protected in truthfulness | * PP Re(ﬂﬁﬁathl QAC A
Technique name Use Case / User Story types of NCO
atrecord .
attributes London Chapter
Transit Use Storage level Singling out | Linking | Inference
Pseudonymization Tokenization Protects the data flow Yes Yes Yes Yes Direct identifiers Partially
from attacks
Deterministic Protects the data when
. not used in processing Yes Yes Yes All attributes Partially
encryption .
operations
. Order-preserving Protects the data from . . . . .
Cryptographic tools encryption attacks Partially | Partially [ Partially Yes All attributes Partially
Homomorphic Protects the data also
- when used in processing Yes Yes Yes Yes All attributes
encryption :
operations
Protects the data in
Masking dev/test and analytical Yes Yes Yes Yes Local identifiers Yes Partially
applications
Local suppression Prot_ects the Qatg n Yes Yes Yes Yes Ideqtﬁymg Partially Partially Partially
s . analytical applications attributes
uppression Removes the data from
Record suppression Yes Yes Yes Yes All attributes Yes Yes Yes
the data set
Exposes only a subset of
Sampling the data for analytical Partially | Partially | Partially Yes All attributes Partially Partially Partially
applications
Protects the data in identifyin
Generalization dev/test and analytical Yes Yes Yes Yes attrib uteg Partially Partially Partially
applications
Protects the data in identifyin
Generalization Rounding dev/test and analytical Yes Yes Yes Yes attrib uteg Partially Partially
applications
Protects the data in identifyin
Top/bottom coding | dev/test and analytical Yes Yes Yes Yes attrib uteg Partially Partially
applications
Protects the data in identifyin
Noise addition dev/test and analytical Yes Yes Yes . 9 Partially Partially Partially
- attributes
applications
Protects the data in identifyin
Randomization Permutation dev/test and analytical Yes Yes Yes attrib uteg Partially Partially Partially
applications
Protects the data in
Micro aggregation dev/test and analytical Yes Yes Yes All attributes Partially Partially
applications
Differential privacy Protgcts the ‘.’a“’? n Yes Yes Ider?tlfylng Yes Partially
Pri analytical applications attributes
rivacy models Protects tl ata in
K-anonymity ) gb ) Yes Yes Quai identifiers Yes Partially
analytical a ations
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Encryption and
Tokenization




Homomorphic Encryption (HE)

Clear text o= “Untrusted
data D1 f Parties”
Encrypted
> HE . data Operation
Encryption
on
Database encrypted
HE Encrypted data*
Encryption data
Clear text & Operation
data D2 f on
encrypted
data*

Data should be
protected

Source: INTERNATIONAL STANDARD ISO/IEC 20889

*: Secure Multi Party Computation (SMPC)

35

Encrypted
result

HE
Decryption

o,

P

325 ISACA

London Chapter

Clear text

data
12




Homomorphic Encryption (HE) 525 ISACA

NCO
London Chapter

Anonymous data processing with fully homomorphic encryption

Anonymous data processing involves multiple users sending some sensitive data to a cloud server, where it is aggregated,

stripped of identifying information, and analyzed, typically to extract some statistical information, which is then delivered to
the final recipient.

The security requirement is that the cloud server must learn nothing about the content of users’ data, and the recipient
must obtain only the anonymized results of the statistical analysis, and, no information on individual users.

Thiv choud sarvar cannot obtain any infoemabon abaud the data
& ,.-..II %ﬁq@ Thi recisant gets ihe compulatan resus and nothing slse

BB __ @ >Bs, en8

- 1 -I..
: . ) o)
ﬁ . a oF They pscipuand checrypts thi fesulls

— .
A ¥
{TE
e - & Thi clowd sereor procosses the collocted data in encryplied fonm

and sends tho nesults, sl encrypbid, 1o tho rceon
{5 Dann from sevoral sandaes 5 encrypred with
Wwww.ntt-review.jp i koy of the recipiont and sent 1o the clowd

¥




How to protect different types of data with encryption and tokenizationss ISACA

London Chapter

Encryption Tokenization
of Files of Fields
UseCase : \

| Card Holder Payment Card Information
Simple ¢ Data
P Ilv Identifiable Inf i Personal Information (PI1*) or
ersonally Identifiable Information Personally Identifiable Information (Pl)

Protected
Complex ¢ Health PHI

Information

| — Type of Data

Un-structured Structured

*. California CCPA

37




Risk, productivity and access to

more data fields

™
ﬁ

User Productivity

High -

Low Risk (Tokens)

Real Data

Joe Smith

100 Main Street, Pleasantville, CA
12/25/1966

760-278-3389
joe.smith@surferdude.org
076-39-2778

3678 2289 3907 3378

www.surferdude.com

Dr. visits, prescriptions, hospital stays and
discharges, clinical, hilling, etc.

Financial Services Consumer Products and
activities

Inw;‘:-::__------------'

High

Access to Data Sources / Fields

38

0nC
929 ISACA
Tokenized / Pseudonymized

CSU WUSOj

476 srta coetse, cysieondusbak, CA
01/02/1966

760-389-2289
eoe.nwuer@beusorpdqo.org
076-28-3390

3846 2290 3371 3378
www.sheyinctao.com

Encrypted

Encrypted

Encrypted

Protection methods can be equally
applied to the actual data, but not
needed with de-identification
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Data should
be protected Data sources
Austrian Data = ’
™
/,;, German Data 5 . ﬂv j
[ &

Data

by
_ Other Source ‘

< B S Warehouse
Security Officer Data "‘"6 4r-°‘ 5
o) o o8
* Protecting Personally Identifiable Information g % . 8
(PNl), including names, addresses, phone, email, S £ _2 | i
policy and account numbers 7 & 5 Comf etedpg ICy-
enrorce e-
< O
« Compliance with EU Cross Border Data identification of
Protection Laws @ ® @ sensitive data across
Authorized Accgss Authorized Access Authorized Access a” bank entities
« Utilizing Data Tokenization, and centralized e Thet ke
policy, key management, auditing, and
reporting




Use Case - Compliance with cross-border and other privacy restrictions
CENTRAL CONTROL (US) - LOCAL DATA MANAGEMENT

Security Officer

Active
S Di.recto.ry ¢‘
@ oTP i ransassssospalsnnrsyussnnnascaid s
Server

ESA USA ESA EMEA ESA APAC
Central Security splunk > « ina —— -
Manager (ESA) | |
HSM E 4 J v

Local Data Security Gateways (DSG)

e 200 million users

* 160 countries DOMAIN IN EMEA
DSG
I ’h‘ Load
(=} it | Balancer Appglication
o -

th
o)

ng<— > @

=

Balancer

3% ISACA

Standard User Authentication
Twe Factor Authentication
Log Analytics

Key Management

Security Policy Enforcement

Protected Application Data

DOMAIN IN APAC

DSG

Application

X
-»

DSG —PE e

~[=




0NC
929 ISACA
London Chapter

A Data Security Gateway (DSG) can turn sensitive data to Ciphertext or Tokens

B s - - [ —— r» &=
P PR— o J— | e—— =%
- "

Client Gateway Server Data Store

I

Messages With Sensitive Data Messages With Sensitive Data
As Plain Text As Ciphertext Or Tokens

*: Example of supported protocols include HTTP, HTTPS, SFTP, SMTP and API utilizing web services or REST
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Trends in
Cloud Security




Cloud transformations are accelerating e hsa

laaS/Paa$S

SaasS

Third-party colocation

Hosted private cloud

On-premises private cloud infrastructure

On-premises 'traditional' IT infrastructure

451RESEARCH.COM

o

Cloud

2018 (n=1,026) 2020 (n=978)
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Spending by Deployment Model, Digital Commerce Platforms, Worldwides ISACA

London Chapter

2020
2019
Current use or plan to use:
2018
s I -
2017 Ancre I >
2016 ) Google Cloud Platform _ 48%
5 IBM Cloud _ 33%
2015 ORACLE' -
cLouD 28%
Source:
2014 @tmcksmfe; . 8% Netskope

1 T T T T T

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000
(Millions, ConstantU.S. Dollars)

m Cloud Subscription Revenue  m On-Premises Revenue

Source: Gartner 44



Securing Cloud Workloads — Greatest Increase in Spending 832 ISACA

London Chanter

ANTICIPATED CHANGES IN SPENDING ON INFORMATION SECURITY TECHNOLOGIES IN NEXT 12 MONTHS

% of respondents

Cloud infrastructure security (third-party, not cloud providers) 64% 32%
(n=59)

Managed security services provider (MSSP) 62% 35%
(n=65)
User behavior analytics (UBA) 60% 40%
(n=53)
Security automation and orchestration (SAO) 57% 41%
(n=49)
Microsegmentation 48% 50%
(n=52)

Multi-factor authentication
48%
(n=67) e

Intrusion detection/prevention systems (IDS/IPS) 43% 57%
(n=83)

Enterprise mobility management (EMM) 43% 57%
(n=74)

Digital forensics
(n=58)

Firewall (including next-generation firewall)
(n=89)

52%

43% 57%

451 Research

¥ |ncreased Spending

® No Change ® Decreased Spending




“Active Directory”
WAF

SIEM

Firewall
Encryption

Tokenization

Key Management
AV — Anti Virus
Network Sec

Security controls can be applied
On-premises or Cloud

* Lanon

. ez

* fey Manazement
o AV-Anlt Wi

¢« Ntk See

A moe
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Shared
responsibilities
across cloud service
models

Source: Microsoft

Responsibility

Data classification
& accountability

Client & end-point
protection

|dentity & access
management

Application
level controls

Network controls

Host infrastructure

Physical security

On-Prem laaS PaaS SaaS

. Cloud Customer . Cloud Provider

-

The Customer is
Responsible for the

Data across all
Cloud Service
Models




Multi-Cloud Key Management considerations 822 ISACA

London Chapter

Legal Compliance and Nation-State Attacks

* Many companies have information that is attractive to governments and intelligence services.
* Others worry that litigation may result in a subpoena for all their data.

Jurisdiction

* Cloud service providers,
especially 1aaS vendors, [ coovws B oo

Privacy Act & PIPEDA and Privacy Act (FERPA)

. . .
offer services in multiple oas ChisgorersonsDaacollcton & —
- . Protection Ordinance {Introduced) AR LY Protection Law
cou nt ries Ofte nin more 9 South Carolina Insurance - SRR R L
! . california Consumer Data Security Act Regulation (GDPR)

. . = Japan Act on the Protection
th a n O n e reg I o n ) Wlt h e ) @ oprersona\ Inf:rmaﬂon
Colorado
redundant data centers. L camprerpie -

. = Data Protection Law
W | San Francisco “Privacy First [————

* This redundancy is great e o oz ol ety
for resilience, but s Protection il (FDP)
regulatory concerns Frotecion regudon
arises when moving data £
across regions which B s sreona roaons i ey

may have different laws
and jurisdictions.

SecuPi

Securosis, 2019 E



Multi-Cloud Key Management considerations 822 ISACA
CO ns i Ste n Cy London Chapter

* Most firms are quite familiar with their on-premises encryption and key management systems, so they often prefer
to leverage the same tool and skills across multiple clouds.

* Firms often adopt a “best of breed” cloud approach. Application =\ _
Protacton E & | File Protectors
\ /
Trust Database @B \ /!' -E File Protector
Protectors @ \\ / - Gateway/Vault
* Some customers simply do not trust their vendors. \ / R———
MPP S \ f/ i
Vendor Lock-in and Migration Protectors %.xa N ___ IBM Mainframe
= L ~ g Protectors
- P e S
(@ ]
« A common concern is vendor lock-in, and S | L _— o
an inability to migrate to another cloud Big Deta o=
Protectors &= V/ Cloud Gateway

not allow customer keys to move outside
the system, and cloud encryption systems

service provider. )
* Some native cloud encryption systems do e -

are based on proprietary interfaces.
* The goal is to maintain protection ﬂ ﬂ
regardless of where data resides, moving \/ \/

between cloud vendors.
GoogleCloud | | AWS Cloud ~ Azure Cloud

Securosis, 2019 49 B ——



Amazon S3 client-side encryption

AngiCatons
noyour data
canier

\

DATA—>

S3 Encryplicn -L."e-.'-:’_y

7 Yoasr kay ﬂuﬂag-_'--'ne-"f\

nirssuc e i

ANE 0K wath

00C
(alp]e’
NCO

ISACA

Amazon ECE Managemsnt

.. tour epplicaiuntn . | .

i i e R i ot i
1
: 1
; |
1 ]
! i
J-I
: 1
i

Wour Encrypled Data in Amazon 53

Your key :

nfraginsciure in EC2 i

=

Amazon S3 encryption and decryption takes place in the EMREFS client on your cluster.

Objects are encrypted before being uploaded to Amazon S3 and decrypted after they are downloaded.

The EMR (Elastic MapReduce) File System (EMRFS) is an implementation of HDFS that all Amazon EMR clusters use for
reading and writing regular files from Amazon EMR directly to Amazon S3.

50




QC
* Amazon Virtual Private Cloud (Amazon VPC) lets yoa%?
logically isolated section of the AWS Cloud where you can launch
AWS resources

AWS encryption key management 331 RACA

»  AWS service generates unique 256-hit
AES data key per object, archive, cluster or

database
* Your virtual networking environment allows selection of your
»  Service uses regularly rotated, regional own IP address range, creation of subnets, and configuration
256-bit AES master keys to encrypt
data keys /@
AWS admin access to only
»  Your encrypted data key is stored with MBS A, o

R  — ] encryption keys
your encrypted data Km
I

Your admin access to

" Service host with your i Service hostwithyour manage encryption keys
| plaintext dala ! . stored dala : . i . _________________ \
| - E &
; ne i 4 a r E AWS CloudHSM |
: m 1 - 1 : - :
i | ; i i Client |
| DATA :  Enerypled Encrypteddatai | | | gl | | |
j H — DATA '
AWS . Optional: ! Your applications |
CloudHSM % Your KMI i in your Amazon VPC |
o DS 2
Sarvice hosts with = b
onal master
9 /

51\ /




Multi-Cloud Key Management

Risk

Low -

High -

/;Ufi\)
N

-

Security Officer

On-premises

S
f Encryption Key Management

ﬂ Encryption/decryption Point

ﬂ Protected data

-
On-premises ﬂ E
Private Cloud
Hosted

Private Cloud

a8

Public Cloud

325 ISACA

London Chapter

Computing Cost

- High

- Low

Y Y
In-house Out-sourced
52
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A Cloud Security Gateway (CASB) can protect sensitive data in Cloud (SaaS) 832 ISACA

Separation of Duties

Security Gateway

Salesforce Users

Tokenization
or Encryption

* Example of supported protocols include HTTP, HTTPS,
SFTP, and SMTP

* Based on configuration instead of programming
* Secures existing web services or REST API calls

* See and control where sensitive data travels

53

*‘l;
] o
nﬂﬂgq‘ln‘ #l’"
e ez

London Chapter

BRERE PR a0ln
LBl e d HREE BEOR
RIEIROORe I AL LIE NI

EE2ME SR IMREHSET S
-ﬁ R o ANER I NE
RS S RN

Salesforce.com

Install the Cloud Security Gateway in your
trusted domain

Select the fields to be protected

Start using Salesforce with enhanced security

f Encryption Key Management

ﬂ Policy Enforcement Point (PEP)

ﬁ Protected data fields




Protection of data
in AWS S3 with
Separation of Duties

* Applications can use de-
identified data or data in the
clear based on policies

* Protection of data in AWS S3
before landing in a S3 bucket

Separation of Duties

o=
[ Encryption Key Management

ﬂ Policy Enforcement Point (PEP)

Apps using de-identified

data
™

Protect data before landing

| Sensitive data streams

o
o

Data lifted to S3 is
protected before use

Enterprise on-
prem

Enterprise

Policies
&

4

-\
(B)
N

Security Officer
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Big Data Protection with Granular Field Level Big Data Protector ProtectiomdhrauRfagr A

1 tokenizes or encrypts the lif | L#Jn dontChamer
Protection for Google Cloud sensitive data fields oy ot

Separation of Duties

On-Prem or j‘-' . Google
on GCP ' Compute ﬂ
et W | g | e || Enoms Goog DaaPrc
) | ici | Big Data Protector i
Platform (GCP) g‘ Policies i > —g .
Security Officer | I
= |
|
' |
0,0 | | _—
S | Data Analytics
__.f"' "\. . i BigQuery ﬁ
- — . yY i
Deta_ | | L’
Producer 1) | !
» ~—
Encryption Key Management E @ SPCII??Z
v i

ﬂ Policy Enforcement Point (PEP) ' Google Policy/Audit
i L
Cloud =

ﬁ Protected data fields Stormge - File flow



Underlying Technology for RegTech Solutions 525 ISACA

London Chapter

Survey of global regtech startups

Data analylics

Artificial intelligence

Hobolic process
SLITOMAT RGN

Distributed ledgar
technology

Source: medium, fintechnews 56




Shared platforms are most useful when built with digital technologies - Examples 525 ISACA

London Chapter

Privacy Enhancing Technologies (PETs)

analyzed and processed.

The market recently began exploring the use of PETs in KYC (e.g., FCA's
July 2019 AML and Financial Crime TechSprint in London focused on
applying examples of PETs to AML/KYC).= -

Homomorphic encryption (HE): Enables the processing of
machine-to-machine encrypted data without the need to decrypt
the data. Basically, HE allows data to remain encrypted while it is

Zero-knowledge proof (ZKP): Enables data to be verified without
revealing the data itself. The technology can transform the way data is
collected, used and transacted. ZKP uses the concept of a verifier and a
prover. In each transaction, the prover can use the data without revealing
the input or the computational process to the verifier.

Data Sharing Technologies

Digital Identity

Some shared platforms use biometrics and machine learning tools to
establish, maintain and share digital identities of individuals or entities,
while reducing friction for end users (e.g., India’s Aadhaar)."

Source: https://regtechassociation.org/wp-content/uploads/2019/1l/gll;otiviti-l RTA-Urgent-Call-KYC-Optimization-Final-Report.pdf

DLT, such as blockchain, underpins a secure ledger of digital events that is
shared among all the parties participating in the events. Blockchain is
bonded in nature, as each block can contain several transactions and has a
unique proof of work attached. Together with the unique proof of work from
the previous block, a chain effect is created, making it impossible to alter the
information.2

DLT allows a high degree of data privacy and security while maintaining
transparency through an audit trail of data changes. DLT uses smart
contracts to help streamline roles and responsibilities in a shared platform.




Gartner Forecast: Blockchain Business Value, Worldwide 827 ISACA

London Chapter

Millions of Dollars s Business Value —— Growth Annual Growth Rate (%)
3,500,000 140
128 3,160,041
3,000,000 120
2,500,000 100
How Does Blockchain Impact RegTech?
2,000,000 * Blockchain, the software of virtual currencies on 80
cryptocurrencies has a major impact on RegTech.
1 500 000 * Alot of banks are exploring blockchain and crypto initiatives 60
' ' for startups, technology partners, and innovators.
* The blockchain technology promises to reshape RegTech.
1,000,000 / \/ 40
500,000 20
27

2017 2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030 "'
A

58




Emerging De Jure Standards for Self-Sovereign Identity (SSI) 535 ISACA

1. Verifiable Credentials, (W3C)
DID Auth, (IETF)

2.
3. DKMS (Decentralized Key Management System), (OASIS)
4. DID (Decentralized Identifier), (W3C)

GET CREDENTIAL

SSI Example:
DIGITAL /\
WALLET ﬁ
CONNECTION
Source: sovrin DISTRIBUTED LEDGER (BLOCKCHAIN) .




A zero trust architecture (US NIST, ANSI X9) 585 ISACA

London Chapter

All data sources and computing services are considered resources.

All communication is secured regardless of network location.

Access to individual enterprise resources is granted on a per-session basis.

Access to resources is determined by dynamic policy—including the observable state of client identity, application, and
other behavioral attributes.

The enterprise monitors assets to ensure that they remain in the most secure state possible.

All resource authentication and authorization are dynamic and strictly enforced before access is allowed.

7. The enterprise collects the current state of network infrastructure and communications.

P wnN e

o v

Data Plane

https://nvipubs.nist.gov/nistpubs/SpecialPublications/NI§i 3
ouU 00-207-draft2.pdf
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