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Q@ CYBERSECURITY COMPETENCE AND
CERTIFICATION CENTER (KCCKB)

KCCKB is a state-funded organization established by the National Security
Authority in 2020.

Main tasks of KCCKB include:
" National Coordination Center per EU Requlation 2021/887
¥ Certification of cybersecurity auditors and managers
® Cybersecurity education and awareness campaigns
® Publications and events
" Cybersecurity audits (per Act No. 69/2018)
" Consulting in cybersecurity, classified information, and trusted services

" Expert wittness organization
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WORLDWIDE DEMAND OF CYBER PROFESSIONALS

Yearly growth: 26,2%

World
3.432.476

North
America
436.080

South
America

515.879

EMEA
317.050

AsiaPac
2.163.458

J

Source: (ISC)2 Cybersecurity workforce study




(@J Missed chances or solutions?
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®Finding young cyber talents
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European Cyber Security Challenge
ECSC

Managed by ENISA and financed by ECCC



(@J What is European Cyber Security Challenge ?

" 2-day finals cyber competition of the national teams

" Onsite/online challenges - CTF (Capture The Flag)
" Jeopardy
¥ Attack & Defense

" The national team consists of 10 members

Players between 15 and 25 years
" Juniors (up to 20 years old)

" Seniors (21-25 years old)

® The host country is always an EU country, the activity is covered by
ENISA

WARSAW, pOLAND L
® 12th ECSCFinals - October 2026 in Bochum, Germany

" 44 countries = 44 teams = 440 young hackers
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Spolufinancovany
Eurépskou tniou

hitps://icc2026.au/
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https://icc2026.au/

ECSC 2025, Warsaw, Poland

@




l. 1' liiq l' i'l'. ECSC 2025, Warsaw,

https://ecsc2025.pl



https://ecsc2025.pl/
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© Why CTFs?

" Gamification is one of the best learning methods

" Skill development

- Practical, hands-on training across security domains

® Teamwork and readiness

- Simulates high-pressure, real-world cyber incidents

" Community

- Collaboration, Skillsharing, Talent Identification

" Innovation and Threat Discovery




(@J Capture The Flag (CTF) Competitions

Consists of challenges in different categories

® Reverse Engineering, Cryptography, Forensics, Binary Exploitation, Web
Security

Upon a correct solution, the player can access a flag

"  Asecrettextin a predefined format -
flag{yOu_crdck3d_th3 3nlgm4 f83d12a}

" Players submit points for flags

Example:
® A website vulnerable to SQL injection
" Flagisstored in the database, only website administrator can access it

" Players have to exploit the SQL injection and get the flag

Spolufinancovany
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(@J Attack-Defense style of CTFs

Teams are responsible for hosting their
“vulnbox”

-

>
O :
» CVBERSECUI}ITV

Each vulnbox runs a set of vulnerable challenges

Teams identify vulnerabilities in the challenges
¥ Patch them on their vulnbox

" Attack other teams

Traffic monitoring
® Identifying attacks
" Stealing exploits &

Points for Attack, Defense, and Availability
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ECSC 2024
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SLOVAK CYBER TEAM

Where are we looking for players? How to become one?

https://cyberteam.sk/



(@J CYBERGAME 2026 bynsa

® organised by the National Security Authority - https://cybergame.sk/sk
" various difficulty levels, open to the general public - 1.3. - 9.5. 2026

® Number of players
" In 2024: 2312 registered players and 874 active players

® In 2025: 4000+ registered players, 1300 active

® In 2026: 6000+ registered players, 2000 active




© Forming the SLOVAK CYBER TEAM

® We organize educational/training bootcamps in the manor house in Brunovce
" Expert presentations, workshops, homework assignments
® Online CTF tournaments
® Cooperation with other national teams:
" International bootcamp in Vienna (12 states) — workshops, joint CTF, networking

" International bootcamp in Brunovce —SK, CZ, AT & Romania. (The joint team
from last year session called "Habsburg Anarchy" won the 6th place in the online
CTF Sekai out of more than 1200 registered teams)

® Zero Days CTF in Dublin, DefCamp conference in Bucharest




SLOVAK CYBER TEAM
ECSC WARSAW 2623
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@ International bootcamp — SK, CZ & AT
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4th place - DCTF, DefCamp Bucharest Romania
@ -
2nd place - ZeroDays CTF Dublin Ireland
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where hacking & security collid




(@J Behind the scenes ...

® Life-changer — moving from the online world
and being part of a community increases
players’ soft skills

" A huge chance to discover young talents and
encourage them to pursue a careerin
cybersecurity

® Amazing commitment, enthusiasm and
passion of managers and coaches, weekends
spent with the team at bootcamps

Spolufinancovany
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@ What s next?

1) Do you know your national NCC?
2) Do you know your national ECSC organization?
3) Are you working with your ENISA representative?




Thank you |
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Limity informacii
Informacie obsiahnuté v tomto dokumente sU poskytované iba nainformacné Ucely a bez akejkolvek zaruky, vyslovnej & implicit nej. Nazov KCCKB, logo KCCKB a dalSie produkty a sluzby KCCKB su
ochrannymiznamkami KCCKB. Ostatné nazvy spoloc¢nosti, produktov alebo sluzieb m6zu byt ochrannymi znamkami, alebo znackami sluzieb inych organizacii.

Vyjadrené nazory a postoje sU ndzormia vyhlaseniami autorov a nemusia nevyhnutne odrazat nazory a stanoviska Europskej Unie. Eurdpska Unia za nich nepreberaju zZiadnu zodpovednost.

Ochrana vlastnickych prav

Vsetky autorské prava k tomuto dokumentu su vyhradené pre Kompetencné a certifikacné centrum kybernetickejbezpecnosti (dalej len ,KCCKB"). Autorské prava k tomuto dokumentu ma a autorské
prava k tomuto dokumentu vykonava KCCKB.

Vlastnicke prava tretich stran

Vsetky ochranné znamky a iné obdobné pravne chranené oznacenia spomenuté v tomto dokumente sU vyhradnym vlastnictvom ich vlastnikov, ktorisu, pokial'sa nejedna o KCCKB,
v dokumente oznadeni vo forme prisluSnej citacie.

Akékolvek kopirovanie ¢i iné neopravnené pouzitie celého dokumentu alebo jeho ¢asti, v elektronickej alebo listinnej podobe, bez predchadzajuceho pisomného suhlasu jeho autorov, napr. KCCKB, je
zakazané. Porusenie vlastnickych ainych stvisiacich prav bude rieSené v zmysle pravnych predpisov Slovenskej republiky.

ITHTE i 5 MINISTERSTVO Kompetencné
ECCC = Financovane A r R E INVESTICIi, REGIONALNEHO ROZVOJA a certifikatné

U EUROPEAN CYBERSECURITY Eurépskou Uniou PLAN ,_OBNOVY_, A INFORMATIZACIE o centrum
COMPETENCE CENTRE i SLOVENSKE] REPUBLIKY kybernetickej

e NextGenerationEU bezpeénosti

& www.cybercompetence.sk, kyberkomunita.sk

in www.linkedin.com/company/cybercompetence

L 4 @CybercenterSk



http://www.cybercompetence.sk/
http://www.linkedin.com/company/cybercompetence
https://twitter.com/CybercenterSk
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