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From The Desk Of The President
Dear Members,
Greetings!!
We hope this message finds you healthy and happy, we know these are trying times,
please take the necessary precautions to help ensure your own health and safety and
that of your loved ones, stay safe and stay healthy.
ISACA launched a new web page (Navigating COVID-19: Helping You Manage in Times of Crisis) - view ISACA
CEO David Samuelson’s message and view ISACA resources on COVID-19 here https://www.isaca.org/go/
covid19 Cybersecurity attacks are rising during COVID-19. Work from home has become a new normal now
and with surge in the number of remote workers means there is a greater attack surface, security awareness
and employee education becomes key.
Your Chapter continues to engage members and provide value to members by online CPE sessions. We see
more people attending these online sessions with good active participation and engagement. We have very
interesting topics lined up for you in next few months which are delivered by industry leaders in their
respective domains, thank you all including our speakers for your active support and participation.
Your Chapter will continue conducting Free Intro Seminar on all ISACA certifications and weekend review
classes via LIVE ONLINE platform for all 4 certifications – CISA, CISM, CRISC & CGEIT, helping exam aspirants to
achieve their career aspirations. Encourage your friends and colleagues to attend these online classes which
will benefit in a faster learning. ISACA has also introduced online remote proctored exams so that members
can take their CISA, CISM, CRISC & CGEIT exam from home.
We also request you to join your favourite communities available in the Engage platform at
https://engage.isaca.org/home Connect and collaborate with like-minded professional on topics of mutual
interest and share your real-world experiences. Your Chapter also is live on Engage Platform, you can now
keep a track of events and updates of your local Chapter by engaging at https://engage.isaca.org/
bangalorechapter/home
As always, we solicit your active participation in the Chapter’s various events and initiatives including monthly
CPE meetings, Newsletter article contribution, Review Classes for aspiring students and more.

Regards,
SATISH KUMAR DWIBHASHI, CISA, CISM, CRISC, CGEIT
President
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Message From the Vice President
Dear Members,
Greetings!!
The first quarter of 2020 was an excellent start for our Chapter with a lot of professional
activities. Introductory Seminar on ISACA Certification courses organized on 22-Feb-2020
was well received by all the participants. Our CPE meet on “Corporate Network Transformation based on Zero
Trust Security Principles”, “Auditing Privacy Protection through Data Protection (PDPA)”, Business Continuity
Planning Responding to a Pandemic Scenario” was very well appreciated by the members.
The whole World is going through a lot of ups and downs during this COVID-19 situation. We would request all
of you to take utmost care and stay safe with your family and ensure you follow all protocols / directions as
provided by the Government. Our aim is to ensure we get you the maximum benefit while most of you are
working from Home and hence organizing various CPE sessions to increase your learning and knowledge
enhancement via all possible manners including the Zoom webinar.
ISACA announced introduction of Live Remote Proctoring for All Certifications to Ensure Uninterrupted Access
for Learners by end of April. ISACA also announced the introduction of CDPSE certification. Members are
requested to make use of the opportunities that you would get to learn and increase your networking with your
peer groups in the industry along with enhancing your knowledge.
We have successfully completed review classes at the chapter office / Zoom session for all 3 certifications –
CISA, CISM and CRISC helping members collaborate and prepare for the examinations and will continue the
same through the year. We have also completed Intro-Seminars and planning to conduct many more through
the year via Zoom webinar / in-person sessions.
We solicit your active participation in the Chapter events and initiative including the monthly CPE, Newsletter
articles, review classes, intro-seminars.
Stay Home, Stay Safe and Healthy!!!!!
Regards,
VELMURUGA VENKATESH, CRISC, COBIT-5(F), ISO 27001 LA, ISO 31000 CRM
Vice-President
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Message From Secretary
Dear Members,
Greetings !!!
We are facing unprecedented times with the current global health crisis having a significant
global impact on how we live and work. As we all adjust our daily lives to the global
outbreak of COVID-19, my first thoughts and concerns are with those most at risk or
suffering as a result of this global pandemic. It’s clear that we have extraordinary weeks
and months ahead of us, and ones that we will all remember for the rest of our lives.
We are fortunate that our country was equipped to deal with uncertainty and change. Most of us are already
set-up to work remotely and some of the organizations have globally accredited business continuity plans
deployed, ensuring that are continuing to offer uninterrupted world class service levels to the clients. Now
we need to be mindful of the changing business environment to ensure that we are responsible and we
achieve and fulfill sustainable excellence and corporatesocial responsibility.
Our priority is to ensure that self and our families are protected and that we’re able to continue to deliver and
support our business, partners and the wider community. Our purpose is that we work together to face this
unprecedented pandemic, and many of them have never felt in our wildest dream that such critical time will
encounter in professional and personal life.
Being information security professional most of us have a decent idea when a disaster is about to strike, and
even if we do have a little warning, it’s very possible that things can go very wrong to invoke our Business
Continuity Process. COVID 19 has given enough warnings from Dec 19 and beginning of the year 2020. Now
we cannot consider that “it will never happen to me” approach, if we do that but simply put off the Business
Continuity Preparation, you’ll fall short of doing your job. Business continuity depends on being able to
communicate with all your stakeholders: your employees and clients, your partners and suppliers. Due to the
unique nature of today’s situation, we are seeing an enormous spike in both unified communications tool and
digital event demand globally.
During this crisis at ISACA Bangalore chapter we conducted two web based CPE sessions with more than 300
members and we have seen the remote web session demand and participation has been increasing. We have
enhanced our digital Web based event tool capacity to cater more and more participants remotely. ISACA
Bangalore staff are working remotely to support the chapter members. We also migrated our local chapter
web site to ISACA’s engage portal which will enhance the performance and availability.
Together we will help our organizations navigate these challenges, take precautions to keep our families and
our communities safe, and continue to learn and connect.
Best wishes and good health to you and your family.
Regards,
RAJASEKHARAN K R, CISM, PMP, ITIL (E), CSM, SAFe, ISO 27001 LA
Secretary
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Chapter Highlights for the period from January to March 2020
CPE MEETINGS:
1.

CPE Session Abstract:
IT Infrastructure forms the key component to any digital
business solution and delivery. Keeping IT infrastructure
safe and secure has become a great challenge over a
period of years. Upgrading from legacy IT infrastructure
components, technology changes and moving to the
cloud has become the new norm.

Topic

: “Integrating IT DR with BCMS, ISMS
and ITSM.”
Free Attendance. 2 Hours CPE Credits.
Venue : ISACA Bangalore Chapter Office
Date : 04-Jan-2020 (Saturday)
Time : 5:30 PM - 7:30 PM

This session focuses on various aspects of IT
infrastructure, industry standards, maintaining
compliance and auditing it effectively.

CPE Session Abstract:
Attempts to take a unified look in dealing with IT
Continuity Risks, Business Continuity Risks, Infosec Risks
and IT Service (Operational) Risks. In today’s world, by
and large, these are being looked at in silos, and the
presentation seeks to look at the underlying
commonality of purpose in implementing controls for
these respective risks.

Presentation – Outline:
* Terms of Reference – IT Infrastructure
* IT Infrastructure components
* Hardening standards
* Baseline configurations
* Auditing techniques for layers of defense
* Industry standards
* Best practices

Speaker: Mr Srinivasan Seshadri, AFBCI, CBCP, CRISC
Speaker profile: Mr.Srinivasan Seshadri is a recognized
consultant and trainer in the domains of Business
Continuity, IT Disaster Recovery, Risk Management and
Crisis Management. He is an Approved BCI Trainer for
Business Continuity Institute’s coveted CBCI training. He
has been associated with ISACA Bangalore Chapter for
the past about 6 years. He brings in his rich experience
that spans about 45 years in various capacities and
organizations. Presently he is working with Network
Intelligence India as their Business Head – BCMS. NII is
well known for their Infosec, PCI DSS and Cybersecurity
initiatives for the past over 18 years. Seshadri heads a
team of experienced consultants and works across India
and the Middle East.

Speaker: Mr Ganesan Ramani, IT Lead Auditor, Shell
Speaker profile: Mr Ganesan is a seasoned leader and
specializes in Information Security Governance &
Compliance, IT Audits, Technology and Operational Risk
Management & Digital Forensics with CISSP, CISM,
ISO27001:2013 LA and CCNA certifications.
Ganesh had worked with DBS Bank, Scope International,
IBM Global Business Services, Wipro Technologies & CSS
Corporation in his professional career in various
capacities of information security management &
consulting. He has done his Bachelor of Computer
Science & Engineering from Anna University, Chennai &
Post Graduate Diploma in Cyber laws from NALSAR
University of Law, Hyderabad.

2 Hours of CPE granted to all 63 participants and the
session was well appreciated.
2.

Topic

: “Auditing IT Infrastructure.”
Free Attendance. 2 Hours CPE Credits.
Venue : ISACA Bangalore Chapter Office
Date : 15-Feb-2020 (Saturday)
Time : 5:30 PM - 7:30 PM

Currently, he is the Director – Membership & Marketing
of ISACA Bangalore Chapter.
2 Hours of CPE granted to all 64 participants and the
excellent feedback received from all participants.
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Web-based CPE session using Zoom Platform as given
below.

Registration Link: https://zoom.us/webinar/register/
WN_4hURm1_BRnupc7k9rYwZnA

3.

Topic Summary : India is entering the era of “Data
Protection” with the advent of the Personal Data
Protection Act (PDPA) which could be passed sometime
during the next quarter. This Act aims at protecting “Right
to Privacy” of an individual by regulating the data
protection industry. Auditors will have a unique role in
the implementation of this regulation since the Act
envisages a mandatory annual “Data Audit” for
organizations which process the personal data, besides
audits during the year in terms of Data Breach Audit,
Data Protection Impact Assessment Audit etc. The kind
of Audits envisaged under the Act are new opportunities
which the audit community should welcome. A career
in Data Audit however requires a thorough
understanding of the Law of Privacy and Data Protection
as well as the Technology Landscape that imposes
challenges of different kinds. The brief talk will try to
introduce the concept of Data Audits as envisaged in the
Act along with a brief introduction of the essence of the
Act.

Topic

: “Corporate Network Transformation
Based on Zero Trust Security Principles.”
Free Attendance. 2 Hours CPE Credits.
Venue : Web-based ONLINE session via Zoom
Platform
Date : 29-Feb-2020 (Saturday)
Time : 5:30 PM - 7:30 PM

Registration Link: https://zoom.us/webinar/register/
WN_cibER_YYRA6Yd5kH9xFwhw
Topic Summary : Zero Trust is a new corporate network
security model, based on a strict identity verification
process. It has become more and more important for
modern-day digital transformation and its impact on
business network security architecture. Learn more
about why a Zero Trust model is needed, how and why
organizations are transforming their Corporate Network
based on Zero Trust Security principles.
Speaker: Mr Bruno R. Goveas, Cloud Security Specialist @
Akamai

Speaker: Mr. Na. Vijayashankar (Naavi),
Founder www.naavi.org & Chairman,
FDPPI www.fdppi.in

Speaker profile: Mr Bruno Goveas has been
with Akamai since 2004. He is currently driving Akamai’s
Enterprise Security business in the India region.
Previously he was responsible for managing key Akamai
Enterprise business partner alliances in Asia Pacific &
Japan (APJ). Prior to this Bruno was responsible for
Akamai’s Product Management and Product Marketing
functions in APJ. At Akamai, Bruno has held various roles
in sales, channel, business development, marketing and
product management.

Speaker profile: Na. Vijayashankar, more popularly
known as Naavi, has been a pioneer in the field of Cyber
Law in India and continuing a similar role as the Data
Protection legislation enters India. Naavi is the founder
of www.naavi.org and www.cyberlawcollege.com.
Naavi is a visiting faculty at NLSUI Blr, Nalsar, Hyderabad,
BMS Law College, Blr, NPA and others. He is also the
author of the book “Personal Data Protection Act of India
(PDPA2020)” with the motto “Be Aware, Be Ready and
Be Compliant” released on the Privacy Day 2020. Naavi
is the founder Chairman of the Foundation of Data
Protection professionals in India dedicated to the
development of Knowledgeable, Efficient and Ethical
data protection ecosystem in India. Naavi is the architect
of the Personal Data Protection Standard of India (PDPSI)
as a framework for Indian Companies to be compliant
with data protection laws which include a suggestive

253 participants, Well appreciated Session. 2 hours of
CPE credits granted to all participants.
4.

Topic

: “Auditing Privacy Protection through
Data Protection (PDPA).”
Free Attendance. 2 Hours CPE Credits.
Venue : Web-based ONLINE session via Zoom
Platform
Date : 21-Mar-2020 (Saturday)
Time : 5:30 PM - 7:30 PM
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REVIEW CLASSES:

model for Data Trust Score envisaged in the Indian laws.
He is available through e-mail naavi9@gmail.com

The Chapter has conducted a 5 full Sunday CISA review
classes successfully for 23 aspirants.

375 Participants, Program was very well appreciated by
all. 2 hours of CPE credits granted to all participants.

A 4 Saturday CISM classes for 6 aspirants, and also 4
Saturday CRISC classes for 7 aspirants during the period
from Jan to March 2020.

PUBLIC INTRO SEMINAR:
Venue : Trinity Isle Hotel, S. C. Road,
Seshadripuram, Bangalore.
Date : 22-Feb-2020 (Saturday)
Time : 5:00 PM - 7:00 PM

The training was very well received and appreciated by
all participants.

PLANS FOR THE NEXT QUARTER - APRIL - JUNE 2020

The Chapter President Mr.Satish Kumar Dwibhashi has
imparted an overview on all ISACA Certifications such
as CISA, CISM, CRISC, CGEIT, CSX, etc. Also given
interdiction on ISACA and high lighted its growth from
the past 51 years to aspirants. A team of the Chapter
Directors were present during the program.

• More and more web based Zoom Online CPE
Meetings (Twice in a Month)

There were 34 participants for the seminar and the same
was well received by all.

• A 4 to 5 weekend CISA and CISM review classes. Face
to face as well as web based Zoom online sessions.

• One Public Intro seminar on all ISACA Certification
Courses
• Visiting various colleges in around Bangalore on
Students Academic relations campaign.

YOUR ISACA BANGALORE CHAPTER
WANTS TO PURCHASE NEW OFFICE
Floor Area of 1200 - 1500 Sq. ft. Office Space
Parking facilities preferred
Location upto 2 kms of any of the
Bangalore Metro Stations
Contact Details : building@isacabangalore.org
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ANOTHER BUZZWORD DEMYSTIFIED : ZERO - TRUST ARCHITECTURE
Bhanu Jagasia, PMP, CISSP, CISM, CISA, CRISC, CGEIT, CCSFP, CHQP, C|EH, C|BP, AWS CSAA, AWS CDA,
AWS CSS, 3PAO Director of Commercial Sector and Practice Manager, Bachelor of Science (B.S) Information Systems, George Mason University
| Published: 14/01/2020 |

Zero Trust is the term for an evolving set of network
security paradigms that move network defenses from
wide network perimeters to narrowly focusing on
individual or small groups of resources. A ZTA strategy is
one in which there is no implicit trust granted to systems
based on their physical or network location (i.e., local
area networks vs. the internet). In layman’s terms, the
basic principles of zero-trust are:

I recently attended a security conference with multiple
speakers covering a wide variety of topics – one of the topics,
“Zero-Trust Architecture” (ZTA), was being addressed by
one of the vendors, and I decided to sit-in to listen. A few
minutes into the session, two facts became blaringly
apparent – the speaker, who shall remain nameless, 1) did
not actually understand what Zero-Trust Architecture is and
what it means to implement Zero-Trust, and 2) this was a
sales pitch disguised as an educational seminar.

• Assume the network is always hostile
• External AND internal threats are always present

Unfortunately, presentations on this and other topics
often are heavy on buzzwords that don’t actually
contribute value or advance understanding. As the
aforementioned session came to a close, the session
transitioned into the Q&A portion – which subsequently
happened to be the same time I lost more hope for our
fellow cybersecurity aficionados after hearing some of
the questions asked. Below are just a few of them:

• Internal networks are not sufficient to equally trusted
• Every device, user, and network flow MUST be proven
• You must log and inspect ALL traffic
These security principles are a stark contrast to what
most organizations currently implement, which is
perimeter-based security, which adopts the following
basic security principles:

• With ZTA being a new technology, what do you believe
the adoption rate will be?

• Internal access is trusted
• External access is untrusted

• What products do we need to buy to fully implement
ZTA?

The major shortcomings of perimeter-based security are
that:

• Where can I buy ZTA?

• Inside access is not always friendly

After walking out of the session and regaining
consciousness, I decided to take a little time out of my
day to bring awareness to Zero-Trust Architecture and
demystify what it means. First and foremost, ZTA is NOT
a new technology. As illustrated by Palo Alto’s
Cyberpedia article, achieving Zero Trust is often
perceived as costly and complex. However, Zero Trust is
built upon your existing architecture and does not require
you to rip and replace existing technology. There are no
Zero Trust products. There are products that work well
in Zero Trust environments and those that don’t.

• Modern attacks are inside-out, rather than outside-in
• Trusted systems bring attackers in
• Internal access is more loosely regulated
Most organizations go a step further and implement
logical segmentation, such as separating different
organizational components within their own subnets,
implementing a demilitarized zone (DMZ), Web
Application Firewall (WAF) and more. However, this
approach is starting to show its age as the foundation of
perimeter-based security primarily follows “trust and
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verify,” which is fundamentally different from ZTA’s
paradigm shift of “verify, and then trust.”

depending on the implementation and environment.
Justin Henderson from the SANS Institute does a great
job going into further detail in his SEC 530 webcast
seminar and provides further examples of leveraging your
current technology stack to implement ZTA.

Another fundamental concept that pairs well with ZTA is
Trust Over Time (TOT), which essentially boils down to
the notion that risk to systems and assets increase over
time and need to be refreshed, due to deviations from
the baseline. To reduce the operational risk over time,
activities such as rotating credentials and replacing
certificates will limit compromise and reuse.

In summary, achieving Zero-Trust does not require
adoption of any new technologies. It’s simply a new
approach to cybersecurity to “never trust, always verify,”
or to eliminate any and all trust, as opposed to the more
common perimeter-based security approach that
assumes user identities have not been compromised,
all human actors are responsible and can be trusted. The
concept of trusting anything internal to our networks is
fundamentally flawed as evidenced by all the data
breaches in the news, with most of the breaches caused
by misuse of privileged credentials.

ZTA is essentially asking us to authenticate and encrypt
all traffic – end-to-end. Everywhere and anywhere. For
ZTA to be implemented properly, encryption cannot
simply be perimeter-based. Encryption is required at
either the device or application. Endpoints should be
configured to drop anything not encrypted. This is quite a
tall order and has the potential to interrupt or completely
break an operational process or technical mechanism

Courtesy: https://www.isaca.org/Journal/Blog

ON RESPECT FOR THE INDIVIDUAL AND THE INDIVIDUAL’S DATA
Guy Pearce, CGEIT and Sandra Ketchen, President and CEO, Spectrum Health Care
| Published: 28/05/2020 |
Respect for the Individual?

Google’s holding company, Alphabet,
has been investing in its Verily Life
Sciences initiative over the last seven years with the aim of
revolutionizing healthcare. Operating largely out of the
public view, and where talking to a reporter has been
a fireable offense, Verily is now in the news with COVID-19.
In particular, Verily is building a website to help triage
Americans for COVID-19 testing.

I worked on a data analytics project a few years ago, where
I came to realize that each datum represented different stages
of decision-making in an individual’s life, that each datum
was a reflection of someone’s life events, both good and bad,
both happy and sad. Handling people’s life events surely
demanded a level of respect. Data was therefore not merely
a sequence of bits and bytes, and it was certainly not merely
an asset for exploitation. Indeed, decisions made as an
outcome of an analysis not only have the power to enhance
lives, but to negatively impact lives, too. There is thus a clear
need to respect the individuals constituting our data if our
humanity is to remain intact, starting by respecting privacy
as a basic human right.

In the usual tension between data as a corporate asset vs.
privacy as a basic human right, the emerging issue with Verily
is the need for the user to log in with his or her Google account
to access all of the site’s functionality. This has been said to
be ”excessive and intrusive,” given that “… Google’s track
record on respecting privacy is already dismal.”
Furthermore, the user’s personal data, “could be used for
purposes including ‘commercial product research and
development’ … and could be shared with health companies,”
some of the latter of which might not be the subject of the
United States’ sector-based privacy legislation.

Bringing it home, if you were in the unfortunate position to
have been diagnosed with a critical illness, to what extent
would you be happy with how these data about you are used
by an uncountable number of organizations that would
ultimately seem to have access to them? What if any of them
suffered a breach, and your associated personal data leaked
onto the dark web for untold abuse? What if this happened
to one of those you love? Your mother, father, brother or sister?
If you are concerned about the apparent lack of respect and
dignity of the human subjects of data, our latest ISACA
Journal article, “Whose Data Is It Anyway?,” is just for you.

While few would have an issue with creating commercial
opportunities out of data, it is when this interferes
with privacy as a basic human right—in other words, where
respect for the individual constituting that data are
relegated—that things get complicated.

Courtesy: https://www.isaca.org/Journal/ISACA Now Blog
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BUSINESS CONTINUITY - PANDEMIC PREPARATION
Susan Snedaker, MBA, CISM, CPHIMS, CHCIO, Information Technology Executive, United States
| Published: 03/03/2020 |
About the author: Susan Snedaker is a recognized IT leader and award-winning author. She writes about business continuity
planning, operations management and IT leadership at www.susansnedaker.com.

The recent outbreak of a new virus, COVID-19, or the
coronavirus, has many businesses scrambling to develop
or review their business continuity plans. While there is
much unknown about COVID-19 and whether it will turn
into a pandemic, there are many things business can do
today to ensure their businesses continue to operate if
it does occur.

companies from electronics to pharmaceuticals and
beyond.
If you produce services, where are your employees
located? Expect travel restrictions, especially in
countries where the COVID-19 virus is spreading. How
will limited business travel impact your business?
How will you provide global services in areas where you
have limited staff due to an outbreak?

With the globalization of many businesses, the potential
for a pandemic and the impact of such a pandemic could
be significant. In particular, the impact to the supply chain
could be enormous since so much of the world’s
manufacturing occurs in China, ground zero for this virus.
With the potential impact to business supply chains, both
direct and indirect, it’s important to have a solid business
continuity plan (BCP) in place.

3. What’s the potential impact to your customers?
Are there any upstream or downstream impacts if your
customers are also experiencing supply chain issues or
severe staff shortages? Are there other impacts to your
business beyond revenues?
An additional consideration is whether there are any
opportunities in a pandemic scenario to improve
business relationships with customers – not through
opportunistic exploitation, but through collaborative,
compassionate assistance. Is there a way you might help
your key customers during a pandemic? Helping out in
hard times generates the kind of goodwill you can’t buy.

BCPs should be driven by risk assessments. In this case,
a pandemic risk assessment should be used to develop
contingency plans. Here are some key considerations
for a pandemic risk assessment:
1. What is the potential impact to your revenue stream?
Will consumers still need/want your products or services
during a pandemic? Recent stock market volatility shows
the vulnerabilities in different sectors. The travel
industry is expected to be negatively impacted, while
online entertainment companies are expected to be
positively impacted. Understand your business, your
customers and the potential change in demand in a
pandemic. Also assess whether the changes will be
temporary or possibly permanent. Identify any
mitigation plans to shore up business during a pandemic
and plans to recover afterward.

4. What is the potential impact to your employees?
How will your business operate if 25% of your employees
are out sick or unable to come to work? Will you be able
to run critical operations with reduced staff? What plans
do you have to assist employees who are quarantined
(those who are healthy and able to work as well as those
who are ill and unable to work)?
As with your customers, are there opportunities to assist
your employees? If employees are healthy but their
children are kept home for weeks at a time, or if an
employee is ill and lives alone, are there ways the
company can appropriately assist? Take a look at your
HR policies to see if you need to make temporary or
permanent revisions to address pandemic-related

2. What is the potential impact to your supply chain?
If you produce goods, where are the components
sourced? Recent news reports of shipping delays
expected from China have impacted many global
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issues. Your employees are your most valuable resource,
so you want to do all you can to protect them from the
pandemic and assist them if they are impacted by it.
5. What are your delegations of authority and leadership
contingency plans?
Some organizations overlook the important aspects of
how to delegate authority, such as authorizing large
expenditures, as well as making strategic (or significant
tactical) decisions, declaring a pandemic activation plan
or returning to normal operations. When key leaders
are unavailable – either because they are unable to be
physically present or because they are ill – the
organization must have contingency plans spelled out
in advance as to how the authority of the organization
will be delegated. These need to be tested with various

scenarios to ensure vital operations will not be impacted
if one or more key leaders are unable to work.
Summary
Until fairly recently, few people outside of governmental
agencies seriously planned for a pandemic. It was always
a line item in a business continuity checklist, but one most
organizations passed over. Now that there’s a growing
threat, it’s important to look at the organization holistically
to understand how a pandemic could impact your
revenues, your customers and your employees. The time
to prepare, not panic, is now. With proper planning and
scenario testing, you can help your company be better
prepared to survive a global pandemic.
Courtesy: https://www.isaca.org/Journal/Blog

A GLOBAL PANDEMIC: CYBER THREATS AND REMOTE EMPLOYEES
Brian Gill, President and CEO, Gillware Data Recovery
| Published: 20/05/2020 |
COVID-19 changed the lives of nearly
everyone in the world in a matter of weeks.
From work life to home life, essentially every aspect has been
altered in some way. One major change that many people
have had to adapt to is working from home. Transitioning a
workforce from an office to a completely remote work
environment is no easy task, and if not configured correctly, it
can pose tremendous cybersecurity threats. How can you
protect your business from these dangers?
Two-Factor Authentication
Two-factor authentication has become increasingly popular
as cybercriminals become savvier and password-hungry. Twofactor authentication requires users to log in with not one,
but two identifiers or “factors.” For example, when you log
in, it may have you enter your password and then ask you to
enter a code sent to your verified phone or email. Other times,
applications such as Google Authenticator can be used as
the second factor of authenticity. These create time-based,
one-time passcodes to authenticate users. Make sure any
service that employees require for remote work, such as Office
365 or email, has two-factor authentication enabled.
Virtual Private Networks (VPN)
All users should be connected to a VPN that requires twofactor authentication to log in to the network. The company
should also have a hardware firewall that you need to
authenticate in order to do any remote desktop protocol. If
end-users need to be able to access any cloud services from
home, rather than opening them up to the world, require
that they are logging in from the company’s network or are
using a VPN.
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Anti-Virus Suite
Any computers that workers are using at home should be
running an anti-virus suite just like their office machines
were. These protect against malicious software, viruses, and
any other potentially harmful spyware or ransomware.
Employee Training
All users should receive some level of training prior to
working remotely to ensure that they understand the dangers
of the scammers out there in the IT world, as well as how to
avoid putting the company in danger. For example, no one
from Microsoft is going to be calling you to provide support.
You should only be answering calls from people from your
own IT department.
Safe File Backups
If users are going to be creating files on their home computers
or laptops, make sure they have a secure location where file
back-up takes place in an automated fashion. Without
effective backups in place, data may be lost or subject to
ransomware. If you find yourself in a situation where you
need data recovered for any reason, there are a number
of data recovery specialists that can get that data back for
you at a reasonable cost.
While it may be easier to skip these extra precautions and
get the job done faster, this can lead to much more damage
further down the road. In order to ensure the security of your
business during these trying times, be sure to take the extra
steps needed so you come out on the other side of this
pandemic as quickly and securely as possible.
Courtesy: https://www.isaca.org/Journal/ISACA Now Blog
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CCPA’S DO NOT SELL : IT’S HERE, BUT WHAT DOES IT MEAN ?
Alex Bermudez, CIPP/E, CIPM, Privacy Solutions Consulting Manager, Atlanta, GA, USA
| Published: 22/01/2020 |

So, the California Consumer Privacy Act (CCPA) went into
effect – and, the world didn’t burn. Companies have
many issues to contend with, but one in particular has
presented challenges to businesses that sell personal
information. “Do not sell my personal information”
requests (or opt-out requests), and confusion around
what these really are, have many business leaders
scratching their heads.
What is the CCPA Do Not Sell Requirement?
The CCPA provides several rights to California residents,
including the right to opt-out of the sale of personal
information. Specifically, California residents have the

5. The business must inform consumers of their right to
opt-out and provide the “do not sell” link in its online
privacy policy or any other California-specific
description of rights.
6. The business must respect the consumer’s decision
for at least 12 months. After this time, the business
can ask the consumer to authorize the sale of personal
information.
7. The business must train individuals responsible for
handling customer rights inquiries and processing
consumer rights requests.

More specific instructions are as follows:

Like many rules with the CCPA, this individual rule may
seem easy to comprehend, but it poses a lot of challenges
for businesses and consumers alike. These challenges
include knowing exactly what personal information your
business collects and sells, knowing what information
belongs to which consumer, navigating and targeting
information that lives in decentralized systems, and
having a system in place to process opt-out requests.

1. A business must provide notice to consumers that it
sells consumers’ personal information to third parties

Does My Business Need to Comply with CCPA Do Not
Sell?

right to direct businesses to stop selling their personal
information.
Businesses that sell personal information and do not
qualify for an exemption for the opt-out right must take
several different actions to comply with the CCPA.

and that consumers have the right to opt-out of such
sales.
2. The business’s website must post a “do not sell my
personal information” link that takes consumers to a
web page where they can exercise the right to optout of the sale of their personal information.
3. The business must provide this link on its homepage
and any page that collects personal information, or
on its application’s platform or download page.
4. Users must be able to submit opt-out requests
without having to create an account.

Not every business is impacted by the CCPA, but any
business that collects and sells the personal information
of California residents (including those without a
physical presence in the state) needs to have a process
to comply with the “do not sell my personal information
right.”
If your business generates over US$25 million in revenue,
collects information of more than 50,000 California
residents a year, or derives 50% or more of its annual
revenue from selling the personal information of
California residents, then the CCPA will impact your
business.
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What Does “Sell” Mean?
According to the CCPA, selling is: “selling, renting,
releasing, disclosing, disseminating, making available,
transferring, or otherwise communicating orally, in
writing, or by electronic or other means, a consumer’s
personal information by the business to another business
or a third party for monetary or other valuable
consideration.”

a “Do Not Sell My Personal Information” link on their
websites. For example, the proposed CCPA
regulations issued by the California Attorney General
(AG) require, at a minimum, an interactive webform
for submitting requests. Other acceptable methods
include, among others, an email address and a tollfree phone number.
·

Establish procedures for responding to and fulfilling
opt-out requests, as well as training personnel who
handle such requests. For instance, businesses may
consider automating the opt-out request process.

·

Maintain records of opt-out processes and details on
the fulfillment or rejection of opt-out requests to
demonstrate CCPA compliance and accountability.

Because the CCPA does not clearly define “valuable
consideration,” this leaves some gray area for businesses
to interpret.
How Can Your Business Comply with the CCPA “Do Not
Sell” Rule?
New and evolving digital marketing properties and
practices pose unique compliance challenges to
businesses with respect to the “do not sell”
requirements. In particular, businesses need to do the
following:

What If I Need to Sell Personal Information?
If you’re a publisher or a blog that relies on ad support,
this section of the law applies to you. If you need to sell
personal information, make sure you are perfectly clear
about what information you sell and why you sell it.
Being more transparent about your selling practices may
lead to fewer consumers who exercise their opt-out
rights.

·

Determine exactly what personal information they
are collecting about each of their consumers and
whether they are sharing or selling that personal
information, or a part thereof, to third parties.

·

Clearly notify consumers of their right to direct
businesses to stop selling their personal information
and inform them how to do so.

Author’s note: For more CCPA resources from OneTrust,
visit www.onetrust.com/ccpa-compliance.

Provide ways for consumers to direct businesses to
not sell their personal information, including posting

Courtesy: https://www.isaca.org/Journal/Blog

·

CYBERSECURITY NEXUS TM (CSX)
CSX is designed to help fortify and advance the industry by educating,
training and certifying a stronger, more skilled workforce that can keep
organizations and their information secure - now and in the future
Courtesy:https://cybersecurity.isaca.org/csx-nexus
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DIFFERENTIATING KEY TERMS IN THE INFORMATION SECURITY HIERARCHY
Amy Diestler, CISA, Governance, Risk, and Compliance Analyst
| Published: 26/02/2020 |

The following terms may be familiar, but they can be used
incorrectly. Many of these will be referred to as “policies,”
even if that’s not what they truly represent. Having a
better understanding of these terms enables your
organization to create better governance documentation.
Principle
This is the highest level of ideas and values that serves
as a guide or foundation for decision-making. For
example, the core principles of information security
related to the utilization, flow and storage of information
include confidentiality, integrity and availability, which
is commonly referred to as the CIA triad. If a principle is
going to be adopted by an organization, it would typically
be approved by a board of directors.
Policy
A formal, mandatory statement used to reflect business or
information security program objectives and govern
enterprise behavior is the definition of a policy. The policy
should be not be too detailed to ensure that it can
withstand the test of time, as well as changes in technology,
processes, or management. To ensure the policy stays
relevant, it should be reviewed and updated on an annual
basis. It should not dictate how to accomplish something
but rather provide a framework for what should be
completed. For example, an access management policy may
include a phrase on requiring user authentication
credentials for all company-owned devices/desktops/
servers/systems in order to protect information, networks
and systems from unauthorized access.
Standard
This is used as a specification to follow when applying
policies and may dictate mandatory requirements. A
standard may indicate expected user behavior, be very
specific to hardware or software, or describe actions,
rules, controls, or configuration settings. The goal is to

make the policy to which the standard relates more
meaningful and effective. For example, an access
management standard may have a phrase related to the
fact that user IDs may not be shared or transferred to
other users. Keep in mind that standards need to be
enforced to be effective.
Guideline
A guideline is a suggested course of action designed to
achieve standard or policy objectives. It is not mandatory
and should provide flexibility for individual situations.
This could be used in circumstances where rigid
requirements can’t be met, specific standards do not
apply, or requirements need to be customized for a specific
audience or circumstance. For example, security
guidelines may be established to protect against malware,
such as scanning all attachments and downloads.
Baseline
This is a set of fundamental rules that provides direction
for specific implementation or configuration standards.
They may be specific to a platform, system, network, or
device type, and the goal is to be uniform and consistent.
A baseline may also be mapped to industry standards
and controls. For example, an organization may create a
baseline for Linux server operating systems, such as
multi-factor authentication being enabled.
When creating any of these documents, the bottom line
is that they need to be easy to understand and able to
be implemented. Having too many of these documents
can become confusing, so an organization should be
selective when determining which kind of
documentation will be useful. Hopefully, having a better
understanding of these terms will allow the organization
to craft governance documentation that lessens
confusion and decreases inefficiencies.
Courtesy: https://www.isaca.org/Journal/Blog
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ISACA Bangalore Chapter

Affix your Photo

Registration Form for CISA & CISM for
Computer Based Exams in 2020

Venue: Chapter Office-Address mentioned underneath
1.
2.

NAME:…………………………..............................…………………………………………………………...........................................
CISA

CISM

CRISC

CGEIT (Please tick for Registration)

2.

ISACA MEMBERSHIP NO:...……………........................................………………NON MEMBER (Please tick as applicable)

3.

DESIGNATION:

4.

ORGANISATION: .....................................................………………...………………………………………………………………………

6.

ADDRESS: .........................................…….…………………………………………………………………….....................................

.............................................. QLFN: ........................................................................................

.........................................…….……………………………………………………………………....................................................
7.

PH:OFFICE………............………………….RES………………........................…MOBILE:..................................................

8.

EMAIL: ………………….......................……………...……………………................................................................................

9.

PRESENT WORK AREA :...........……………………………………………………....................................................................
Registration Fee per batch classes : Rs. 8500/- for ISACA Members and for Non members Rs. 9500/- (Inclusive
of Taxes) A Local Cheque/Bank Pay Order in favour of ISACA, Bangalore Chapter and the same may be
despatched to the Office address
or
NEFT (Wire transfer) to : State Bank of India, PBN 1027, 14th Main, 1st Block, Rajajinagar Branch, Bangalore-10.
Savings Bank Account No.54003825745. Account Holder : ISACA, Bangalore Chapter
IFSC Code-SBIN0040197 / MICR 560002408

Date__________________

Candidate Signature

Course Material - Received / to be received.
No.S-13, 531/A, 2nd Floor, Priya Chambers, Dr. Rajkumar Road, Opp. St. Theresa’s Hospital, 2nd Stage, Rajajinagar,
Bangalore - 560 010, Ph. : 080 65640042 / +91 9535197405
Email ID : chapter@isacabangalore.org.
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Website : www/isacabangalore.org

The dues amounts on this application are valid 1 June 2019 through 31 July 2020.

