To apply go to:  jobs.boystown.org
Job Title: Senior IT Auditor
Location: Omaha, Nebraska
Job Summary:  The Senior IT Auditor performs specialized auditing involving a broad range of complex information technology and operational functions. Utilizes in-depth knowledge of business processes, as well as process controls and risks, and understands how this relates to relevant IT, operational, and compliance audit procedures.  Assumes lead role for reviews of business risk and evaluates the system of internal controls proposing recommendations to strengthen the internal control environment and/or increase effectiveness and efficiency.  Possesses experience working with a variety of technology platforms and is familiar with performing network, Internet database, and technical audits.
Responsibilities:
Performs specialized auditing involving a broad range of complex information technology and operational functions.
1. Assumes lead role by executing IT audit planning by developing audit programs of appropriate scope and testing procedures.
1. Utilizes IT audit skills to evaluate the adequacy of the security and processing controls as they relate to each audit as well as effectiveness of general computer controls within the IT environment.
1. Examines and evaluates the adequacy and effectiveness of information systems in relation to operational and compliance processes, regulatory requirements, auditing standards and organization policies, identifying weaknesses and recommending enhancements.
1. Reviews the means of safeguarding information assets.
1. Communicates effectively both orally and in writing sound conclusions supported by audit evidence and make recommendations to strengthen internal controls and increase efficiency, effectiveness and economy of operations.
1. Performs regular follow-up and review in accordance with organization’s management in accordance with Internal Audit procedures to ensure management action plans are completed within agreed upon time frames. Ensures completed action plans are evidenced to support the completed status.
1. Takes a lead role by participating in an IT risk assessment process by collaborating with Internal Audit leadership and Information Technology management to complete an assessment which leads to the overall IT audit plan.
1. Maintains technical adherence to external compliance mandates and assists in the development of policies and procedures.
1. Analyzes and documents information systems and related controls.
1. Maintains a high level of organization and planning to complete assigned projects within designated timeframes.
1. Regularly researches and utilizes outside resources to maintain and update knowledge of healthcare and audit issues particularly as relates to IT auditing.
1. Utilizes system software to efficiently research, document and test areas of risk.
1. Works with IT management to best improve IT controls, staff education and compliance.
1. Participates in continuing education activities and keeps credentials up to date.
1. Works collaboratively with other staff members to ensure optimal team functionality.
1. Provides status reports on a regular basis for assigned projects.
1. Maintains a high level of independence and objectivity.
1. Performs special audit assignments and investigations as required.
Serves as a role model in carrying out the Father Flanagan's Boys' Home mission.
Required Qualifications:
1.     Bachelor's degree in accounting, finance, IT, IS, health care or other business-related field.
1.     Minimum of five years internal auditing and/or external auditing experience.
1.     Certified Information Systems Auditor (CISA), Certified Information Systems Security Professional (CISSP), Certified in Risk and Information Systems Control (CRISC) or equivalent, preferred.
1.     Prior experience with IT systems, processes, internal controls and risk mitigation. Health care or health care related experience preferred.
1.     Knowledge of COBIT control framework and knowledge of NIST information security standards.
1.     Strong knowledge of general information technology controls.
1.     Requires highly developed communication skills to effectively work with all levels of management and staff throughout the organization.
1.     Ability to identify and use analysis techniques that quickly identify process gaps and can identify tactics that can be immediately applied to improve the business processes.
1.     Ability to identify, evaluate and recommend mitigation to significant risks with an enterprise.
1.     Ability to document and explain findings, risks and vulnerabilities to both business and technical stakeholders
About Boys Town:
Boys Town touches the lives of more than 2 million children and families nationwide each year. As one of the country’s largest nonprofit funded child-care organizations, Boys Town is nationally recognized for its research-proven child, health and family care programs. From our start in 1917, we’re poised to make even greater strides forward as we lead the way in changing how America cares for children, families and communities for the next 100 years.
Our employees are our #1 supporters when it comes to achieving Boys Town's mission, which is why we offer an array of competitive and attractive benefit options. Unique perks to Boys Town employees and their families include free visits to Boys Town Physicians, free prescriptions, tuition assistance, access to the campus Field House, parenting resources from our experts and advancement opportunities within the organization, just to name a few. Working at Boys Town is more than just a job, it is a way of life.
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This advertisement describes the general nature of work to be performed and does not include an exhaustive list of all duties, skills, or abilities required. Boys Town is an equal employment opportunity employer and participates in the E-Verify program. All qualified applicants will receive consideration for employment without regard to race, color, religion, sex, sexual orientation, gender identity, national origin, disability or veteran status.  To request a disability-related accommodation in the application process, contact us at 1-877-639-6003.
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