
Risk Management & 
the Economy
A Scenario Planning Exercise

Opinions expressed in this session are mine and are not representative of those of my employer



Who am I? … 
• I am a prolific and proficient evangelist

• 15-year Gartner veteran

• I’ve advised and spoken to more than 50,000 
people on strategic planning and execution

• I’ve run strategic planning workshops for 
hundreds or organizations 

• I’ve briefed 200+ board of directors on 
cybersecurity and IT Risk



So Many Options …



But We Look Through Blinders



Sorry … Wrong Blinders



We Keep Doing the Same Things



The Why and What of Scenario Planning

Scenario planning was 
created at shell oil in the 
1970s
● Identify two independent & relevant 

variables
● Cross them to give us a 2x2 matrix
● Push them as far as we can
● Analyze the quadrants
● Derive strategic objectives 

Traditional strategic planning 
tends to be self fulfilling*
● •Scenarios help us to color outside the 

lines and think outside the box
● Scenarios rarely reflect a reality – they are 

purposefully extreme 
● They push us to think differently 

                               * and not very strategic



WE CAN’T PREDICT THE 
ECONOMY IN THE SHORT- 

OR MEDIUM-TERM

RISK MANAGEMENT HAS 
BEEN EVOLVING FOR TWO 

DECADES 

It’s never simple – these constraints are independent but may 
interfere or amplify each other and we need to assess possible 

implications of both

A Tale of Two Variables



Introducing Black Kite’s Economic Risk Model
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Y-axis - A recession is 
looming. How bad and how long 
is unknown. 

X-axis - Enterprise Risk 
Management has been the 
elephant in the room for over a 
decade. 



What Is The Economic Forecast (12-24mo)?

A recession is coming
How bad and how long?

Or maybe it’s not



Y-Axis: Economy (Depression or Recovery)

Soup kitchens It could be worse It could be better Explosive growth
▪ Large businesses fight for 

their lives & small ones drop 

▪ Drastic cost cutting; all 
investment under scrutiny

▪ Risk appetite shifts higher as 
companies grasp at straws

▪ Big tech fight for business & 
buy small companies cheap

▪ Unemployment spikes, 
desperate hackers do what 
they need to do to survive

▪ Businesses with strong 
balance sheets wait … 

▪ Cost cutting is a range; some 
light, some heavy 

▪ Risk appetite shifts but more 
cautiously

▪ Big tech sees positive 
longer-term view; small tech 
looks for life raft  

▪ Skilled SRM Pros keep jobs; 
less skilled … turn to crime?

▪ Businesses batten down the 
hatches, hoping it gets better

▪ Conservative businesses cut 
aggressively; others cut 
opportunistically

▪ Risk appetite may shift 
slightly

▪ Big tech looks for quick wins 
in M&A

▪ CISOs still fight for funds and 
people

▪ High waters raise all ships

▪ Spend, spend, spend; grow, 
grow, grow

▪ Risk appetite may shift 
opportunistically as part of 
growth

▪ Tech big and small share the 
wealth; big companies buy 
for growth

▪ Market for people favors 
human capital

Great Depression II Rapid Recovery



• Should we be cautious?
• Hold off on hiring?
• Do we what we do, but better?
• Be conservative across the board?

• Should we be aggressive?
• Hire what we will need to come out the 

other end – but cautiously?
• Improve what we do and add more?
• Be looking at investment, but be smart 

about it?

Leadership is, among other things, the ability to inflict pain and get 
away with it – short term pain for long-term gain. 

                                                                        – George Will

Decision: Turtle-Up or Forge Onward?



The Future of Enterprise Risk?

Divergence or Convergence?

Myriad risks and tools all managed 
separately with little to no roll-up

Risks and tools roll up to ONE Chief 
Risk Officer – People and process



X-Axis: Risk Management (Siloes or Fortress)

100 Risks/Tools Herding Cats Integrated RM One Risk
▪ RM is all about tools, and 

wow, lots of tools

▪ BoD/SLT thinks they might 
need to look at risk, maybe

▪ Individual risks have zero 
weight at the executive level

▪ RM (if it exists) is tactical & 
removed from business risk

▪ Staff is tactical and technical; 
users are clueless

▪ Minimal oversight

▪ Tools are loosely grouped 
and connected, but 
convergence is at tool level

▪ BoD/SLT - basic concept that 
risks are related

▪ Individual risks start to 
aggregate and move up

▪ RM is nascent and 
operational & not strategic

▪ Some staff see bigger 
picture; users clueless

▪ Oversight in regulated 
industry, otherwise not

▪ A lot of tools, but they are 
aggregated at the BU and/or 
risk (Risk Register)

▪ BoD know risks are related, 
don’t understand implications

▪ Group risks are the norm at 
the executive level

▪ RM more formalized; starting 
to roll up to basic categories

▪ Low expertise causes 
issues; users must think risk

▪ Global oversight increases

▪ Tools roll up to single pane of 
glass

▪ BoD/SLT understands 
elements of risk; is part of 
corporate governance

▪ Risks are managed at the  
enterprise level, and it works

▪ RM formalizes and fully 
integrated across enterprise

▪ RM expertise not available; 
users understand their role

▪ Strict compliance across the 
globe

Siloes Fortress



• Executives don’t care; why should we?
• We can spend money elsewhere
• It’s easier to buy tools; people and 

process are so hard
• None of this stuff is really connected to 

our business goals

• Enterprise risk our biggest challenge
• Risk should be integrated into every 

decision we make
• Process and people are more 

important than tools
• Good risk management is a value add

Decision: All Over the Place or All in One Place?

“One ring to rule them all, one ring to find them, one ring to bring them all, 
and in the darkness bind them” - JRR Tolkien



• Executives don’t care; why should we?
• We can spend money elsewhere
• It’s easier to buy tools; people and 

process are so hard
• None of this stuff is really connected to 

our business goals

• Enterprise risk our biggest challenge
• Risk should be integrated into every 

decision we make
• Process and people are more 

important than tools
• Good risk management is a value add

Decision: All Over the Place or All in One Place?

“One ring to rule them all, one ring to find them, one ring to bring them all, 
and in the darkness bind them” - JRR Tolkien

“One platform to rule them all, one platform to find them, one platform to 
bring them all, and in the ERM landscape bind them” -  JN Wheatman



Black Kite’s Economic Risk Model

Whose Risk?
Our Risk!

Risky 
Preservation

Treading
Water

Rapid Recovery
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Whose Risk, Our Risk! (1)

The recession never actually happened, and the global 
economy recovered over a weekend. Boards and senior 
executives finally realize risk (all risks) are critical and 
should fall under one umbrella, thus ERM is reborn like 
the phoenix.

Companies are hiring like crazy; big tech, seeing risk 
as a source of money, looks for ways to expand their 
risk play, buying up smaller vendors at inflated 
valuation; innovation booms - inside and outside; easy 
money triggers a lot more risk taking but as it’s seen 
at the board it’s done sensibly; ransomware ticks up 
as attackers see free money; all risks are now seen as 
part of a small set of big risks &  managed; 
regulations pickup, but companies are better at 
responding.
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Treading Water (2)

The Economy is in turmoil, the Dow is at 12, the bottom 
has fallen out of the housing market, unemployment is 
through the roof. Organizations have an ERM function 
that owns and oversees ALL risks.

Budgets are being slashed due to external forces; 
vendors, scrambling for limited dollars look for 
opportunities to consolidate; hackers are attacking 
everyone to devastating effect; insider threats spike; 
small vendors are either disappearing or getting gobbled 
up by big players; supply chain pressure ramps and 
boards are asking a lot of questions with no 
answers; ROI is as elusive as always is no longer ‘nice 
to have’; governments step in with more and more 
aggressive regulation but at least pubic private 
partnerships are finally working.

2
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Risky Preservation (3)

The global economy is a mess; even blue-chip 
companies are dropping like flies. Risk is not deemed 
a board level issue, so CxOs don’t seem to care about 
anyone else’s risks; we manage risk as we go, or not, 
with no enterprise visibility … or interest.

Innovation … not so much; enterprises take more 
risk, but with no strategy - execs have no view into 
enterprise risk; companies layoff staff, with no plan, 
consolidate budget & investment decisions move 
upstream (without a risk view); SRM teams scramble 
to manage risk in siloes & look to partners, who 
don’t have a broad risk view, so it’s a crap shoot; 
big tech buys niche RM tools; investment is costly 
and scarce; RM investment drops, vendors go broke.
 

▪
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Buy Everything … Now (4)

The economy, against all odds has turned the corner 
and the sky is the limit. Rising water floats all boats. 
For good or bad, enterprise-wide consistent risk 
management hasn’t resonated; people should manage 
what they know and not bother anyone else.

The market is filled with small vendors solving narrow 
problems; small risk vendors try to buy/partner 
with other small vendors; features get productized 
and fractured; money is cheap, buyers buy with no 
plan or accountability; buyers can’t assess tools, 
vendors use guerilla marketing/sales to overwhelm 
buyers; lots of money means tool redundancy; 
overwhelmed & shorthanded leaders look for help 
from consultants and MSSPs

Rapid Recovery
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Whose Risk?
Not Mine

Risky 
Preservation

Treading
Water
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Everything …

Now

Scenario Analysis

Current

Short-Term Future

Longer-Term Future



Scenario Responses 

● #1 - Link to business risk
● Partner with other risk 

managers to ensure aligned 
stories

● Buy standalone tools if the 
road map focuses on the 
longer-term

● Invest in platforms that are 
flexible, open & standards 
aligned

● Focus on longer term strategic 
planning

● Establish relationships at the 
executive level and find a 
sponsor

● Look for partners 
(consultants, MSSP) that can 
solve for today and plan for 
tomorrow

● Recognize tradeoffs will need 
to be made – better be at risk 
than out of business 

● Focus on Best of Breed, but 
plan for future consolidation

● Assess vendors with strong 
integration, but focus on short 
term contracts and easy exit 
strategies

● Build a small but strong set of 
business cases for risk 
management; hitting on board 
hot topics is a big win

● Focus on products that can 
support automation and 
partner easily with other 
players in RM

● Recognize risk appetites will 
go up and plan accordingly; 
flexible, not rigid approach 
wins the day

● Plan for recovery, but make 
sure you account for slow 
going

Whose Risk?
Not Mine

Risky 
Preservation

Treading
Water
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● Who knows what the future holds? (and in this case ‘The Shadow’ 
doesn’t know)

● Conduct your own scenario planning specific to your organization. It’s not 
easy, but it’s worth it

● No matter which way it plays out you should be prepared … and either 
way, these things are cyclical

● Be a thought leader, not a silent follower
● Find an executive sponsor
● Follow the indicators, inside and outside your vertical and organization

Thoughts, Takeaways, & Recommendations





Contact Me

Jeffrey N Wheatman
SVP, Cyber Risk Evangelist

Jeffrey.Wheatman@Blackkite.com

linkedin.com/in/jnwheatman/

BlackKite.com/Blog

https://blackkite.com/risk-and-reels-podcast/


