
Managing Two Decades of Change

in Information Security
For 20 years now, the Certified Information Security 
Manager® (CISM®) has served as the global 
credential that ensures alignment between an 
organization’s information security program and its 
broader strategic goals. Both for better and for 
worse, much has changed in the information 
security realm since 2002.

We spoke with several of the more than 65,000 
people who have become CISM-certified over the 
past 20 years to gain their perspectives on what has 
changed for the better and what has become more 
challenging for information security managers in 
CISM’s first two decades of existence. See below 
for their insights, and learn more about CISM at 
www.isaca.org/cism.

What has changed for the 
better for infosec managers?

And what new challenges are you facing?

“As much as companies wish to onboard emerging 
technologies rapidly and effectively to gain more of a 
competitive advantage, there are potential security 
concerns that information security managers need to 

help their organizations navigate through due to operational 
complexity, visibility of data and processes controls.

The balancing act has certainly grown much harder around maintaining the 
Confidentiality, Integrity and Availability (CIA) triage for information security managers 
with the emerging technology adoption trends.”

— Goh Ser Yoong
CISA, CISM, CGEIT, CRISC, CDPSE, CISSP, MBA

— Simon Backwell
CISM, Information Security Manager

 “The increased demands of work affecting mental health and well-being.

Global events and attacks increase concerns of customers over their supply chain, which 
ultimately increases the workload of information security managers to alleviate these 
concerns. With the pandemic affecting how we work, this can lead to 
burnout from working longer hours and mental health issues, which 
has contributed to the large number of vacancies in recent months.”

“Information security managers 
now have a seat at the table in 
most boardrooms and 
cybersecurity is largely viewed 
as an organizational issue, 
rather than simply an IT concern. 

Going back 10 or 20 years, it was not uncommon to see 
security driven by compliance, which often resulted in 
doing the minimum instead of proactively developing a 
robust program. Thankfully, that former mentality has 
shifted dramatically, though it 
unfortunately took catastrophic 
breaches to generate more 
support for security.” 

— Josh Hamit
CISM, CISSP, CCSP, CIE, Senior Vice President & CIO, Altra Federal Credit Union and 
member of ISACA Emerging Trends Working Group

“Twenty years ago, we had limited or no online 
collaboration platforms for meetings, conferences and 
social networking to help people interact with their 
families, friends and co-workers across the globe.

Now we have several, and I can work with my team located in different 
geographical regions. We can share and utilize the knowledge across borders easily.” 

— Andrea Szeiler
CISA, CISM, CISSP, CEH, Global CISO Transcom/President WITSEC

“There seems to be a lot more awareness among the general public.

Over the years, the public has begun to catch on to some of the things security 
professionals have been talking about for years. People are starting to understand some 
of the implications of not being protective of their information (not answering 
those silly Facebook questions), using multi-factor authentication, being 
alert to phishing, and more. Security is no longer a ‘foreign language’ to 
many, although I think we still have a long way to go.”

— Karen Tulloh
PMP, CISSP, CISM, Senior Technical Cybersecurity Project Manager at AT&T

“The advancements in 
technology have brought up a 
large variety of sophisticated 
criminal schemes focused on 
data exfiltration.

For information security managers, understanding the 
criminal activity, players involved, and the mechanisms 
used to monetize the exfiltration of confidential or 
sensitive data is an ongoing battle.”

— Gary Carrera
MBA, CISA, CISM, CDPSE, HITRUST CCSFP ISO27001 Internal 
Auditor, Manager in the Global Data Protection Program at Meta

— Sushila Nair
CISA, CISM, CDPSE, CRISC, CCSK, CISSP, CCAK, Vice President, 
Security Services at NTT DATA Services and member of ISACA 
Emerging Trends Working Group

 “The wonderful support for 
women and minorities by 
organizations like One In Tech 
has enabled a far more diverse 

population in cybersecurity,

and this has not only helped with our global talent 
shortage, but it has brought different ways of thinking 
that enable us to solve complex problems.”

— Sandeep Godbole
CISM, CISA, CISSP, CGEIT, Information Security Professional and Author

“We are in an era of almost an infinite number 
of platforms, technologies and tools.

Racing to learn and adapt to the dynamic environment has become quite 
difficult. Simply vetoing a technology or solution is not an acceptable 

response. The expectation is to secure whatever is being developed or used.”

“Business-aligned, risk-based 
information security 
is critical to any size 
organization.

The breadth of what now is included under 
the information security umbrella makes it hard to 
remain focused on what matters. Having a trusted 
source of peer networking and timely information from 
ISACA provides support for a clearer vision.”

— Lisa R. Young
CISM, CISA, CISSP

This has also helped us understand the 
tools necessary to assist the business and 
its security professionals in building 
strategies such as secure development and 
zero trust architecture that integrate 
cybersecurity and risk management to help 
organizations protect against 
cyber adversaries.”

— Marilyn Moux
MSc, CDPSE, CISA, CISM, CRISC, CISSP-ISSEP, CEH-CNDA, 
Manager, Technology Consultant, Cybersecurity

 “As an information security 
manager, I believe the guidance 
and resources to understand the 
alignment of business value and 
information technology strategy 
has helped to increase awareness 
of making a risk-based decision 
for reduced risk.

65,000+
CISM credentials 
earned since its 
inception in 2002

security 
considerations 
that didn’t exist
in 20025

The CISM certification has stayed up to date through the 
many changes to the industry with regular refreshes to 
the exam’s job practices over the years, including a new 
update to the exam this year. 

Find out more at www.isaca.org/cism.
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