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Security and Policies: Tips for Reducing BYOD Organizational Risk 

  Many organizations are taking advantage of “bring your own device” (BYOD) practices 

which allow employees to use their own portable devices to access company information though 

the company’s email and intranet. Statistics show that BYOD workplaces are growing in 

popularity and are expected to grow even more over the next few years. According to one study, 

the BYOD market is on target to reach nearly $367 billion by 2022, a dramatic increase from just 

$30 billion in 2014 (Lazer). This rapid growth is to be expected, considering the large amount of 

benefits that both employees and organizations can experience by implementing BYOD 

practices. Employees’ ability to telecommunicate using their own devices can enhance their 

quality of work and personal life. Employees’ productivity may increase as a result of BYOD 

policies by enabling them to work when traveling or away from the office. Businesses can save 

significant resources when employees are able to use their own smartphones, laptops, and tablets 

to do their work.  

 Despite the many technological advances over the past few decades, many of today’s 

personal devices are prone to vulnerabilities. Portable devices may have security flaws that could 

be exploited by malicious applications in order to gain access to the data stored on them. In 

addition, unsecured devices may be vulnerable to the instillation of multiple types of viruses and 

spyware that can steal, alter, or delete data (Semer). As the Bring Your Own Device 

phenomenon continues to grow, internal auditors must consider how to connect the 

organization’s various stakeholders—such as customers, investors, employees and executives—

while also providing appropriate oversite. BYOD policies may introduce data security, 

compliance, and privacy risks such as data leakage and loss of information. To navigate these 

concerns, organizations need to have an effective BYOD policy in place and implement security 
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measures across the various devices. There are several basic cost-efficient procedures companies 

may use for securing personal devices such as employee training, virus protection programs, 

mandatory passcodes, and obtaining a Virtual Public Networks. Companies can also look into 

obtaining a mobile device management system in order to achieve maximum security.  

The most basic security measure that a company can take in order to protect their 

organizational and customer data is implementing a formal mobile security policy. This policy 

should include clear rules on what is acceptable use of the device, procedures on installing and 

removing company software on a personal device and educate employees on how to safeguard 

company data. Employees that are approved to use their personal devices for company business 

should be required to attend a training based on this policy. It is vital that employees are trained 

how to safeguard company data and understand the security risk that come with using their 

personal devices. To minimize physical threats, employees with mobile access to sensitive 

information should be required to establish passwords and set up the device to lock itself when 

not in use. Anti-theft tracking software may also help to recover a phone that has gone 

missing. Employee devices should be kept updated with current anti-virus programs, and be 

wary of any 3rd party apps, files, and other downloads they are not familiar with in order to 

protect from cyber-attacks.   

Companies can help prevent the theft of data by using a Virtual Private Network (VPN) 

to mask the addresses of the users, protect a person’s identity from tracking, and encrypt data. A 

VPN is an app that provides end-to-end data encryption for a business device’s internet connect. 

The VPN connects a company’s private network across a public network and enables users to 

send and receive data across networks as if their device was directly connected to the private 

network. VPN’s provide an additional layer of security between the user and company’s servers, 
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making it a useful method for protecting company information when employees are outside of 

the company’s firewall (Gargiulo).  

For additional cyber security, companies can invest in a Mobile Device Management 

(MDM) system. An MDM system is a type of security software used by an IT department to 

monitor, manage, and secure employees’ personal devices after employees have installed the 

software onto their devices, and agreed to the company’s terms and conditions. This allows 

organizations to remotely enforce numerous security policies that deal with encryption, operating 

system updates, and device passwords among others. A proper MDM system should also have 

emergency procedures in place to remotely erase the device’s secure information should the 

device be lost or stolen, as well as a procedure to revoke the employee’s access to the 

organization’s network. One of the major challenges with using a MDM system is finding the 

balance between providing company security and preserving the employee’s right to privacy. 

This issue can be solved by configuring the employee’s device to have two separate logical 

“containers” that segregate business from personal data. This method permits the organization to 

control the business container where company information, apps, and emails reside while also 

allowing the employee’s personal information to remain private (Semer).  

Company and customer data are invaluable assets to any organization; therefore, it is 

imperative that companies implement security procedures in order to reduce organizational risk. 

Based on growth predictions for BYOD and its potential risk, internal auditors need to get 

involved in assessing their organizations BYOD risk and implement necessary security 

procedures such as employee training, virus protection, a VPN and MDM system. With the 

advances in technology over the past decade it is unrealistic to assume that hackers would not 

increases over time. For this reason, implementation of safety procedures needs to start now.  
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