
Business IT Security Awareness 
 

Security awareness is an important understanding any business leader needs to have. 

External and internal fraud, financial and informational, happens with the right pressure, 

opportunity, and rationalization. It can happen in any business, big or small. Being aware and 

proactive about the risk involved in any business or project is critical to success. If one chooses 

to not perceive the extensiveness of the consequences associated with poor IT security, then 

there is even more availability for a crisis to take place.  

Projects big and small are at risk of fraudulent activity. One opportunity seen by one 

person makes all of the differnece. Imagine working on a project for years and then realizing 

someone in the group has been journaling the expenses and revenues incorrectly for personal 

benefit, causing the whole budget to be misconstrued. That is why having an internal and 

external auditor is important to keep in mind when beginning a project. An internal auditor will 

continuously examine risks related to the company practices, while an external auditor will 

conduct another thorough, annual audit to reduce the risk involved.  

Business-minded leaders may think that their employees are equipped with enough 

knowledge about attack methods, including phishing, but it is still prominent today. In fact, 

according to Verizon’s 2018 Data Breach Investigations Report, over 93 percent of successful 

security breachings started with phishing. The 2017 report states that over 90 percent of all 

successful network breaches were caused by user error.  Regular training where employees are 1

educated on phishing, data protection, and other security practices will not only provide 

confidence for the employee working in the business or on the project, but also for the investors 
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and customers involved. Customers will feel more comfortable with a business when they know 

that all of the available steps have been taken to keep their projects and privacy secure. Training 

leaders and employees on security awareness will only instill more trust in the business from 

outsiders. 

It is best to receive security awareness training and to compose a Information Security 

and Risk Management Strategy. According to ISACA, “The goal of an ISRM strategy should be 

to complement business goals while maintaining a responsible level of risk management and 

security for the organization’s information infrastructure and data.”  First, you need to 2

understand your business’s current position. If the business is not equipped for high technology 

or collectivist security on the project, then the strategy should not be planned as if it does. The 

plan needs to clearly identify a goal and understanding of how to achieve it in due time. You 

must plan out the staff availability, and what you want your business capabilities to be when you 

do reach the “point of arrival”. Segregate the duties, establish responsibility, and implement 

external and internal controls. The most important factor of this whole thing is to be deliberate 

and aware of the possibility of risk and the best way to prevent unwanted action.  

A business-minded leader should want to take these precautions for his business and his 

team. Projects typically require a lot of time and people to be successful. However, time and 

people can also shape an opportunity for a security breach. It would be foolish to look over these 

possibilities and not take action. The ISRM strategy is a good way to educate managers, 
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employees, and users at once. Risk management is important in every process, and IT Security 

should be at the forefront of a business-minded person when developing and managing projects. 


