January 8

Come learn more about the SANS Institute programs supporting
the Kansas City Community. Network with local cybersecurity
organizations as well as other InfoSec attendees and listen to two
talks presented by world-class SANS practitioners.

Finding Answers Faster Using OSINT and DFIR Skills

Presented by Jeff Lomas

Digital forensic examiners, investigators, and analysts are faced with the growing challenge of how to use digital
forensic data and online data to fulfill intelligence requirements in a timely manner. Evidence for online video
activity is present in nearly every mobile and computer forensic examination, but no current digital forensic
tools can acquire the related data, translate this video from one language to another, and make the evidence
quickly searchable. We will explore methods on how to pivot on data found from digital forensic examinations
and provide intelligence to those in the field in a timely manner.

Moving Past Just Googling It: Harvesting and Using OSINT
Presented by Micah Hoffman, @WebBreacher

Every single day we search for things on the internet. Defenders research a domain or IP that contains malware.
Attackers look for email addresses for an upcoming phishing campaign. DFIR people examine locations and
usernames that they acquired from a subject’'s computer. Policy and compliance people examine the risk that
employees in their organizations might bring to work. Recruiters scour the internet looking for candidates. And
normal people shop, date, geolocate, post, tweet, and otherwise send a huge amount of data to the public
internet. Come join Micah Hoffman as we examine how OSINT (Open-Source Intelligence) can reveal interesting
content about your work and personal lives.

Local community InfoSec participants:
KC InfraGard | 1SC2 | Women in Security | KCISSA | ISACA | SecKC | KC B-Sides

Location:
American Investment Building | 4400 Main Street | Kansas City, MO 64111

Date/Time:
January 8 | 6:30pm - 8:30pm

Space is limited, register here: For more infofmation or questions, please contact/

sans.org/KansasCityCommunityConnect Hugh Howard, hhoward@sans. org.




