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Dr. Domenic Mutiria Kamenyi: ICT Director 
Office of the Auditor General, Republic of Kenya

Q. Who is Dr. Domenic Mutiria (in brief)?
Answer:  I have been working at OAG (Office of Auditor General) for more than 20 
years. I currently head the IT Audit directorate and ICT support functions. I have a 
Bachelor of Science degree in Statistics and Mathematics from Kenyatta University, 
a Masters degree in Information Systems from Nairobi University, PHD of Engineer-
ing in Computer Science and Information Technology from university of Electronic 
Science and Technology of China. I got CISA (Certified Information System Auditor) 
certified in 2018 and also trained at Cisco academy in CCNA (Cisco Certified Network 
Associate) as well as CCNP (Cisco Certified Network Professional).
My key strength is in implementation of ICT projects and I am well versed in manage-
ment of information systems, computer applications, ISS (Information Systems 
Security) audit, ISS governance, data protection, cloud computing among other 
areas. My research interests include network security and privacy, blockchain for 
privacy, privacy of location-based services and design of information security proto-
cols. 

Q. Do you have a person that you considered as a role model early 
in your life? How and why does this person impact your life?
Answer:  My role model has been my elder brother, Ismail Kamenyi who works at BM 
security. I come from a large family with a humble background and we experienced 
many challenges due to poverty. However, Ismail mentored me from an early age and 
always encouraged to work hard and be focused. He would tell me “Hard work and 
determination pays” indeed it does. Ismail challenged me to determine the career I 
wanted to pursue and be focussed on it. His advice and mentorship has moulded me 
to be the person I am today.

Q. How did you decide to pursue the career 
that you are working in today? What was your 
pivotal moment?
Answer:  I was interested in working in a role 
that positively impacts on people’s lives. Thus, I 
knew that a job at OAG would enable me make a 
contribution towards effective management of 
public resources and ensure they are utilized for 
the good of Kenyan public. I’m happy with my 
career.

Q. You are an active member of ISACA, how 
has this played a role in becoming the leader 
you are now in your career?
Answer:  For many years, I was an assistant 
manager, but once I acquired a PHD and CISA 
certification, I got promoted to ICT (Information 
and Communications Technology) Audit 
director role. CISA certification was pivotal in 
my promotion to head the IS Audit unit. 

Q. As a leader, what are the most important 
decisions that you face daily in your current 
role?
Answer:  Making decisions when there are 
competing demands. For example balancing 
employees’ and organization’s needs is 
challenging. At times staff pursue activities 
geared toward personal gain and this conflicts 
with the organization’s goals. However, I talk to 
the employees and convince them that whatev-
er decision is made will be good for them as well 
as the organization.

Q. What are the most lacking traits among the 

leaders today?
Answer:  Some of the key traits of a successful 
leader that I find lacking today include integrity 
and honesty which are key success factors of 
leadership. Some leaders don’t take responsibil-
ity for their actions and thus, they are perceived 
as unreliable. Lack of assertiveness is another 
pivotal trait that is lacking in leaders today. 
Additionally, a leader who doesn’t listen to 
others will not make well informed decisions.

Q. What are the most important traits of 
successful leaders today?
Answer:  Some of the most important traits 
of successful leaders include being truthful, 
self-aware, having a clear vision, believe in self, 
ability to talk and listen very well to people, 
being empathetic, appreciating efforts of staff, 
good interpersonal skills, networking with 
others to learn from them, being result oriented, 
organized, focused, attention to detail and 
ultimately being happy with self.

Leadership Insights
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Q. What are the most pressing challenges that upcoming leaders 
are facing today? And why?
Answer:  Inspiring individuals and team. A leader has to have 
self-inspiration in order to be in a position to inspire others. Ability 
to mentor others is key in helping one succeed as a leader. When a 
leader develops and mentors his or her staff, they grow to and end 
up taking more senior roles, giving their staff an opportunity to 
progress onto positions previously occupied by the leader. 
Leading change in an organization is also another challenge 
that some leaders don’t handle effectively because people resist 
change and a leader may give up on achieving set objectives when 
faced with resistance from staff. A leader has to be persistent in 
order for change management efforts to bear fruit. 
Lack of accountability is another problem that causes leaders to 
fail. Further, the fear to laying off staff who are not contributing to 
the achievement of organizational goals is a dilemma for many 
leaders. A leader may be seen to be insensitive when they fire an 
employee, but it’s inevitable at times to take such decisions for the 
organization to achieve its mission and vision.  However, a leader 
has to exhaust alternative means to ensure an employee delivers 
on his or her responsibilities before dismissal. 
The performance of a leader may also be hindered by lack of clear 
vision and articulation of goals to be achieved. Some leaders also 
have difficulty with handling culture and change management 
effectively in an organization. I experienced this first hand when 
former AG came into office and introduced change in the way sys-
tems audit was being conducted. The use of information systems 
for auditing purposes was initiated. This required effective culture 
and change management by OAG leadership to ensure staff 
embraced these changes. 
Managing scarce resources to ensure they are prioritized appropri-
ately for achievement of organization goals is also challenging. 
Some leaders are poor in delegating duties and at times misuse 
their powers. Lastly, adaptability to changes at workplace is also 
vital for success of a leader.

Q. What are you doing daily to ensure your growth and develop-
ment continues as a leader?
Answer:  Creating a balance between work and professional life is 
paramount for leaders. A leader should work hard and also pursue 
personal and professional development to enable one succeed in 
their career.

Q. What advice would you give a new employee going into a 
leadership position for the first Time?
Answer:  A new employee should take up the role of leadership 
with confidence and be ready to serve others. Being a good listen-
er is essential to enhance one’s decision making. Ability to develop 
and mentor others is also key. With this, a new leader will succeed. 

Q. What are the most useful resources that you would recom-
mend to someone looking to gain a better perspective into 
becoming a better leader?
Answer: The most useful resource that may boost a leader is 
tapping into various employees’ strengths in knowledge and skills 
for the betterment of their organization. With teamwork, a leader 
should involve staff and colleagues alike in decision making.

Q. When faced with two equally-qualified candidates, how do 
you determine whom to hire?
Answer:  Besides a candidate having the core competencies, 
we check for qualities such as integrity, professionalism, good 
communication skills, being a team player, focus on quality as 
well as computer proficiency. However, people’s skills is always 
the tie breaker when you get candidates that have equal qualifica-
tions.

Q. What would you say is the Most Underrated Skill in Manage
ment?
Answer: In my opinion, the most underrated management skill 
is mentoring. This is lacking in many organizations in Kenya and 
globally. Mentorship would enable an organization to achieve a 
lot and enhance its growth by having a pipeline of more staff with 
much needed management skills to serve the company in future.

Q. How can organisations breed and retain High-Potential 
Young Managers?
Answer:  Young managers have to be mentored and motivated. 
Motivation can be offered in many ways other than financially. 
Leaders should sell the organization’s vision to their young 
managers and continue training them and also renumerate them 
appropriately. 

Q. What principles should managers employ to effectively 
manage a virtual team?
Answer:  OAG was affected by COVID-19 pandemic and the 
staff had to work remotely. Consequently, managers had to find 
innovative ways to effectively manage virtual teams.  The audit 
management system that had recently been introduced came 
in handy and helped us continue providing services during the 
pandemic. All we had to do was ensure that the system was 
always available and accessible for use by our staff. 
We learnt many lessons including: there was need to set time 
boundaries with teammates while working virtually, allocated 
tasks should have clear goals and expectations, staff needed 
continuous encouragement from management, there was need 
to embrace diversity and accommodate each other’s family 
situations, it was necessary to coach staff on virtual meeting 
skills to ensure they held effective meetings using tools such as 
Microsoft teams. 
Investment in appropriate applications for remote management 
of personnel such as Microsoft planner was imperative, staff 
needed more one-on-one interactions amongst themselves 
during their free time, in order to maintain the personal touch they 
had during the period they worked at the office.  

Q. How do you maintain your and your team’s daily motivation 
and inspiration despite obstacles, pushback or setbacks?
Answer:  Continuous enhancement if one’s skills on how to 
effectively lead people goes a long way in maintaining my motiva-
tion and that of my team, especially during trying times such as 
now when we are faced with a pandemic. Furthermore, a leader 
has to invest in developing and mentoring his or her team as well. 
In addition, teamwork has to be promoted among the staff to 
ensure success of the organization.   

Q. Parting shot?
Answer:  Staff have to be developed and mentored in order to 
promote good leadership in our organizations.



Introduction
The right to privacy is a fundamental right enshrined in many 
constitutions around the world, as well as in international human 
rights law. As early as 1988, the UN Human Rights Committee, the 
treaty body charged with monitoring implementation of the Interna-
tional Covenant on Political and Civil Rights (ICCPR), recognised the 
need for data protection laws to safeguard the fundamental right to 
privacy recognised by Article 17 of the ICCPR.

As a legislative concept, data protection blends the fields of data 
privacy (i.e., how to control the collection, use, and dissemination 
of personal information) and data security (i.e., how to (1) protect 
personal information from unauthorized access or use and (2) 
respond to such unauthorized access or use). Historically, many 
laws addressed these issues separately, but more recent data 
protection initiatives indicate a trend toward combining data 
privacy and security into unified legislative schemes

In Kenya, we now have a data protection and privacy law 2019 
enacted and assented in November 2019. This act gives effect to 
Article 31(c) and (d) of the Constitution that establishes the Office 
of the Data Protection Commissioner in order to make provision 
for the regulation of the processing of personal data; to provide 
for the rights of data subjects and obligations of data controllers 
and processors; and for connected purposes
In this article, the author eluscidates some of the key artefacts of 
data privacy for the general understanding of the reader. 

Key Definitions
Applicable Data Protection Laws- means all national, international 
and local laws, regulations and rules by any government, agency 
or authority relating to data protection and privacy which are 
applicable.

Data Controller- means the natural or legal person, public authority, 
agency or other body which, alone or jointly with others, determines 
the purposes and means of the processing of Personal Data. A data 
controller must be a legal person recognized by law. Such include 
individuals, organizations and other incorporated or unincorporated 
bodies of persons. You could also have joint data controllers where 
two or more legal persons act together to decide the purpose and 
manner of any processing.

Data Processor- means a natural or legal person, public authority, 
agency or other body which processes Personal Data on behalf 
of the Data Controller. For example, a bank which operates call 
centres to provide its customer services functions, the call Centre 
staff will have access to the Banks’s customer records for the pur-
pose of providing those services but may only use the information 
they contain for specific purposes and in accordance with 
contractual arrangements. The bank remains the Data Controller; 
the company that operates the call centre is a Data Processor. 

Data Subject- means a natural person, who can be identified, 
directly or indirectly, by reference to an identifier. A Data Subject is 
any living individual (deceased people are not included) that Data 
Controllers hold Personal Data on. If the individual cannot be iden-
tified or distinguished from others, then they are not considered 
Data Subjects. Examples of data subjects include employees, 
relatives of employees, customers, contractors and t
hird parties.

Personal Data- means any information relating to a Data Subject 
such as a name, an identification number, location data, an online 
identifier or one or more factors specific to the physical, physio-
logical, genetic, mental, economic, cultural or social identity of 
that natural person. Even if the data has been pseudonymised, 
if the Data Subject can be identified by reference to data held by 
the Data controller on another system then the data will be con-
sidered Personal Data. Examples of personal data include Unique 
staff numbers which may not be Personal Data by themselves 
but if they can be linked back to a system that identifies the Data 
Subject then they will be considered Personal Data. 

Personal Data Breach- means a breach of security leading to the 
accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, Personal Data transmitted, stored or 
otherwise processed. Example of a personal data breach includes 
If an employee sends out an email to multiple customers at once 
and rather than BCC everyone, they are all CC’d. This may be 
classified as a Personal Data Breach because all recipients can 
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Processing- means any operation or set of operations which is 
performed on Personal Data or on sets of Personal Data, whether 
by automated means, such as collection, recording, organisation, 
structuring, storage, adaptation or alteration, retrieval, consulta-
tion, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or 
destruction. For example, if a data controller collects Personal 
Data from an online form, that initial collection is processing, if 
they then automatically filter that Personal Data that is also 
processing. If they then transfer the Personal Data to another 
country or system that is also processing. Even the erasure or 
deletion of the Personal Data is processing. 

Key Elements of Data Privacy
Applicable laws and regulations
These are requirements set out in Applicable Data Protection 
Laws for any country. This must be implemented through policies, 
procedures and practices across all processing activities to ensure 
compliance with Applicable Data Protection Laws. 
Lawful Processing and Consent
All processing of Personal Data must be conducted in a fair, lawful 
and transparent manner. 
‘Fair’ - elements of fairness include:

using information in a way Data Subjects would reasonably 
expect; 
and not using information in a way that would have an unjusti-
fied adverse impact on a Data Subject. For example, a bank 
may be justified to use Personal Data to decide to refuse 
to allow an individual to take a loan based on their financial 
status, even though this would have an adverse impact. How-
ever, sending marketing messages to an individual even after 
they have objected would not be a justified use of Personal 
Data and therefore would be unfair. 

‘Lawful’- for processing to be lawful, data controllers need to identify 
a lawful basis before processing Personal Data. The lawful basis 
chosen should be the one that best reflects the relationship with the 
Data Subject and the purpose(s) of the processing. Processing will 
be unlawful if the processing of the Personal Data would constitute:

A criminal offence.
A breach of a duty of confidence (where confidentiality is 
expected, for example in the collection of banking data);
A breach of copyright.
A breach of an enforceable contractual agreement.
A breach of industry-specific legislation or regulations; or
A breach of the human rights legislation that, for example, 
provides the Data Subject with a right to privacy or respect for 
private and family life.

‘Transparency’- Some elements of transparency include

Being open and honest about the processing activities under-
taken.
Ensuring Data Subjects know how their information will be 
used.
Providing information in a concise, easily accessible and easy 
to understand manner; and
Using clear and plain language.

Privacy Notices
A privacy notice is a means of presenting information to Data 
Subjects to ensure that their Personal Data is processed fairly and 
transparently. Data Controllers may collect Personal Data directly 
from a Data Subject, or through what is observed (for example 
through tracking) or derived/ implied through associating data 
sets.  Privacy Notices should be provided to a Data Subject when 
Personal Data is first collected from them. When Personal Data is 
collected at different points in time from a Data Subject they may 
need to be provided with a new or updated Privacy Notice.

A Privacy Notice must contain the following information: 

The identity and contact details of the Data Controller.

The categories of Personal Data being collected.

The purpose and intended scope for which Personal Data is 
collected; and 
Any disclosures of Personal Data to third parties

Purpose Limitation.
This implies that the processing purpose is defined to enable the 
implementation of any necessary safeguards, and to limit the 
scope of the processing. In practice, this means a Data Controller, 
should consider what purposes the Personal Data will be used for, 
and must not collect Personal Data which are not necessary for 
these purposes. The processing operations must be made clear 
to the Data Subject when the data is collected. The processing of 
the data must also be legitimate.

Data Minimization
The Data Controller, should:

identify the processing purpose.

identify the minimum amount of data needed to fulfil the 
purpose of the processing activity; and

consider the individual Data Subject (or group of Data 
Subjects if they share relevant characteristics)

The Personal Data held should be sufficient to achieve the purpose 
of the processing but be no more than is required to achieve that 
purpose. The Personal Data held should be relevant to the process-
ing purpose, and not be held on the possibility it may be useful 
later..

Data Accuracy
Data Controllers must take every reasonable step to ensure Per-
sonal Data that is in accurate is erased or rectified without delay. 
Personal Data will not be accurate if it is incorrect or misleading 
as a matter of fact. To ensure the Personal Data processed is 
accurate, Data Controllers, should:

Take reasonable steps to ensure Personal Data is accurate 
from the source where it was obtained from (where what 
is ‘reasonable’ will depend on the context of processing and 
the nature of the Personal Data, i.e., whether it could have 
serious implications for the Data Subject, for example if 
Sensitive Personal Data). 
Ensure the source of any Personal Data is known.
Investigate challenges to the accuracy of Personal Data held; 
and
update or delete inaccurate Personal Data.
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Personal Data should be kept up to date if it is used for a purpose 
that is dependent on the information being current.

Storage Limitation
Where there is no longer a purpose or applicable requirement to 
justify keeping the Personal Data, a Data Controller, must securely 
delete any Personal Data that is no longer required. If data needs 
to be kept longer than is necessary, the data should be kept in a 
form that does not enable the identification of a Data Subject, for 
example, anonymising the data. 
Examples where data controllers may need to keep Personal Data 
for longer than is necessary for the processing purpose include for:

any other legal or regulatory requirement (such as KYC).
statistical purposes; or
financial reporting or annual disclosures.

Archiving of data is not equivalent to deleting the Personal Data, 
even if that means the Personal Data is no longer on live systems. 
Deletion of Personal Data means deletion of the complete record 
of that Personal Data, for example, including any back-ups held.
Where Personal Data is kept beyond the period specified in the 
retention schedule, the reason for such extended retention must 
be documented.

Data Security
Data Controllers must process Personal Data in a manner that 
ensures appropriate security of Personal Data, including protection 
against unauthorized or unlawful processing and against accidental 
loss, destruction or damage, using appropriate technical or organi-
zational measures. Data Controller must be able to demonstrate the 
effectiveness of the measures implemented to ensure compliance 
with the requirement to ensure security of the processing of 
Personal Data.

Data Breach Handling
“Personal Data Breach” means a breach of security leading to the 
accidental or unlawful destruction, loss, alteration, unauthorised 
disclosure of, or access to, Personal Data transmitted, stored or 
otherwise processed. A Personal Data Breach does not require 
the loss of any Personal Data, it includes Personal Data that is 
inappropriately accessed due to a lack of appropriate internal 
controls. Personal Data Breaches can be the result of a number of 
causes including the ‘

Loss or theft of data or equipment on which data is 
stored. 
Inappropriate access controls allowing unauthorized use;
Equipment failure. 
Human error. 
Unforeseen circumstances such as a fire or flood. 
hacking attack; and 
information is obtained by deception.

Data controllers must document all data breaches. Data Proces-
sors too must notify the Data Controller of the Data Breach 
through the submission of a report.

Data Transfers
Data controllers must only transfer Personal Data across country 
borders in accordance with Applicable Data Protection Laws.  The 
definition of data transfer has a broad meaning and includes:

A reciprocal exchange of data; 

One or more organisations providing data to a third party or 
parties;

Several organisations pooling information and making it 
available to each other;

Several organisations pooling information and making it 

available to a third party or parties 

Different parts of the same organisation making data 
available to each other; or
Read-only access to Personal Data.

Data Controllers must have in place policies and procedures to 
ensure the security, confidentiality and the rights and freedoms of 
Data Subjects are preserved once data has been transferred. Data 
controllers should implement appropriate and effective measures 
and be able to demonstrate the compliance of third parties who 
receive the Personal Data. This includes onward transfers of 
Personal Data. 

Data Subject rights
Data Subject Rights refers to the following rights that a Data 
Subject may exercise against a Data Controller:

Right of access.
Right of rectification.
Right to erasure.
Right of restriction of processing.
Right to data portability.
Right to object; and 
Right not to be subject to a decision based solely on automat
ed individual decision making, including profiling which 
produces a legal effect/ significantly affects a Data Subject.

Data Subjects are entitled to exercise their Data Subject Rights free 
of charge.

Third Part Processors
Data Controllers, must establish, implement and maintain a meth-
odology to classify all Data Processors. Data controllers must im-
plement adequate due diligence procedures for all arrangements 
with Data Processors. They must ensure that where they have an 
arrangement with a Data Processor, such Data Processors have 
in place appropriate security controls. If the processing involves 
the cross-border transfer of Personal Data, Data controllers must 
ensure they have an adequate safeguard in place.
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Third Part Processors
Data Controllers, must establish, implement and maintain a methodology to classify all Data Processors. Data controllers must implement 
adequate due diligence procedures for all arrangements with Data Processors. They must ensure that where they have an arrangement 
with a Data Processor, such Data Processors have in place appropriate security controls. If the processing involves the cross-border trans-
fer of Personal Data, Data controllers must ensure they have an adequate safeguard in place.

Privacy Risk Assessments
Privacy Risk Assessments are conducted to ensure that privacy risks are minimised while allowing the proposed processing activity to go 
ahead whenever possible. Privacy risk can arise in a number of different situations, some examples of potential risks to the rights of Data 
Subjects include:

Inaccurate, insufficient or out of date data;
Excessive or irrelevant data;
The data being kept for too long;

The data being disclosed to persons it should not be;

The data being used in ways that are unacceptable to or 
Unexpected by the Data Subject; or
the Personal Data not being kept securely.

A ‘significant change’ to a processing activity could include when new technology has come into use or Personal Data is used for a different 
purpose, to assess whether there has been a significant change to the processing activities Data Controllers should consider:

any new risks caused by the processing.

any changes to the purpose of the processing.

any new or additional Personal Data being processed; or

the context of the processing activity has changed.

Resources.

Kenya Data Protection Act 2019
http://www.kenyalaw.org\TheDataProtectionAct__No24of2019.pdf (kenyalaw.org)

GDPR
http://ec.europa.eu/justice/data-protection/reform/files/regulation_oj_en.pdf
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DEBUNKING THE INFORMATION SYSTEMS (IS)
AUDITOR ROLE
Who is an Information Systems auditor?

Information systems auditors are professionals trained in assess-
ing controls design in Information Systems and business process-
es. These professionals are also trained to evaluate operational 
effectiveness of the controls. Consequently, they are charged with 
the responsibility of providing practical and prudent recommenda-
tions that enable organizations to meet their objectives.

In the recent past, this role has gained a lot of focus from business 
leaders. Traditional audit alone just does not cut it in the world 
of automated processes, proliferation of mobile applications, cus-
tomer demands and rate of change of business models. In order to 
meet the demands of today and those of the future, organizations 
require assurance in their processes that are IT-driven or enabled.

What are the major areas Information Systems Auditors review?
Information Systems (IS) are composed of three main compo-
nents:

Technology Infrastructure – Databases, Wide Area and 
Local Area Networks, Development Environments. The 
environment could either be cloud-based (Infrastructure as a 
service, Platform as a Service or Software as a service) or be 
on the business premises data center.  

Processes – Every supporting business function has 
standard processes. Be it finance, procurement, human 
resources and other departments within the organization. 
These processes may be manual or automated by technolo-
gy. The information systems auditor needs to have very good 
understanding of 

People – This is the most important component. People 
execute tasks. Business processes are built to make work 
easier and as accurate as possible. The biggest determinant 
as to whether information systems control work or fail is 
largely dependent on people.them.

Where do you start? 

For IT auditors to execute their responsibilities, they must 
meet certain standards. There are a number of standard-set-
ting bodies. The most common, widely used and globally 
recognized standards are provided by:

ISACA - Information Technology Assurance Framework 
(ITAF); and

The Institute of Internal Auditors – International Profes
sional Practices Framework (IPPF). 

Every engagement has to be planned, designed, conducted 
and reported in line the standards defined. There are also 
guidelines that offer guidance but are not mandatory in 
conducting Information Systems audit and assurance work. 

The standards are broadly divided into 3 categories:

General – relate to ethics, independence, and objectivity, 
due care, knowledge, competence and skill. Generally, 
how the ditor operates. The audit functions’ purpose, 
authority and responsibility is defined in a charter and 
approved by the governing body (The Board of Direc
tors) and manage
ment.

Performance – deal with how assignments are 
conducted in terms of planning and supervision, 
materiality, evidence and professional judgement; and 

Reporting – deals with means of communication, 
information communicated and the types of reports.

ISACA Kenya Newsletter // June to Oct 2021 Edition        9



What do Information Systems Auditors do in a day to day?
Information Systems auditors spend most of their time reviewing 
controls around technology, people and processes. IT controls are 
broadly grouped into two main areas:

General Controls: 

Relate to access to programs and data – physical access, 
access administration, identification and authorization, super 
users of application and databases, networking devices, 
databases;

Computer operations – incident and problem management, 
job processing, back and recovery;

Application changes – authorization, testing of the applica
tionand approval; migration of developed programs to the pro
duction environment, configuration changes, emergency 
changes; and

Program development – development methodology, testing 
approval & implementation, data migration.

Application Controls:

The input, processing and output of core systems and Enterprise 
Resource Planning (ERP) systems is the focus. Depending on 
industry, several test procedures can be executed. For example, in 
the banking environment, the core banking application; in Telecom-
munications, the billing system; in insurance, claims management 
system; and so on. 

Application controls that apply to almost all industries include, but 
are not limited to:

Three-way match – matching purchase orders with goods 
received notes and the invoice. Computer Aided Auditing 
Tools such as IDEA CaseWare are very handy with these kind 
of data analytics.
Inter ledger transfer controls.
 Review of interfaces between core system and the ERP.
Asset disposal.
Reconciliation of receipts and payments.
Debtors/Creditors aging.

 Reconciliation of suspense accounts.
 Duplicate tests.
Rates and unit price re-computation.
 Good Received not Invoiced.

Other than that, Information Systems Auditors are tasked with 
reviewing projects, System Acquisitions, 

What is the value of audit?

Every organizations has a reason to operate and objectives to 
meet. These objectives are most times set very high. For example, 
one of the objectives of a Financial Services organization would 
be to grow the market share by 10% in 3 years. No easy feat. So 
now? Every department has its contribution that will lead to the 
achievement of the shared goal. In pursuit of the goal, eventuali-
ties come up that limit success. This is when audit comes in. Their 
role is to keep a pulse of the organization’s health in terms of 
controls in only to ensure achievement of the objectives in line 
with strategies. If you were a competitor, you would prefer to win 
and come out healthy as opposed to win and never walk again. 

Summary

To succeed in this role, you must be passionate about technology 
and business. Competitive advantages of business are in part 
driven by technology. You must also enjoy extensive reading due 
to the rate of change of business environments. 

Lucas Macharia Kimani, 
BBIT (Hons), CISA, CISM
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An International Data Corporation (IDC) white paper Moving 
Towards an All-Flash Data Center Era to Accelerate Digital Trans-
formation, sponsored by Huawei, was recently launched, which 
is the industry’s first to systematically outline the all-flash data 
center in terms of storage, computing, and networks. It serves 
as a crucial reference and guide for data center construction for 
enterprises looking to transform digitally, aiming to promote the 
construction and future-oriented development of all-flash data 
centers across all industries.
Data center transformation and innovation are inevitable trends 
as we move into an intelligent age. Following the upgrade of 
enterprise IT architectures, more organizations are investing in 
innovative technologies that cover data innovation, real-time 
agility, energy efficiency, reliability, and intelligent management. 
These aspects represent the new trends for a future-oriented, 
sustainable data centers. 

The white paper redefines the concept of an all-flash data center 
as one that adopts SSDs for at least 90% of its storage capacity 
(covering external storage systems and built-in storage of 
servers), while delivering high density and reliability, low latency, 
and energy efficiency. The all-flash data center will play a bit role in 
the promotion of digital-based businesses and applications, and 
helps enterprises maximize the value of data innovation.
In addition, the white paper describes the definition and position-
ing of the all-flash data centers based on global best practices in 
the financial, carrier, and healthcare industries, etc.

The all-flash system is no longer limited to certain applications 
and workloads, and now can be rolled out to meet critical and 
value-added workloads in diverse environments.

National and international policies on green energy conservation 
have been gradually implemented across enterprise production 
and operations. An all-flash data center is a smart choice for and 
the next step in sustainable development.

Data center networks are evolving towards all-IP networking. 
NVMe over Fabrics is projected to be the catalyst for transmission 
architecture innovation to achieve higher performance and 
simplify O&M management, especially in a computing and storage 
disaggregated architecture.

Digital transformation is presenting new challenges to enterprises, 
including those presented by real-time data. The memory-driven 
infrastructure is now a mainstream choice because it provides 
optimal latency for workloads and uses cutting-edge technologies 
such as AI, machine learning, and deep learning. Such infrastruc-
ture is providing high data concurrency at low latency, perfect for 
workload expansion.

Going forward, digital infrastructure will evolve to become 
ubiquitous and cover the entire data lifecycle. The all-flash data 
center will implement cross-domain deployment throughout the 
data lifecycle, offering intelligent O&M that reduces data center 
management costs and complexity, while delivering higher unit 
performance and reliability than alternative models.

The all-flash data center uses full-series high-end storage to offer 
you all-scenario flash and all-scenario protection. It is suitable for 
those looking to supercharge their digital development needs and 
scientific and technological innovation. In addition, equipped with 
all-IP data center network and intelligent O&M, the all-flash data 
center reduces data center footprint and energy consumption, 
helping you lower your energy costs and create more value.

To download the white paper, please visit 
h t t p s : // e . h u a w e i . c o m / e n / p r o d u c t s / s t o r a g e / -
form/2021/idc-white-paper. 
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Security on the go: How to stay on top of your device safety as you leave the 
home office
Managing your own – and your family’s – personal cybersecurity can be relatively 
straightforward when working from home. When various laptops, mobile phones, 
and desktops are under one roof, it is easy to find out where each device is, who is 
using it, and when it needs to be updated.

However, as hybrid working becomes more widespread and people are returning 
to the office on a more regular basis, managing devices is becoming more compli-
cated. Some devices may remain in the office, while others commute between 
work and home. This may make it hard to limit device usage to a particular network 
or complicate finding the necessary time to stay on top of your security.

These challenges are only compounded by the growing threat of cybercrime: the ESET 
Threat Report T1 2021 found that the volume of cyberattacks in 2021 has remained 
formidable, with a rise in threats targeting employees working from home. As employees 
blend remote work with office hours, these threats won’t go away anytime soon. In fact, 
with more time spent traveling and in public places, hybrid work could leave us even more 
vulnerable to potential risks as devices are being used outside of their intended environments.

Therefore, ensuring that the migration of both personal and work devices between home and 
office networks is secure may require enhanced tools and practices. It is with this in mind that 
ESET has launched a new version of its consumer offering, which includes ESET NOD32 Antivirus, 
ESET Internet Security, and ESET Smart Security® Premium. The upgraded range of products 
boasts a whole host of new features and improved protection for home users, including LiveGuard, 
which is integrated within ESET Smart Security® Premium. LiveGuard provides an additional proactive 
layer of protection against new types of threats cropping up in the landscape. 

With ransomware attacks also continuing to evolve, ESET has bolstered its Ransomware Shield func-
tion, which monitors and evaluates applications to protect against potential threats. It now delivers 
enhanced behavior-based detection techniques to safeguard your device, while Exploit Blocker has 
been improved to cover more malicious attacks.

In addition, ESET NOD32 Antivirus has been ported to ARM64 and is available for free in the beta channel.

For many consumers, mobile devices are at the center of their digital ecosystems. Our mobile phones are 
our wallets, calendars, and digital filing cabinets. Housed on them can be anything from health records to 
travel documents to sensitive financial details. With one type of device playing such a crucial role in our 
lives, it is essential that modern cybersecurity solutions are mobile compatible, and that consumers are 
protected and able to manage their security on the go. By ensuring our home networks are as secure 
as possible, we can mitigate the potential for home-borne threats to negatively impact the critical 
role our devices play in employment and productivity.

Everything in one place for your “home security manager”

According to research conducted by ESET, households often have a single person who 
takes care of IT security for everyone. To cater to this situation, at the center of the 
upgraded suite of products is ESET HOME, a management platform that gives 
users comprehensive oversight of all their ESET security solutions. The job 
of your “home security manager” is now much easier, eliminating the 
need to chase down the status of individual devices.
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ESET HOME lets users manage all their Windows and Android 
devices in one place. This provides complete visibility of the 
current protection status of your household’s various devices, as 
well as the status of your licenses, allowing you to add, manage, 
and share licenses with family and friends. Accessible via web 
portal and mobile app, the platform is designed with mobile users 
in mind and is built for on-the-go security management.

Securing your entire household’s devices

As many organizations return to the office, parents are also 
dealing with kids going back to school, which can double the 
added security challenges. When children are out of the house, it 
becomes much trickier to keep tabs on whether they are using 
their devices safely. Within ESET HOME, parents can now monitor 
their children’s online activity and control their screen time remote-
ly via Parental Control, gaining peace of mind that they are not at 
risk. 

Whether you’re going to the office, dropping kids off at school, or 
working remotely from a location away from home, it is more than 
likely you’ll have your device in hand as you’re on the move. Should 
you misplace or forget your device – or the unthinkable happens: 
your device is stolen – ESET’s Anti-Theft feature can help you 
find it. With location tracking, laptop activity watch, and one-way 
messaging, each function increases the chances of reuniting you 
with your device.

Paying with confidence

When you’re out and about, making online purchases can be 
stressful. Online shopping is more convenient than ever, and 
making purchases online is no longer limited to your living room 
sofa. Outside of the safety of your home network, there are 
additional dangers – such as insecure Wi-Fi – that open devices 
up to the threat of malicious actors snooping on your payment 
details. Banking & Payment Protection recognizes and mitigates 
these risks, safeguarding your financial data during online transac-
tions.

Newly upgraded, this feature now offers the option of running a 
browser in secured mode by default, so you don’t have to think 
twice about your online safety. By encrypting communications 
between the keyboard and the browser when accessing internet 
banking or web-based cryptocurrency wallets, Banking & Payment 
Protection defends against keylogging attacks from cybercriminals 
attempting to hack into accounts.  

Manage all your passwords

Having unique, complex passwords for every account is one of the 
central principles of good cybersecurity, but it can be a headache 
to manage what often feels like an endless list of logins. To make 
this less of a hassle, Password Manager has been completely 
redesigned for improved security and ease of use. Not only does 
this feature store and organize your passwords seamlessly, but it 
can also generate strong passwords for new accounts. 

Available as both a browser extension on Windows devices and 
an app on Android and iOS devices, Password Manager enables 
users to keep track of their account credentials however is most 
convenient for them. Its new features include support for KeePass 
and Microsoft Authenticator. 

For more information on ESET Solutions for Businesses, get 
in touch with us at sales@esetafrica.com or call us on 020 - 
7608217.
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What should Organisations be worried about?
With the rise and complexity of cyber-attacks, organizations often 
feel helpless and handicapped against cyber criminals, whose 
techniques and tactics always seem to outmatch the organization 
defenses. Weaknesses in the technologies, people and processes, 
coupled with the lack of necessary cybersecurity controls, has 
made it easy for cyber criminals to continuously compromise 
enterprise networks and systems.  

The efforts to win the war against cyber criminals starts with 
organizations understanding the risks they are exposed to, vulner-
abilities existent within their environments and the eminent cyber 
threats they face.  Let’s use an analogy to better understand 
these terms. In an unfortunate incident where someone is about 
to punch you in the face, the Risk is the potential of you being 
punched in the face, the Vulnerability is your inability to defend 
yourself against the punch and the Threat is the punch being 
thrown at you. The sign(s) that someone is about to punch you in 
the face is the Threat indicator.

Successful cybersecurity programs are therefore those that are 
modelled around the understanding of an organization’s risks, 
vulnerabilities, threats and ultimately its threat indicators. Such 
threat indicators are the inputs of successful enterprise security 
operations programs. 

Outlined below, are the top ten indicators that every SACCO should 
focus on:

Presence of Rogue Device and Software

Rogue devices and software are those that exist within a 
network for malicious intent. The presence of such devices 
and software point to a gap in an organization’s asset man-
agement program, and therefore the need to implement 
automated processes that manage devices and software 
within the network. Such automated processes can be 
achieved through technologies such as Network Access 
Control (NAC) solutions that manage authorized devices 
connected to the enterprise network. 

Presence of End-Point, Network and Email level Malware
Malware (Malicious Software) is one of the most predomi-
nant threats facing organizations and prevalent in majority 
of local cyber-attacks, with attackers often introducing such 
malware at the endpoints, network and email. The lack of 
automated processes in place to detect such malware make 
it easy for attackers to compromise target systems leading 
to loss of service, data and money. 

Organizations should invest in technologies such as antivi-
rus, firewalls and email security gateways to enable timely 
detection and prevention of malware propagation at these 
levels.   
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Communication Protocol Misuse

Common communication protocols such as DNS (Domain 
Name Service) and HTTP (Hypertext Transfer Protocol) are 
often misused by attackers to sneak malicious traffic past 
organizations’ defenses. For example, by using malicious 
domains and DNS servers, an attacker can use DNS to evade 
network defenses and perform data exfiltration. 
It is therefore important that organizations ensure existent of 
technologies implemented to detect for such protocol misuse.  

Malicious services and registry modifications 
Malicious services and registry modifications are among 
the common techniques used by attackers upon successful 
target compromise. The detection of these post-exploitation 
techniques, greatly determines the success or failure of a 
cyber-attack and therefore the need for necessary detection 
mechanisms. 

Presence of Network and endpoint level Vulnerabilities
During the reconnaissance and threat assessment phases, 
attackers take time to understand their targets and their 
existing weaknesses. Such weaknesses on devices, software 
and/or configurations, commonly known as vulnerabilities, are 
the attackers’ entry point to an organization’s network. Untime-
ly detection and closure of such critical vulnerabilities, often 
leads to exploitation by attackers and loss to the business.

Unauthorized Device Configuration Changes – Network, 
Linux/Windows
Unauthorized changes in an organization’s devices pose a 
major risk to the business. For instance, an unauthorized 
configuration change to a router’s routing table would adverse-
ly impact the availability of external facing systems. 

Processes and technologies that detect such unauthorized 
changes therefore need to be implemented to reduce and 
eliminate such risk exposures.

Unauthorized Database Object and Files’ Modification

Databases are the crown jewels of any organizations. Unautho-
rized modifications of records within these databases greatly 
impact the confidentiality and integrity of such records, a 
common attack vector used to commit fraud. 
Organizations need therefore to monitor their databases and 
files for unauthorized modifications in an effort to prevent 
fraud. 

 Unauthorized User Accounts Modifications 

A common denominator of most attacks is characterized by 
cyber criminals modifying privileged user accounts and using 
them to access critical systems. Such activities, if undetected, 
allow attackers to spend months within such compromised 
hosts.
It is important that organizations implement processes that 
automate the detection of such privileged user account modifi-
cations. 

Critical Systems User Access

A critical system is one whose compromise would lead to 
significant loss to the business. Such systems include but 
not limited to transaction systems, databases, firewalls and 
domain controllers. Since such systems are the common 
targets by malicious actors, uncontrolled privileged users’ 
access pose a significant risk to them. 
Proper user access management and monitoring processes 
should therefore be implemented to help reduce the risk 
exposure against such critical systems. 

Social Engineering Attacks 

People often represent the weakest link in the security chain. 
As such, cyber criminals often target the users through social 
engineering techniques such as phishing. Here, the target 
users receive an email requiring them to either download a file 
or click on a link that redirects them to a phishing portal. 
Through such phishing emails, users are made to share 
confidential data such as passwords. 
Organizations therefore need automated programs in place 
that measure their risk exposure through such social engineer-
ing attacks. This can be done through scenarios’ simulations 
coupled with periodic user awareness training programs.

Martin Mwangi - 
Cybersecurity Consultant and 
Technical Solutions Lead at Serianu
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CGEIT

CISA

CISA
CISA

CISM

CISM

CISM

CRISC

CRISC

CRISC

Mr. Kennedy Odunga, CISA, CISM, CGEIT, CRISC, CDPSE 

Mr. Patrick Kabuchi Wangondu, CISA 
Cliff Ombiru Nyangau, CISA

Mr. Ernest Mwangi Maina

Mr. Patrick Kabuchi Wangondu, CISA

Mohamed Abdi Yunis

Frankline Kithinji Ikiao, CISA, CISM

Mr. Robert Ochieng Obudho, CISA, CISM, CRISC, CDPSE  

Mr. Allan Kipkirui Rono, CISA, CISM, CRISC

Mr. Sidney Kiprono Lelgo, CISA, CISM, CRISC

1

1
2

3

1

2

3

1

2

3

Top scorers between January 2021 - June 2021

2nd October Half day Community Day TBA

14th October 1.5 Hrs Evening Talk Virtual

24th - 25th October 3 days ISACA Awareness/SheLeadsTech Kisumu

25th  - 26th Oct 2 Days Pre Conference Workshops Kisumu

27th -29th Oct 3 Days GRC CONFERENCE Kisunu

4th November 1.0 Hrs Member Awareness/Q&A session Virtual

12th November 1.5 Hrs Evening Talk Virtual

23rd -27th November 5 days Workshop TBA

24th November 2.5 Hrs Virtual Virtual

3rd December 1.5 Hrs Breakfast Talk Virtual

14th -17th December 4 days Workshop Kisumu

Events Calendar 2021 

Q4 Events
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CCRROOSSSSWWOORRDD  
PPUUZZZZLLEE  

bbyy  MMyylleess  MMeelllloorr  
wwwwww..tthheemmeeccrroosssswwoorrddss..ccoomm  

AACCRROOSSSS  
1.    Top dog responsible for an organization's 

security, abbr. 
3.    Author of Crime by Computer, Don    
7.    System that replaced DES 
10. Website address 
11. Jurisprudence 
12. Place of refuge 
13. The G in GDPR 
15.  Celebratory cry 
17. No vote 
19.  Famous worm 
23. McKinley or Eiger for example 
24. The sole information security tool that protects 

the data rather than access to it 
26.  Apple's operating system 
29. Cable alternative 
30. Meta   
31. "And I Love_" (Beatles tune) 
32. Hosp. section 
33. Hasty escape 
34. Grasp 
35. Contents of Pandora's box 
36. Conspiracy 
37. Basketball association 
39.  Situation 
41.  Innumerable 
43. Gold symbol 
44. Collection of stored information 
45. Machine in The Imitation Game 

DOWN 
1. The man who coined the term "computer virus" 

in 1983, Fred    
2. Smart 
3. Reputation 
4. Math subject, for short 
5. Actor, Watanabe 
6. Unusual 
7. Team up (with) 
8. Ending for corn and id 
9. Influence 
10. Organization formed to maintain world peace 
14.  Leave a back door open, for example 
16.  Not manual 

 
1  2  3 4  5  6 7 8 9 

   10      11   

12     13 14       

          15 16  

17 18  19  20  21      

        22 23   

24 25         26  27 

28      29     

30   31   32   33   

     34    

35      36     37   

     38      

39    40    41  42    

      43    

44       45       

 
18. Life measurement 
19. Law that "anything that can go wrong 

will go wrong" 
20. Formal account 
21. Sign off on, simply 
22. Business section 
23.    bug (Y2K) 
25.  Careless 
27. Data holder on a cellphone, two words 
28. Emphasized 
38.  Authoritative order 
40. Promotional efforts 
41. Chess pieces 
42. Syncopated musical work 
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