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Who is Joan Mburu (in brief)?

Joan is a child of God, a mother, and an IS (Information Security) 
professional who started out with the intention to pursue a career in 
medical field (Pharmacy), right after high school. However, this never 
materialized, and I ended up pursuing IT (Information Technology) 
studies at JKUAT (Jomo Kenyatta University). My passion for computer 
programming resulted in a new career aspiration to work in the 
field of IT and later Information Security. I’m the current CISO (Chief 
Information Security Officer) at Airtel Kenya.

Describe your typical day as a CISO.

My role as Airtel Kenya CISO is rather dynamic, owing to the fact that 
there are varying IS related issues to be handled on a daily basis. 
Having said that, majority of my work involves management of IS 
incident response activities, planning and overseeing implementation 
of security assessments by third-parties, conducting security 
awareness sessions among staff, overseeing other IS related projects, 
researching on various IS aspects of interest and reporting to senior 
management as well as the board on status of IS programs.

What motivates you as an Information Security 
Professional?

I’m motivated by the drive to achieve personal as well as career goals 
that I have set for myself.

Additionally, I’m motivated when my organisation’s management 
recognizes information security as a business risk and provides 
necessary resources to enable IS department deliver on its mandate. 

Lastly, I’m motivated when my contributions and efforts at work are 
recognized and appropriately rewarded.

How did you identify and explore various growth 
opportunities during your career journey?

First and foremost, I create and document a career a growth plan that 
details all goals I intend to achieve in the short term (1 year), medium 
term (3 years) and long term (5 years). This is followed by putting in 
the hard work to address targeted areas of weakness through training 
and workshops, self-learning or reaching out to my peers to learn from 
them. Secondly, I attend external information security events hosted 
by organisations such as ISACA and ISC2 where I get to network with 
other IS industry leaders.   

Joan Mburu
CISO (Chief Information Security Officer)
Airtel Kenya 
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What are some of the 
key traits of a successful 
information security leader? 

There are skills that an IS leader 
ought to have to be successful 
in his or her role. These can be 
summed up into either technical 
or non-technical. Technical skills 
would include expertise on various 
security technologies and solutions 
under one’s management. While 
non-technical skills consist of the 
ability to analyse situations accurately 
and take appropriate decisions, 
communicating effectively and 
relating well with people at higher 
and lower levels of the organisation. 
Further, an IS leader who has passion 
for their work and is self-motivated is 
a role model and positively impacts 
those around him or her. 

Looking back at your Career 
Journey, what would you 
advise someone interested 
in becoming an Information 
Security leader?

To be an information security leader, 
you have to start by identifying 
your passion in IS. This could be 
any of IS domains such as security 
awareness, vulnerability management, 
penetration testing or incidents 
response among others. Then, work 
hard and be a Subject Matter Expert in 
your area of passion. It might require 
you to undertake relevant training to 
bridge your knowledge or skills gap 
and to accelerate your growth, seek 
the guidance of mentors who have 
already accomplished what you desire 
to do. Also take up any leadership 
opportunities that may arise within or 
without your organisation and lastly, 
be your own advocate and don’t shy 
off to let people know that you have 
what it takes to do the job. 

You are an active member 
of ISACA and a former board 
member of ISACA-KE, how has 
this played a role in becoming 
the leader you are?

My volunteer role as an ISACA Kenya 
board member from 2016 to 2018, 

played a big role in my growth as a 
leader. It was a great opportunity 
whereby I learnt how to effectively 
communicate and relate with senior 
management personnel at the board 
of directors’, in both ISACA and my 
organisation.  I was introduced to 
various board level activities such as 
governance and strategic planning, 
imparting me with valuable insights 
that apply in my current leadership 
role. 

Information Security is 
considered a major risk to 
business, what is your main 
concern with its evolution? 

The advancement in IT has led to 
growth in remote working, thus 
people can work from anywhere as 
long as they have access to their 
organisation’s systems via internet. 
This also led to introduction of IoT 
(Internet of Things) in almost every 
sphere of our life. Devices such as 
IP cameras and internet enabled 
vehicles are present everywhere 
you go. While, these advancements 
are beneficial to businesses, my 
main concern is that they increase 
the cyberattack surface, giving 
attackers a bigger avenue and making 
it easy for them to compromise 
organisations’ assets. 

Which are some of the top 
information security risks 
and how can organisations 
safeguard against them?

Key Information security risks that IS 
leaders across the board are striving 
to contain include:

• Phishing and ransomware among 
other forms of cyberattacks.

• Risks posed by both malicious and 
non-malicious insiders. Malicious 
insiders have an intention to cause 
harm to the organisation while the 
later cause harm by accident. 

• Interactions with vendors and 
suppliers expose businesses to 
third-party supply-chain risks, that 
could result in suppliers being 
used as a conduit for attacks. 

• Lack of plans to securely facilitate 
remote working is another 
challenge that many organisations 
are struggling with.  

• Some organisations don’t have 
a tested and approved BCP/
DRP (Business Continuity Plan / 
Disaster Recovery plan) to provide 
a fall-back plan for business 
resumption and technology 
recovery when a disaster strikes. 

• To safeguard against IS risks, a 
suitable RMF (Risk Management 
Framework) can be adopted for 
use. This would provide guidance 
on how to manage IS risks. 

How has COVID-19 pandemic 
impacted businesses, from 
an Information Security 
perspective?

COVID-19 is a black swan risk that 
necessitated many organisations to 
operate in BCP (Business Continuity 
Plan) mode. It was never anticipated, 
and many companies were caught 
unawares. Remote working became 
the norm and majority of companies 
did not have elaborate plans in 
place. Staff using personal or official 
computing devices without proper 
controls or tools to allow safe remote 
working exposes the business to 
a multitude of IS risks. Covid-19 
pandemic was a big lesson and 
served to remind us of the need to 
take care of IS basics beforehand 
and adherence to risk management 
practices ensuring organisations have 
capability to tackle such pandemics 
whenever they arise.  

How can organisations be 
resilient, in the face of growing 
cybersecurity attacks? 

Resilience is required after 
occurrence of an undesired event 
such as a cyber-attack. The 
organisation should have measures 
in place to identify and prevent such 
risks beforehand. Impact of IS risks 
that materialize is greatly reduced 
when prior controls are implemented 
before a disaster occurs. 
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A formal IS framework such as NIST CSF, COBIT or ISO 
27001 may be adopted for use and have it reviewed 
periodically to ensure alignment with organisation goals. 
The framework should have the approval of senior 
management to ensure resources are provided to facilitate 
its deployment across the organisation. Short, medium 
and long term Information Security goals must be set and 
worked towards to always enhance the organisation’s 
security posture. 

Cyber hygiene is fundamental in achieving business 
resiliency. It involves creating awareness among the staff to 
partake in the role of securing organisations against threats 
if cyberattack. Further, skilled IS personnel are needed to 
apply required controls to safeguard the organisation.  

A risk management program is also necessary to ensure 
security incidents that may be of risk to the organisation are 
monitored, identified, and addresses on time. 

BCP/DRP (Business Continuity Plan / Disaster Recovery 
Plan) should also be in place to address cyber-attacks 
among other disasters such climate change.

Most organisations lack skilled personnel to 
secure their information systems. How do we 
close the skills gap in this sector?

Information security has many domains that require 
different skillsets. In consideration of this, there is need to 
attract talent from various backgrounds to bring on board 
these much-needed expertise. For instance, persons with 
a PR (Personal Relations) background would come in 
handy in conducting IS user awareness which is a critical 
component of Information Security Management functions. 
The staff within organisations must be trained to acquire 
relevant skills and knowledge to keep up with dynamic 
nature of IS threat and risks landscape. It would also greatly 
benefit a company to utilize internal resources by creating 
career growth paths allowing interested persons to move 
from other departments and join IS if that’s their area of 
passion. Lastly, in case specific skillsets are hard to get 
internally or from the market through hiring, consultants 
among other third-party SME (Subject Matter Experts) can 
be engaged. 

What do you do to keep abreast, ensure your 
growth and development? 

I keep abreast by attending training in specific areas 
such as cybersecurity strategy management and 
board reporting, where I need to enhance my expertise. 
Additionally, I research on topics of interest and learning 
by self. Workshops and conferences by organisations 
such as ISACA have been helpful. I also network with 
other IS professionals through social media platforms on 
LinkedIn and Twitter to keep abreast of what’s happening 
in the industry. Work life integration is critical for me to 
successfully blend personal, family, and professional 
responsibilities. Striking this balance ensures I stay healthy 
and therefore able to drive my growth and development in 
all aspects. 

Your parting shot?

Life is a journey, enjoy every day while it 
lasts, be patient with self, others and treat 
people well. Have a 1 year, 3 years and 5 
years plan of the goals to achieve in both 
career and personal life. Then, commit to 
achieve your goals. Also, be nice to people! 
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A s analytic technology becomes more readily available 
and as more government services and transactions 
occur electronically than has been in the past, 

external auditors are turning to Big Data for answers.

Big data refers to the dynamic, large and disparate volumes 
of data being created by people, tools and machines; it 
requires new, innovative and scalable technology to collect, 
host and analytically process the vast amount of data 
gathered in order to derive real-time business insights that 
relate to consumers, risk, profit, performance, productivity 
management and enhanced shareholder value. 

Big data includes information garnered from social media, 
data from internet-enabled devices (including smartphones 
and tablets), machine data, video and voice recordings, and 
the continued preservation and logging of structured and 
unstructured data. 

It is typically characterized by the four Vs: 

Volume
The amount of data being created is vast 
compared to traditional data sources. 

Variety
Data comes from different sources and is 
being created by machines as well as people. 

Velocity
Data is being generated extremely fast a a 
process that never stops, even while we sleep. 

Veracity
Big data is sourced from many different 
places; as a result, you need to test the 
veracity and quality of the data.

The four Vs of Big Data

Utilizing Big Data analytics in audit will improve auditing 
in a variety of ways. First and foremost, under the future 
vision of auditing, organisations would give auditors access 
not just to a sample of their transactions, but to their entire 
general ledger and their databases. With data analytic tools, 
auditors will have the capability to look at the underlying 
data, not just the summary data. 

It’s a massive leap to go from traditional audit approaches, 
which are based on sampling transactions, to an audit that 
would look at literally everything. The reality is with data 
analytics, you have the ability to look at 100 percent of the 
transactions. You can see the footprint of the beast, the 
unusual patterns, and the things that don’t make sense. 

Despite these benefits derived from utilizing big data, 
external auditors have been slower than others to jump 
on the Big Data bandwagon. Although the playground has 
changed from the traditional way of conducting business to 
almost all business transactions occurring online, in most 
audit firms/organisations, the audit tool kit still looks the 
same as it did 50 years ago. 

If we were doctors, that would be pretty frightening. In 
some organisations, however, audits are becoming semi-
automated, and the use of TeamMate to computerize 
documentation, audit plans and working papers is already 
standard practice in Office of the Auditor-General (Kenya). 

Lincoln Kithandi
Systems and Network Engineer
Office of the Auditor-General, Kenya 
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Embrace the use of technology 
in the audit process

As clients, even small ones 
become better equipped 
technologically, it also becomes 
necessary for auditors to 
start embracing the use 
of technology in the audit 
process. Increased automation 
and technological advances, 
including the use of audit data 
analytics certainly won’t replace 
human auditors, but auditors 
using technology will replace 
those not using technology. 

By embracing technology in 
the audit process, the auditors’ 
productivity will be increased 
by reducing repetitive tasks 
and increasing the speed 
at which data is handled to 
produce information needed, 
while exercising professional 
judgment.

Putting It All Together: Auditing At The Speed Of Change

to improve audit by leveraging 
Big Data technology

Embrace the use of 
technology in the 
audit process

Engage in learning to 
become “analytically 
skilled”

Using Data Analytics 
beyond traditional 
audit services

Tips

Engage in learning to become 
“analytically skilled”

Apart from having a good 
foundation in accounting and 
auditing, a new set of skills will 
be required in the technologically 
advanced audit. Most auditors 
are familiar with spreadsheets 
and presentation methods but 
are not skilled in new and more 
relevant technologies. 

A learning process is necessary 
to understand how to use new 
tools and how the results of audit 
data analytics can be employed 
to produce audit evidence and 
draw conclusions from that 
evidence.

Using Data Analytics beyond 
traditional audit services

The potential of using technology and 
especially data analytics can extend 
beyond the scope of traditional audits. 
Auditors work with data on a daily basis 
and exploring new ways to analyze 
data is a natural evolution process for 
the accountancy profession. Provided 
auditors’ independence is not impaired, 
data analytics can be used to provide 
greater insights and offer some 
targeted level of assurance in certain 
areas that provide clients with reduced 
risk and improved security.

Integrating analytics into audits is not 
without its challenges. First, access 
to audit relevant data can be limited. 
You can analyze as much as you want 
but if you don’t have the data, you don’t 
have anything to analyze. Second, the 
availability of qualified and experienced 
resources to process and analyze the 
data is scarce. 

Ultimately, the more things 
change, the more they stay the 
same. With the explosive growth 
of big data, and with an ever 
more connected, globalized 
world, the manner in which we 
approach auditing must change, 

and it must change significantly. 
The roles and processes of 
auditing, and the people working 
in that area will remain the 
same, but the way we conduct 
audits must change to address 
these new realities. 

In a nutshell, as technology and 
digital innovation speeds ahead, 
the audit profession needs to 
follow suit. The question is no 
longer “whether” the auditor 
needs to change; it’s “how fast?”
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M achine learning has the potential to disrupt nearly 
every industry during the next several years, and 
the auditing profession is no exception. Simply 

put, Machine Learning is a subset of Artificial Intelligence 
that seeks to use machines and algorithms to perform 
intelligent work that mimics the intelligence of a human 
auditor. In audit terms, machines will learn from audit work 
and apply auditor intelligence to similar data. Machine 
learning is slightly different from what we know or think that 
computers can do. 

In typical computing, a computer is programmed with 
logic that produces results when we perform an operation. 
However, modern computing has evolved, and computers 
can produce results without being programmed to give 
certain results. 

All one needs to do is to “feed” the 
computer large datasets, and the computer 
will “learn” from the data and be able to 
predict and give accurate results. 
This is simply what the jargon “machine learning” means.

Machine learning can enable businesses to sift through 
large amounts of data and find patterns that would have 
taken tens of thousands of labor hours. When applied to 
auditing, Machine Learning can significantly change the way 
audits are performed, as it enables auditors to largely “avoid 
the tradeoff between speed and quality”. Because an audit 
requires a vast amount of data and has a significant number 
of task-related components, machine learning has the 
potential to increase both the speed and quality of audits. 

The machine-based performance of redundant tasks should 
allow auditors more time for review and analysis, which 
would give them a greater ability to focus on the areas of 
greatest risk, as well as a better understanding of the larger 
picture. 

In addition, the ability to analyse 100% of datasets rather 
than sampling provides obvious benefits. The technology 
will enable auditors to focus their efforts on the outliers 
and anomalies, devote greater time to areas of higher risk 
and have meaningful conversations — resulting in a better 
quality audit.

Current Machine Learning Applications in Audit

Machine learning technology for auditing is still primarily 
in the research and development phase. Audit firms have 
increasingly embraced machine learning technology to 
deliver smarter audits. 

An example of machine 
learning technology 
currently used by 
PricewaterhouseCoopers is 
Halo. Halo analyzes journal 
entries and can identify 
potentially problematic areas, 
such as entries with keywords 
of a questionable nature, 
entries from unauthorized 

sources, or an unusually high number of journal entry 
postings just under authorized limits. Halo allows auditors 
to test every journal entry a company made during a given 
year; by subjecting all journal entries to testing and focusing 
only on the outliers with the highest risk, both the speed and 
quality of testing procedures are increased.

Another machine learning technology used by Deloitte is 
Argus. Argus is Deloitte’s first cognitive audit application 
that uses advanced machine learning techniques to identify 
and extract key financial information from electronic 
documents. With the virtual eyes of Argus, instead of 
sampling, data extracted from the entire population can be 
used to determine potential risks, anomalies, and trends.

The Challenge for Auditors

The advancements presented by Big Data and Machine 
Learning are undeniably promising, and these technologies 
are likely to have a large impact on the audit profession 
in the near future. While machine learning technology can 
provide significantly improved opportunities for auditors to 
explore their intuition, auditors must change their mode of 
thinking in order for these insights to be effective. 

The fundamentals of an audit will not change as the 
need for human judgment and professional scepticism 
will always be necessary. The real-use case for new 
technologies is that they will enable us to obtain — more 
easily, quickly, accurately and extensively than ever before — 
the corroborating evidence that is needed in an audit.

Ultimately, delivering smarter audits needs “smarter” 
auditors. Future auditors will need to become more versatile 
and have a solid understanding of information systems and 
data science, in addition to an increasingly complex set of 
accounting and auditing rules and regulations. Whereas 
in the past audits have had a largely transactional focus, 
future audits will become increasingly interconnected. 
Organisations need to be aware of changing auditor 
skillsets in order to help manage the disruption risks 
associated with machine learning technologies.

Lincoln Kithandi
Systems and Network Engineer
Office of the Auditor-General, Kenya
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Information Security Professionals

www. silensec.com     •     www.cyberranges.com

 Use Cases

■ Deep-dive Experiential Training

■ Individual and Team-based Practice

■ Self-paced, Instructor-led, Anywhere Anytime

■ Learning Pathways on multiple criteria

■ Talent Selection and On-Boarding

■ CTFs, Regional Competitions, SOCathons

■ Table-Top, Cyber and Cross Cyber Exercises

■ War Games, live-fire, APTs, Cyber Defence

■ Blue v Red Team, DevOps, White Team Drills

■ Proof-of-Concept, Product Testing

■ nCERT & CSIRT Development Programme

Next-Generation Technology

Range “on Tap”, Managed, On-Prem, Portable

Complex Simulation Scenarios 

Virtual IT/OT/ICS/IoT Infrastructures

Off-the-shelf, custom, drag-n-drop replication

User traffic & attacks injection, MITRE ATT@CK

Bring Your Own Device (BYOD)

3rd Party tech integration, e.g. SIEM, WAF, EDR 

Competency Frameworks, e.g. NIST NICE

Integration with LMS and HCMS

Start-to-finish performance metrics

Features

Eldama Park, Tsavo Wing
Eldama Ravine Road, off Peponi Road
Westlands, Nairobi, Kenya
PO Box 25388 – 00100 GPO

 +254 20 8071814
 contact@cyberranges.com

USA • Canada • UK • Cyprus • Kenya

Cyber Security Observatory US Edition (Smartrev Security)

Security Simulation Training

Cyber Readiness Assessment

New Technologies Impact

Cyber Posture Building

Cyber Resilience Testing

People & Process Management

The cyber range solution to bear in mind
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I f you left your home in the morning and realized 5 
minutes later that you had forgotten to pack your 
smartphone, would you return home to get it? A 

surprisingly large amount of us probably would, given that 
device’s centrality to our daily lives. Likewise, how many of 
us today can work or be educated without computers or 
access to the Internet? How many jobs are left that are truly 
devoid of some form of digitalization?

Since the early 1990s, the definition of the digital economy 
has evolved based on the existing technology trends, as 
well as the level at which technology penetrated different 
business tasks, products and services. By the mid-
1990s the digital economy was a largely abstract term 
associated mostly with the emergence of the internet. 
Some saw it as the new networking of humans enabled by 
technology. Others as the convergence of computing and 
communication technologies that enabled e-commerce. 
Still others defined it based on its ICT infrastructure 
foundations.

Figure 1: The evolving “Digital Economy” definition – Core, Narrow and Broad

Hardware manufacturing 

Telecommunications

Digital services

Core:
Digital (IT/ICT) sector

Narrow scope:
Digital economy

Broad scope:
Digitized economy

Dominated by a 
few countries

Can be captured
domestically

Sharing economy
Gig economy

e-business

Industry 4.0

Precision agriculture

Algorithm economy

e-commerce

Platform economy

Information services

Software & IT consulting

Source: R. Bukht, R. Heeks, 2017. Defining, Conceptualising and Measuring the Digital 
Economy, Economic and Social Research Council 

Today, as digital technologies rapidly evolve and becomes 
ubiquitous, it is widely agreed that the digital economy 
encompasses all those definitions and more. It surely 
goes beyond the traditional ICT sector now and refers to 
a broad range of economic activities that use digitized 
infrastructure, data and knowledge as key factors of 
production or value creation. The digitalized economy. But 
that widening definition as in figure 1 has created multiple 
measurement challenges.

Our current system of national accounting of economic 
activities (and its most commonly known measure, Gross 
Domestic Product) is not well set-up to adapt to this. Gross 
Domestic Product (GDP) was devised in a highly industrial 
age and its sectoral composition reflects that.

These issues are also compounded by the fact that much 
digital media is notionally consumed for free, so these 
services go largely uncounted in GDP. That’s because 
the measure is based on what people pay for goods and 
services. If something has a price of zero, then it typically 
contributes zero to GDP.

Currently, estimates for the national digital economy vary 
across countries and are inconsistent in measurement. 
For example, the United States Bureau of Economic 
Analysis (BEA) released estimates of the digital economy’s 
contributions to the overall U.S. economy in April 2019. 
They suggest that the digital economy in the United States 
accounted for 6.9% of current-dollar gross domestic 
product in 2017, up from 5.9% in 1997. An increase of only 
1% over 20 years.

Andrew Williamson
Vice President, Government Affairs and  
Economic Adviser
Huawei 
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UNCTAD provide cross-country estimates 
through a mix of methods, predominantly 
using 2-digit ISIC codes from national 
accounts data (pertaining mostly to the ‘core’ 
definition of the ICT sector) and the European 
Commission’s Prospective insights on R&D in 
ICT (PREDICT) database, which features ICT 
sector value added and employment data for 
40 economies. 

An obvious problem with the approach is 
that it suggests that leading ICT hardware 
manufacturers and exporters such as 
Malaysia and South Korea have larger shares 
of their GDP derived from digital value added 
than others. 

Intuitively the values for the digital economy 
across countries also seem too low as a 
share of overall GDP, given the clear centrality 
of digital inputs and outputs in many of our 
current economic activities.

The ‘broad’ definition for the digital economy 
includes both the ICT sector and parts of 
traditional sectors that have been extensively 
integrated with digital technology (finance, 
retail, entertainment etc.). The G20 has 
begun to embrace the broad concept of 
measurement, which would greatly increase 
the contribution of digital to overall GDP. In 
2019 it defined the digital economy as “a wide 
range of economic activities that includes 
using digitized information and knowledge 
as the key factor of production, and modern 
information networks as the important 
activity space.” However, work on an agreed 
accounting methodology remains ongoing.

The China Academy of Information and 
Communication Technology (CAICT) provides 
the broadest measures of the digital economy 
of all current methodologies. CAICT suggest 
that the digital economy currently comprises 
40% of China’s GDP, compared to around 60% 
for the United States, the United Kingdom and 
Germany, 46% in Japan, and around 20% in 
Brazil, India, and South Africa.

The OECD has proposed an elegant solution by 
taking a taxonomy of the existing GDP national 
accounting framework across ISIC 4 industry 
definitions and applying simple judgements 
on current digital-intensity (see figure 3). 
From this, appropriate shares/weights could 
be applied by economic sector on the share 
of digital inputs/outputs and applied across 
countries and then calculated comparatively 
across countries. It does of course assume 
similar levels of economic and sectoral digital 
development across countries though.

While there is much discourse then of the ‘digital economy’, we still find it 
difficult to define it. Let alone assign a cash value to it and gauge changes 
in it over time.

But it’s really vital that we find an agreed way to do so soon. Policymakers 
use GDP data to help them make a wide range of decisions on national 
priorities for infrastructure spending, education, research and development 
and a myriad of other issues. If we are systematically under-reporting or 
certainly mis-measuring the contribution and impacts of digitalization, 
those decisions are being made with a poor understanding of what’s really 
happening in our economies.

To download this blog post, please visit;

Figure 2: ICT Value Added % of GDP 2017 sample of countries

Figure 3: Taxonomy of traditional GDP by output measurement sectors by digital-intensity

Source: https://unctad.org/en/PublicationsLibrary/der2019_en.pdf

Source: https://www.oecd.org/

https://blog.huawei.com/2021/12/20/measuring-digital-
economy-harder-more-important-than-you-think/

ISIC Rev.4 Industry denomination Quartile Intensity ISIC Rev.4 Industry denomination Quartile Intensity
Agriculture, forestry, fishing Low Wholesale and retail trade, repair Medium-high
Mining and quarrying Low Transportation and storage Low
Food products, beverages and tobacco Low Accomodation and food service activities Low
Textiles, wearing apparel, leather Medium-low Publishing, audiovisual and broadcasting Medium-high
Wood and paper products, and printing Medium-high Telecommunications High
Coke and refined petroleum products Medium-low IT and other information services High
Chemicals and chemical products Medium-low Finance and insurance High
Pharmaceutical products Medium-low Real estate Low
Rubber and plastics products Medium-low Legal and accounting activities, etc. High
Basic metals and fabricated metal products Medium-low Scientific research and development High
Computer, electronic, optical products Medium-high Advertising and other business services High
Electrical equipment Medium-high Administrative and support service High
Machinery and equipment n.e.c. Medium-high Public administration and defence Medium-high
Transport equipment High Education Medium-low
Furniture; other manufacturing; repairs Medium-high Human health activities Medium-low
Electricity, gas, steam and air cond. Low Residential care and social work activities Medium-low
Water supply, sewerage, waste Low Arts, entertainment and recreation Medium-high
Construction Low Other service activities High

Country % Country % Country % Country % Country %

Australia 3.2 Czechia 4.7 Japan 5.7 Philippines 4.5 Taiwan Province of China 16.3

Austria 3.0 Denmark 3.1 South Korea 8.4 Poland 3.5 Thailand 4.3

Azerbaijan 1.5 Estonia 4.5 Latvia 4.1 Portugal 2.6 United Kingdom 4.1

Belarus 4.5 Fiji 3.8 Lituania 2.8 Qatar 1.3 United States 5.0

Belgium 3.2 Finland 4.3 Luxembourg 5.6 Romania 4.8 Uruguay 2.2

Bosnia and Her. 3.9 France 4.1 Republic of Nort 2.8 Russia 2.1

Brazil 2.7 Germany 3.8 Malaysia 10.2 Serbia 4.2

Bulgaria 3.8 Ghana 1.9 Malta 5.8 Singapore 9.0

Canada 3.4 Greece 2.9 Mauritius 5.1 Slovakia 3.8

Chile 3.3 Hungary 4.4 Mexico 2.9 Slovenia 3.5

China 4.8 Iceland 3.5 Moldova 4.4 South Africa 2.1

Colombia 2.8 India 5.1 Netherlands 4.0 Spain 3

Costa Rica 4.2 Ireland 10.4 New Zealand 3.3 Sri Lanka 0.7

Croatia 3.4 Island 6.2 Norway 3.1 Sweden 5.6

Cyprus 3.8 Italy 3.1 Peru 1.7 Switzerland 4.2
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University Outreach 
Programmes

The Committee has been active in 
University Outreach Programmes in 
collaboration with Corporate Career 
Academy. Having participated during 
the Careers days at the Kisii University, 
Machakos University and Technical 

University of Mombasa, the committee reached over 900 students. 
During these sessions the students were sensitized on Student 
Membership, Formation of Student Groups, Professional Courses, 
ISACA Certifications, One In Tech among others.

SheLeadsTech 
Breakfast Talk
On 19th February, 2022, the Special Programmes Committee 
organized a successful SheLeadsTech Breakfast Talk virtual 
event on soft skills - personal development. 

The Special Programs Committee 
conducted a Mentorship at the 
Tharaka Nithi County Women in 
STEM Conference 2021 on Saturday, 
18th December 2021 at Chuka 
University.

Upcoming Activities
The Committee is planning a number of initiatives as a way of 
increasing opportunities for members to network. Some of the 
initiatives include but not limited to the formation of a Book club and 
organizing a Sports day. The CSX Boot Camp is slotted to take place on 
1st April, 2022 at University of Nairobi as a half day virtual event whose 
thematic area is “CSX Exposure”.  

On 4th and 5th April 2022 there will be a Coastal Universities Outreach 
Programme as planned in the calendar of events.

over 900 
students reached 

ISACA Special Programmes Committee Activities

12
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Calendar of Events 2022
# Topic Thematic Area Date (2022) No. of Day/Hrs Event Venue

Cost KShs 
including 16% VAT 

(Members)

Members 
Virtual

Cost KShs including 
16% VAT (Non-

members)

Non 
Members 

Virtual

CPE 
hours

Q1 2022
1 Auditing Distributed & Hybrid Environments Audit 20th Jan 2 Hrs Evening talk Virtual Free - Free - 2
2 IT Security Compliance: The Silent and Often Misunderstood 2nd Line of 

Defence
Governance 10th Febr 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2

3 Personal Development SheLeadsTech Soft Skills 17th Feb 3 Hrs Breakfast talk/Panel Virtual 750.00 - 900.00 - 3
4 Cybersecurity Workshop - Monitoring Cloud Security Cyber 23rd - 25th Feb 3 Days In person workshop Machakos 55,000.00 - 60,000.00 - 21
5 Robotic Process Automation - Are we in control? Emerging Technologies/Governance 3rd Mar 2 Hrs Lunch time talk Virtual 500.00 - 650.00 - 2
6 Data Protection - Operationalisation of the Data Protection Act Privacy 17th Mar 2 Hrs Evening talk Virtual Free - Free - 2
7 Fintech - Topic to be provided Emerging Technologies 31st Mar 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2

Q2 2022
1 Coastal Universities Outreach Program Cyber Security & Emerging Technologies

4th - 5th Apr

2 Days Students Outreach Mombasa Free - Free -
2 Pre Conference Workshops (Hybrid) 2 Days Workshop Virtual 500.00 - 650.00 -

Workshop 1 Cybersecurity Hybrid Mombasa 45,000.00 50,000.00 - 35
Workshop 2 Emerging Tech 20,000.00 25,000.00 14
Workshop 3 Forensic Audit

3 Annual Conference (Hybrid) Theme: Renew & Re-imagine: Technology, 
Innovation and Resilience

6th - 8th Apr 3 Days Conference Mombasa 52,200.00 29,000.00 58,000.00 35,000.00 21

4 Automating GRC activities for Holistic Risk View Governance 21st Apr 2 Hrs Evening talk Virtual Free - Free - 2
5 Data - Talk (Topic to be provided) Data 5th May 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2
6 Creating the Next Generation Auditor Audit 19th May 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2
7 CAATs in Audit Audit 16th - 20th May 5 Days Training Mombasa 72,000.00 - 78,000.00 - 35
8 ISACA Kenya Annual General Meeting Member Only 28th May Half Day Virtual Members Only - Members Only - 3
9 Cloud Computing Assurance Cybersecurity 9th Jun 2 Hrs Lunch time talk Virtual 500.00 - 650.00 - 2

10 Attackers are auditing your firmware. Are you? Emerging Technologies 16th Jun 2 Hrs Evening talk Virtual Free - Free - 2
11 Focusing on the Risk Assessment Process in a Dynamic Environment Governance 23rd Jun 2 Hrs Lunch time talk Virtual 500.00 - 650.00 - 2

Q3 2022
1 Governance of Enterprise IT (GEIT) Governance 11th - 15th Jul 5 Days In person Nakuru 72,000.00 - 78,000.00 - 35
2 We Lead Tech Soft Skills We Lead Tech Soft Skills 21st Jul 2 Hrs Lunch time talk Virtual Free - Free - 2
3 ICT Heads, IS & Internal Audit Heads Awareness 28th Jul 2 Hrs Lunch time talk Virtual Free - Free - 2
4 Business Continuity Planning Governance 18th - 19th Jul 2 Days Virtual Virtual 20,000.00 - 25,000.00 - 14
5 Utilizing A Cloud Environment Versus A Traditional In-House Managed 

Approach
Emerging Technologies 2nd Aug Half Day Virtual Virtual 2,000.00 - 3,000.00 - 8

6 We Lead Tech Mentorship Program Mentorship Program 25th Aug 2 Hrs Lunch time talk Virtual Free - Free - 2
7 Gearing Up to Audit IoT Emerging Technologies 8th Sept 2 Hrs Lunch time talk Virtual 500.00 - 600.00 - 2
8 Data Analytics - Hands-on Training Data Analytics 12th - 16th Sept 5 Days Training Mombasa 72,000.00 - 78,000.00 - 35
9 Vendor Management - Do Not Outsource Responsibility Governance 15th Sept 2 Hrs Evening talk Virtual 500.00 - 500.00 - 2

10 AI & Robotics - Monitoring Bot Activities Emerging Technologies 29th Sept 2 Hrs Lunch time talk - - 2
Q4 2022

1 ISACA Community Day 1st October Half Day Community Day
2 Blockchain and Cryptocurrencies - The Future of Financial Markets Emerging Technologies 6th Oct 2 Hrs Evening talk Virtual 500.00 - 500.00 - 2
3 Universities Outreach Mentorship / Career Guidance Program Sensitization 24th Oct 3 Hrs Virtual Virtual Free - Free - -
4 Pre-conference workshops (Hybrid) Governance

24th - 25th Oct

5 Days In Person Nakuru/Kisumu 97,200.00 - 108,000.00 - 35
Workshop 1 COBIT 2019 2 Days Hybrid Kisumu 45,000.00 20,000.00 50,000.00 25,000.00 -
Workshop 2 CDPSE Review
Workshop 3 Cybersecurity

5 GRC: Conference (Hybrid) Theme: Emerging Technologies (CET)/
Information Technology (ITCA)

26th - 28th Oct 3 Days Hybrid Kisumu 52,200.00 29,000.00 58,200.00 35,000.00 21

6 University BootCamp Sensitization 9th - 11th Nov 3 Evenings Virtual Virtual 2,000.00 - 5,000.00 - 8
7 Auditing Cloud Environments Audit 17th Nov 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2
8 The Evolution of Cyber Risk: Raising Awareness Across The Business Cybersecurity 24th Nov 2 Hrs Evening talk Virtual Free - Free - 2
9 She Leads Tech Talk Sheleads Tech Soft Skills 1st Dec 2 Hrs Virtual Virtual 500.00 - 650.00 - 2

10 CyberSecurity Hands-on Training Training 5th - 9th Dec 5 Days Training Mombasa 72,000.00 - 78,000.00 - 35
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Calendar of Events 2022
# Topic Thematic Area Date (2022) No. of Day/Hrs Event Venue

Cost KShs 
including 16% VAT 

(Members)

Members 
Virtual

Cost KShs including 
16% VAT (Non-

members)

Non 
Members 

Virtual

CPE 
hours

Q1 2022
1 Auditing Distributed & Hybrid Environments Audit 20th Jan 2 Hrs Evening talk Virtual Free - Free - 2
2 IT Security Compliance: The Silent and Often Misunderstood 2nd Line of 

Defence
Governance 10th Febr 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2

3 Personal Development SheLeadsTech Soft Skills 17th Feb 3 Hrs Breakfast talk/Panel Virtual 750.00 - 900.00 - 3
4 Cybersecurity Workshop - Monitoring Cloud Security Cyber 23rd - 25th Feb 3 Days In person workshop Machakos 55,000.00 - 60,000.00 - 21
5 Robotic Process Automation - Are we in control? Emerging Technologies/Governance 3rd Mar 2 Hrs Lunch time talk Virtual 500.00 - 650.00 - 2
6 Data Protection - Operationalisation of the Data Protection Act Privacy 17th Mar 2 Hrs Evening talk Virtual Free - Free - 2
7 Fintech - Topic to be provided Emerging Technologies 31st Mar 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2

Q2 2022
1 Coastal Universities Outreach Program Cyber Security & Emerging Technologies

4th - 5th Apr

2 Days Students Outreach Mombasa Free - Free -
2 Pre Conference Workshops (Hybrid) 2 Days Workshop Virtual 500.00 - 650.00 -

Workshop 1 Cybersecurity Hybrid Mombasa 45,000.00 50,000.00 - 35
Workshop 2 Emerging Tech 20,000.00 25,000.00 14
Workshop 3 Forensic Audit

3 Annual Conference (Hybrid) Theme: Renew & Re-imagine: Technology, 
Innovation and Resilience

6th - 8th Apr 3 Days Conference Mombasa 52,200.00 29,000.00 58,000.00 35,000.00 21

4 Automating GRC activities for Holistic Risk View Governance 21st Apr 2 Hrs Evening talk Virtual Free - Free - 2
5 Data - Talk (Topic to be provided) Data 5th May 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2
6 Creating the Next Generation Auditor Audit 19th May 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2
7 CAATs in Audit Audit 16th - 20th May 5 Days Training Mombasa 72,000.00 - 78,000.00 - 35
8 ISACA Kenya Annual General Meeting Member Only 28th May Half Day Virtual Members Only - Members Only - 3
9 Cloud Computing Assurance Cybersecurity 9th Jun 2 Hrs Lunch time talk Virtual 500.00 - 650.00 - 2

10 Attackers are auditing your firmware. Are you? Emerging Technologies 16th Jun 2 Hrs Evening talk Virtual Free - Free - 2
11 Focusing on the Risk Assessment Process in a Dynamic Environment Governance 23rd Jun 2 Hrs Lunch time talk Virtual 500.00 - 650.00 - 2

Q3 2022
1 Governance of Enterprise IT (GEIT) Governance 11th - 15th Jul 5 Days In person Nakuru 72,000.00 - 78,000.00 - 35
2 We Lead Tech Soft Skills We Lead Tech Soft Skills 21st Jul 2 Hrs Lunch time talk Virtual Free - Free - 2
3 ICT Heads, IS & Internal Audit Heads Awareness 28th Jul 2 Hrs Lunch time talk Virtual Free - Free - 2
4 Business Continuity Planning Governance 18th - 19th Jul 2 Days Virtual Virtual 20,000.00 - 25,000.00 - 14
5 Utilizing A Cloud Environment Versus A Traditional In-House Managed 

Approach
Emerging Technologies 2nd Aug Half Day Virtual Virtual 2,000.00 - 3,000.00 - 8

6 We Lead Tech Mentorship Program Mentorship Program 25th Aug 2 Hrs Lunch time talk Virtual Free - Free - 2
7 Gearing Up to Audit IoT Emerging Technologies 8th Sept 2 Hrs Lunch time talk Virtual 500.00 - 600.00 - 2
8 Data Analytics - Hands-on Training Data Analytics 12th - 16th Sept 5 Days Training Mombasa 72,000.00 - 78,000.00 - 35
9 Vendor Management - Do Not Outsource Responsibility Governance 15th Sept 2 Hrs Evening talk Virtual 500.00 - 500.00 - 2

10 AI & Robotics - Monitoring Bot Activities Emerging Technologies 29th Sept 2 Hrs Lunch time talk - - 2
Q4 2022

1 ISACA Community Day 1st October Half Day Community Day
2 Blockchain and Cryptocurrencies - The Future of Financial Markets Emerging Technologies 6th Oct 2 Hrs Evening talk Virtual 500.00 - 500.00 - 2
3 Universities Outreach Mentorship / Career Guidance Program Sensitization 24th Oct 3 Hrs Virtual Virtual Free - Free - -
4 Pre-conference workshops (Hybrid) Governance

24th - 25th Oct

5 Days In Person Nakuru/Kisumu 97,200.00 - 108,000.00 - 35
Workshop 1 COBIT 2019 2 Days Hybrid Kisumu 45,000.00 20,000.00 50,000.00 25,000.00 -
Workshop 2 CDPSE Review
Workshop 3 Cybersecurity

5 GRC: Conference (Hybrid) Theme: Emerging Technologies (CET)/
Information Technology (ITCA)

26th - 28th Oct 3 Days Hybrid Kisumu 52,200.00 29,000.00 58,200.00 35,000.00 21

6 University BootCamp Sensitization 9th - 11th Nov 3 Evenings Virtual Virtual 2,000.00 - 5,000.00 - 8
7 Auditing Cloud Environments Audit 17th Nov 2 Hrs Evening talk Virtual 500.00 - 650.00 - 2
8 The Evolution of Cyber Risk: Raising Awareness Across The Business Cybersecurity 24th Nov 2 Hrs Evening talk Virtual Free - Free - 2
9 She Leads Tech Talk Sheleads Tech Soft Skills 1st Dec 2 Hrs Virtual Virtual 500.00 - 650.00 - 2

10 CyberSecurity Hands-on Training Training 5th - 9th Dec 5 Days Training Mombasa 72,000.00 - 78,000.00 - 35
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Top scorers between 
July 2021 - December 2021

ISACA Kenya Chapter proudly announces and recognizes the top scoring 
individuals for CISA, CRISC, CISM, CGIET and CDPSE exams.

We understand the rigour of these exams and we believe our recognition 
will go along way in encouraging other members to be top performers. 

17

Certification Name Position

Mr. Gilbert Gicheru Mutonyi Kiriko, CISA 1

Mr. Sila Tallam CISA, CISM 2

Mr. Erick Tito CISA 3

Mr. Benard Odhong CRISC 1

Mr. William Turi CRISC, CISM 2

Mr. Alex Kioko CISA, CRISC, CISM, CDPSE 3

Mr. William Turi CRISC, CISM 1

Mr. Robert Obudho CISA, CRISC, CISM, CDPSE 2

Mr. Denis Mwangi CISA, CISM 3

Mr. James Wafula CISA, CGEIT 1

Mr. Lute Ezra Odenyo CRISC, CGEIT 2
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DOWN
1  System design that duplicates components to provide
    alternatives in case one component fails
2  Lower, for short
3  Place
4  Subside
5  Item used often in physical security, linked to
    computer authorization
7  Major value-add from cloud computing (goes with 43 across)
8  IT-related
9  Unfortunate (2 words)
13  Department over personnel
15  Ouch!
17  Meta ____
18  __ location
19  Youngsters
21  Things that are verboten (2 words)

23  Colorado state branch that employed a team of IT
      professionals to do a penetration test on their network, abbr.
25  “2001” computer
28  _____ board
30  Corrode
31  Critical element to consider when considering protection
      of customer’s information
33  Top executive
34  Settle a deal
37  Give or take
39  Physics units
40  Less at risk
41  High point
42  Aura
44  Corporation type, abbr.
45  Decade number

Crossword Puzzle
By Myles Mellor
www.themecrosswords.com

ACROSS
1   Ability to bounce back from disasters
6   Customer management system, for short
10 “Master Data Management and Data Governance”
      by Alex Berson and Larry ___
11  Prevent
12  Very insecure form of data transfer
14  Piece of printed information, for short
16  Computer and communications system
20  Useful question to ask in a security context (2 words)
22  Jason’s mythical ship
24  One time, of a data transfer

26  Type of software used to provide secure internal,
      external transfers through a network, abbr.
27  ___ Diego
29  Low cost, but is it high enough quality?
32  Deductive reasoning
34  Hacker’s target
35  Concerning
36  Being honest
38  Rules to abide by
43  See 7 down
46  Permit
47  Method of making data transfers more secure
48  Customer
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https://isaca.or.ke

Dear Members,

Please see the following offerings available:

CYBERSECURITY 
White Paper: State of Cybersecurity 2022.

@ISACA Article: Zero Trust as Security Strategy to Prevent Data Exfiltration in the Cloud.

GOVERNANCE 
ISACA Now Blog: Evaluating Governance Over DevOps Practices.

EMERGING TECH
Webinar: Future of Technology: Metaverse, Web3 and Blockchain.

Additional webinars can be found here. 

ISACA CONFERENCE 
ISACA Conference Africa 2022—Registration is now open for ISACA Conference Africa 2022, which will 
be held 20-22 July in Kampala, Uganda, and virtually. Get exclusive access to the latest tech insights and 
trends as well as networking opportunities while earning up to 32 CPE credit hours. Take advantage of 
drastically reduced pricing and register before 6th May to save an additional US $75 off registration. 

Additionally, a COBIT 2019 Foundation Workshop will be held just prior to the conference, 18-19 July, 
offering up to 14 CPEs for US $450—exam fee included.

FREE, WEEKLY CONTENT
ISACA delivers new and educational content on a weekly basis on all topics in the IT field. Listen in to 
hear industry thought-leaders and experts sharing the latest news, tips, and trends in the ever-evolving 
information and technology field: ISACA Podcast and ISACA YouTube Channel.

FREE CPE
Earn free CPEs via the ISACA Journal quizzes. If you are missing your print version of the ISACA Journal, 
go to your MyISACA Preference Center and “OPT IN” for the print version.

SUPPORT 
Please visit https://support.isaca.org for all support needs, which includes a chat option and answers to 
hundreds of frequently asked questions (FAQs). Submit only one ticket per issue. 


