Half Day Talk: Are You Ready for Cyber Attack?

Date/Time: 26 November 2019, 1:30pm - 5:30pm
Location: Sime Darby Convention Center, Kuala Lumpur

Overview

Cyber attacks continue to make headlines. The cyber threat
landscape is constantly changing and new threats are
emerging on a daily basis. Organizations have to defend
against every kind of attack, whereas an attacker just needs to
find one flaw to penetrate the organizations

In BNM RMiT’s requirements, organization is required to
develop a comprehensive Cyber Incident Response Procedure
(CIRP) and conduct annual cyber drill exercise to test the
effectiveness of its CIRP.

With that, ISACA Malaysia Chapter is proud to introduce, by
popular request, a Members Talk on “Are You Ready for Cyber
Attack" focusing on cyber incident response concept and
process. The speakers will share their experiences on the
methodology, challenges in implementing Cyber Incident
Response, and its critical success factors.
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The participants will also have a chance to participate with an
interactive game on how to response to an cyber attack
scenario. This will allow participants to have a better idea and
may improve on their existing CIRP.

Key Takeaways

@)

Understand what is Cyber Incident Response - The plan,
methodology and approach

The key impacts to anticipate should organizations do not have
a Cyber Incident Response Plan in place

Challenges in plan implementation and its success factors
Learn to plan and act on Cyber Incidents through an interactive
simulation game

Who Should Attend

This talk is suitable for security professionals, auditors, advisors,
etc. who want to have a better understanding on Cyber Security
Incident response.

3 CPE hours
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Half Day Talk: Cyber Security Incident Response

Our Speakers

Leonard Sim
Agenda

1:30pm  Registration

2:00pm  Cyber Incident Response methodology, impacts
and success factors

2:30pm  Break / Networking

3:00pm  Kaspersky Interactive Protection Simulation (KIPS):

Leonard Sim joined Kaspersky in Nov 2017 as the Head of
Presales for the APAC region. In this role, he currently leads
the team of presales managers and engineers across the Asia
Pacific region, providing presales support on all Kaspersky
Lab solutions to address the cyber security needs and
requirements from customers and partners. ‘
Prior to joining Kaspersky Lab, Leonard was in various presales and sales engineering

roles across multiple global cyber security vendors, for more than 15 years. He is armed Learn to plan and act in the event of a cyberattack
with an extensive range of knowledge from cloud security, email security to software-as- 5:15pm Q & A Session
a-service, and has driven successful sales closure in collaboration with the sales teams. 5:30pm The End

Victor Chu

Victor Chu joined Kaspersky as the Head of Systems
Engineering for South East Asia (SEA) region, bringing with
him 19 years of ICT industry experience. He is tasked to lead
pre-sales and consultative technical direction and roadmap
in the area of enterprise cybersecurity which enable
organizations to build maturity in solving the challenges of
managing security risks and operations.

Containment
Detection & Eradication Post-Incident
Preparation Analysis & Recovery Activity

Prior to joining Kaspersky, Victor held various technical and advisory roles at leading
networking and cyber-security vendors including IBM Security. His experiences
encompass design thinking, enterprise security architecture, identity governance and
agcess management, security operations and response, data security and protection,
'nteirnetworking architecture.
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Details and Registrations

Sime Darby Convention Gentre
14, Jalan Bukit Kiara 1,
60000 Kuala Lumpur, Malaysia.

Event: Half Day Talk : Are You Ready for Cyber Attack? Revistration vi
Cngt].’athIl via
Date: 26 November 2019 ISACA Malaysia

Time: 1:30pm to 5:30pm Chapter Website
Only!
Venue: Level R, Roof Garden Lounge, :

. . SRI HARTAMAS
Sime Darby Convention Centre,
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Jalan Bukit Kiara 1, 60000 Kuala Lumpur. BUKIT KIARA Heliova BUKIT % KUALA
Fees: Free for ISACA members e eotcs S e oy

RM 150 for non members guest (for paying guest, please contact Mr Seelan) Equestrian Glub ® Commission Mgama“*"‘“ CENTRE
Contact: Mr Seelan, ISACA Office Administrator KLGCC ® '“:A” o 2
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As good practice, ISACA Malaysia Chapter is informing you that your personal data Fom mmf’ivem'“”:'i"“:im % Monara
will be processed, retained and used by ISACA Malaysia Chapter in relation to this TIDI ““:“'“’ ASTIN % e .
training event. Your personal data may also be retained and used by ISACA EASHN e ooy
Malaysia Chapter to market and promote training events conducted by ISACA FETALING JAYA cete® _
Angkasapuri &

Malaysia Chapter.

Reservations & Registrations:
Seats are LIMITED. Please register via ISACA MY Chapter website (https://isaca.org/malaysia).

ISACA Malaysia Chapter reserves the right to change the venue, date, speakers, and programme or to cancel the programme should unavoidable circumstances arise. If applicable, a full refund of fees will
be made in the event of cancellation.

Payment Details:
Fees are not refundable once registration is confirmed, however, replacements may be sent. Cheques should be made payable to “Information Systems Audit And Control Association” and mailed to:
ISACA Malaysia Chapter, Unit 916, 9th Floor, Block A, Damansara Intan, No.1, Jalan SS 20/27, 47400 Petaling Jaya, Selangor.

Alternatively, payment can be banked-in to: Maybank Account number — 512231822725. Bank in slip or Internet Banking confirmation MUST be faxed to 03-7726 1257 or emailed to
officeadmin@isaca.org.my, with a cover note stating Event Name, Organisation / Participant(s) Name and Amount Banked In. Payment will not be recognised without this cover note.
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