Half Day Talk: Third Party Security Assessment &

Today’s Search Engine — Friend or Foe

Date/Time: 26 June 2019, 2:00 — 5:30pm
Location: Sime Darby Convention Center, Kuala Lumpur

Overview

Organisations today understand the need to periodically conduct
information security assessment. This assessment is important and can
assist organisations in understanding and staying alert for security risks
and threats that may exist within their environment and even
externally. These security risks, if left unmanaged, may present a
negative impact to any organisation (eg. financial, image, reputation,
etc).

Highlight: Third Party Security Assessment — Risk and Pitfall to avoid

*  Who and what is a Third Party

* Understanding and expanding third party ecosystem across the
organization

* Third party due diligence — From on boarding to continuous
monitoring

* Key challenges risk and pit fall in managing Third Party risk

* Third party risk management tools and framework

* Real world use cases

Who Should Attend

This talk is suitable for security professionals, auditors, advisors, etc.
who want to have a better understanding on third party security
assessment and today’s search engine.
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The world wide web got ubiquitous and pervasive in our lives and
organizations. Search engines try to locate, sort and catalogue the web
and help us find the wanted information but at the same time, face great
challenges in information leakage. “Google Hacking” has been
established as acronym for the use of search engines to gain attack
vectors or to find confidential information or privacy threats via search
queries.

Highlight: Today’s Search Engine — Friend or Foe?

* History of Search engines

* Anatomy of Search engines

* Information leakage - Horror Stories

* Google simple and advance search tips

* Google underground search tricks

* Few interesting search results (Live Demo)

* Introduction to various automated tools for ethical googling (Live
Demo)

* Introduction to other search engines for Penetration Testers and
Auditors

* Mitigation strategy for protection against information leakage

* Summary & Conclusions
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Half Day Talk: Third Party Security Assessment &
Today’s Search Engine — Friend or Foe

Our Speakers

Abbas Kudrati
Chief Cyber Security Officer, Microsoft Asia

As the Chief Cybersecurity Officer for Microsoft Asia’s Enterprise
Cybersecurity Group, Abbas Kudrati, leads Microsoft’s initiatives
and operations to provide thought leadership, strategic direction
on the development of Microsoft security products and services
and deep customer and partner engagement across Australia,
India and ASEAN region. He consults with governments, critical }
infrastructure organizations and enterprises to enable them to

secure corporate data and manage risk while taking advantage of |
the opportunities presented by today’s intelligent cloud, intelligent

edge world.
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Agenda
1:30pm
2:00pm

3:30pm
3.45pm
4:15pm
5:00pm
5:30pm

Abbas has extensive experience in consulting organizations on cybersecurity strategies and
educating and mentoring cybersecurity experts. Prior to joining Microsoft in 2018, Abbas was the
Chief Information Security Officer at KPMG Australia where he was responsible for leading the
information security, governance, risk and privacy protection programs for more than 20 offices
across Australia, Fiji, and Papua New Guinea. His list of achievements in this role includes certifying
KPMG Australia against ISO 27001 and the early adoption of the NIST Cybersecurity Framework.

Abbas is also a part-time Professor of Practice in Cybersecurity with LaTrobe University and an

cEe studies.
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:xecutive Advisory Board Member for Cybersecurity with Deakin University in Melbourne Australia.
ssionate about teaching and mentoring the next generation of cybersecurity professionals, Abbas
ntly speaks at cybersecurity seminars and events, and has published number of articles and

Registration

Third Party Security Assessment

— Risk and Pitfall to Avoid

Q & A Session

Break / Networking

Today’s search engine — Friend or Foe
Q & A Session

The End




Details and Registrations

Sime Darby Convention Gentre
14, Jalan Bukit Kiara 1,
60000 Kuala Lumpur, Malaysia.

Event: Half Day Talk : Third Party Security Assessment & Revistration vi
. . egistration via
Today’s Search Engine — Friend or Foe ISACA Malaysia
Date: 26 June 2019 (Wed) Chapter Website

Time: 2.00pm to 5.30pm Only!

Venue: Sime Darby Convention Centre, 1A, Jalan Bukit Kiara 1,
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training event. Your personal data may also be retained and used by ISACA ¢ FASTIN Z gwrfa
Malaysia Chapter to market and promote training events conducted by ISACA 5 Mf@w .
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Reservations & Registrations:
Seats are LIMITED. Please register via ISACA MY Chapter website (https://isaca.org/malaysia).

ISACA Malaysia Chapter reserves the right to change the venue, date, speakers, and programme or to cancel the programme should unavoidable circumstances arise. If applicable, a full refund of fees will
be made in the event of cancellation.

Payment Details:
Fees are not refundable once registration is confirmed, however, replacements may be sent. Cheques should be made payable to “Information Systems Audit And Control Association” and mailed to:
ISACA Malaysia Chapter, Unit 916, 9th Floor, Block A, Damansara Intan, No.1, Jalan SS 20/27, 47400 Petaling Jaya, Selangor.

Alternatively, payment can be banked-in to: Maybank Account number — 512231822725. Bank in slip or Internet Banking confirmation MUST be faxed to 03-7726 1257 or emailed to
officeadmin@isaca.org.my, with a cover note stating Event Name, Organisation / Participant(s) Name and Amount Banked In. Payment will not be recognised without this cover note.
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