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"It takes 20 years to build a reputation 

and five minutes to ruin it." --

—Warren Buffett



Digital Economy 
and Data
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Our personal digital footprint, an ineradicable

record of every electronic interaction, just keeps

increasing. Your email traffic, internet search

history, geotagged images on our smartphone

and social media sites, retail purchases, loyalty

program transactions, invoice payments, toll

road payments and medical records all add to the

unique tread that makes up the footprint.

People’s day-to-day movements are often so

predictable that even anonymised location data

can be linked back to identified individuals with

relative ease when it is correlated with other

outside information. Apparently our movement

patterns are so repetitive and predictable that as

few as 4 data points that include date and time

are enough to identify an individual.



Data Protection 
Laws
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Let’s Dispel Some Myths



Privacy ≠ Secrecy

Privacy is not about having 
something to hide



Privacy = Control



• Data protection is about safeguarding our 
fundamental right to privacy, which is enshrined in 
international and regional laws and conventions.

• Data protection is commonly defined as the law 
designed to protect your personal information, 
which is collected, processed and stored by 
“automated” means or intended to be part of a 
filing system







GENERAL DATA 
PROTECTION 
REGULATION
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“Risk Management should be 
enterprise wide and engrained 
into the business culture of the 
organization”. 
Julie Dickerson
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• A privacy impact assessment is a 

systematic assessment of a project that 

identifies the impact that the project 

might have on the privacy of 

individuals, and sets out 

recommendations for managing, 

minimising or eliminating that impact. 

• PIAs are an important component in the 

protection of privacy, and should be 

part of the overall risk management and 

planning processes of APP entities. 



• A PIA can identify problems and 

opportunities early and make it easier 

and cheaper to address them. It’s much 

simpler to build in good privacy 

management throughout the process, 

rather than trying to bolt it on at the 

end. 

• It will not be possible to identify and 

eliminate every risk, or identify every 

opportunity, and a PIA does not aim to 

do so. However, it gives you a good 

chance of identifying the most serious 

and the most likely problems. 
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Privacy by Design



Positive-Sum Model: The Power of “And”

Change the paradigm 

from a zero-sum to 

a “positive-sum” model:

Create a win-win scenario, 

not an either/or (vs.)

involving unnecessary trade-offs

and false dichotomies …                      

replace “vs.” with “and”



Privacy by Design:

The 7 Foundational Principles

www.ipc.on.ca/images/Resources/7foundationalprinciples.pdf

1. Proactive not Reactive: Preventative, not 

Remedial;

2. Privacy as the Default setting;

3. Privacy Embedded into Design;

4. Full Functionality: Positive-Sum, not 

Zero-Sum;

5. End-to-End Security: Full Lifecycle 

Protection;

6. Visibility and Transparency: Keep it 

Open;

7. Respect for User Privacy: Keep it User-

Centric.



WHAT STEPS CAN 
YOUR 

ORGANISATION  
TAKE
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https://www.eugdpr.org/
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Buy In from the

Top

Appoint a Point 

Person or Team

KYD

Know Your Data

Legal Compliance 

Requirements

Analyse Your Risk Process

1 2 3 4 5 7 9 1086

Policy Training and Awareness

Monitor

Audit



•

•

•



Buy In from the

Top

Appoint a Point 

Person or Team

KYD

Know Your Data

Legal Compliance 

Requirements

Analyse Your Risk

Policy

1 2 3 4 5 6 9 1087

Process

Training and Awareness

Monitor

Audit



•

•

•



•

•

➢

➢

➢

➢



Buy In from the

Top

Appoint a Point 

Person or Team

KYD

Know Your Data

Legal Compliance 

Requirements

Analyse Your Risk

Policy

Process

1 2 3 4 5 6 7 9 108

Training 

and 

Awareness

Monitor

Audit



•

•



Buy In from the

Top

Appoint a Point 

Person or Team

KYD

Know Your Data

Legal Compliance 

Requirements

Analyse Your Risk

Policy

Process

Training and Awareness Audit

1 2 3 4 5 6 7 108

Monitor

9



•

•

•

•

•



Buy In from the

Top

Appoint a Point 

Person or Team

KYD

Know Your Data

Legal Compliance 

Requirements

Analyse Your Risk

Policy

Process

Training and Awareness

Monitor

1 2 3 4 5 6 7 98 10

Audit



•

•

•

•

•

•

•



The Bottom Line

Privacy should be viewed as a 
business issue, not a        

compliance issue

Think strategically and transform privacy into 

a competitive business advantage



Cost of Taking the Reactive Approach          
to Privacy

Proactive

Reactive

Class-Action

Lawsuits

Damage to 

One’s Brand

Loss of Consumer Confidence             

and Trust




