SASIG Daily Webinars 7June 11June

Monday 7 June 2021, 11am-12noon (BST)
Authors of their own misfortune: Accidental managers and the onset of crisis
https://www.thesasig.com/calendar/event/21-06-07-incident/
The term crisis is often used incorrectly. At its core, the notion of a crisis can be seen to imply that an organisation is close to, or has passed, the point at which organisational controls have already failed catastrophically. It also implies the organisation may not be able to contain the task demands it faces and additional resources are needed in order to address those challenges. However, crisis – along with the notion of risk – is often misused, and invariably applied to high profile and catastrophic events. There is another aspect of the crisis process that concerns the day-to-day management practices that can embed the vulnerability for failure within the very systems and processes that managers are in place to manage! Put another way, managers become the ‘authors of their own misfortune’ by generating the foundational elements for failure that are exposed by a triggering event.

Tuesday 8 June 2021, 11am-12noon (BST)
How to beat the cybersecurity culture blocks II - Building on your experience
https://www.thesasig.com/calendar/event/21-06-08-awareness/
Our first How to beat the cybersecurity culture blocks webinar created a sharing forum. From this we developed practical approaches and tips to overcome the four common blocks to cybersecurity culture success — and shared it. In this second webinar, we delve deeper into these four blocks. Your peers will share what they have done to tackle these blocks and the impact their efforts have had.
Find the report at thesecuritycompany
How to beat the Cybersecurity culture blocks
https://www.thesecuritycompany.com/cybersecurity-culture-blocks/
In minimising cyber risk and maximising resilience to cyber threats, your organisation’s cybersecurity culture is critical. And whatever the firmographics and demographics of a business, there will always be blocks barring your way to the creation of the required cybersecurity culture. This report is an easy-to-follow guide to the four most common blocks to cybersecurity culture success and a compilation of the practical, proven steps you can take to overcome them.
Block One – Getting your message across
Block Two – Engaging stakeholders entrenched in team silos
Block Three – Getting the board to take the lead
Block Four – Demonstrating your business impact



Wednesday 9 June 2021, 11am-12noon (BST)
MITRE ATT&CK Mania: A guide to understanding vendor positioning and why it matters
https://www.thesasig.com/calendar/event/21-06-09-intelligence/
The MITRE Engenuity ATT&CK Framework has become an integral part of IT security. Every year, MITRE Engenuity tests the most important Endpoint Detection and Response (EDR) manufacturers and checks how well they perform in a real attack scenario. The results are always eagerly awaited as they are an important decision-making tool for companies when determining their security strategy.
In this webinar, you will get a detailed insight into the criteria used for the evaluation, the results, and how they should be interpreted, plus:
· Why the ATT&CK evaluation is relevant for your company
· How the ATT&CK evaluation is tested
· How to evaluate the results most effectively
· How SentinelOne compares to other manufacturers

Thursday 10 June 2021, 11am-12noon (BST)
Members Only 
The Chief’s Brief with Simon Hodgkinson, Senior Development Director and Advisor, Reliance acsn
https://www.thesasig.com/calendar/event/21-06-10-evening/
Simon brings over 35 years of experience in the information technology and cybersecurity sectors. Most recently, he spent 18 years working for BP in a variety of global roles, including Group Chief Information Security Officer and VP of Global Infrastructure. Having been for so long an information security leader and practitioner in complex and challenging Information Technology and Operation Technology environments, he is rightly recognised by his peers as one of cybersecurity’s leading experts. We are privileged to hear more about his career, discuss his views of the international threat landscape, and learn about his personal journey to, and his work at, the highest echelons of global cybersecurity.
This meeting is restricted to SASIG members only and the Chatham House Rule will apply. Registration closes at 10.30am on Thursday 10th June 2021.

Friday 11 June 2021, 11am-12noon (BST)
Members Only 
SASIG Academy Session 2 - Identifying the conscious/unconscious insider threat
https://www.thesasig.com/calendar/event/21-06-11-welfare/
Join the experts for a deep dive into insider threat risk as organisations action their plans to re-enter office environments in the next phase of post-pandemic life. Does your security culture strategy factor in colleague wellbeing? If it didn’t before, it certainly should now.

From ISACA 

NEW PUBLICATIONS
· COBIT Focus Area: Information & Technology Risk
•     State of Cybersecurity 2021, Part 1: Global Update on Workforce Efforts, Resources and Budgets
https://www.isaca.org/go/state-of-cybersecurity-2021
· Blockchain Risk: Considerations for Professionals
· IT Business Continuity/Disaster Recovery Audit Program

PODCASTS
· Supply Chain Security Considerations 
· The Relationship Between Privacy and Research
https://www.isaca.org/resources/news-and-trends/isaca-podcast-library/the-relationship-between-privacy-and-research


