
Notes  13th May 22

ISACA Scotland Weekly Email 13th May 22
Events and news from ISACA , SASIG and around the web 

Save The Date – ISACA Scotland AGM and Training Day- 14th June at 
RSE Edinburgh and online – open to non members. 
Planning is well in hand - we have 4 great speakers on hot topics such 
as
> Threat Intelligence and Incident Response

> Letting your database do your compliance

>  Impact of ISO/IEC 27002 Revision

>  AI & GDPR
ISACA members attending in person will receive a gift on production of their 
membership number
CPEs will be issued for full and part attendance 
Keep an eye out for the registration link email 

Presenters

Want to present at a future event ?  Contact newsletter@isaca-

scotland.org.uk

Jobs

Got a job to advertise ?  ontact newsletter@isaca-scotland.org.uk 



SASIG

Monday 16 May 2022, 11am-12noon (BST)

How to cope with information overload 

https://www.thesasig.com/calendar/event/22-05-16-welfare/

We’ve gathered a panel of cybersecurity and wellbeing experts to share 
practical tips for overcoming information overload and supporting better 
mental health that we can sustain day to day.

Wednesday 18 May 2022, 11am-12noon (BST)

Anticipate and defend against adversaries targeting SaaS and IaaS

https://www.thesasig.com/calendar/event/22-05-18-supply/

Misconfigured APIs, over-exposed sensitive data, and shadow admins are 
just some of the SaaS security challenges organisations face today. In this 
session, Varonis’ Scott Walker will take us on a deep dive into some of the 
most common attack scenarios and cover steps you can take to secure your 
SaaS and IaaS environments.

Thursday 19 May 2022, 4pm-6pm (BST)

Cybersecurity meets AI 

https://www.thesasig.com/calendar/event/22-05-19-aiiot/

In-person event

A joint event between the University of Surrey’s Centre for Cyber Security 
and the SASIG, the UK’s premier cybersecurity network.



Friday 20 May 2022, 11am-12noon (BST)

Beyond The Lazarus Heist – The nation-state/cybercrime nexus

https://www.thesasig.com/calendar/event/22-05-20-cybercrime/

The Lazarus Group is accused of carrying out a decade of cyber attacks on 
behalf of the North Korean Government. In his forthcoming book, author 
and investigative journalist Geoff White takes you inside the hidden world 
of this gang and its global network of criminal accomplices.

ISACA ONLINE

Hot Topics in ISACA Exchange Forums

Audit and Assurance 

• Auditing Windows 10 workstations

audited/assessed the use of SeleniumBasic

Information and Cybersecurity

• Security Roadmap Template

Cybersecurity managers with a direct line to executive boards

Two Factor Authentication Frequency – session or daily

Risk Management 

• A case for a new breed of Security GRC  

COBIT and Frameworks

• Integrating MITRE With COBIT: Goals Cascading From the 
Strategic to Tactical Levels

https://engage.isaca.org/communities/community-home/digestviewer/viewthread?MessageKey=db8b065e-459a-4fbd-a763-5116bb4a6a23&CommunityKey=95f2e3a3-918e-4499-b328-051b373a77c0&bm=db8b065e-459a-4fbd-a763-5116bb4a6a23


New! DIGITAL TRUST
http://www.isaca.org/digital-trust
Digital trust is the confidence in the relationship and transactions among 
providers and consumers within the digital ecosystem. By playing a leading role
in advancing digital trust, the ISACA community will be at the forefront of 
creating a trusted digital ecosystem that will lead to stronger bonds between 
enterprises and their customers, sustainable business models and a thriving 
workforce throughout the digital trust professions. 

On 4 May, ISACA will launch its portfolio of digital trust resources, including a
free white paper, articles, videos and more. Resources in development include: 
a course, a webinar, global research, and a digital trust framework coming at the
end of this year. 

ISACA Europe  Rome  19-21 October Hybrid Event
In Person $1395  Virtual $795 ( exclusive of 22% VAT which is applicable 
to both prices)
https://store.isaca.org/s/community-event?
id=a334w000004h7yFAAQ&utm_source=sfmc&utm_medium=email&utm_ca
mpaign=20220512_Europe2022&utm_term=banner_cta&utm_id=201199&sfm
c_id=98399198

Integrating MITRE With COBIT: Goals Cascading From the Strategic
to Tactical Levels
https://www.isaca.org/resources/isaca-journal/issues/2022/volume-3/
integrating-mitre-with-cobit

Auditing Emerging Technologies: Facing New-Age Challenges
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-2/auditing-
emerging-technologies

As always, 72 free CPEs are available to you through your ISACA 
membership. 
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz
https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES
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https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support
https://support.isaca.org/.

Did you know we have a library of helpful responses to frequently asked 
questions about accessing the website and its resources ? You might 
discover an immediate answer to your questions in our help articles:

Please visit https://support.isaca.org for all support needs, which includes a 
chat option and answers to hundreds of frequently asked questions (FAQs). 
Submit only one ticket per issue.

ISACA Volunteer Opportunities 

http://engage.isaca.org/volunteeropportunities

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

Graduate Apprenticeship Programmes
Several universities are  offering this opportunity - Happy to 
add them if they  provide contact details 

Glasgow Caledonian University 
 The Graduate Apprenticeship Programmes including the Graduate 
Apprenticeship MSc Masters Cyber Security and the BSc Cyber 
Security both Programmes are fully funded and you need to be 
working in security role in Scotland with a Scottish post code 
address

https://www.gcu.ac.uk/study/graduateapprenticeships/

Ronnie Beattie would be delighted to hear from interested 
candidates for both Programmes
ronnie.beattie@gcu.ac.uk  and 0771 4715286

https://www.gcu.ac.uk/study/graduateapprenticeships/
https://www.isaca.org/resources/news-and-trends/tips-column-archives
http://engage.isaca.org/volunteeropportunities
https://support.isaca.org/
https://support.isaca.org/
https://www.isaca.org/resources/news-and-trends/tips-column-archives


The Robert Gordon University Graduate Apprenticeship in MSc Cyber 
Security

The 18-month fully funded course consists of four taught modules and a 
capstone project. It has two start dates (September and February) and is 
available to applicants who are employed in a role related to the course of study,

and who have the right to live and work in Scotland. The course is delivered 
primarily online, in addition to an on-campus workshop per taught module. 

For more details and to apply, please visit:

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-
cyber-security

--------------------------------------

Other Webinar  s  

AWS Database Modernization Week, a webinar series 
May 17th – May 19th  3 daily talks 9.30-2.00 UK time
https://pages.awscloud.com/database-modernization-week-register.html
Amazon Aurora, Amazon DynamoDB,  Amazon Open Source Relational 
Databases Services, Amazon RDS Custom for Oracle

How to Create a Successful Attack Surface Management Program
Palo Alto   May 24th  10:00 CEST  9am UK
https://register.paloaltonetworks.com/
attacksurfacemanagementbuyersguidethingstoconsider/

Themed K8
Secure Your Kubernetes Apps from Attacks with NGINX 
Wednesday, May 18, 2022     10:00 AM BST | 11:00 AM CEST
https://www.nginx.com/resources/webinars/secure-your-kubernetes-apps-
from-attacks-with-nginx-apcj/

Deploying Kubernetes in an air-gapped environment   D2IQ Video

https://register.paloaltonetworks.com/attacksurfacemanagementbuyersguidethingstoconsider/
https://register.paloaltonetworks.com/attacksurfacemanagementbuyersguidethingstoconsider/
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https://www.nginx.com/resources/webinars/secure-your-kubernetes-apps-from-attacks-with-nginx-apcj/
https://pages.awscloud.com/database-modernization-week-register.html
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security


https://go.d2iq.com/
NjQwLVdTWi0xNjUAAAGESYAkx8AnCEsNKW5iKlGUqPXYfLPLPrp0
P7LQhI3Z4yHiee2IcWchF1C7ie7aQ4CSkKDgxeU=

The Kubernetes Security Auditor’s Guide  D2IQ
https://s3.us-east-2.amazonaws.com/d2iq.com/resources/guide/D2iQ-
Auditors-Guide-Brief.pdf

How to monitor Kubernetes audit logs   DataDog
https://www.datadoghq.com/blog/monitor-kubernetes-audit-logs/

-------

Around The Web

Five Eyes Alliance Warns MSPs About Targeted Cyberattacks
Protecting Against Cyber Threats to Managed Service Providers 
and their Customers 
https://www.cisa.gov/uscert/sites/default/files/publications/AA22-
131A_Protecting_Against_Cyber_Threats_to_MSPs_and_their_Customers
.pdf

NCSC Cloud security guidance refreshed
https://www.ncsc.gov.uk/collection/cloud

CyberScotland Bulletin May 2022
https://www.cyberscotland.com/may-2022/

Public consultation on the Scottish Biometrics Commissioner’s Code of 
Practice
Closes 1st June
https://www.biometricscommissioner.scot/news/public-
consultation-on-the-scottish-biometrics-commissioner-s-code-of-
practice/
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Conformity Assessments and Post-market Monitoring: A Guide to the Role
of Auditing in the Proposed European AI Regulation

https://link.springer.com/content/pdf/10.1007/s11023-021-09577-
4.pdf

Scottish AI Submit Sessions  Now Available to View
https://www.scottishaisummit.com/photos-and-videos

API key leak detection  - TruffleHog v3: tool adds support for more 
than 600 types

many of today’s SaaS applications are built in a way that 
“encourages frontend applications to contain keys in their 
JavaScript”.

https://portswigger.net/daily-swig/trufflehog-v3-api-key-leak-
detection-tool-adds-support-for-more-than-600-types

Securely Scaling the Myriad APIs in Real-World Backend Platforms

18 Apr 2022 10:34am, by Gary Archer 
 https://thenewstack.io/securely-scaling-the-myriad-apis-in-real-world-backend-
platforms/

 

GartnerTop Trends in Cybersecurity 2022

https://www.gartner.com/doc/reprints?id=1-
29SXZZ0B&ct=220421&st=sb

On Monday, Gizmodo showed you how much money you have today if you 
invested in various cryptocurrencies six months ago.
https://gizmodo.com/bitcoin-crypto-6-months-price-ether-cardano-
ripple-bnb-1848898659

CISCO Secure Endpoint Inforgraphic
https://dbac8a2e962120c65098-
4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/top-5-
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