
Notes  27th May 22

ISACA Scotland Weekly Email 27th May 2022
Events and news from ISACA , SASIG and around the web 

Save The Date – ISACA Scotland AGM and Training Day- 14th June at 
RSE Edinburgh and online – open to non members. 

ISACA members attending in person will receive a gift on 
production of their membership number
CPEs will be issued for full and part attendance 

AGENDA & REGISTRATION

ISACA Members can register themselves via the register button on the AGENDA page in 
order to  to receive CPE for attendance and in person attendance gift

https://engage.isaca.org/scottishchapter/events/eventdescription?CalendarEventKey=ebe1f61f-4ce9-
4976-95e4-5c1839ae6cbc

NON  Members  are  welcome  and  can  register  via  this  Eventbrite  link
https://www.eventbrite.co.uk/e/isaca-scotland-chapter-agm-training-day-rse-edinburgh-14th-
june-2022-tickets-350565148797

DETAILS ABOUT ONLINE ACCESS  WILL BE  EMAILED  TO THOSE REGISTERED
NEARER THE EVENT 

Presenters
Want to present at a future event ?  Contact newsletter@isaca-scotland.org.uk

Jobs
Got a job to advertise ?    Contact newsletter@isaca-scotland.org.uk

SASIG Webinars

DUE TO THE PUBLIC HOLIDAYS THERE IS ONLY ONE SASIG EVENT NEXT WEEK

Monday 30 May 11am 
When IT and security operations marry https://www.thesasig.com/calendar/event/22-05-30-resilience/

For most organisations, security and IT operations work in isolation, and potentially even against 
each other. And yet, how the two interact makes a huge difference in how fast your organisation can 

mitigate issues. Join us to learn how to unite them so they work together in harmony instead.

https://www.thesasig.com/calendar/event/22-05-30-resilience/
https://www.eventbrite.co.uk/e/isaca-scotland-chapter-agm-training-day-rse-edinburgh-14th-june-2022-tickets-350565148797
https://www.eventbrite.co.uk/e/isaca-scotland-chapter-agm-training-day-rse-edinburgh-14th-june-2022-tickets-350565148797
https://engage.isaca.org/scottishchapter/events/eventdescription?CalendarEventKey=ebe1f61f-4ce9-4976-95e4-5c1839ae6cbc
https://engage.isaca.org/scottishchapter/events/eventdescription?CalendarEventKey=ebe1f61f-4ce9-4976-95e4-5c1839ae6cbc


SASIG

Monday 30 May 11am 
When IT and security operations marry 
https://www.thesasig.com/calendar/event/22-05-30-resilience/

For most organisations, security and IT operations work in isolation, and potentially even 
against each other. And yet, how the two interact makes a huge difference in how fast your 

organisation can mitigate issues. Join us to learn how to unite them so they work together in 
harmony instead.

ISACA Online
Hot Topics in ISACA Exchange Forums

Audit and Assurance

• Threat Assessment

Information and Cybersecurity

• Risk mitigation when opening up office space (and IT resources) to 
third parties

Risk Management

• Risk Acceptance Template
• GRC Tools used for Risk Management

COBIT and Frameworks

• Balanced Scorecard (BSC) Dimension in COBIT 

ISACA-Silicon Valley Spring Conference   Virtual & Free

June 1 & 2, 2022 - 9 AM to 4:30 PM PDT  Up to 12 CPE

Note time difference UK = 1700-0.30

https://www.isacasvconference.com/

https://www.thesasig.com/calendar/event/22-05-30-resilience/
https://www.isacasvconference.com/


ISACA Europe  Rome  19-21 October Hybrid Event
In Person $1395  Virtual $795 ( exclusive of 22% VAT which is applicable 
to both prices)
https://store.isaca.org/s/community-event?
id=a334w000004h7yFAAQ&utm_source=sfmc&utm_medium=email&utm_ca
mpaign=20220512_Europe2022&utm_term=banner_cta&utm_id=201199&sfm
c_id=98399198

As always, 72 free CPEs are available to you through your ISACA 
membership. 
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz
https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support
https://support.isaca.org/.

Did you know we have a library of helpful responses to frequently asked 
questions about accessing the website and its resources ? You might 
discover an immediate answer to your questions in our help articles:

Please visit https://support.isaca.org for all support needs, which includes a 
chat option and answers to hundreds of frequently asked questions (FAQs).
Submit only one ticket per issue.

ISACA Volunteer Opportunities 

http://engage.isaca.org/volunteeropportunities

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

Graduate Apprenticeship Programmes
Several universities are  offering this opportunity - Happy to 
add them if they  provide contact details 

https://www.isaca.org/resources/news-and-trends/tips-column-archives
http://engage.isaca.org/volunteeropportunities
https://support.isaca.org/
https://support.isaca.org/
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Glasgow Caledonian University 
 The Graduate Apprenticeship Programmes including the Graduate 
Apprenticeship MSc Masters Cyber Security and the BSc Cyber 
Security both Programmes are fully funded and you need to be 
working in security role in Scotland with a Scottish post code 
address
https://www.gcu.ac.uk/study/graduateapprenticeships/

Ronnie Beattie would be delighted to hear from interested 
candidates for both Programmes
ronnie.beattie@gcu.ac.uk  and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc Cyber 
Security

The 18-month fully funded course consists of four taught modules and a 
capstone project. It has two start dates (September and February) and is 
available to applicants who are employed in a role related to the course of study,

and who have the right to live and work in Scotland. The course is delivered 
primarily online, in addition to an on-campus workshop per taught module. 

For more details and to apply, please visit:

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-
cyber-security

--------------------------------------

Other Webinar  s  

'The risk of ransomware to your Microsoft 365 data' 

Tuesday 31st May at 10am BST | 11am CEST.

https://lp.barracuda.com/BEU-EMEA-WBN-20220531-CCB-Ransomware_LP-
Registration1.html

https://lp.barracuda.com/BEU-EMEA-WBN-20220531-CCB-Ransomware_LP-Registration1.html
https://lp.barracuda.com/BEU-EMEA-WBN-20220531-CCB-Ransomware_LP-Registration1.html
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security
https://www.gcu.ac.uk/study/graduateapprenticeships/


'Incident Investigations' Belkasoft  starts 1 June

free self-paced course Incident Investigations complimentary for 
Belkasoft LinkedIn followers
https://belkasoft.com/forms/incident-investigations-training

Cyber Scotland Events

NCSC’s “Exercise in a Box”
 https://www.sbrcentre.co.uk/events
Exercise in a Box ‘Digital Supply Chain’ via MS Teams – 16th June 9.30am
Exercise in a Box, ‘Ransomware’ Live Event, Dundee, 22nd June 9.30am
Exercise in Box ‘Micro Exercises’ Sessions via MS Teams – 28th June
 In Person Exercise in a Box Workshops, Dundee, Scottish Business 
Resilience Centre, 22 June 9.30am -12.30pm ( held at the new 
cyberQuarter which is located within the Abertay University)

---------------------------------------

Around The Web

Government Cyber Security Advisory Board - Applications are now 
open

https://www.gov.uk/government/news/government-cyber-security-
advisory-board

CyberScotland Technical Bulletin May 2022
https://www.cyberscotland.com/technical-bulletin-may-2022/

Nutanix  2022 Enterprise Cloud Index (ECI) 
https://www.nutanix.com/enterprise-cloud-index

https://belkasoft.com/forms/incident-investigations-training
https://www.nutanix.com/enterprise-cloud-index
https://www.gov.uk/government/news/government-cyber-security-advisory-board
https://www.gov.uk/government/news/government-cyber-security-advisory-board
https://www.sbrcentre.co.uk/events


Hidden Dangers in the Cloud Control Plane are classified as 
LOCAL, bypass firewalls and allow C2

https://www.mitiga.io/blog/misconfiguration-hidden-dangers-cloud-
control-plan

Zoom Security Bulletins – Keep Software Up to Date

https://explore.zoom.us/en/trust/security/security-bulletin/

OFCOM : Best and worst telecoms customer service 2021

https://www.ofcom.org.uk/news-centre/2022/best-and-worst-
telecoms-customer-service-revealed

Irish Council for Civil Liberties
Real-Time Bidding  The Biggest Data Breach 
https://www.iccl.ie/wp-content/uploads/2022/05/Mass-data-breach-of-
Europe-and-US-data-1.pdf

ICO fines facial recognition database company Clearview AI Inc more than
£7.5m and orders UK data to be deleted

https://ico.org.uk/about-the-ico/news-and-events/news-and-blogs/
2022/05/ico-fines-facial-recognition-database-company-clearview-
ai-inc

Your Echos are Heard: Tracking, Profiling, and Ad Targeting in the 
Amazon Smart Speaker Ecosystem

https://arxiv.org/pdf/2204.10920

Developers think these five technologies will be the next big thing

https://www.zdnet.com/article/developers-think-these-five-technologies-will-be-the-next-big-thing/
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Tools for Managing Open Source Programs 

https://www.linuxfoundation.org/tools/tools-managing-open-source-programs/

FINOS Reference free and open source software (FOSS) Policy for Financial 
Services Institutions

https://github.com/finos/reference-foss-policy

FINOS Open Source Readiness

Special Interest Group

https://osr.finos.org/

Deepfake attacks can easily trick live facial recognition systems 
online

https://www.theregister.com/2022/05/22/ai_in_brief/?
td=keepreading-top

How to Detect a Deepfake Online: Image Forensics and Analysis of 
Deepfake Videos
https://sensity.ai/blog/deepfake-detection/how-to-detect-a-
deepfake/

Curity API Security Marturity Model
https://curity.io/resources/learn/the-api-security-maturity-model/

Does GraphQL API Introduce New Security Risks?
https://devops.com/does-graphql-introduce-new-security-risks/

Graphql threat matrix

https://github.com/nicholasaleks/graphql-threat-matrix

Real-Time Malware Process Detection and Automated Process 
Killing 

https://techxplore.com/news/2022-05-method-cyberattacks.html

https://github.com/finos/reference-foss-policy
https://github.com/nicholasaleks/graphql-threat-matrix
https://devops.com/does-graphql-introduce-new-security-risks/
https://curity.io/resources/learn/the-api-security-maturity-model/
https://sensity.ai/blog/deepfake-detection/how-to-detect-a-deepfake/
https://sensity.ai/blog/deepfake-detection/how-to-detect-a-deepfake/
https://osr.finos.org/
https://www.linuxfoundation.org/tools/tools-managing-open-source-programs/


New malware detection for Android at the source code level

https://techxplore.com/news/2021-07-malware-android-source-
code.html

 Hackers can hack your online accounts before you even 
register them – solution is MFA

tps://www.bleepingcomputer.com/news/security/hackers-can-hack-
your-online-accounts-before-you-even-register-them/
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