Notes 26 May 23

ISACA Scotland Weekly Email 26 May 23

News and events from ISACA, SASIG and around the web

Got feedback and/or suggestions for future events ?

« Interested in supporting the chapter by joining the Board ,helping to run
events or presenting at an event ?
« Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

NEW
ISACA UK Customer Service Number.

0800 0668549

join our Linkedin Group at

httns:// linked; : 8443092/

ISACA Scotland Upcoming Events

AGM 2023 — 28" June 2023 Central Hotel Glasgow

Link for registration (Eventbrite page will be updated as speakers finalised)

Future Events for your diary - links in future mailing

September Edinburgh Event
Glasgow Security Panel Quarter 3 2023


mailto:newsletter@isaca-scotland.org.uk
https://www.eventbrite.co.uk/e/isaca-scottish-chapter-agm-and-training-day-tickets-593927973557
https://www.eventbrite.co.uk/e/isaca-scottish-chapter-agm-and-training-day-tickets-593927973557
https://www.linkedin.com/groups/8443092/

The UK Cyber Security Council is conducting a survey to obtain a highlevel
understanding of the community's needs and preferences related to
Professional Registration titles for those working in cybersecurity

professions.

Provide your input to the Professional Standards and Titles Survey The

survey is open until 9 June 2023.

https://portal.ukcybersecuritycouncil.org.uk/form/professional-standards-an-

isaca-?

Wednesday 31 May 2023, 11am-12noon (BST)

Why do lemons exist in the cybersecurity market and how can we avoid them?

This webinar discusses whether we have a ‘market for lemons’ in cybersecurity and,
if so, how do we fix it? As well as discussing how we should define cybersecurity
‘efficacy’, Joseph Hubback joins us to share some primary research based on
interviews with more than 100 CISOs and other industry stakeholders about their
experiences with ineffective solutions (lemons). Joseph will also propose changes to
market incentives to increase efficacy and rid ourselves of ‘lemons’, based on a

Charter for improvement that he co-authored with Professor Ciaran Martin.

Friday 2 June, 11am-12noon (BST)


https://www.thesasig.com/calendar/event/23-05-31-vendor/
https://portal.ukcybersecuritycouncil.org.uk/form/professional-standards-an-isaca-
https://portal.ukcybersecuritycouncil.org.uk/form/professional-standards-an-isaca-

People-centric methods for ransomware prevention

Despite all the technical controls organisations have in place — and all the security
awareness training they throw at people — ransomware attacks are still on the rise.
Now, with new legislation that could make it illegal to pay ransom looming around
the globe, organisations are going to be more reliant on their people to stave off the
worst. In this webinar, Joe Giddens will deep dive into the latest findings from
Cybsafe’s Science & Research team on the often overlooked (but highly effective)

people-centric methods for ransomware prevention.

Future Events

Edinburgh SASIG

Tuesday 13 June 2023, 9.30am — 3pm (BST)

In person — Edinburgh — University of Edinburgh Campus
https://www.thesasig.com/calendar/event/23-06-13-edinburgh/

SASIG Thought Leadership Summit

A critical appreciation of UK Government cybersecurity resources and
initiatives

Wednesday 21 June 2023 9am — 4.30pm

In person — Westminster, London

Kindly hosted by the BBC
In conjunction with the UK Cyber Security Council

ISACA Online
ics in ISAC I
Audit and Assurance

IT Audit Training


https://www.thesasig.com/calendar/event/23-06-21-ncsc/
https://www.thesasig.com/calendar/event/23-06-13-edinburgh/
https://www.thesasig.com/calendar/event/23-06-02-resilience/

: : cy :
cloud security posture management (CSPM) best

practices

Can boot virus, bootkit, MBR virus, GPT virus, and
rootkits infect WiFi or BIOS (for both legacy or UEFI)?

Mobile Pentesting
Risk Management
Effectiveness of Control implementation

Blockchain Risk Assessment and Enterprise Management

Framework

https://101blockchains.com/enterprise-blockchain-risk-

assesment/
COBIT and Governance

IT Control Objective and IT Controls

ISACA Media Links



Irish Chapter Upcoming Training

Any queries to - Everett.Breakey@isaca.ie

June - Audit Fundamentals over four weekday evenings (webinar)
July - CISM Course Webinars over six evenings + one full-day webinar (Saturday)

LIMITED TIME OFFERS

Get 15% Off the Al Online Review Course.- Offer Expires 31° May ( enter
the promo code at checkout: PRODAI15.)Purchasers will have access to the course
materials for one full year and will earn 5 CPE credits upon completion.

10% off CISA,CISM,CRISC,CGEIT, CDPSE exam prep - Until 6
June 2023 (Use promo code PRODCERT10 at checkout. )

VIRTUAL | 21-22 June 2023
Save US$150 right now
Agenda

EUROPE | Q4 2023

Digital Trust World Dublin: Save the Date 17-19 October 2023.

save US$300 when you register by 1 September

Previously known as ISACA Conference North America and ISACA
Conference Europe, ISACA Digital Trust World will deliver enhanced
content and programming around digital trust.


https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference/virtual/agenda
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference/virtual/agenda

MEMBERSHIP BENEFITS

Price Update! ISACA Webinars for Non-members

Beginning 1 August 2023, a pricing change will go into effect for new and on-demand ISACA

webinars:
Non-members will be charged US $75 at registration.

Members will continue to receive this free benefit (a value of US $3,750 across over 50

webinars).

ISACA Mentorship Program

httos:ll hin.i :

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skills.

As always, 72 free CPEs are available to you through your ISACA

membership.



https://www.isaca.org/membership/membership-benefits/free-cpe?mc_cid=03a051a7dd&mc_eid=UNIQID
https://mentorship.isaca.org/
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference

https:/lwww.isaca.org/imembership/membership-benefits?
mc_cid=03a051a7dd&mc_eid=UNIQID
Earn 1 Free CPE Credit—Take a Journal Quiz

@ISACA TIPS COLUMN ARCHIVES

ISACA Support
Did you know we have a library of helpful responses to frequently
asked questions about accessing the website and its resources ?

You might discover an immediate answer to your questions in our

help articles:

Please visit https:/support.isaca.org for all support needs, which

includes a chat option and answers to hundreds of frequently

asked questions (FAQs). Submit only one ticket per issue.

Several universities are offering this opportunity - Happy to add

them if they provide contact details

Glasgow Caledonian University

The Graduate Apprenticeship Programmes including the
Graduate Apprenticeship MSc Masters Cyber Security and the
BSc Cyber Security both Programmes are fully funded and you


https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/news-and-trends/tips-column-archives?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID

need to be working in security role in Scotland with a Scottish

post code address

hits// Wstudv/arad ceshins/

Ronnie Beattie would be delighted to hear from interested
candidates for both Programmes
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc
Cyber Security

The 18-month fully funded course consists of four taught modules and
a capstone project. It has two start dates (September and February)
and is available to applicants who are employed in a role related to the
course of study, and who have the right to live and work in Scotland.
The course is delivered primarily online, in addition to an on-campus

workshop per taught module.

For more details and to apply, please visit:



https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.gcu.ac.uk/study/graduateapprenticeships/?mc_cid=03a051a7dd&mc_eid=UNIQID

Other Webinars

SPLUNK Rapid Detection & Incident Scoping With Splunk Enterprise
Security 7.1

Tuesday, May 30, 2023 1lam BST

https:/levents.splunk.com/Rapid-Detection-And-Incident-Scoping-With-
Splunk-Enterprise-Security-7.1

IEEE Serious Open Source Series - Open Radio Access Network
(ORAN) is a nonproprietary version of the Radio Access Network (RAN)
system that allows interoperation between cellular network equipment

provided by different vendors.

30 May 2023 | Live 11am-12pm ET 1600 UK

httos:// ards.i sosh. f bi ies 2 html

Build Vs Buy: Customer Identity and Access Management OKTA
31st May 2023 10:30am - 11:00am

https://regionalevents.okta.com/buildvsbuyciam/

2023 phishing trends: Insights from Barracuda and Forrester
Thursday 1st June, 2023 10:00 BST

SkyHigh - cybersecurity risk associated with using, storing, and sending
data in the cloud
EMEA Thursday, June 1* 10:00 a.m. BST

landing_page


https://www.bigmarker.com/series/the-data-dilemma-2023-cloud-/landing_page
https://www.bigmarker.com/series/the-data-dilemma-2023-cloud-/landing_page
https://lp.barracuda.com/BEU-EMEA-WBN-20230601-EmProtInsights-from-Barracuda-and-Forrester_LP-Registration.html
https://lp.barracuda.com/BEU-EMEA-WBN-20230601-EmProtInsights-from-Barracuda-and-Forrester_LP-Registration.html
https://regionalevents.okta.com/buildvsbuyciam/
https://engagestandards.ieee.org/sosh_free_webinar_series_2.html
https://events.splunk.com/Rapid-Detection-And-Incident-Scoping-With-Splunk-Enterprise-Security-7.1
https://events.splunk.com/Rapid-Detection-And-Incident-Scoping-With-Splunk-Enterprise-Security-7.1

2023 Conferences

Finos Open House & Regtech Global Showcase
June 14th, 1 pm - 7 pm
This event is open to everyone.

house

FINOS Member Meeting

June 15th, 9 am - 7 pm

This is a FINOS member-only event, check if your company is listed here.
https://www.finos.org/members

Members register here for both 14™ & 15" June events

Digital Transformation in Government Conference (Ottawa)

June 13-16, 2023 - Virtual/Hybrid

https://digitaltransform.ca/2023/

(Virtual Price ISACA Members CAD 100 Students & Faculty CAD Free
Government CAD 150 Other CAD 250)

Around The Web

NordVPN’s study into six underground marketplaces showed the UK had a
total of 164,143 payment card details listed, almost as many as the next two
biggest European countries

Cybercriminals are starting to target Microsoft's VSCode Marketplace with
malicious extensions to steal passwords, open remote shells - having a good
name is enough to garner some interest.

httns:// bl news/security/malicious-mi -

Samsung, Oppo and Nokia among Android phone makers whose facial
recognition scanning tech can be "easily duped" by a printed 2D photo -
Which?
https://www.theregister.com/2023/05/19/2d_photograph_facial_recog/

Apple warns of three WebKit vulns to Safari under active exploitation,
dozens more CVEs across its range


https://www.theregister.com/2023/05/19/2d_photograph_facial_recog/
https://www.bleepingcomputer.com/news/security/malicious-microsoft-vscode-extensions-steal-passwords-open-remote-shells/
https://www.bleepingcomputer.com/news/security/malicious-microsoft-vscode-extensions-steal-passwords-open-remote-shells/
https://nordvpn.com/research-lab/dark-web-case-study/
https://www.finos.org/2023-06-14-finos-open-house-and-member-meeting
https://www.finos.org/members
https://www.finos.org/hosted-events/2023-06-14-member-meeting-and-open-house
https://www.finos.org/hosted-events/2023-06-14-member-meeting-and-open-house

https://support.apple.com/en-us/HT201222

Botched ERP migration costs Drinks Group CEO his job, company €25m

HP rushes to fix bricked printers after faulty firmware update -
OfficeJet9* series Printers affected

Cryptohack Roundup 11-18 May : Uranium Finance, LayerZero, MiCA

UK's GDPR replacement could wipe out oversight of live facial recognition

BT to cut 55,000 jobs with up to a fifth replaced by Al

French telecoms billionaire Patrick Drahi increases Altice UK stake in BT to
24.5%

CMA provisionally finds traders at 5 banks broke competition law by
unlawfully shared competitively sensitive information by participating in one-
to-one conversations in Bloomberg chatrooms on buying and selling UK
bonds

Schools bewildered by AI advances, say head teachers

https:/www.bbc.couk/news/mk-65655010

Al and education: guidance for policy-makers : UNESCO

https:/unesdoc.unesco.org/ark:/48223/pf0000376709


https://unesdoc.unesco.org/ark:/48223/pf0000376709
https://www.bbc.co.uk/news/uk-65655010
https://www.gov.uk/government/news/cma-provisionally-finds-5-banks-broke-competition-law-on-uk-bonds
https://www.gov.uk/government/news/cma-provisionally-finds-5-banks-broke-competition-law-on-uk-bonds
https://www.theregister.com/2023/05/23/altice_uk_bt_stake/
https://www.bbc.co.uk/news/business-65631168
https://videosurveillance.blog.gov.uk/2023/05/17/the-commissioner-discusses-the-new-era-for-live-facial-recognition-after-the-coronation/
https://videosurveillance.blog.gov.uk/2023/05/17/the-commissioner-discusses-the-new-era-for-live-facial-recognition-after-the-coronation/
https://www.bankinfosecurity.com/cryptohack-roundup-uranium-finance-layerzero-mica-a-22109
https://www.bankinfosecurity.com/cryptohack-roundup-uranium-finance-layerzero-mica-a-22109
https://www.bleepingcomputer.com/news/technology/hp-rushes-to-fix-bricked-printers-after-faulty-firmware-update/
https://www.bleepingcomputer.com/news/technology/hp-rushes-to-fix-bricked-printers-after-faulty-firmware-update/
https://thestack.technology/cc-group-erp-update-ceo/
https://support.apple.com/en-us/HT201222

Al Language models cost much more in some national languages than others

Blockchain in Scotland Landscape Overview May, 2023 Scottish Enterprise
I - //analvtics.dkv.slohal/ ish- <o/ 1

Face Value: Do Certain Physical Features Help People Get Ahead ?

get-ahead

How HMRUC'’s first off-payroll enquiry under the new IR35 just got closed, fast



https://www.contractoruk.com/news/0015915hmrcs_first_off_payroll_enquiry_under_new_ir35_just_got_closed_fast_heres_how.html
https://www.contractoruk.com/news/0015915hmrcs_first_off_payroll_enquiry_under_new_ir35_just_got_closed_fast_heres_how.html
https://www.contractoruk.com/news/0015915hmrcs_first_off_payroll_enquiry_under_new_ir35_just_got_closed_fast_heres_how.html
https://hbswk.hbs.edu/item/face-value-do-certain-physical-features-help-people-get-ahead
https://hbswk.hbs.edu/item/face-value-do-certain-physical-features-help-people-get-ahead
https://analytics.dkv.global/scottish-enterprise/report.pdf
https://blog.yenniejun.com/p/all-languages-are-not-created-tokenized

	In person – Westminster, London
	AI Language models cost much more in some national languages than others

