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ISACA Scotland Weekly Email 24 Mar 23

News and events from ISACA, SASIG and around the web

Got feedback and/or suggestions for future events ?

« Interested in supporting the chapter by joining the Board ,helping to run
events or presenting at an event ?
« Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

NEW
ISACA UK Customer Service Number.

0800 0668549

join our Linkedin Group at
ISACA Scotland Upcoming Events
Glasgow Dates for your diary - links in future mailing

Innovation Workshop Series Oct 6™, Nov 3rd , Feb 2", Mar 9th, April 27th

for emails on this check your Engage inbox

Glasgow Security Panel Quarter 3 2023


mailto:newsletter@isaca-scotland.org.uk
https://www.linkedin.com/groups/8443092/

Monday 27 March 2023, 11am-12noon (BST)

The SASIG Supporter Showcase (part 1)

ESET
Immersive Labs
Acora

Varonis

BlueVoyant

Tuesday 28 March 2023, 1 pm-2pm (BST

Data sovereignty in a globalised world: Navigating jurisdiction and data

localisation requirements

In this webinar, we will explore the concepts of data sovereignty, data
governance, and localisation to define the measures that multinational

enterprises can take to ensure compliance in the face of regulatory changes.

Wednesday 29 March 2023, 11am-12noon (BST)

Why not to believe in data taxonomies when personal data is involved


https://www.thesasig.com/calendar/event/23-03-29-privacy/
https://www.thesasig.com/calendar/event/23-03-28-resilience/
https://www.thesasig.com/calendar/event/23-03-27-vendor/

This webinar is aimed at anyone considering building a standard-based data
taxonomy. It will explain why such approaches can cause more harm than good

and what you should do instead.

Friday 31 March 2023, 11am-12noon (BST)

The SASIG Supporter Showcase (part 2)

Think Cyber

Worldr

CybSafe

BSI

The Security Company
SentinelOne

Future Event

Thursday 4 May 2023 9.30am — 3pm Birmingham In Person

Midlands SASIG In collaboration with BT and ISACA with contributions from
the West Midlands Cyber Resilience Centre, ROCU and DSIT.
https://www.thesasig.com/calendar/event/23-05-04-midlands/

All SASIG events operate under Chatham House Rule and there is no charge to
attend. Refreshments for the day are also kindly provided by our hosts.
Opening Keynote: Resilience — what impacts organisations?

Ransomware — Should I pay, or should I go?

Panel session: The challenge with supply chains

A presentation by SentinelOne

Nudging our way towards successful cybersecurity awareness training

Cyber Forensics: Who did what to you and how

Panel Session: Building your organisations resilience: What’s there to help


https://www.thesasig.com/calendar/event/23-05-04-midlands/
https://www.thesasig.com/calendar/event/23-03-31-vendor/

ISACA Online

Hot Topics in ISACA Exchange Forums
Audit and Assurance

Are we really secure ?

Audit Management Software
Information and Cybersecurity

Cybersecurity Threat Modeling and Risk Profile Approaches -

quantitative and qualitative risk assessment
Risk Management
Authoritative Application List

COBIT and Governance

Good Cybersecurity Governance in the European Union — Best Practices Based

on NIS2 and the Cyber Resilience Act



https://www.debevoise.com/insights/publications/2023/02/does-your-company-need-a-chatgpt-policy-probably
https://www.debevoise.com/insights/publications/2023/02/does-your-company-need-a-chatgpt-policy-probably
https://techpolicy.press/good-cybersecurity-governance-in-the-european-union-best-practices-based-on-nis2-and-the-cyber-resilience-act/
https://techpolicy.press/good-cybersecurity-governance-in-the-european-union-best-practices-based-on-nis2-and-the-cyber-resilience-act/

ISACA Media Links

® Women in Security -https:/lwomeninsecuritymagazine.com/

® /nfosecurity Magazine
-https:/lwww.infosecurity-magazine.com/news/benefits-tradeoffs-
agentless-cloud/

® KBI Media - https:/lkbi.medialfostering-best-practice-enterprise-privacyl

DIGITAL TRUST

Webinar: Hiring & Retaining Digital Trust Talent—28 March 2023, 11:00 am (CT) / 17:00
(UTCQ). This panel discussion will explore some of the challenges companies face in attracting and
retaining professionals into digital trust professions and what companies can do successfully recruit
talent and increase retention.

Register here.
https://store.isaca.org/s/community-event?id=a334w000005Qe3gAAC
One hour/one free CPE.

COMPLIANCE

e (Case study: Taming Unruly Data to Improve Compliance

https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/case-study-taming-

unruly-data-to-improve-compliance

* Webinar: Are You Ready for Increased Regulatory Scrutiny? Start Thinking About Your
Compliance Workflows—6 April 2023, 11:00 am (CT) / 17:00 (UTC). This webinar will share
which regulatory compliance obligations are expected to change; the costs of not
optimizing compliance and risk workflows; and how to respond to changes and

e communicate with stakeholders.

Register here.
https://store.isaca.org/s/community-event?id=a334w000005Q8ncAAC

One hour/one free CPE.

All ISACA webinars are listed here.
https://www.isaca.org/training-and-events/online-training/webinars

Volunteer at ISACA’s Digital Trust World Conference and Save on
Registration

Conference volunteers receive a 60% discount off the cost of registration. Sign
up now to support conference operations at ISACA’s inaugural Digital Trust


https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/
https://www.isaca.org/training-and-events/online-training/webinars
https://www.isaca.org/training-and-events/online-training/webinars
https://store.isaca.org/s/community-event?id=a334w000005Q8ncAAC
https://store.isaca.org/s/community-event?id=a334w000005Q8ncAAC
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/case-study-taming-unruly-data-to-improve-compliance
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/case-study-taming-unruly-data-to-improve-compliance
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/case-study-taming-unruly-data-to-improve-compliance
https://store.isaca.org/s/community-event?id=a334w000005Qe3gAAC
https://store.isaca.org/s/community-event?id=a334w000005Qe3gAAC

World conference in Boston, 9-11 May 2023.
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/

ISACA’s Digital Trust World

conference

Previously known as ISACA Conference North America and ISACA
Conference Europe, ISACA’s Digital Trust World will deliver enhanced
content and programming around digital trust in 3 conferences

USA | Boston, MA | 9-11 May 2023

VIRTUAL | 21-22 June 2023

EUROPE | Q4 2023

Digital Trust World Dublin: Save the Date 17-19 October 2023.
Previously known as ISACA Conference North America and ISACA
Conference Europe, ISACA Digital Trust World will deliver enhanced
content and programming around digital trust.

conference

Until 31* March , ISACA® is offering 10% OFF our CRISC Online
Review Course Use Promo Code: PRODCRISC10
https://www.isaca.org/training-and-events/training-topics/browse-all-
training?
utm_source=google&utm_medium=cpc&utm_campaign=tyw&utm_conten
t=sem_tyw_training-tyw-row-
google&cid=sem_2007811&Appeal=sem&gclid=EAIalQobChMIvO_Zp5j
m_QIVEOvtCh1WvwaNEAAYASAAEgLJ2fD_BwEf#sort=relevancy &f
%3ALanguage=%>5BEnglish%5D

MEMBERSHIP BENEFITS

ISACA Mentorship Program


https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/

httos:ll hin.i :

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skKills.

As always, 72 free CPEs are available to you through your ISACA

membership.

https:/lwww.isaca.orgimembership/membership-benefits?
mc_cid=03a051a7dd&mc_eid=UNIQID
Earn 1 Free CPE Credit—Take a Journal Quiz

@ISACA TIPS COLUMN ARCHIVES

ISACA Support
Did you know we have a library of helpful responses to frequently
asked questions about accessing the website and its resources ?

You might discover an immediate answer to your questions in our

help articles:

Please visit https.//support.isaca.org for all support needs, which
includes a chat option and answers to hundreds of frequently


https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/news-and-trends/tips-column-archives?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits/free-cpe?mc_cid=03a051a7dd&mc_eid=UNIQID
https://mentorship.isaca.org/

asked questions (FAQs). Submit only one ticket per issue.

Several universities are offering this opportunity - Happy to add

them if they provide contact details

Glasgow Caledonian University

The Graduate Apprenticeship Programmes including the
Graduate Apprenticeship MSc Masters Cyber Security and the
BSc Cyber Security both Programmes are fully funded and you
need to be working in security role in Scotland with a Scottish

post code address

hitns ) Wstudv/arad ceshins/

Ronnie Beattie would be delighted to hear from interested
candidates for both Programmes
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc
Cyber Security

The 18-month fully funded course consists of four taught modules and
a capstone project. It has two start dates (September and February)
and is available to applicants who are employed in a role related to the
course of study, and who have the right to live and work in Scotland.
The course is delivered primarily online, in addition to an on-campus

workshop per taught module.


https://www.gcu.ac.uk/study/graduateapprenticeships/?mc_cid=03a051a7dd&mc_eid=UNIQID

For more details and to apply, please visit:

Other Webinars

The Detection Series: PowerShell
Mon., March 27, 2023 2pm ET (1 Hour) 1900 UK

https://redcanary.com/resources/webinars/detection-series-powershell/

The impact of Al on enterprise IT Opportunity, challenge, promise?
28 March 2023 @ 9am PDT / 12pm EDT / 5pm BST / 6pm CEST

Shifting to a Zero Trust security model
Mar 28th | 10:00am GMT

https://www.brighttalk.com/webcast/15609/575942

Shut down malicious bots that target your apps
Apr 4th | 10:00am GMT

hitps://www.brighttalk.com/webcast/15609/575939

On Demand - Proofpoint

Defend Your Data Against Cloud Threats
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-
cloud-threats

Defend Your Data Against Insider Threats: Stop Valuation Data from
Leaving with Departing Employees
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-
insider-threats



https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-insider-threats
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-insider-threats
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-cloud-threats?utm_medium=email01&utm_campaign=23Q1-globalwebinar&utm_source=marketo&mkt_tok=MzA5LVJIVi02MTkAAAGKjhk7QcdZI0ccvsexU65RdwwyxPr7BVlgI0t3bmVfN_RnOnkD9Tf4fafrZEoa6WADqQbKxcPf8mdw0cD2MQqKPyS6NjeovtS1LFVHFnSip8-jL0rz8Q
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-cloud-threats?utm_medium=email01&utm_campaign=23Q1-globalwebinar&utm_source=marketo&mkt_tok=MzA5LVJIVi02MTkAAAGKjhk7QcdZI0ccvsexU65RdwwyxPr7BVlgI0t3bmVfN_RnOnkD9Tf4fafrZEoa6WADqQbKxcPf8mdw0cD2MQqKPyS6NjeovtS1LFVHFnSip8-jL0rz8Q
https://www.brighttalk.com/webcast/15609/575939
https://www.brighttalk.com/webcast/15609/575942
https://whitepapers.theregister.com/paper/view/18629/ai-is-upending-enterprise-it
https://whitepapers.theregister.com/paper/view/18629/ai-is-upending-enterprise-it
https://redcanary.com/resources/webinars/detection-series-powershell/
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID

Defend Your Data with AI-powered Classification for Efficient Enterprise
DLP

https://www.proofpoint.com/uk/resources/webinars/defend-your-data-ai-
powered-classification

On-demand Barracuda

https://www.brighttalk.com/channel/15609/

Hardening Microsoft 365 against new account takeover attacks

Protect your Microsoft 365 data from ransomware

Building a security-aware culture: Security Awareness Training in 2023

Cyber and Fraud Centre Scotland

https://cyberfraudcentre.com/cyber-fraud-centre-public-and-third-

sector-cyber-roadshow
Public and Third Sector Cyber Roadshows

Aberdeen - 11th May
Edinburgh - 25th May

2023 Conferences

The Scottish AT Summit will take place at the University of Strathclyde’s
Technology & Innovation Centre in Glasgow and online on 28 - 29 March
2023! - for prices and discounts

https://www.scottishaisummit.com/

NCSC CYBERUK: Belfast 19-20 April 2023
https://www.cyberuk.uk/

Around The Web

General Bytes Bitcoin ATM Manufacturer Shutters Cloud Service After Hacker
Uploads Java App through ATM Service Interface to steal USD 1.5m Crypto
https://www.bankinfosecurity.com/hacker-exploits-months-old-bug-to-steal-
crypto-from-atms-a-21481

Regulatory Policy Committee critical of FCA proposal to prohibiting the sale
to retail clients of investment products that reference cryptoassets


https://www.bankinfosecurity.com/hacker-exploits-months-old-bug-to-steal-crypto-from-atms-a-21481
https://www.bankinfosecurity.com/hacker-exploits-months-old-bug-to-steal-crypto-from-atms-a-21481
https://cyberfraudcentre.com/cyber-fraud-centre-public-and-third-sector-cyber-roadshow
https://cyberfraudcentre.com/cyber-fraud-centre-public-and-third-sector-cyber-roadshow
https://www.brighttalk.com/channel/15609/
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-ai-powered-classification
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-ai-powered-classification

https://www.fca.org.uk/publication/impact-assessments/prohibiting-sale-retail-
clients-investment-products-cryptoassets.pdf

Attack Techniques: Spoofing via UserInfo in a Phishing Lure

userinfo/

CyberScotland Technical Bulletin March

Microsoft just can't fix Windows 11 "hardware security not supported™
bug on supported PCs

SYSO1stealer: New Threat Using Facebook Ads to Target Critical
Infrastructure Firm Employees using DLL Side Loading techniques

facebook.html

GUIDE TO TOP INFOSTEALERS IN 2022 MORPHISEC LABS
1 /bl hi inf ler- .

Here's how Chinese cyber spies exploited a critical Fortinet bug

https://www.theregister.com/2023/03/17/chinese_cyberspies_fortinet_bug/

Why Signature-Based Detection Struggles to Keep Up with the New Attack
Landscape?

httns://cyl : s based-detection/

OFCOM study of online scams and fraud

and-scams

The Payments Review Winter 2023


https://thepaymentsassociation.org/payments-review/
https://www.ofcom.org.uk/research-and-data/online-research/online-fraud-and-scams
https://www.ofcom.org.uk/research-and-data/online-research/online-fraud-and-scams
https://cybersecuritynews.com/signature-based-detection/
https://www.theregister.com/2023/03/17/chinese_cyberspies_fortinet_bug/
https://blog.morphisec.com/infostealer-comparison
https://thehackernews.com/2023/03/sys01stealer-new-threat-using-facebook.html
https://thehackernews.com/2023/03/sys01stealer-new-threat-using-facebook.html
https://www.neowin.net/news/microsoft-just-cant-fix-windows-11-hardware-security-not-supported-bug-on-supported-pcs/
https://www.neowin.net/news/microsoft-just-cant-fix-windows-11-hardware-security-not-supported-bug-on-supported-pcs/
https://www.cyberscotland.com/technical-bulletin-march-2023/
https://textslashplain.com/2023/03/22/attack-techniques-spoofing-via-userinfo/
https://textslashplain.com/2023/03/22/attack-techniques-spoofing-via-userinfo/
https://www.fca.org.uk/publication/impact-assessments/prohibiting-sale-retail-clients-investment-products-cryptoassets.pdf
https://www.fca.org.uk/publication/impact-assessments/prohibiting-sale-retail-clients-investment-products-cryptoassets.pdf

US SEC Amps Up Regulatory Proposals for Market Cybersecurity

Bank of England/Ipsos Inflation Attitudes Survey - February 2023

hitps://www.bankofengland.co.uk/inflation-attitudes-survey/2023/
february-2023

Six things we learnt from the spring budget 2023- Institute for Government
Explainer

https://www.brighttalk.com/webcast/15609/574419

Introducing Microsoft 365 Copilot — your Al copilot for work

Introducing Microsoft Dynamics 365 Copilot, the world’s first copilot in both
CRM and ERP, providing interactive, AI-powered assistance across business
functions.
https://blogs.microsoft.com/blog/2023/03/06/introducing-microsoft-dynamics-
365-copilot/

Training large language AI models requires coordinating and sharing
information across hundreds or thousands of independent servers Oracle

https://blogs.oracle.com/cloud-infrastructure/post/training-llm-on-oci

Why the Scots are such a struggle for Alexa and Siri

https://www.heraldscotland.com/opinion/16219100.agenda-scots-struggle-
alexa-siri/

Other data journalism by Meredith Broussard
https://meredithbroussard.com/writings/

How does ChatGPT work?
https://www.zdnet.com/article/how-does-chatgpt-work/



https://www.zdnet.com/article/how-does-chatgpt-work/
https://meredithbroussard.com/writings/
https://www.heraldscotland.com/opinion/16219100.agenda-scots-struggle-alexa-siri/
https://www.heraldscotland.com/opinion/16219100.agenda-scots-struggle-alexa-siri/
https://blogs.oracle.com/cloud-infrastructure/post/training-llm-on-oci
https://blogs.microsoft.com/blog/2023/03/06/introducing-microsoft-dynamics-365-copilot/
https://blogs.microsoft.com/blog/2023/03/06/introducing-microsoft-dynamics-365-copilot/
https://blogs.microsoft.com/blog/2023/03/16/introducing-microsoft-365-copilot-your-copilot-for-work/
https://blogs.microsoft.com/blog/2023/03/16/introducing-microsoft-365-copilot-your-copilot-for-work/
https://www.brighttalk.com/webcast/15609/574419
https://www.bankofengland.co.uk/inflation-attitudes-survey/2023/february-2023
https://www.bankofengland.co.uk/inflation-attitudes-survey/2023/february-2023
https://www.bankinfosecurity.com/us-sec-amps-up-regulatory-proposals-for-market-cybersecurity-a-21441
https://www.bankinfosecurity.com/us-sec-amps-up-regulatory-proposals-for-market-cybersecurity-a-21441

Federal Trade Commission warns enablers of Al deception - FTC Act's
prohibition on deceptive or unfair conduct can apply if you make, sell, or
use a tool that is effectively designed to deceive
https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-
clones-ai-deception-sale

NatWest and Lloyds partner with identity service partners to roll out customer
digital ID offers
https://www.finextra.com/newsarticle/41997/natwest-rolls-out-digital-id-
service?utm_medium=newsflash&utm_source=2023-3-20&member=104756

Network Data Layer: A New Way To Look At Data In Telecommunication
Networks
https://www.forbes.com/sites/forbestechcouncil/2023/03/03/network-data-layer-

a-new-way-to-look-at-data-in-telecommunication-networks/

7 Mobile Trends of 2023
https://info.enea.com/trends-2023

To Change Your Company's Culture, Don't Start by Trying to Change the
Culture
https://hbswk.hbs.edu/item/to-change-your-companys-culture-dont-start-by-
trying-to-change-the-culture

New crypto box in INCOME Tax self assessment (SA) return form from tax
year 2024/5 will enable future matching to exchange of information from OECD

Crypto Asset Reporting framework
https://www.accountingweb.co.uk/tech/tech-pulse/new-crypto-box-takes-sa-return-to-the-moon



https://www.accountingweb.co.uk/tech/tech-pulse/new-crypto-box-takes-sa-return-to-the-moon
https://hbswk.hbs.edu/item/to-change-your-companys-culture-dont-start-by-trying-to-change-the-culture
https://hbswk.hbs.edu/item/to-change-your-companys-culture-dont-start-by-trying-to-change-the-culture
https://info.enea.com/trends-2023
https://www.forbes.com/sites/forbestechcouncil/2023/03/03/network-data-layer-a-new-way-to-look-at-data-in-telecommunication-networks/
https://www.forbes.com/sites/forbestechcouncil/2023/03/03/network-data-layer-a-new-way-to-look-at-data-in-telecommunication-networks/
https://www.finextra.com/newsarticle/41997/natwest-rolls-out-digital-id-service?utm_medium=newsflash&utm_source=2023-3-20&member=104756
https://www.finextra.com/newsarticle/41997/natwest-rolls-out-digital-id-service?utm_medium=newsflash&utm_source=2023-3-20&member=104756
https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-clones-ai-deception-sale
https://www.ftc.gov/business-guidance/blog/2023/03/chatbots-deepfakes-voice-clones-ai-deception-sale
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