Notes 23 June 23

ISACA Scotland Weekly Email 23 June 23
ISACA Scotland AGM Glasgow 28th June Central Hotel

Last Call

Link for registration (Eventbrite page will be updated as speakers finalised)

09.30 - AGM (ISACA Scottish Chapter members)
10.00 — Welcome by ISACA Scotland Chapter President
10.15 - Rethinking Resilience

11.00 — SmartSTEMs

11.15 - Break

11.30 — Emerging Tech

12.15 - Wendy Goucher

12.30 - Lunch

13.15 — Creative Thinking

14.05 — Certifications and Career Development
14.15 - Break

14.30 Testing AD

15.15 — Closing Chapter President


https://www.eventbrite.co.uk/e/isaca-scottish-chapter-agm-and-training-day-tickets-593927973557
https://www.eventbrite.co.uk/e/isaca-scottish-chapter-agm-and-training-day-tickets-593927973557

Got feedback and/or suggestions for future events ?

 Interested in supporting the chapter by joining the Board ,helping to run
events or presenting at an event ?
« Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

NEW
ISACA UK Customer Service Number.

0800 0668549

join our Linkedin Group at

httns:/ linkedi : 2443092/

ISACA Scotland Upcoming Events

THIS WEEK
AGM 2023 — 28" June 2023 Central Hotel Glasgow

Link for registration (Eventbrite page will be updated as speakers finalised)

Future Events for your diary - links in future mailing

Edinburgh All Day Event Quarter 3 2023
Glasgow Security Panel Quarter 3 2023


https://www.eventbrite.co.uk/e/isaca-scottish-chapter-agm-and-training-day-tickets-593927973557
https://www.eventbrite.co.uk/e/isaca-scottish-chapter-agm-and-training-day-tickets-593927973557
https://www.linkedin.com/groups/8443092/
mailto:newsletter@isaca-scotland.org.uk

Monday 26 June 2023, 11am-12noon (BST)

Compliance Vs Assurance: How both must work together, but often don’t

Join us for a lively panel discussion on the security paradox of compliance vs

dssurance.

Tuesday 27 June 2023, 9.30am — 3pm (BST)
In person — Central London Live stream via Zoom (10am-2pm)

Supply chains: Confronting our dependency and their innate vulnerabilities

Wednesday 28 June 2023, 11am-12noon (BST)

Debunking common myths about cloud security

Thursday 29" June 2023 in person
SecureRhythm 2023

29th June, 2023 | Tobacco Dock, London | 08:30 - 17:00 BST

https:/logrhythm.com/securerhythm-2023/


https://logrhythm.com/securerhythm-2023/
https://www.thesasig.com/calendar/event/23-06-28-networks/
https://www.thesasig.com/calendar/event/23-06-27-supply/
https://www.thesasig.com/calendar/event/23-06-26-resilience/

Friday 30 June 2023, 11am-12noon (BST)
Cybersecurity in elections: Recent developments in the UK, Europe and Asia

https://www.thesasig.com/calendar/event/23-06-30-resilience/

ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

Datacenter Relocation Audit Program

IT Service Management Audit Plan/ServiceNow
[ . | Cul .

Are biometrics good for security purposes?

Policy evaluation model

Multi factor authentication controls
Risk Management

ISACA Now Blog - IT Risk Assessments: A Process Your CIO
or CISO Will Thank You For
https://www.isaca.org/resources/news-and-trends/isaca-now-
blog/2023/it-risk-assessments-a-process-your-cio-or-ciso-will-
thank-you-for

COBIT and Governance


https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/it-risk-assessments-a-process-your-cio-or-ciso-will-thank-you-for
https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/it-risk-assessments-a-process-your-cio-or-ciso-will-thank-you-for
https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/it-risk-assessments-a-process-your-cio-or-ciso-will-thank-you-for
https://engage.isaca.org/discussion/it-service-management-audit-planservicenow#bmef7045d5-f741-4606-9509-0188c7f00ec3

Optimal Size for IT Steering Committee

Can a Bank organisation start taking standards and Cobit framework in

parallel

Strategies to Customize and Implement COBIT Best
Practices

https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2022/volume-36/strategies-to-
customize-and-implement-cobit-best-practices

ISACA Media Links

Central England Chapter Upcoming Training

Please email Mike Hughes: < mhughes@prismra.co.uk>

CISA 315t July to 4™ August, for details please Click Here
https:/lengage.isaca.org/centralukchapter/events/eventdescription?



https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=fa5ea537-cff1-44f4-bc88-018692a2aacc&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=fa5ea537-cff1-44f4-bc88-018692a2aacc&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=61a634ae-5e18-408d-8d61-0186076592f0&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=61a634ae-5e18-408d-8d61-0186076592f0&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=61a634ae-5e18-408d-8d61-0186076592f0&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=0e4f77ee-23d4-408f-9ffc-a35eadea0d24&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=0e4f77ee-23d4-408f-9ffc-a35eadea0d24&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=0e4f77ee-23d4-408f-9ffc-a35eadea0d24&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2022/volume-36/strategies-to-customize-and-implement-cobit-best-practices
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2022/volume-36/strategies-to-customize-and-implement-cobit-best-practices

Irish Chapter Upcoming Training

ISACA Ireland and ISACA Scotland are the same price
Any queries to - Everett.Breakey@isaca.ie

COBIT 2019 Foundation Course 30" June and 1st July 2023
https://www.eventbrite.ie/e/cobit-2019-foundation-course-and-exam-remote-proctor-tickets-
640451817627

Cut off date for booking COBIT Fundamental is 21st June.

CISM Course 5t July to 23rd July. This online course is over six evenings and one weekend.
https://www.eventbrite.co.uk/e/certified-information-security-manager-cism-official-course-
tickets-648770478967

Cut off date for booking CISM Course it is 28™ June

LIMITED TIME OFFERS

SAVE 15% on Risk Fundamentals Online Review Course .
Earn 12 CPEs. offer expires 30 June 2023

Build your journey in IT risk and save 15% with ISACA’s IT Risk Fundamentals Online Review
Course. You will also earn 12 CPE credits upon course completion. Hurry, this limited-time
offer expires 30 June 2023. Enter the promo code at checkout: PRODRISK15.


https://www.eventbrite.co.uk/e/certified-information-security-manager-cism-official-course-tickets-648770478967
https://www.eventbrite.co.uk/e/certified-information-security-manager-cism-official-course-tickets-648770478967
https://www.eventbrite.ie/e/cobit-2019-foundation-course-and-exam-remote-proctor-tickets-640451817627
https://www.eventbrite.ie/e/cobit-2019-foundation-course-and-exam-remote-proctor-tickets-640451817627
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=05753591-aefa-4db7-b48d-a647228bc971&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=05753591-aefa-4db7-b48d-a647228bc971&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=05753591-aefa-4db7-b48d-a647228bc971&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=fa5ea537-cff1-44f4-bc88-018692a2aacc&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard
https://engage.isaca.org/centralukchapter/events/eventdescription?CalendarEventKey=fa5ea537-cff1-44f4-bc88-018692a2aacc&CommunityKey=a6ea0125-1f16-445f-a952-0f03353a899e&Home=%2Fcentralukchapter%2Fevents%2Frecentcommunityeventsdashboard

Half Year, Half Price for New Members

During the months of June and July, ISACA will offer a “half year, half
price” promotion on ISACA Global dues, where dues for individuals who
join new are reduced by half for the remainder of 2023 membership
year.

ISACA’s Digital Trust World

conference
Previously known as ISACA Conference North America and ISACA

Conference Europe, ISACA’s Digital Trust World will deliver enhanced
content and programming around digital trust in 3 conferences

EUROPE | Q4 2023

Digital Trust World Dublin: Save the Date 17-19 October 2023.

save US$300 when you register by 1 September

Previously known as ISACA Conference North America and ISACA
Conference Europe, ISACA Digital Trust World will deliver enhanced
content and programming around digital trust.

MEMBERSHIP BENEFITS

Price Update! ISACA Webinars for Non-members

Beginning 1 August 2023, a pricing change will go into effect for new and on-demand ISACA

webinars:


https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference

Non-members will be charged US $75 at registration.

Members will continue to receive this free benefit (a value of US $3,750 across over 50

webinars).

ISACA Mentorship Program

httos:] hin.i :

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skKills.

As always, 72 free CPEs are available to you through your ISACA

membership.

https:/lwww.isaca.org/imembership/membership-benefits?
mc_cid=03a051a7dd&mc_eid=UNIQID
Earn 1 Free CPE Credit—Take a Journal Quiz

@ISACA TIPS COLUMN ARCHIVES

ISACA Support


https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/news-and-trends/tips-column-archives?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits/free-cpe?mc_cid=03a051a7dd&mc_eid=UNIQID
https://mentorship.isaca.org/

Did you know we have a library of helpful responses to frequently
asked questions about accessing the website and its resources ?
You might discover an immediate answer to your questions in our

help articles:

Please visit https://support.isaca.org for all support needs, which
includes a chat option and answers to hundreds of frequently

asked questions (FAQs). Submit only one ticket per issue.

Several universities are offering this opportunity - Happy to add

them if they provide contact details

Glasgow Caledonian University

The Graduate Apprenticeship Programmes including the
Graduate Apprenticeship MSc Masters Cyber Security and the
BSc Cyber Security both Programmes are fully funded and you
need to be working in security role in Scotland with a Scottish

post code address

hitns/ Wstudv/arad ceshins/

Ronnie Beattie would be delighted to hear from interested
candidates for both Programmes
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc
Cyber Security


https://www.gcu.ac.uk/study/graduateapprenticeships/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID

The 18-month fully funded course consists of four taught modules and
a capstone project. It has two start dates (September and February)
and is available to applicants who are employed in a role related to the
course of study, and who have the right to live and work in Scotland.
The course is delivered primarily online, in addition to an on-campus

workshop per taught module.

For more details and to apply, please visit:

CyberScotland - Train the Trainer — Exercise in a Box.

Instead of running through a practical scenario, they will be showcasing how you can facilitate a
session in your own organisation. You will learn about how you can drive the most benefit from
Exercise in a Box as we share all our learnings about what works and what doesn’t.

Register at one of the locations here:

» 31st August — Kimpton Blythswood Hotel, Glasgow

https://cyberfraudcentre.com/events/train-the-trainer-exercise-in-a-box-22nd-august
Time 9:30 — 13:00

NB: Before joining this event it is important to have already joined at one
of the main Exercise in a Box sessions, or already be familiar with Exercise
in a Box.

On Demand

Scottish AT Summit Videos

https://www.scottishaisummit.com/photos-videos-2023

Keynotes, Panels , Workshops and Roundtable


https://cyberfraudcentre.com/events/train-the-trainer-exercise-in-a-box-22nd-august
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID

Live Webinars

Data I.ab Community events & meet-ups June 2023
Online via The Data Lab Community
https://community.thedatalab.com/events

Employability Series - Private Sector
27 June 12:30-13:30 BST

Embracing Alternative Perspectives: Neurodiversity in Data
Hybrid: In person at the Bayes Centre, Edinburgh & Online via The Data Lab
Community

28 June 17:30-19:30 BST

Forecasting the flux and flow of threats to the cloud
26 June 2023 @ 9am PDT / 12pm EDT / 5pm BST / 6pm CEST

Avoid the Pain and Reap the Gain: Doing Kubernetes Multi-cloud and
Hybrid Management Right D2IQ
June 27 11am BST

https://www.brighttalk.com/webcast/19468/586907

Uncovering the Mysteries in Software Supply Chain Transparency
Tuesday, June 27,2023 1 PM ET 10 AM PT 1800 UK

https://www.rsaconference.com/Library/webcast/146-software-supply-
chain-transparency

Level up test automation with Al
Date: June 27, 2023 Time: 8:00 a.m. PDT 1600 GMT

https:/www.brighttalk.com/webcast/8653/584559


https://www.brighttalk.com/webcast/8653/584559
https://www.rsaconference.com/Library/webcast/146-software-supply-chain-transparency
https://www.rsaconference.com/Library/webcast/146-software-supply-chain-transparency
https://www.brighttalk.com/webcast/19468/586907
https://whitepapers.theregister.com/paper/view/19816/top-cloud-threats-that-you-never-knew-existed-and-pragmatic-steps-to-avoid-them
https://whitepapers.theregister.com/paper/view/19816/top-cloud-threats-that-you-never-knew-existed-and-pragmatic-steps-to-avoid-them
https://community.thedatalab.com/events

The importance of SASE to your organisation in 2023
Thursday 29th June | 10:00 BST | Zoom webinar

SecureE loe I Pp-Resisteationitcal

The Dos and Don'ts of File Integritiy Monitoring (FIM)
Thu, Jun 29, 2023 6:00 PM - 7:00 PM BST

https://register.gotowebinar.com/register/3152589439213192544

Cybersecurity : More Than a Cost
12 July 2023 3:00pm - 4:00pm BST
cost/

KYC Data Enrichment: Enhancing ongoing risk scoring and monitoring
with new data sources
Tuesday 25th July 2023 15:00 BST

2023 Conferences

Scottish Cyber Awards 2023 date announced
Assembly Rooms in Edinburgh on 30th November

tickets will be on sale from 2" October.

https://scottishcyberawards.co.uk/.

UKsec Summit

ISACA Scotland members may qualify for free pass
In-Person to London

7th — 8th November 2023

https:/uk.cyberseries.io/


https://uk.cyberseries.io/
https://scottishcyberawards.co.uk/home
https://www.finextra.com/event-info/463/webinar---kyc-data-enrichment-enhancing-ongoing-risk-scoring-and-monitoring-with-new-data-sources
https://www.finextra.com/event-info/463/webinar---kyc-data-enrichment-enhancing-ongoing-risk-scoring-and-monitoring-with-new-data-sources
https://www.lrqa.com/en-gb/resources/cybersecurity-webinar-more-than-a-cost/
https://www.lrqa.com/en-gb/resources/cybersecurity-webinar-more-than-a-cost/
https://register.gotowebinar.com/register/3152589439213192544
https://lp.barracuda.com/BEU-EMEA-WBN-20230621-SNetSec-SecureEdge_LP-Registration.html
https://lp.barracuda.com/BEU-EMEA-WBN-20230621-SNetSec-SecureEdge_LP-Registration.html

Around The Web

Microsoft admitted that weeks of outages plaguing Azure and Microsoft 365
stem from DDoS attacks carried out by a pro-Russian hacktivist group

A gang of pro-Russian hactivists have claimed credit for a series of DDoS attacks
on the IT systems of banks and financial institutions across Europe.

hackers

Abandoned S3 buckets hijacked and used in attacks on npm packages

https://www.theregister.com/2023/06/19/mpm_s3_buckets_malware/

Singapore fines Citibank, DBS, OCBC and Swiss Life for AML breaches in
Wirecard affair
https://www.finextra.com/newsarticle/42526/singapore-fines-banks-for-
aml-breaches-in-wirecard-affair

CyberScotland Technical Bulletin June 2023

Bank of England launches first system-wide exploratory scenario exercise

Microsoft Teams integration is being removed from Windows 11 / Microsoft and
focusing on a standalone free Teams app

hat.i ion-d :

Microsoft Azure OpenAl lets enterprises feed corporate secrets to ChatGPT


https://www.theverge.com/2023/6/15/23761859/microsoft-windows-11-teams-chat-integration-deprecation
https://www.theverge.com/2023/6/15/23761859/microsoft-windows-11-teams-chat-integration-deprecation
https://www.bankofengland.co.uk/news/2023/june/boe-launches-first-system-wide-exploratory-scenario-exercise
https://www.bankofengland.co.uk/news/2023/june/boe-launches-first-system-wide-exploratory-scenario-exercise
https://www.cyberscotland.com/technical-bulletin-june-2023/#ST3
https://www.theregister.com/2023/06/19/npm_s3_buckets_malware/
https://www.finextra.com/newsarticle/42507/european-banks-hit-by-russian-hackers
https://www.finextra.com/newsarticle/42507/european-banks-hit-by-russian-hackers
https://www.bankinfosecurity.com/ddos-attacks-culprit-recent-azure-microsoft-365-outages-a-22322
https://www.bankinfosecurity.com/ddos-attacks-culprit-recent-azure-microsoft-365-outages-a-22322

Okta’s Workforce Identity Maturity Model

Here's how to use the Emergency restart feature on Windows:

Tech vendors have been hiking prices by up to 24% amid inflation

Irish Guidelines on Cyber Security Specifications for Procurement

2a00c5f8292a.pdf#page=null

UK FRC Proposes Amendments to UK’s Corporate Governance
Code

CHAPS transitions to latest global financial messaging standard ISO 20022

financial- ino_<tandard

EBA CLEARING to enrich RT1 and STEP2 with fraud prevention and
detection capabilities and IBAN name check

MVC Isn’t MVC

Hyperdimensional Computing Reimagines Artificial Intelligence

ficial-inrelli :


https://www.wired.com/story/hyperdimensional-computing-reimagines-artificial-intelligence/
https://www.wired.com/story/hyperdimensional-computing-reimagines-artificial-intelligence/
https://collindonnell.com/mvc-isnt-mvc
https://www.ebaclearing.eu/news-and-events/media/press-releases/22-march-2023-eba-clearing-to-enrich-rt1-and-step2-with-fraud-prevention-and-detection-capabilities/
https://www.ebaclearing.eu/news-and-events/media/press-releases/22-march-2023-eba-clearing-to-enrich-rt1-and-step2-with-fraud-prevention-and-detection-capabilities/
https://www.ebaclearing.eu/news-and-events/media/press-releases/22-march-2023-eba-clearing-to-enrich-rt1-and-step2-with-fraud-prevention-and-detection-capabilities/
https://www.bankofengland.co.uk/news/2023/chaps-transitions-to-latest-global-financial-messaging-standard
https://www.bankofengland.co.uk/news/2023/chaps-transitions-to-latest-global-financial-messaging-standard
https://www.frc.org.uk/news/may-2023/frc-launches-consultation-on-revision-to-the-corpo
https://www.frc.org.uk/news/may-2023/frc-launches-consultation-on-revision-to-the-corpo
https://www.gov.ie/pdf/?file=https://assets.gov.ie/259494/95d4cb3d-7de7-4648-988f-2a00c5f8292a.pdf#page=null
https://www.gov.ie/pdf/?file=https://assets.gov.ie/259494/95d4cb3d-7de7-4648-988f-2a00c5f8292a.pdf#page=null
https://itassetmanagement.net/2023/06/15/disruption-comes-in-threes-itam-insights-report-2023/
https://itassetmanagement.net/2023/06/15/disruption-comes-in-threes-itam-insights-report-2023/
https://www.windowscentral.com/software-apps/windows-11/what-is-windows-11s-mysterious-emergency-restart-feature
https://www.windowscentral.com/software-apps/windows-11/what-is-windows-11s-mysterious-emergency-restart-feature
https://www.okta.com/uk/resources/whitepaper-a-comprehensive-guide-for-your-workforce-identity-maturity-journey/
https://www.okta.com/uk/resources/whitepaper-a-comprehensive-guide-for-your-workforce-identity-maturity-journey/
https://www.theregister.com/2023/06/22/microsoft_azure_ai_data/
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