
Notes 14 Apr  23

ISACA Scotland Weekly Email 14 Apr 23

News and events from ISACA, SASIG and around the web 

Got feedback and/or suggestions for future events ?

• Interested in supporting the chapter by joining the Board ,helping to run 
events or presenting at an event ?

• Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

NEW 

ISACA UK Customer Service Number. 

0800 0668549

 join our Linkedin Group at
https://www.linkedin.com/groups/8443092/

ISACA Scotland Upcoming Events

AGM 2023 – to be held in late June – Invitation for MemberNominations for 
Chapter Board  have been issued and further details will follow 

Glasgow Dates for your diary - links in future mailing 

Innovation Workshop Series Oct 6th, ,  Nov 3rd  , Feb 2nd , Mar 9th, April 27th

for emails on this check your Engage inbox

Glasgow Security  Panel                    Quarter 3 2023

mailto:newsletter@isaca-scotland.org.uk
https://www.linkedin.com/groups/8443092/


SASIG Webinars  

Monday 17 April 2023, 11am-12noon (BST)

How do you escape the local/national/global cyber skills merry-go-round?

https://www.thesasig.com/calendar/event/23-04-17-hr/

UK and US cybersecurity, counter-fraud, online safety and safeguarding strategies 

are all competing for skills that do not exist. They have no credible strategies to 

provide them. The shortage of cyber skills, at all levels, is therefore global. The 

alternative strategies to attract, develop and retain the skills we need depend on 

working with trusted partners (such as training providers) to attract and develop the 

talents we need, including from among our existing users, among those likely to stay 

with us.

Wednesday 19 April 2023, 11am-12noon (BST) 

The Chief’s Brief with Carole Drape, former Director of Security and CISO, John 

Lewis Partnership   requires website login

https://www.thesasig.com/calendar/event/23-04-19-evening/

Friday 21 April 2023, 11am-12noon (BST)

Deception: The secret weapon against identity-based attacks

https://www.thesasig.com/calendar/event/23-04-21-resilience/

https://www.thesasig.com/calendar/event/23-04-21-resilience/
https://www.thesasig.com/calendar/event/23-04-19-evening/
https://www.thesasig.com/calendar/event/23-04-17-hr/


Despite advancements in modern security controls, identity-based attacks remain a 

major challenge for businesses. Organisations need more effective ways to protect 

identities and identity management infrastructures. Deception is an often-overlooked 

tool that significantly improves identity security by creating false targets that redirect

attackers away from your most valuable assets. Utilising deception techniques 

reverses the power dynamics between attackers and defenders, putting the burden of 

success on them instead of you.

Future Event

Thursday 4 May 2023 9.30am – 3pm Birmingham In Person
Midlands SASIG In collaboration with BT and ISACA with contributions from 
the West Midlands Cyber Resilience Centre, ROCU and DSIT. 
https://www.thesasig.com/calendar/event/23-05-04-midlands/
 All SASIG events operate under Chatham House Rule and there is no charge to 
attend. Refreshments for the day are also kindly provided by our hosts. 
Opening Keynote: Resilience – what impacts organisations?
Ransomware – Should I pay, or should I go?
Panel session: The challenge with supply chains
A presentation by SentinelOne
Nudging our way towards successful cybersecurity awareness training
Cyber Forensics: Who did what to you and how
Panel Session: Building your organisations resilience: What’s there to help

ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

We look forward to welcoming Daniel Dobrygowski to Engage to share his 
expertise and insight during this AMA session about technology risk, 
corporate governance, and digital trust.

https://www.thesasig.com/calendar/event/23-05-04-midlands/


Connect with Daniel and other digital trust professionals in this 

weeklong asynchronous community event, 24-28 April. 

I'm the Head of Governance and Trust at the World Economic Forum: Ask 

Me Anything!

AMA Process:

1.Join the Governance community on Engage (and look under the 
events tab for this event
2.Subscribe to the Governance community daily digest to stay 
connected with the latest conversations, including this AMA thread.
3.When the AMA thread is posted on 24 April, reply with any questions 
you have for Daniel. He will be sharing his insights and experiences 
the week of 24-28 April 2023.

Information and Cybersecurity

The Ultimate Kali Purple Guide: Everything You Need to Know
https://www.stationx.net/kali-purple-guide/

Chatbots, do they lie?

Risk Management

Client as the Asset

COBIT and Governance

Supply Chain Resilience and Continuity 

https://store.isaca.org/s/store#/store/browse/detail/

a2S4w000004KoHREA0

----------------------------------------------------------------------------------

https://engage.isaca.org/communities/community-home?CommunityKey=8c214278-414c-4b2b-a4bd-0e453cb23d27
https://engage.isaca.org/events/event-description?CalendarEventKey=b02bc7bb-46ca-45e4-ba84-018772e4d328&CommunityKey=6ce8bdbd-527c-4eb8-b8c3-4885444f96f3
https://engage.isaca.org/events/event-description?CalendarEventKey=b02bc7bb-46ca-45e4-ba84-018772e4d328&CommunityKey=6ce8bdbd-527c-4eb8-b8c3-4885444f96f3


Standardization and Audit in the Blockchain Space
https://www.isaca.org/resources/news-and-trends/industry-news/2023/standardization-and-
audit-in-the-blockchain-space

ENISA: European Union Agency for Cybersecurity launches platform related to EU 
cybersecurity certification

https://www.enisa.europa.eu/news/scroll-through-eu-cybersecurity-certification

European Cybersecurity Competence Centre publishes Strategic Agenda

https://cybersecurity-centre.europa.eu/system/files/2023-03/20230224%20-%20ECCC
%20Strategic%20Agenda%20with%20cover.pdf

Breaking Down Chat GPT Webinar

Did you miss the Breaking Down Chat GPT webinar? No worries; you can still catch up on 
the discussion among technology experts about the risks, benefits, and impacts of OpenAI’s 
chatbot, Chat GPT.

https://store.isaca.org/s/community-event?id=a334w000005R4RKAA0

The Potential Impact of the European Commission’s Proposed AI Act on SMEs

https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/the-potential-impact-of-
the-european-commissions-proposed-ai-act-on-smes

ISACA White Paper Highlights 5G Privacy Landscape

https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2022/volume-46/isaca-
white-paper-highlights-5g-privacy-landscape

Until 6 June 2023, you can save 10% on official ISACA exam prep for the  five 
most popular ISACA certifications – CISA,CISM,CRISC,CGEIT, CDPSE Use 
promo code PRODCERT10 at checkout. 

Volunteer at ISACA’s Digital Trust World Conference and Save on 
Registration

Conference volunteers receive a 60% discount off the cost of registration. Sign 
up now to support conference operations at ISACA’s inaugural Digital Trust 

https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2022/volume-46/isaca-white-paper-highlights-5g-privacy-landscape
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2022/volume-46/isaca-white-paper-highlights-5g-privacy-landscape
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/the-potential-impact-of-the-european-commissions-proposed-ai-act-on-smes
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/the-potential-impact-of-the-european-commissions-proposed-ai-act-on-smes
https://store.isaca.org/s/community-event?id=a334w000005R4RKAA0
https://cybersecurity-centre.europa.eu/system/files/2023-03/20230224%20-%20ECCC%20Strategic%20Agenda%20with%20cover.pdf
https://cybersecurity-centre.europa.eu/system/files/2023-03/20230224%20-%20ECCC%20Strategic%20Agenda%20with%20cover.pdf
https://www.enisa.europa.eu/news/scroll-through-eu-cybersecurity-certification
https://www.isaca.org/resources/news-and-trends/industry-news/2023/standardization-and-audit-in-the-blockchain-space
https://www.isaca.org/resources/news-and-trends/industry-news/2023/standardization-and-audit-in-the-blockchain-space


World conference in Boston, 9-11 May 2023.
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/

        

ISACA’s Digital Trust World
https://www.isaca.org/training-and-events/isaca-digital-trust-world-
conference 
Previously known as ISACA Conference North America and ISACA 
Conference Europe, ISACA’s Digital Trust World will deliver enhanced 
content and programming around digital trust in 3 conferences
USA | Boston, MA | 9–11 May 2023

VIRTUAL | 21–22 June 2023
Save US$150 right now
Sign up by 14 April and get US$150 off your exclusive member rate. 

EUROPE | Q4 2023 

Digital Trust World Dublin: Save the Date 17-19 October 2023.
Previously known as ISACA Conference North America and ISACA 
Conference Europe, ISACA Digital Trust World will deliver enhanced 
content and programming around digital trust.
https://www.isaca.org/training-and-events/isaca-digital-trust-world-
conference

-------------------------------------------------------------------------------------

MEMBERSHIP BENEFITS

ISACA Mentorship Program

https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/


https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and 

brings together ISACA members at all stages of their careers who

want to give or receive professional development support. Career

mentoring helps both participants to expand networks, gain new 

knowledge and insights, and build new skills.

As always, 72 free CPEs are available to you through your ISACA 

membership. 

https://www.isaca.org/membership/membership-benefits/free-cp  e  

https://www.isaca.org/membership/membership-benefits?

mc_cid=03a051a7dd&mc_eid=UNIQID

Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support

https://support.isaca.org/.

Did you know we have a library of helpful responses to frequently

asked questions about accessing the website and its resources ?

You might discover an immediate answer to your questions in our

help articles:

Please visit https://support.isaca.org for all support needs, which 

includes a chat option and answers to hundreds of frequently 

https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/news-and-trends/tips-column-archives?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.isaca.org/membership/membership-benefits/free-cpe?mc_cid=03a051a7dd&mc_eid=UNIQID
https://mentorship.isaca.org/


asked questions (FAQs). Submit only one ticket per issue.

----------------------------------------------------------------------------

Graduate Apprenticeship Programmes

Several universities are  offering this opportunity - Happy to add 

them if they provide contact details 

Glasgow Caledonian University 

 The Graduate Apprenticeship Programmes including the 

Graduate Apprenticeship MSc Masters Cyber Security and the 

BSc Cyber Security both Programmes are fully funded and you 

need to be working in security role in Scotland with a Scottish 

post code address

https://www.gcu.ac.uk/study/graduateapprenticeships/

Ronnie Beattie would be delighted to hear from interested 

candidates for both Programmes

ronnie.beattie@gcu.ac.uk  and 0771 4715286

 

The Robert Gordon University Graduate Apprenticeship in MSc 

Cyber Security

The 18-month fully funded course consists of four taught modules and 

a capstone project. It has two start dates (September and February) 

and is available to applicants who are employed in a role related to the

course of study, and who have the right to live and work in Scotland. 

The course is delivered primarily online, in addition to an on-campus 

workshop per taught module.

https://www.gcu.ac.uk/study/graduateapprenticeships/?mc_cid=03a051a7dd&mc_eid=UNIQID


For more details and to apply, please visit:

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-

msc-cyber-security

 -----------------------------------------------------------------------------------

Other Webinars

EY and NCC Group – Fintech Cybersecurity event
Tuesday, 18 April 2023 | 08:30–15:30 BST
https://info.ey.com/FSO-GB-Multiple-LE-2023-04-18-NCC-Group-and-EY-
event_01a-Registration---Form-Page.html
EY Edinburgh office, Atria One, 144 Morrison Street, Edinburgh EH3 
8EX

Edinburgh Futures Institute  
AI in Banking: The Case for Customers
20th April 2023  2:30 pm - 4:00 pm

https://www.eventbrite.co.uk/e/ai-in-banking-the-case-for-customers-tickets-524620322507

University of Edinburgh’s Business School Auditoriu

29 Buccleuch Place, Edinburgh, EH8 9JS

 Air-gapped Advantages in a Non-Air-gapped World   D2IQ

Apr 24 2023, 5:30pm BST

https://www.brighttalk.com/webcast/19468/579752

No Pets Allowed - Mastering the Basics of Cloud Infrastructure    

Google Cloud

Thursday, April 27, 2023 | 11:00 AM PDT | 1900 UK

https://www.blackhat.com/html/webcast/04272023-no-pets-allowed.html

https://www.blackhat.com/html/webcast/04272023-no-pets-allowed.html
https://www.brighttalk.com/webcast/19468/579752
https://www.eventbrite.co.uk/e/ai-in-banking-the-case-for-customers-tickets-524620322507
https://info.ey.com/FSO-GB-Multiple-LE-2023-04-18-NCC-Group-and-EY-event_01a-Registration---Form-Page.html
https://info.ey.com/FSO-GB-Multiple-LE-2023-04-18-NCC-Group-and-EY-event_01a-Registration---Form-Page.html
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID


On Demand - Proofpoint
 Defend Your Data Against Cloud Threats 
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-
cloud-threats
Defend Your Data Against Insider Threats: Stop Valuation Data from 
Leaving with Departing Employees 
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-
insider-threats
Defend Your Data with AI-powered Classification for Efficient Enterprise 
DLP 
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-ai-
powered-classification

 
On-demand  Barracuda
https://www.brighttalk.com/channel/15609/
Hardening Microsoft 365 against new account takeover attacks
Protect your Microsoft 365 data from ransomware
Building a security-aware culture: Security Awareness Training in 2023

Cyber and Fraud Centre Scotland
https://cyberfraudcentre.com/cyber-fraud-centre-public-and-third-
sector-cyber-roadshow
Public and Third Sector Cyber Roadshows 
    Aberdeen - 11th May
    Edinburgh - 25th May

2023 Conferences

NCSC CYBERUK: Belfast 19-20 April 2023
https://www.cyberuk.uk/

2023 Cybersecurity Certification Conference Hybrid

25th May Athens

https://www.enisa.europa.eu/events/2023certificationconference

ENISA Annual Cybersecurity Certification Conference is the place where the community gathers, 
discusses and exchanges on the opportunities, challenges and outcomes of EU Cybersecurity 
Certification. 

https://www.enisa.europa.eu/events/2023certificationconference
https://cyberfraudcentre.com/cyber-fraud-centre-public-and-third-sector-cyber-roadshow
https://cyberfraudcentre.com/cyber-fraud-centre-public-and-third-sector-cyber-roadshow
https://www.brighttalk.com/channel/15609/
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-ai-powered-classification
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-ai-powered-classification
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-insider-threats
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-insider-threats
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-cloud-threats?utm_medium=email01&utm_campaign=23Q1-globalwebinar&utm_source=marketo&mkt_tok=MzA5LVJIVi02MTkAAAGKjhk7QcdZI0ccvsexU65RdwwyxPr7BVlgI0t3bmVfN_RnOnkD9Tf4fafrZEoa6WADqQbKxcPf8mdw0cD2MQqKPyS6NjeovtS1LFVHFnSip8-jL0rz8Q
https://www.proofpoint.com/uk/resources/webinars/defend-your-data-against-cloud-threats?utm_medium=email01&utm_campaign=23Q1-globalwebinar&utm_source=marketo&mkt_tok=MzA5LVJIVi02MTkAAAGKjhk7QcdZI0ccvsexU65RdwwyxPr7BVlgI0t3bmVfN_RnOnkD9Tf4fafrZEoa6WADqQbKxcPf8mdw0cD2MQqKPyS6NjeovtS1LFVHFnSip8-jL0rz8Q


Around The Web

FBI warns against using public phone charging stations
https://www.cnbc.com/2023/04/10/fbi-says-you-shouldnt-use-public-phone-
charging-stations.html

Microsoft Gets Court Order to Sinkhole Cobalt Strike Traffic from Server 
IP Addresses Hosted by US Data Centers
https://www.bankinfosecurity.com/microsoft-gets-court-order-to-sinkhole-
cobalt-strike-traffic-a-21650

CyberScotland Technical Bulletin April 2023
https://www.cyberscotland.com/technical-bulletin-april-2023/

Suspected Apple iOS Zero-Day Used to Spread 'Reign' Spyware via 
invisible iCloud Calendar invites, subsequently removed
https://www.bankinfosecurity.com/suspected-apple-ios-zero-day-used-to-
spread-reign-spyware-a-21659

MSI hit in cyberattack, warns against installing knock-off firmware on 
motherboards
https://www.theregister.com/2023/04/07/msi_cyberattack_bios/

Microsoft 365 users now failing to send / receive Outlook emails as 
OneDrive fills up faster with email attachments
https://www.neowin.net/news/microsoft-365-users-now-failing-to-send--
receive-outlook-emails-as-onedrive-fills-up-faster/

AWS CodeWhisperer AI coder now generally available, remains free for 
individual developers
https://devclass.com/2023/04/13/aws-codewhisperer-ai-coder-now-
generally-available-remains-free-for-individual-developers/

https://devclass.com/2023/04/13/aws-codewhisperer-ai-coder-now-generally-available-remains-free-for-individual-developers/
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https://www.neowin.net/news/microsoft-365-users-now-failing-to-send--receive-outlook-emails-as-onedrive-fills-up-faster/
https://www.neowin.net/news/microsoft-365-users-now-failing-to-send--receive-outlook-emails-as-onedrive-fills-up-faster/
https://www.theregister.com/2023/04/07/msi_cyberattack_bios/
https://www.bankinfosecurity.com/suspected-apple-ios-zero-day-used-to-spread-reign-spyware-a-21659
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https://www.bankinfosecurity.com/microsoft-gets-court-order-to-sinkhole-cobalt-strike-traffic-a-21650


EDPB resolves dispute on US transfers by Meta and creates task force on 
Chat GPT
https://edpb.europa.eu/news/news/2023/edpb-resolves-dispute-transfers-
meta-and-creates-task-force-chat-gpt_en

Shifting the Balance of Cybersecurity Risk: Principles and Approaches for 
Security-by- Design and -Default 
CISA NSA  FBI ACSC NCSC-UK CCCS BSI NCSC-NL CERT NZ  NCSC-NZ
https://www.cisa.gov/sites/default/files/2023-04/
principles_approaches_for_security-by-design-default_508_0.pdf

 The Future of Fintech in the UK 2023: An Innovate Finance Global Summit 
and UK Fintech Week special edition' report.
https://www.finextra.com/researcharticle/270/the-future-of-fintech-in-the-uk-2023

RBS: Hiring activity across Scotland continues to fall in March
https://www.scottishfinancialnews.com/articles/rbs-hiring-activity-across-
scotland-continues-to-falls-in-march

Can You Measure the True Costs of Being a Data-Driven Business?
https://www.informationweek.com/big-data/can-you-measure-the-true-costs-of-
being-a-data-driven-business-

SAP : How Centers of Excellence, Enterprise Architects Can Drive 
Sustainability Together
https://www.asug.com/insights/how-centers-of-excellence-enterprise-architects-can-drive-
sustainability-together

21 productivity hacks VCs and founders can’t live without
https://sifted.eu/articles/productivity-hacks-vcs-founders/

FCA Discussion Paper DP3/22 – Operational resilience: Critical third parties to the UK 
financial sector
https://www.fca.org.uk/publications/discussion-papers/dp22-3-operational-resilience-critical-
third-parties-uk-financial-sector
Third party Survey Link – Responses by 17th May
https://www.onlinesurveys.fca.org.uk/jfe/form/SV_82ZRn2bAEe0yXJQ

NIST Hosts Meeting on Secure Implementation of Post Quantum Crypto which were 
recommended to replace the current public key algorithms (RSA, ECC) 
https://www.riscure.com/secure-implementation-of-post-quantum-crypto-in-the-spotlight/
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https://edpb.europa.eu/news/news/2023/edpb-resolves-dispute-transfers-meta-and-creates-task-force-chat-gpt_en
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