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ISACA Scotland Weekly Email 10  Mar 23

News and events from ISACA, SASIG and around the web 

Got feedback and/or suggestions for future events ?

• Interested in supporting the chapter by joining the Board ,helping to run 
events or presenting at an event ?

• Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

NEW 

ISACA UK Customer Service Number. 

0800 0668549

 join our Linkedin Group at
https://www.linkedin.com/groups/8443092/

ISACA Scotland Upcoming Events

Glasgow Dates for your diary - links in future mailing 

Innovation Workshop Series Oct 6th, ,  Nov 3rd  , Feb 2nd , Mar 9th, April (tbc)

Glasgow Security  Panel                    Quarter 3 2023

mailto:newsletter@isaca-scotland.org.uk
https://www.linkedin.com/groups/8443092/


SASIG Webinars  

Monday 13 March 2023, 11am-12noon (GMT)
https://www.thesasig.com/calendar/event/23-03-13-boardroom/
Separated by a common language: Can C-Suites decipher & act on cyber 
attacks?
 Stuart Peters and David Emm from Kaspersky  discuss  a report that highlights
that C-Suites often find themselves having to make business-critical decisions 
without a clear picture of their unique threat landscape or the risk it poses to 
their organisation, due to the inability to fully comprehend the language of 
cybersecurity and the tools needed to gather reliable and actionable threat 
intelligence.

Wednesday 15 March 2023, 11am-12noon (GMT)
https://www.thesasig.com/calendar/event/23-03-15-hr/
Enhancing the user experience: What it means, and why it matters
We’re declaring that the SLA (Service Level Agreement) as the sole measure of 
IT success, is dead. Long live the XLA! (Experience Level Agreement).

Friday 17 March 2023, 11am-12noon (GMT)
https://www.thesasig.com/calendar/event/23-03-17-resilience/
Security for Champions: How to establish and manage an effective
Sarah McGuinness will share her experiences of leading a global security 
champions programme at a leading fintech organisation. Further to this, Sarah 
will share the tangible deliverables that security champions have contributed 
from establishing a security champions programme.Sarah McGuinness will 
share her experiences of leading a global security champions programme at 
a leading fintech organisation. Further to this, Sarah will share the tangible 
deliverables that security champions have contributed from establishing a 
security champions programme.

Future Event

Thursday 4 May 2023 9.30am – 3pm Birmingham In Person
Midlands SASIG In collaboration with BT and ISACA with contributions from 
the West Midlands Cyber Resilience Centre, ROCU and DSIT. 
https://www.thesasig.com/calendar/event/23-05-04-midlands/
 All SASIG events operate under Chatham House Rule and there is no charge to 
attend. Refreshments for the day are also kindly provided by our hosts. 
Opening Keynote: Resilience – what impacts organisations?
Ransomware – Should I pay, or should I go?
Panel session: The challenge with supply chains
A presentation by SentinelOne

https://www.thesasig.com/calendar/event/23-05-04-midlands/
https://www.thesasig.com/calendar/event/23-03-17-resilience/
https://www.thesasig.com/calendar/event/23-03-15-hr/
https://www.thesasig.com/calendar/event/23-03-13-boardroom/


Nudging our way towards successful cybersecurity awareness training
Cyber Forensics: Who did what to you and how
Panel Session: Building your organisations resilience: What’s there to help

ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

Data Loss Prevention - Email

Digital Forensics

Information and Cybersecurity

Governance, Processes and Planning: Three Significant 

Countermeasures to Being Hacked

https://www.isaca.org/resources/news-and-trends/isaca-now-

blog/2023/governance-processes-and-planning

Risk Management

Pipeline Risk Assessment 

COBIT and Governance

Who(which dept) should be responsible for corporate information 

security policy and why?

CMMI Tech Talk: Appraising Governance (GOV) and 

Implementation Infrastructure (II) – YouTube



https://www.youtube.com/watch?v=RXbjk3yCGs4

----------------------------------------------------------------------------------
CERTIFICATIONS

Important guidance for exam candidates: 

• Article: Candidates Beware: Red Flags to Avoid when Preparing for and Taking an ISACA 
Exam
https://www.isaca.org/resources/news-and-trends/newsletters/atisaca/2023/volume-1/
candidates-beware-red-flags-to-avoid-when-preparing-for-and-taking-an-isaca-exam

• White paper: Guidance for Test Takers Taking High Stakes Exams

https://www.isaca.org/-/media/files/isacadp/project/isaca/resources/white-papers/guidance-for-test-
takers-taking-high-stakes-exams.pdf

ISACA GLOBBAL

Blog post: Smoothing the Path for an Even Brighter Future for ISACA
https://www.isaca.org/resources/news-and-trends/isaca-now-blog/2023/smoothing-the-path-for-an-
even-brighter-future-for-isaca

EMERGING TECH

ISACA Journal vol. 2: Interruptions Disruptions and Impact of Emergence.

https://www.isaca.org/resources/isaca-journal

RISK

Virtual Summit (four hours): ISACA Virtual Summit 2023: Building an Effective Risk 
Management Program—22 March 2023, 
9:00 am (CT) / 14:00 (UTC).

• Sessions:
Managing Security in the Digital Age

• Cybersecurity Breaches Are in the News: How Internal Assessments Can Help Avoid One

• 5 Steps to Building a Successful Data Access Governance Program 

• Top Technology and IT Risks for 2023 and How to Prepare

Register here. Four hours/up to four FREE CPE credits.

DIGITAL TRUST

Webinar: Hiring & Retaining Digital Trust Talent—28 March 2023, 11:00 am (CT) / 17:00 
(UTC). This panel discussion will explore some of the challenges companies face in attracting and 

https://store.isaca.org/s/community-event?id=a334w000003iCFBAA2
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retaining professionals into digital trust professions and what companies can do successfully recruit 
talent and increase retention.

Register here.
https://store.isaca.org/s/community-event?id=a334w000005Qe3gAAC
One hour/one free CPE.

COMPLIANCE

• Case study: Taming Unruly Data to Improve Compliance
https://www.isaca.org/resources/isaca-journal/issues/2023/volume-2/case-study-taming-
unruly-data-to-improve-compliance

• Webinar: Are You Ready for Increased Regulatory Scrutiny? Start Thinking About Your 
Compliance Workflows—6 April 2023, 11:00 am (CT) / 17:00 (UTC). This webinar will share
which regulatory compliance obligations are expected to change; the costs of not 
optimizing compliance and risk workflows; and how to respond to changes and

•  communicate with stakeholders.

Register here.
https://store.isaca.org/s/community-event?id=a334w000005Q8ncAAC
One hour/one free CPE.

All ISACA webinars are listed here.
https://www.isaca.org/training-and-events/online-training/webinars

Volunteer at ISACA’s Digital Trust World Conference and Save on 
Registration

Conference volunteers receive a 60% discount off the cost of registration. Sign 
up now to support conference operations at ISACA’s inaugural Digital Trust 
World conference in Boston, 9-11 May 2023.
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/

        

ISACA’s Digital Trust World
https://www.isaca.org/training-and-events/isaca-digital-trust-world-
conference
receive US$200 OFF registration for Digital Trust World Boston or Digital 
Trust World Virtual offer ends 24 March 2023. 

https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.isaca.org/training-and-events/isaca-digital-trust-world-conference
https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/
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https://www.signupgenius.com/go/4090a4dacaf28abff2-2023#/
https://www.isaca.org/training-and-events/online-training/webinars
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Previously known as ISACA Conference North America and ISACA 
Conference Europe, ISACA’s Digital Trust World will deliver enhanced 
content and programming around digital trust in 3 conferences
USA | Boston, MA | 9–11 May 2023
VIRTUAL | 21–22 June 2023
EUROPE | Q4 2023 

ISACA CENTRAL CHAPTER - Certificate Training Courses

Virtual instructor led course each course restricted to a maximum

of just 10 delegates

For more information about a specific course, please email Mike 

Hughes: mhughes@isaca-central.org.uk

CISA   20th to 24th March 2023

CGEIT  Email to register your interest

CDPSE  Email to register your interest

1) Online Masterclass for up to a maximum of 6 delegates £595 + 

VAT for ISACA members and £745+ VAT for non-members.

2) 1:1 Online Tuition £795 + VAT for ISACA members and £895 + 

VAT for non-members

We can also offer a package to include Master Class, eBook 

Study Guide, Q&A Database Subscription and Exam, for details, 

please email mhughes@isaca-central.org.uk



Both the above options cover the same materials as our long 

running 3-day classroom based

-------------------------------------------------------------------------------------

MEMBERSHIP BENEFITS

Did you know that ISACA offers FREE CPEs for members with 1 hour long 

webinars? 

You can click the Archived Webinars link to listen to as may webinars as you 

want! 

https://www.isaca.org/training-and-events/online-training/archived-webinars

There is a wealth of information and a large spectrum of topics that will 

keep you interested and engaged! 

ISACA Mentorship Program

https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and 

brings together ISACA members at all stages of their careers who

want to give or receive professional development support. Career

mentoring helps both participants to expand networks, gain new 

knowledge and insights, and build new skills.

As always, 72 free CPEs are available to you through your ISACA 

membership. 

https://www.isaca.org/membership/membership-benefits/free-cp  e  

https://www.isaca.org/membership/membership-benefits/free-cpe?mc_cid=03a051a7dd&mc_eid=UNIQID
https://mentorship.isaca.org/
https://www.isaca.org/training-and-events/online-training/archived-webinars


https://www.isaca.org/membership/membership-benefits?

mc_cid=03a051a7dd&mc_eid=UNIQID

Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support

https://support.isaca.org/.

Did you know we have a library of helpful responses to frequently

asked questions about accessing the website and its resources ?

You might discover an immediate answer to your questions in our

help articles:

Please visit https://support.isaca.org for all support needs, which 

includes a chat option and answers to hundreds of frequently 

asked questions (FAQs). Submit only one ticket per issue.

----------------------------------------------------------------------------

Graduate Apprenticeship Programmes

Several universities are  offering this opportunity - Happy to add 

them if they provide contact details 

Glasgow Caledonian University 

 The Graduate Apprenticeship Programmes including the 

Graduate Apprenticeship MSc Masters Cyber Security and the 

BSc Cyber Security both Programmes are fully funded and you 

https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
https://support.isaca.org/?mc_cid=03a051a7dd&mc_eid=UNIQID
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need to be working in security role in Scotland with a Scottish 

post code address

https://www.gcu.ac.uk/study/graduateapprenticeships/

Ronnie Beattie would be delighted to hear from interested 

candidates for both Programmes

ronnie.beattie@gcu.ac.uk  and 0771 4715286

 

The Robert Gordon University Graduate Apprenticeship in MSc 

Cyber Security

The 18-month fully funded course consists of four taught modules and 

a capstone project. It has two start dates (September and February) 

and is available to applicants who are employed in a role related to the

course of study, and who have the right to live and work in Scotland. 

The course is delivered primarily online, in addition to an on-campus 

workshop per taught module.

For more details and to apply, please visit:

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-

msc-cyber-security

 -----------------------------------------------------------------------------------

Other Webinars

Leveraging the power of data science in local government
Tuesday 14 March 2023, 2:00pm to 3:30pm

https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.rgu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-cyber-security?mc_cid=03a051a7dd&mc_eid=UNIQID
https://www.gcu.ac.uk/study/graduateapprenticeships/?mc_cid=03a051a7dd&mc_eid=UNIQID


https://www.eventbrite.co.uk/e/data-science-community-of-interest-meet-up-
local-government-focus-tickets-530499537397

Nipping Ransomware in the Bud: Detecting Early Adversary Activity
Thursday, Mar. 16, 2023   2:00 PM EDT 1800 UK
https://www.bigmarker.com/ismg/Nipping-Ransomware-in-the-Bud-Detecting-
Early-Adversary-Activity

Discovering Sensitive Data Flows in Applications: A Code Scanning 
Approach with Privado 

Thursday, March 16, 2023 | 11:00 AM PST 1900 UK

https://www.blackhat.com/html/webcast/03162023-discovering-sensitive-data-
flows.html

Cybersecurity: Combating Modern Threats with Graph Databases

Wednesday, March 22  7:30 a.m. - 10:30 a.m. PT | 14:30 - 17:30 GMT 

https://neo4j.com/connections/cybersecurity-2023/

The Detection Series: PowerShell

Mon., March 27, 2023 2pm ET (1 Hour) 1900 UK

https://redcanary.com/resources/webinars/detection-series-powershell/

SBRC Public and Third Sector Cyber Roadshow
https://www.sbrcentre.co.uk/events
Glasgow - 14th March
Borders - 16th March
Shetland - 22nd March

2023 Conferences

AltFi’s second virtual Buy Now, Pay Later Forum 
16 March 2023   13:00-17:00 (UK Time)
Register today to join us virtually in March next year!
https://www.altfi.com/events/altfi-buy-now-pay-later-forum-2023

https://www.altfi.com/events/altfi-buy-now-pay-later-forum-2023
https://redcanary.com/resources/webinars/detection-series-powershell/
https://neo4j.com/connections/cybersecurity-2023/
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The Scottish AI Summit will take place at the University of Strathclyde’s 
Technology & Innovation Centre in Glasgow and online on 28 - 29 March 
2023!  - for prices and discounts 
https://www.scottishaisummit.com/

NCSC CYBERUK: Belfast 19-20 April 2023
https://www.cyberuk.uk/

Around The Web

Carder Site Dumps 2 Million Free Payment Cards  as Marketing Ploy
https://www.bankinfosecurity.com/blogs/publicity-stunt-criminals-dump-2-
million-free-payment-cards-p-3408

How to prevent Microsoft OneNote files from infecting Windows with 
malware
https://www.bleepingcomputer.com/news/security/how-to-prevent-microsoft-
onenote-files-from-infecting-windows-with-malware/

How a single site reliability engineer brought down Twitter
https://www.theverge.com/2023/3/6/23627875/twitter-outage-how-it-happened-
engineer-api-shut-down

Trezor crypto wallets under attack in SMS phishing campaign

https://www.tripwire.com/state-of-security/trezor-crypto-wallets-under-attack-
sms-phishing-campaign

US National Cybersecurity Strategy.
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-
Cybersecurity-Strategy-2023.pdf

 UK Govt proposes  new Data Protection and Digital Information (No. 2) Bill
https://publications.parliament.uk/pa/bills/cbill/58-03/0265/220265v2.pdf

https://publications.parliament.uk/pa/bills/cbill/58-03/0265/220265v2.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.whitehouse.gov/wp-content/uploads/2023/03/National-Cybersecurity-Strategy-2023.pdf
https://www.tripwire.com/state-of-security/trezor-crypto-wallets-under-attack-sms-phishing-campaign
https://www.tripwire.com/state-of-security/trezor-crypto-wallets-under-attack-sms-phishing-campaign
https://www.theverge.com/2023/3/6/23627875/twitter-outage-how-it-happened-engineer-api-shut-down
https://www.theverge.com/2023/3/6/23627875/twitter-outage-how-it-happened-engineer-api-shut-down
https://www.bleepingcomputer.com/news/security/how-to-prevent-microsoft-onenote-files-from-infecting-windows-with-malware/
https://www.bleepingcomputer.com/news/security/how-to-prevent-microsoft-onenote-files-from-infecting-windows-with-malware/
https://www.bankinfosecurity.com/blogs/publicity-stunt-criminals-dump-2-million-free-payment-cards-p-3408
https://www.bankinfosecurity.com/blogs/publicity-stunt-criminals-dump-2-million-free-payment-cards-p-3408


Digital transformation in government: addressing the barriers to efficiency
https://www.nao.org.uk/reports/digital-transformation-in-government-
addressing-the-barriers/

What fraud prevention teams should be looking out for in the months to come 
https://risk.lexisnexis.co.uk/insights-resources/article/future-fraud-trends-2023

UK firms spend the equivalent of three quarters of UK’s defence budget 
on financial crime compliance activities each year.  LexisNexis

https://risk.lexisnexis.co.uk/insights-resources/white-paper/true-costs-
of-compliance

ChatGPT-API for Windows: Use ChatGPT in your Windows Applications

https://www.codeproject.com/Articles/5355950/ChatGPT-API-for-
Windows-Use-ChatGPT-in-your-Window

Grocery retailers are among the first to embrace ChatGPT
https://www.modernretail.co/technology/grocery-retailers-are-among-
the-first-to-embrace-chatgpt/

Nationwide overhauls Faster Payment processing with Accenture and Form3
https://www.finextra.com/newsarticle/41922/nationwide-overhauls-payment-
processing-with-accenture-and-form3

Faster Payments – how does it work ?----UK Pay
https://www.wearepay.uk/what-we-do/payment-systems/faster-payment-
system/how-faster-payments-work/

Threat Protection for Office 365  Proofpoint
https://dbac8a2e962120c65098-
4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/securing-
microsoft-office-365-inside-track-to-threat-protection-pdf-8-w-11483.pdf

10 Of The Most Popular Java Frameworks
https://www.javacodegeeks.com/2023/02/10-of-the-most-popular-java-
frameworks.html

https://www.javacodegeeks.com/2023/02/10-of-the-most-popular-java-frameworks.html
https://www.javacodegeeks.com/2023/02/10-of-the-most-popular-java-frameworks.html
https://dbac8a2e962120c65098-4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/securing-microsoft-office-365-inside-track-to-threat-protection-pdf-8-w-11483.pdf
https://dbac8a2e962120c65098-4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/securing-microsoft-office-365-inside-track-to-threat-protection-pdf-8-w-11483.pdf
https://dbac8a2e962120c65098-4d6abce208e5e17c2085b466b98c2083.ssl.cf1.rackcdn.com/securing-microsoft-office-365-inside-track-to-threat-protection-pdf-8-w-11483.pdf
https://www.wearepay.uk/what-we-do/payment-systems/faster-payment-system/how-faster-payments-work/
https://www.wearepay.uk/what-we-do/payment-systems/faster-payment-system/how-faster-payments-work/
https://www.finextra.com/newsarticle/41922/nationwide-overhauls-payment-processing-with-accenture-and-form3
https://www.finextra.com/newsarticle/41922/nationwide-overhauls-payment-processing-with-accenture-and-form3
https://www.modernretail.co/technology/grocery-retailers-are-among-the-first-to-embrace-chatgpt/
https://www.modernretail.co/technology/grocery-retailers-are-among-the-first-to-embrace-chatgpt/
https://www.codeproject.com/Articles/5355950/ChatGPT-API-for-Windows-Use-ChatGPT-in-your-Window
https://www.codeproject.com/Articles/5355950/ChatGPT-API-for-Windows-Use-ChatGPT-in-your-Window
https://risk.lexisnexis.co.uk/insights-resources/white-paper/true-costs-of-compliance
https://risk.lexisnexis.co.uk/insights-resources/white-paper/true-costs-of-compliance
https://risk.lexisnexis.co.uk/insights-resources/article/future-fraud-trends-2023
https://www.nao.org.uk/reports/digital-transformation-in-government-addressing-the-barriers/
https://www.nao.org.uk/reports/digital-transformation-in-government-addressing-the-barriers/


Top 10 Best Apps For No-Code App Builders
https://www.javacodegeeks.com/2023/02/top-10-best-apps-for-no-code-
app-builders.html

10 Database Security Best Practices You Should Know

https://www.tripwire.com/state-of-security/trezor-crypto-wallets-under-
attack-sms-phishing-campaign

Network Security Threats and Defenses: A 2023 Guide
https://www.tripwire.com/state-of-security/web-hosting-security-best-
practices

When the Need to Please Their Direct Reports Holds Women Managers 
Back
https://hbswk.hbs.edu/item/when-the-need-to-please-holds-women-
managers-back

All you need to know about diversity (or lack thereof) in European tech
https://sifted.eu/articles/diversity-european-tech/

Women in the workplace: 50 years of change
https://blogs.lse.ac.uk/businessreview/2023/03/08/women-in-the-workplace-
50-years-of-change-1/

https://blogs.lse.ac.uk/businessreview/2023/03/08/women-in-the-workplace-50-years-of-change-1/
https://blogs.lse.ac.uk/businessreview/2023/03/08/women-in-the-workplace-50-years-of-change-1/
https://blogs.lse.ac.uk/businessreview/2023/03/08/women-in-the-workplace-50-years-of-change/
https://sifted.eu/articles/diversity-european-tech/
https://hbswk.hbs.edu/item/when-the-need-to-please-holds-women-managers-back
https://hbswk.hbs.edu/item/when-the-need-to-please-holds-women-managers-back
https://www.tripwire.com/state-of-security/trezor-crypto-wallets-under-attack-sms-phishing-campaign
https://www.tripwire.com/state-of-security/trezor-crypto-wallets-under-attack-sms-phishing-campaign
https://www.javacodegeeks.com/2023/02/top-10-best-apps-for-no-code-app-builders.html
https://www.javacodegeeks.com/2023/02/top-10-best-apps-for-no-code-app-builders.html

	Trezor crypto wallets under attack in SMS phishing campaign
	UK firms spend the equivalent of three quarters of UK’s defence budget on financial crime compliance activities each year. LexisNexis

	ChatGPT-API for Windows: Use ChatGPT in your Windows Applications
	10 Database Security Best Practices You Should Know

