Newslettere 22 Dec 23

ISACA Scotland Weekly Email 22 Dec 23
News and events from ISACA, SASIG and around the internet

ISACA Scotland News
https://engaqge.isaca.org/scottishchapter/home

The Member Get a Member Program end on 31% December
https://www.isaca.org/campaigns/member-get-a-member

OFFER EXTENDED to 31° Dec : Save 10% on Official Exam Prep for
CISA®, CISM®, CRISC®, CDPSE® and CGEIT®. Enter promo code at
checkout: ProdFlashSale10.

Renewal Season — First time renewers should check their CPE
requirement

ISACA offers more than 72 free CPE opportunities

https://www.isaca.org/membership/become-a-member/member-
benefits/free-cpe

Call for volunteers: ISACA’s UK Advocacy Task Forces By 15 Jan

https://lengage.isaca.org/volunteeropportunities/opportunities-list-
public/volunteer-opportunity-details

Introducing the Digital Policy Alliance

https://www.dpalliance.org.uk/

ISACA UK & Ireland chapters can provide access to member only
events — email newsletter@isaca-scotland.orq.uk
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Got feedback and/or suggestions for future events ?

- Interested in supporting the chapter by joining the Board ,helping
to run events or presenting at an event ?
- Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.org.uk

or join our Linkedin Group at

https://www.linkedin.com/groups/8443092/

NEW

ISACA UK Customer Service Number.

0800 0668549 and also for members via the web portal at
https://support.isaca.org/s/

Future Events for your diary - links in future mailing

Edinburgh " Confidential Computing " Qtr1 2024
Edinburgh Joint ISACA Scotland / IIA Event Spring 2024
Glasgow Security Panel Quarter 2 2024

SASIG Webinars

No Further Events until 5 Jan 2024
Future

Friday 5 January 2024, 11am-12noon (GMT)
Internet governance — Why it is important for you?
https://www.thesasig.com/calendar/event/24-01-05-governance/
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Monday 8 January 2024, 11am-12noon (GMT)
Autism in the information security profession
https://www.thesasig.com/calendar/event/24-01-08-equalities/

Tuesday 9 January 2024 9.30am — 3pm In person Canary Wharf, London
Operational Resilience: Using the tools at your disposal to prepare for
the worst

https://www.thesasig.com/calendar/event/24-01-09-Resilience/

Wednesday 10 January 2024, 11am-12noon (GMT)
Cybersecurity considerations for the drone industry
https://www.thesasig.com/calendar/event/24-01-10-aiiot/

Friday 12 January 2024, 11am-12noon (GMT)
Accelerating cybersecurity in healthcare
https://www.thesasig.com/calendar/event/24-01-12-health/

Thursday 25 January 2024 9.30am — 3pm Aldgate, London
SASIG Thought Leadership: Looking to 2024 and beyond
https://www.thesasig.com/calendar/event/24-01-25-awareness/

ISACA Online

Hot Topics in ISACA Exchange Forums

Audit and Assurance

Cloud Services Contract - Audit Clause

SDLC Audit

Audit Checklist for APl & Cloud

Information and Cybersecurity

New SEC cybersecurity rule - how is internal audit handling
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Mandatory leave

Risk Management

High availability

COBHigh availability IT and Governance

OWASP LLM Al Security and Governance Checklist

https://owasp.org/www-project-top-10-for-large-language-model-

applications/lim-top-10-governance-doc/

LLM Al Security and Governance Checklist.pdf

The Geneva Manual on Responsible Behaviour in Cyberspace -

Implementation of Norms by Relevant Non-State Stakeholders

https://genevadialogue.ch/wp-content/uploads/Geneva-Manual.pdf

ISACA Media Link

Centre for Digital Trust , EPFL Lausanne - publications

https://c4dt.epfl.ch/publications/
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ISACA Audit Programs

Cloud computing Management audit program
https://store.isaca.org/s/store#/store/browse/detail/
a2S4w000004KoH1EAK

Azure Audit program
https://store.isaca.org/s/store#/store/browse/detail/
a2S4w000004KoGTEAOQ

Google Clout platform audit program
https://store.isaca.org/s/store#/store/browse/detail/
a2S4w000004WVPJEA4

CABS audit program
https://store.isaca.org/s/store#/store/browse/detail/a2S4w000004KoGVEAO

Software Assurance Audit Program
https://store.isaca.org/s/store#/store/browse/detail/
a2S4w000004KoELEAO

ISACA 2024 Virtual Conference: Digital Trust.

Asia Pacific Oceania , 20 February

Americas , 21 February

EMEA 22 February
https://www.isaca.org/training-and-events/isaca-2024-virtual-conference

One Day Pass ( Member $199, Non Member $398) and 3 Day Global Pass
( Member $499, Non Member $998 )

Check out the Engage Community Library for useful reference docs

https://engage.isaca.org/communities/community-home/librarydocuments

ISACA CERTIFICATIONS & Certificates — the full list
https://www.isaca.org/credentialing
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Find Your Exam Candidate Guide Here
https://www.isaca.org/credentialing/exam-candidate-quides

Central England Chapter Upcoming Training

Please email Mike Hughes: < mhughes@prismra.co.uk>

Irish Chapter Upcoming Training

ISACA Ireland and ISACA Scotland members are charged the same price
Any queries to - Everett.Breakey@isaca.ie

MEMBERSHIP BENEFITS

ISACA Webinars - Free to members

https://lwww.isaca.org/training-and-events/online-training/webinars

ISACA Mentorship Program

https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skKkills.
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As always, 72 free CPEs are available to you through your ISACA
membership.
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support
https://support.isaca.org/.

Please visit https.//support.isaca.orq for all support needs, which

includes a chat option and answers to hundreds of frequently asked

questions (FAQs). Submit only one ticket per issue.

Graduate Apprenticeship Programmes

Glasgow Caledonian University

https://www.gcu.ac.uk/study/graduateapprenticeships/
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc Cyber

Security

For more details and to apply, please visit:
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cyber-security

On Demand Webinars & Newsletters

Data Lab Community events & meet-ups
Online via The Data Lab Community
https://community.thedatalab.com/events

FinTech Scotland Newsletter
https://send.lucidity.ie/t/r-e-ttiknkd-udiutdzki-jd/

Scottish Al Alliance
https://www.scottishai.com/events

FINOS Newilstter
https://www.finos.org/newsletter

ONS Data Science Campus
https://datasciencecampus.ons.gov.uk/

Cyber and Fraud Centre Scotland
https://cyberfraudcentre.com/events?

Trending Al Research + Trending Al Tools
https://marktechpost-newsletter.beehiiv.com/

Al Weekly
https://aiweekly.co/

Gradient Flow (Large Language Models)
https://gradientflow.substack.com/

HelpNetSecurity
https://www.helpnetsecurity.com/newsletter/

Trading Standards A-Z of Scams
https://lwww.tsscot.co.uk/a-z-scams/
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On Demand Webinar

MITRE ATT&CK: Optimizing Coverage to Bolster Your Defense
https://www.cybereason.com/optimizing-coverage-to-bolster-your-
defense/webinar/qlobal/113023

Live Webinars

UK Time moved from BST to GMT on last Sunday in October

Google + Vaultree: Future-Proofing Data in the Cloud
Jan 11, 2024 04:00 PM in London
https://lus06web.zoom.us/webinar/register/

WN APHD481jRnemWgpi dsC5w#/registration

Has the public sector got a grip on cyber resilience?

Jan 23, 2024 10.30-11.30
https://events.hubilo.com/has-the-public-sector-got-a-grip-on-cyber-
resilience/register

2024 Conferences

Oktane comes to London

16th January, 2024 | 12:30pm - 4:30pm GMT
https://regionalevents.okta.com/oktaneroadshow-london24/
RSA House, Durham House Street, London, WC2N 6HG
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CvyvberScotland Week

26th February — 3rd March 2024. See events at
https://www.cyberscotland.com/cyberscotlandweek/

The Financial Cloud Summit takes London Thursday 7 March 2024
https://www.financialcloudsummit.com/register
Tickets free to Banks ; £500 + VAT for other corporates/vendors.

The Scottish Al Summit will take place on 28 March 2024.
Dynamic Earth Edinburgh Details TBC
https://lwww.scottishai.com/events

IMPACT 2024

https://www.theimpactconference.com/impact-uk/
Tuesday 12th March London


https://www.theimpactconference.com/impact-uk/
https://www.scottishai.com/events
https://www.financialcloudsummit.com/register
https://www.cyberscotland.com/cyberscotlandweek/
https://djrB6b04.eu1.hubspotlinks.com/Ctc/OT+113/djrB6b04/VW-44q7Jyw-qW8TX8Lk5mCVb1W63xJzN53WpzzMDyKmdcfdn-W69vqxv6lZ3lvW37Kg0r2RyJl4W3BL9GY2yjRqTW2xn0R9917tyLW8QY9YS8wFcmfW1W_k6s3NFXLzW3tFttt1MDs31W3yClLc4FG9f2W27z97V4vC0V5Vkp1L94wnxvHW4DGjvG8mhXWnW3MC-mL2JkFNSW7lkZY61PVSfwW2Vjdn22sxwj2W69XbSY1JJ6JZW5TC-0B5hBsj5W4GvD9h2xXJSMV2Xwl96BQq6RW1C2WDn428csrN5fz1PKKtlKdW77SCX98j9mqrW4hSp9t7r69XcW6V1jc52W_KdnW6K_JnP6-CQVjVmC05c79m5BrW5yG5cF148Jv0W2dYDmh60QHk9W2-NKW58sZTHKW486RJv1gsY9GW8tb-cP770CtCW1NRG6629c15BW8h5fwL1YwXqNN3D0v1Cj6B1bW3cyJ443gwygsW8NxVhL5vqvkXW2mWfmD99M6fdVQfW4g1xKNTNW5Cdkcr2WMxWHW7gfgNg7sFXHGW5c3y-C6td0_PW6jZJBV5Mkk9yVJ0_cJ6CXzn0W2-5tBd1SrbkLW3cwp4z7HBCJkW5-rqDQ3LDM9_W9kQt_w6w37hPW5sgp1c54QCmWW1MRcsx3gw52PW8Z93yh553H1wW69JKNd25fSHqN8z2Cv_Mp2FCW4Rht_174xQJyW3KqRyX6f5p0nW9jfMJq2zTSLmW5WPpkH38493-W5sD6xq8XyYY_W9ktFHr8nLMGlW86djXW2VRy87W96cqGS7cbLmHN3y7HxKsKW_6W5J40d32b_PN9W9fh8DB7VNvdsW2CTwzf2qX5tBVs2CXl6zxSHCW6h4V4-3GJwHPW3hTBdW3m_q85W1XKjtp1r0LXKVQz5Fx6gCqy6W5ncbbd2fyWmkW7s7Hzz6NxD3LW5zyqP71kD5WPW76tlbX9kNNPzW8XYtVC9c_MLjW2_6P8x2LXJBWW6RXsRn1mfPfJW1mLK4K4Hvl2mW7XqQvg6YBdfJW3FR20g8Kc80ZW26ZNTG3-zRvgW6V-v4v8Fd8CYW53Jhn82RxN_HW7nXjbw4l8pF6W97-H7Q7rkWp4W568GXY2fLtnXW73v9351x2BgWf2-p3Cx04

Around The Web

Scottish Cyber and Fraud Centre -December Bulletin
https://cyberfraudcentre.com/news

Comcast Ties Breach Affecting 36M Customers to Citrix Bleed
https://www.bankinfosecurity.com/comcast-ties-breach-affecting-36m-
customers-to-citrix-bleed-a-23936

IBM Security detects 50K user sessions across 40 banks compromised
by JavaScript code dynamically injected into online banking pages to
steal login credentials,
https://securityintelligence.com/posts/web-injections-back-on-rise-
banks-affected-danabot-malware/

Breaking (Bad) Bots: Bot Abuse Analysis and Other Fraud Benchmarks
https://www.arkoselabs.com/wp-content/uploads/Breaking-Bad-Bots-
Bot-Abuse-Analysis-and-Other-Fraud-Benchmarks.pdf

Python Malware Poses DDoS Threat Via Docker APl Misconfiguration
https://lwww.infosecurity-magazine.com/news/python-malware-ddos-
threat-docker/

Kronos crypto trader suffers $25m loss involving APl key access
https://crypto.news/kronos-trading-firm-suffers-security-breach-losses-
25m/

Ad fraud set to surge due to automation advancements
https://go.recordedfuture.com/hubfs/reports/cta-2023-1113.pdf

Inside the first ' Search Engine Optimization heist' of the Al era
https://lwww.businessinsider.com/seo-heist-ai-generative-artificial-
intelligence-google-2023-12

Santander bids to clamp down on Facebook Marketplace scams
https://www.finextra.com/newsarticle/43452/santander-bids-to-clamp-
down-on-facebook-marketplace-scams
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Bank of England CBEST 2023 Thematic
https://www.bankofengland.co.uk/financial-stability/operational-
resilience-of-the-financial-sector/2023-cbest-thematic

NCSC Shopping online securely
https://www.ncsc.gov.uk/guidance/shopping-online-securely

Many local authorities are still unaware of the impending switch-off of
2G and 3G mobile networks, with the services needing upgrade include
parking meters, emergency auto diallers in lifts and telecare safety
devices
https://www.local.qov.uk/about/news/3g-network-shutdown-could-hit-
parking-and-other-services-councils-warn

Approov Addresses Apple Watch Security Issues
https://approov.io/blog/apple-watch-security-issues

Keep Your Organization's APIs Protected This Holiday Season
https://www.darkreading.com/vulnerabilities-threats/keep-your-
organizations-apis-protected-this-holiday-season

Wallarm Q3 Report exposes Wordpress and Netflix API flaws
https://www.wallarm.com/webinars/api-threatstats-tm-report-2023-year-
in-review

SPLUNK Predictions 2024: Observability Edition
https://Iwww.splunk.com/en_us/forml/it-predictions.html

5 key things NOT to do on your contractor CV in 2024
https://lwww.contractoruk.com/cv/
5_key_things_not_do_your_contractor_cv_2024.html
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The 2023 ISC2 Cybersecurity Workforce Study
https://media.isc2.org/-/media/Project/ISC2/Main/Media/documents/rese
arch/ISC2 Cybersecurity Workforce Study 2023.pdf

Digital Economy Skills and Careers
https://www.skillsdevelopmentscotland.co.uk/media/fnpjezkk/digtal-
economy-skills-and-careers-guide-final.pdf

The GCHQ Christmas Challenge 2023 for Schoola
https://www.gchqg.gov.uk/news/schoolsxmaschallenge2023

What CISOs should look for when hiring

https://www.csoonline.com/article/1257437/how-cybersecurity-roles-are-
changing-and-what-to-look-for-when-hiring.html

Lessons from Ruby On Rails- A Blueprint for Al Tool Creators
https://gradientflow.com/from-rails-to-ai-lessons-in-open-source-for-the-
ai-era/

Understanding PSD3: A comprehensive overview of strong customer
authentication and payment fraud prevention
https://www.onespan.com/blog/psd3-authorized-push-payment-fraud

Why Including KYC and SCA Compliance in Your Payment Security Strategy is
Crucial

https://www.finextra.com/blogposting/25207/why-including-kyc-and-sca-
compliance-in-your-payment-security-strategy-is-crucial
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2022 Gartner®, Innovation Insight on Security Behavior and Culture
Program Capabilities.

https://www.cybsafe.com/podcast/behave-the-competitive-edge-a-cybsafe-
gartner-collaboration/

US Financial Stability Oversight Council in its annual report flagged Al's
ability to introduce cyber and model risks
https://home.treasury.gov/system/files/261/FSOC2023AnnualReport.pdf

International securities regulator losco has set out nine policy
recommendations for decentralised finance (DeFi) to complement those
for Crypto Asset Markets

https://www.iosco.org/library/pubdocs/pdf/IOSCOPD754.pdf
https://www.iosco.org/library/pubdocs/pdf/IOSCOPD755.pdf

Appellant in tax appeal relies on support from cases obtained though
use of Al — guess what ?

https://www.bailii.org/uk/cases/UKFTT/TC/2023/TC09010.pdf

Breaking down the Budget: using a Customer GPT to analyse reams of
technical documents

https://www.accountingweb.co.uk/tech/tech-pulse/breaking-down-the-budget-
will-custom-gpts-change-how-accounting-firms-communicate

First ever Al certification (ISO 42001) published
https://lwww.iso.org/standard/81230.html

Overview of the Al Standards Program and Novel Ecosystem Approach
https://jtc1info.org/wp-content/uploads/2022/06/03 09 Wael Overview-of-
ISO_IEC-AIl-for-ISO-IEC-Al-Workshop-0522-rev-28 3.pdf
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