Newslatter 8 March 24

ISACA Scotland Weekly Email 8 March 24
News and events from ISACA, SASIG and around the internet

ISACA Scotland News
https://engage.isaca.org/scottishchapter/home

International Women's Day is 8 March

New ShelLeadsTech webpage

https://www.isaca.org/membership/sheleadstech

SSCL Event: Generative Al - Controversy, Court Rooms and Ethical Considerations
12 March 2024 at 5:30 PM to 6.30 PM. Teams & In Person
The Mackenzie Building, Old Assembly Close High Street Edinburgh EH1 1QX

https://lwww.eventbrite.co.uk/e/sscl-generative-ai-controversy-court-rooms-and-
ethical-considerations-tickets-855118310887

Digital Policy Alliance
https://www.dpalliance.orq.uk/events/
For access to DPA Events contact newsletter@isaca-scotland.org.uk

Cyber Governance Code of Practice : Call for Views open to 19 March
2024
https://www.qov.uk/government/calls-for-evidence/cyber-governance-

code-of-practice-call-for-views/cyber-governance-code-of-practice-call-
for-views

Ways to respond at :

https://Iwww.gov.uk/government/calls-for-evidence/cyber-governance-
code-of-practice-call-for-views

ISACA Ireland Chapter Conference 2024 19" April — Call for Papers
https://engage.isaca.org/irelandchapter/new-page/conference-2022178
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Got feedback and/or suggestions for future events ?

e Interested in supporting the chapter by joining the Board ,helping
to run events or presenting at an event ?
e Got a job to advertise for free ?

Contact us via newsletter@isaca-scotland.orqg.uk

or join our Linkedin Group at

https://www.linkedin.com/groups/8443092/

ISACA UK Customer Service Number.
0800 0668549 and also for members via the web portal at
https://support.isaca.org/s/

Future Chapter Events for your diary - links in future mailing

ISACA Scotland - European Summit on Confidential Computing
PWC 144 Morrison Street Edinburgh
Thursday 25" April 1800-2030

Eventbrite Link To Follow nearer the date

Zoom Panel on UK Cyber Governance Code of Practice Consultation

Date to be finalised and Eventbrite Link To Follow

Glasgow Evening Networking Meeting 8th May
Morgan Stanley 122 Waterloo St, Glasgow G2 7DP

Eventbrite Link To Follow nearer the date

Edinburgh Joint ISACA Scotland / IIA Event Spring 2024
Glasgow Security Panel Quarter 2 2024


https://support.isaca.org/s/
https://www.linkedin.com/groups/8443092/
mailto:newsletter@isaca-scotland.org.uk

SASIG Webinars

Monday 11 March, 11am-12noon (GMT)
Change management series: Bringing it all together

https://www.thesasig.com/calendar/event/24-03-11-awareness/

In the context of a busy, noisy organisation, how best do we bring the
best practices of change management into everything we and our teams
do? How do we measure success in ways that people care about?

Tuesday 12 March 11am - 5pm
CybSafe IMPACT Conference 2024 London

Level 39, One Canada Square, London, E14 5AB
https://www.thesasig.com/calendar/event/24-03-12-cybsafe-impact/

Wednesday 13 March 2024, 11am-12noon (GMT)

“l didn’t mean to do that!” — Understanding human error for
cybersecurity

https://www.thesasig.com/calendar/event/24-03-13-awareness/

In this talk, we will look at the field of human error studies, investigate
why those errors occur, and more importantly, what you can do to stop
them. By leverage behavioural data and employing the same
psychological techniques utilised by cybercriminals, you’ll learn how to
reduce these errors.



Thursday 14 March 2024, 9.30am — 3pm (GMT)
In person — Birmingham
West Midlands SASIG: Protecting sensitive data and combatting fraud

https://www.thesasig.com/calendar/event/24-03-14-midlands/

Friday 15 March 2024, 11am-12noon (GMT)
The chief's brief with Pat Ryan CBE, Founder, Cyber Girls First

Future

https://www.thesasig.com/calendar/event/24-03-15-evening/

Pat Ryan CBE is a remarkable woman with a distinguished career in
Royal Navy Intelligence, being involved in several high-profile events of
the 1960s. Her civilian career was just as challenging, being one of the
first females in a senior position with PwC. When she ‘retired’ from paid
employment, she put her time and energy into two key projects, firstly,
kitting out every children’s ward in the country with personal computers
and, latterly, encouraging and inspiring girls to consider careers in
cyber.

ISACA Online
Hot Topics in ISACA Exchange Forums

Audit and Assurance

Cyber Security Assurance

Managed services Audit

Information and Cybersecurity

NIST Cybersecurity Framework 2.0 just released - Feb 26



Risk Management

Risk Management governance and Matric Organisations
What risk management software do you use

IT Organization Risk Register

COBIT and Governance

Getting started with DTEF

PROSCI SABSA and NIST Frameworks
COBIT- List of Referenced Standards

NICE Framework Updates

ISACA Media Links

ISACA Webinars — free to members

https://www.isaca.orq/training-and-events/online-training/webinars

13 March 2024 -4 CPE
ISACA Virtual Summit 2024: Managing Disruptive Technologies
TIME: 10 am ET/9am CT /7 am PT/14:00 UTC

https://www.isaca.org/training-and-events/online-training/virtual-
summits/manaqging-disruptive-technologies

The State of Privacy 2024 Webinar | CPE On Demand


https://www.isaca.org/training-and-events/online-training/virtual-summits/managing-disruptive-technologies
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https://engage.isaca.org/events/event-description?
CalendarEventKey=71ebac1f-c44b-40ed-8ba8-018c121cb44a&Home=
%2Fevents%2Fcalendar

The Board’s Role in Advancing Digital Trust

https://www.isaca.org/resources/news-and-trends/newsletters/atisacal
2022/volume-47/the-boards-role-in-advancing-digital-trust

Data Privacy Resources

https://www.isaca.org/resources/privacy-in-practice-survey

Forum: Privacy Community on Engage

https://engage.isaca.org/communities/community-home?
CommunityKey=45cb1f0f-2c64-4bcf-aebf-17a9e68d9ba7

New - OnelnTech rebranded as ISACA Foundation
https://www.isaca.org/about-us/isaca-foundation#about

New - Professional Development Forum on Engage Communities

Use View or Join dropdown on Communities tab to find it in Special Interest
Groups

Check out the Engage Community Library for useful reference docs

https://engage.isaca.org/communities/community-home/librarydocuments

Central England Chapter Upcoming Training

Please email Mike Hughes: < mhughes@prismra.co.uk>
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Irish Chapter Upcoming Training

ISACA Ireland and ISACA Scotland members are charged the same price
Any queries to - Everett.Breakey@isaca.ie

DPS Courses March
All 2 Days: Virtual € 800.00

14 - 15 March 2024.
ISO 42001 Al Management System Course
https://dp.services/elearn/index.php/training-courses/course-category/

guruprograms/1-govern,~manage-control/2-artificial-intelligence-management-
system-course

20 - 21 March 2024

Governance of Artificial Intelligence Systems Course
https://dp.services/elearn/index.php/training-courses/course-category/
quruprograms/1-govern,-manage-control/1-governance-of-artificial-
intelligence-systems-course

26 - 27 March 2024

Al Personal Data & Rights Impact Assessment Course

https://dp.services/elearn/index.php/training-courses/course-category/
guruprograms/1-govern,-manage-control/3-ai-personal-data-rights-
impact-assessment-course

About Certifications

CISA Exam Changes 2024
https://support.isaca.org/s/article/CISA-Job-Practice-Update-2024

ISACA CERTIFICATIONS & Certificates — the full list
https://www.isaca.org/credentialing
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Find Your Exam Candidate Guide Here
https://www.isaca.org/credentialing/exam-candidate-guides

MEMBERSHIP BENEFITS
ISACA Webinars - Free to members

https://www.isaca.org/training-and-events/online-training/webinars

ISACA Mentorship Program

https://mentorship.isaca.org/

The Program facilitates one-to-one mentorship connections and
brings together ISACA members at all stages of their careers who
want to give or receive professional development support. Career
mentoring helps both participants to expand networks, gain new

knowledge and insights, and build new skills.

As always, 72 free CPEs are available to you through your ISACA
membership.
https://www.isaca.org/membership/membership-benefits/free-cpe
Earn 1 Free CPE Credit—Take a Journal Quiz

https://www.isaca.org/resources/isaca-journal/cpe-quizzes/quiz-194

@ISACA TIPS COLUMN ARCHIVES

https://www.isaca.org/resources/news-and-trends/tips-column-archives

ISACA Support
https://support.isaca.org/.

Please visit https.//support.isaca.org for all support needs, which

includes a chat option and answers to hundreds of frequently asked

questions (FAQs). Submit only one ticket per issue.
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Graduate Apprenticeship Programmes

Glasgow Caledonian University

https://www.gcu.ac.uk/study/graduateapprenticeships/
ronnie.beattie@gcu.ac.uk and 0771 4715286

The Robert Gordon University Graduate Apprenticeship in MSc Cyber

Security
For more details and to apply, please visit:

https://www.rqu.ac.uk/study/courses/4074-graduate-apprenticeship-in-msc-

cyber-security

On Demand Webinars & Newsletters

Data Lab Community events & meet-ups
Online via The Data Lab Community
https://community.thedatalab.com/events

FinTech Scotland Newsletter
https://send.lucidity.ie/t/r-e-ttiknkd-udiutdzki-jd/

Scottish Al Alliance
https://www.scottishai.com/events

FINOS Newlstter
https://www.finos.org/newsletter

ONS Data Science Campus
https://datasciencecampus.ons.gov.uk/
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Cyber and Fraud Centre Scotland
https://cyberfraudcentre.com/events

Trending Al Research + Trending Al Tools
https://marktechpost-newsletter.beehiiv.com/

Al Weekly
https://aiweekly.co/

Gradient Flow (Large Language Models)
https://gradientflow.substack.com/

HelpNetSecurity
https://www.helpnetsecurity.com/newsletter/

Trading Standards A-Z of Scams
https://www.tsscot.co.uk/a-z-scams/

Center for Digital Trust at Ecole Polytechnique Fédérale de Lausanne
https://c4dt.epfl.ch/

Live Webinars

Living with Al open until the 18th of March 2024.

A fun, five week course of 2 hour sessions from the Scottish Al Alliance
for everyone
https://learn.thedatalab.com/browse/scottishai/courses/living-with-ai

Cybereason On-Prem Attack Simulation - Strengthen Your Private
Infrastructure Thursday 14™ March 2pm GMT
https://www.cybereason.com/onprem-attacksim-140324

Why You Need a Data-Centric Architecture in 2024 Progress
Thursday, March 21 - 03:00 PM GMT

https://www.progress.com/resources/webinars/why-you-need-a-data-centric-architecture-in-2024
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Future-Proofing SecOps: Al Innovations and Strategies

Thursday, March 21 4 - 5pm GMT
https://www.eventbrite.com/e/future-proofing-secops-ai-innovations-
and-strategies-tickets-851044636417

Exploring the Impact of Graph Technology on Financial Services:
Rabobank’s Implementation in battling Financial Economic Crime
Wednesday, March 27 10:30am CET 9.30 UK
https://qgo.neodj.com/WBR240327FSRabobank Registration.html

2024 Conferences

Top Security Conference Calendar Feb_Dec 2024
https://www.csoonline.com/article/559539/the-cso-quide-to-top-security-
conferences.html

Data Talent 2024 Glasgow Science Centre, G51 1EA
Tue 12 Mar 2024 9:30 AM - 6:00 PM

Tickets General £69, Students £20
https://www.tickettailor.com/events/datafest/1047109

IMPACT 2024

https://www.theimpactconference.com/impact-uk/
Tuesday 12th March London

Oracle DevLive 12-13 March 2024 ExCel London
12 march (Java Day) & 13 March (Data and Al Day)
https://lwww.oracle.com/uk/developer/devlive/london/
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Women in Public Technology

March 27th 2024 | Online Conference
https://www.eventsforce.net/dods/frontend/reg/tSelectBookingMode.csp
Public Sector 1 Place £340 (+VAT) 4+ Places £295 each (+VAT)
Corporates 1 Place £740 (+VAT)

Agenda
https://Iwww.dodsdiversity.com/upcoming-events/women-in-public-
technology

The Scottish Al Summit 28 March 2024. 9.00-17.10
Dynamic Earth Edinburgh
https://www.scottishaisummit.com/
https://lwww.scottishaisummit.com/agenda-2024
Private Sector - £49 Public Sector/Academic -£25
Third Sector/Student — free

IDC & Foundry UKI Security Summit

Building the Future Secure and Resilient Digital Business
22-24 April 2024. Sopwell House, St Albans
https://www.idc.com/eu/events/71130-idc-security-summit

AWS Summit at the ExCeL in London on April 24, 2024
8:30 AM - 18:00 PM Registration has now opened
https://aws.amazon.com/events/summits/emeal/london/

ClO Digital Enterprise Forum 16™ May London
https://www.idgevents.com/event/33f70b58-eb11-40ee-9617-
a918bd5d0005/summary
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Around The Web

Lazarus Hackers Exploited Windows Zero-Day to Gain Kernel Privileges
https://www.bleepingcomputer.com/news/security/lazarus-hackers-
exploited-windows-zero-day-to-gain-kernel-privileges/?&web_view=true

Millions Of Google, WhatsApp, Facebook 2FA Security Codes Found in
Unsecured Cloud Database of Asian SMS routing company
https://www.forbes.com/sites/daveywinder/2024/03/06/millions-of-

google-whatsapp-facebook-2fa-security-codes-leak-online/?
sh=62cdf7ed7be7

Red Canary Threat Highlights February 2024
https://redcanary.com/blog/intelligence-insights-february-2024/

CrowdStrike 2024 Global Threat Report
https://www.crowdstrike.com/blog/crowdstrike-2024-global-threat-
report/

Snap Trap: The Hidden Dangers Within Ubuntu’s Package Suggestion
System
https://lwww.aquasec.com/blog/snap-trap-the-hidden-dangers-within-
ubuntus-package-suggestion-system/

Red Sea cables have been damaged, disrupting internet traffic
https://edition.cnn.com/2024/03/04/business/red-sea-cables-cut-internet/
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GITHUB Push Protection - Keeping secrets out of public repositories
https://github.blog/2024-02-29-keeping-secrets-out-of-public-
repositories/

Building a Cyber Insurance Backstop Is Harder Than It Sounds
https://www.lawfaremedia.org/article/building-a-cyber-insurance-
backstop-is-harder-than-it-sounds

Transport Encryption - As the Balance of Security Controls Shift, Where
Does Responsibility Rest?
https://Iwww.rsaconference.com/library/blog/as-the-balance-of-security-
controls-shift-where-does-responsibility-rest

National Security Agency Guidance - Advancing Zero Trust Maturity
Throughout the Network and Environment Pillar
https://media.defense.gov/2024/Mar/05/2003405462/-1/-1/0/CSI-ZERO-
TRUST-NETWORK-ENVIRONMENT-PILLAR.PDF

Forensics Skillset: Techniques for Extraction and Analysis of the
Evidence
https://www.rsaconference.coml/library/presentation/usa/2023/forensics
%20skillset%20techniques%20for%20extraction%20and%20analysis
%2001f%20the%20evidence

Cybsafe Nudge Toolkit
https://www.cybsafe.com/free-cybersecurity-tools/the-nudge-toolkit/

What Is The Year 2038 Problem?
https://theyear2038problem.com/

Why governance, risk, and compliance must be integrated with
cybersecurity
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https://www.csoonline.com/article/1309993/grc-impact-and-challenges-
to-cybersecurity.html

CJEU confirms that IAB Europe's TCF ad consent popups contain
personal data under GDPR and that IAB is classed as a joint controller
due to its influence over its members
https://www.theregister.com/2024/03/08/ad_tracking_popups_in_europe/

How HP’s All-In Plan printer subscription plan works
https://www.pcworld.com/article/2251993/the-nightmare-is-real-hp-
makes-printing-a-subscription.html

Measuring GitHub Copilot’s impact on productivity
https://cacm.acm.org/research/measuring-github-copilots-impact-on-
productivity/

Updating the Bank of England’s Data and Analytics Strategy
https://www.bankofengland.co.uk/-/media/boe/files/speech/2024/march/
a-weathervane-for-a-changing-world-speech-by-james-benford.pdf

How the Pentagon Learned to Use Targeted Ads to Find Its Targets—
and Vladimir Putin
https://www.wired.com/story/how-pentagon-learned-targeted-ads-to-
find-targets-and-viadimir-putin/

Researchers create Al worms which can spread from one system to
another and could potentially steal data and deploy malware
https://arstechnica.com/ai/2024/03/researchers-create-ai-worms-that-
can-spread-from-one-system-to-another/

Build Critical Al Skills with These 250 (Free) Al Courses
https://www.linkedin.com/business/talent/blog/talent-acquisition/250-
free-ai-courses
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